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[bookmark: _Toc216749304]Introduction

This assessment aims to demonstrate the technical and practical skills required to configure and administer a complex network infrastructure, distributed between two distinct locations: Swansea and London. The paper is structured in a logical and progressive way, covering all the essential steps for implementing a secure, scalable and functional network environment.
In the first part, routing between the two networks is addressed, a fundamental element for ensuring connectivity and the correct direction of traffic. Subsequently, the course moves on to configuring the domain server in Swansea, with a focus on creating DNS records (A and PTR), indispensable for name resolution and for the proper functioning of services.
A critical aspect is the implementation of an encrypted site-to-site VPN connection between Swansea and London, which guarantees the security of communications and the protection of transmitted data. In parallel, user accounts and workstation membership in the domain are configured, strengthening centralized administration and access control.
Configuring DHCP services is a key step in automating IP address assignment, with distinct server and relay roles, so that all clients receive the necessary configuration dynamically. After implementation, network testing and troubleshooting is performed to validate connectivity and identify potential problems.
The work also includes hardware resource management, by mounting a second disk for storing Swansea files, as well as configuring an IIS server with internal Windows authentication, demonstrating the integration of web services into the infrastructure. Finally, remote access services are enabled, providing the ability to administer the S-DC server from any other machine on the network.
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1.1 [bookmark: _Toc216749307]Routing in Swansea Network
Install Routing and Remote access Service and modify firewall rules to allow ICMP Traffic.
To add a router we must add rules.
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We go step by step and at this step we choose Remote Access.
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Here we must choose the first two points.
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We accept that we agree to reinstall the server.
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In the next step we check all the points so that we have everything in the menu.
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Finish and restart.
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1.2 [bookmark: _Toc216749308]Routing in London Network
Configure persistent IP Forwarding and Routing
We use the same steps for the London server
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A computer screen shot of a computer screen

AI-generated content may be incorrect.]
[image: A computer screen shot of a computer screen

AI-generated content may be incorrect.]

[bookmark: _Toc216749309]Domain Server (Swansea)
2.1 [bookmark: _Toc216749310] Create all appropriate A records for all servers on Swansea and London Network
I created an Active Directory forest named Igor.acca on the Swansea Domain Controller.
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2.2 [bookmark: _Toc216749311] Create a reverse lookup zone creating PTR records for all servers
I created all appropriate DNS A records for all servers located on both the Swansea and London networks to ensure proper name resolution.
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[bookmark: _Toc216749312]Encrypted Connection between Swansea and London
3.1 [bookmark: _Toc216749313] Configure Site-to-Site VPN to London Network.
I configured a site-to-site VPN connection between the Swansea and London networks
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4.1 [bookmark: _Toc216749315] Create user accounts
I created user accounts for the Igor.acca domain using the parameters defined by the lecturer. 
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[bookmark: _Toc216749316]Domain Membership
5.1 [bookmark: _Toc216749317] Join L-CD, ClientS1, ClientL1 to the yourname.acca domain.
At this stage we connected all the computers to the first server
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[bookmark: _Toc216749318]DHCP Server
6.1 [bookmark: _Toc216749319] Configure S-DC as DHCP Server
I configured the servers in DHCP step by step to receive the range X.X.X.10 – X.X.X.20 for each network.
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6.2 [bookmark: _Toc216749320] Configure L-CD as DHCP Relay Server
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6.3 [bookmark: _Toc216749321] All the Clients should receive IP Address automatically via DHCP Server
I ensured that all client machines received their IP addresses automatically from the DHCP server using DNS
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[bookmark: _Toc216749322]Test and Troubleshoot
7.1 [bookmark: _Toc216749323] Test the network for Connectivity
I tested the network for full connectivity and verified that both the Swansea and London networks were connected and fully operational. Where issues arose, I systematically troubleshot and resolved them.
[bookmark: _Toc216749324]Disk Drive
8.1 [bookmark: _Toc216749325]Mount second disk drive to E:\SwanseaFiles
I mounted the second disk drive as E:\, shared it on the network, and assigned the required permissions. Domain Users were granted full control, while other network users were given read-only access
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[bookmark: _Toc216749326]IIS Server
9.1 [bookmark: _Toc216749327]Create webs.yourname.acca website and enable windows internal authentication
I created the webs.Igor.acca website using IIS and enabled Windows Integrated Authentication.
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[bookmark: _Toc216749328]Remote Desktop Services
10.1 [bookmark: _Toc216749329]Configure remote access for S-DC from any other machines in the network
In the final stage, we connected the display from the London server to the Swansea one.
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[bookmark: _Toc216749330]Conclusion
Following the steps outlined in this assessment, a fully functional configuration of a distributed network infrastructure between Swansea and London was achieved. The process demonstrated both technical skills and the ability to integrate essential services into a coherent and secure environment.
By implementing routing, domain server and DNS records, a solid foundation for communication between systems was provided. Configuring site-to-site VPN strengthened the security of data transfer, and user account management and domain membership enabled centralized administration and access control.
DHCP services automated the process of IP address allocation, increasing efficiency and reducing the risk of errors. Testing and troubleshooting confirmed the stability of the network, and the integration of additional hardware and software resources – such as mounting a second disk and configuring an IIS server – demonstrated the flexibility and scalability of the infrastructure. In addition, enabling remote access services provided an additional level of management and support.
Thus, the assessment highlights a comprehensive approach to network management, combining security, efficiency and service availability. The final result confirms that the designed infrastructure can support the requirements of a modern organization, providing both operational stability and the possibility of future expansion.
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