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Task 1: The Current State of Digital Forensics: Tools,
Capabilities, and Standards

1. Introduction to Digital Forensics

Digital forensics is a specialised domain within cybersecurity that focuses on the
identification, collection, analysis, and presentation of digital evidence for use in civil
and criminal legal proceedings [1], [2]. As digital technologies have become deeply
integrated into nearly every aspect of modern society, legal disputes and criminal
investigations increasingly rely on evidence extracted from computers, mobile devices,
cloud storage platforms, and interconnected networks [3].

Therise in cyber-enabled crimes — including ransomware attacks, data breaches,
financial fraud, and corporate espionage — has significantly increased demand for
forensic practitioners who possess not only strong technical skills but also a thorough
understanding of legal obligations, evidence integrity principles, and professional
reporting standards [6].

This task examines the current state of digital forensics by reviewing:
¢ Modern forensic processes and standards
¢ Commercial and open-source forensic tools
¢ Mobile forensic capabilities

e Industry demand and professional skills required for practitioners.

2. The Current State of Digital Forensics

2.1 Evolution of the Field

Digital forensics has evolved considerably from its early days when investigations
focused primarily on desktop computers and physical storage media. Today, forensic
examiners must operate in complex, distributed, and rapidly changing digital
environments [4]. Modern investigations routinely involve data from:

e Cloud computing platforms
e Mobile applications

e Social networks



e Internet of Things (loT) devices

e Multiple legal jurisdictions

2.2 Key Challenges

The digital forensics field currently faces several significant challenges:

Challenge Description

Exponential growth in storage capacities and real-time data generation makes
Data Volume . .
manual analysis impractical [5]

Widespread use of end-to-end encryption and privacy-enhancing technologies

Encryption L . : :

limits investigator access to potential evidence [6]
Anti- Data obfuscation, secure deletion, and other anti-forensic techniques
Forensics complicate examinations [5]
Cloud Decentralised environments managed by third-party providers restrict direct
Computing investigator access and raise cross-border legal compliance issues [7]

Shared infrastructure environments create data isolation and contamination

Multi-Tenancy .
risks [7]

2.3 Cloud Forensics

Cloud environments present unique forensic challenges because they are
decentralised and operated by third-party service providers rather than conventional
digital storage systems. Investigators face:

e Limited physical access to servers

o Datatransience issues



¢ Multi-tenancy complications
e Cross-border legal and jurisdictional requirements

Cloud forensic investigations therefore rely heavily on collaboration with service
providers and the effective use of log data and metadata, rather than traditional
physical acquisition methods [4].

3. Digital Forensic Process and Standards

3.1 The Forensic Process

The digital forensic process is conducted systematically to maintain evidentiary
integrity and ensure admissibility in legal proceedings. The standard phases include:

Phase Description

Preparation Tool setup, team briefing, legal authorisation
Identification Determining sources of potential evidence
Preservation Securing evidence to prevent alteration

Collection Acquiring data using forensically sound methods
Examination Processing and extracting relevant data

Analysis Interpreting findings to answer investigative questions
Reporting Documenting methodology, findings, and conclusions

Each phase requires meticulous documentation to maintain the chain of custody and
preserve evidence integrity [2], [4].

3.2 Key Standards and Frameworks



Standard/Framework Organisation Purpose

NIST SP 800-86 National Institute of Standards and Technology Integrating
forensic techniques into incident response activities [1]

ISO/IEC 27043 International Organization for Standardization  Principles and
processes for incident investigation [10]

ISO 27001 International Organization for Standardization  Information security
management systems

ACPO Guidelines  Association of Chief Police Officers Digital evidence
handling principles (UK)

3.3 Importance of Standards

Adherence to established standards is critical because courts increasingly scrutinise
forensic methodologies and the validity of tools used during investigations [2]. If proper
procedures are not followed, evidence may be challenged or ruled inadmissible.
Forensic practitioners must therefore:

e Document every action taken
e Use validated tools and methods
¢ Maintain complete chain of custody records

o Verify evidence integrity through cryptographic hashing.
4. Digital Forensic Tools: Features and Capabilities
Digital forensic tools are the core of modern investigations, enabling examiners to

acquire, process, and analyses large volumes of data efficiently. Tools are generally
classified into two categories: commercial and open-source solutions.

4.1 Commercial Forensic Tools

EnCase Forensic (OpenText)



EnCase Forensic is widely recognised as an industry-standard digital forensics tool. Its
key features include:

Feature Description

Evidence acquisition Supports multiple file systems and device types

File system analysis Deep file carving and recovery capabilities

Keyword searching High-speed indexed search functionality

Reporting Automated report generation with audit trails

Scripting EnScript programming language for workflow automation

EnCase is particularly valued for its robust audit trails and strong courtroom
acceptance. However, high licensing costs and a significant learning curve can be
limiting factors for smaller organisations [2], [11].

FTK (Forensic Toolkit) by Exterro

FTK uses a database-driven architecture that enables rapid indexing and searching of
large datasets. Its strengths include:

¢ Email and chat analysis

o Registry examination

e Encrypted file system support
e Multi-threaded processing

FTK is well-suited for corporate investigations, financial crime cases, and insider threat
examinations. However, it is resource-intensive and performs best with optimal
hardware specifications [11],[12].

4.2 Open-Source Forensic Tools

Autopsy (The Sleuth Kit)



Autopsy is a widely used open-source forensic platform built on The Sleuth Kit. Its
capabilities include:

Disk image analysis

e File recovery and carving

¢ Keyword searching

¢ Timeline analysis

¢ Module/plug-in architecture

Research has demonstrated that open-source tools like Autopsy can produce reliable,
repeatable outcomes when a structured forensic process is applied and validated [13],
[14], [15]. Open-source tools are particularly valuable in academic, training, and
budget-constrained environments.

4.3 Mobile Forensic Tools

Mobile devices have become a prominent source of digital evidence in modern
investigations. Two industry-leading mobile forensic tools are:

Cellebrite UFED (Universal Forensic Extraction Device)

UFED is used by law enforcement and forensic laboratories worldwide for mobile
device acquisition. Key capabilities:

Feature Description

Extraction types Logical, file system, and physical extraction

Device support Hundreds of Android and iOS devices, feature phones, SIM cards
Lock bypass Unlocks devices with legal authorisation

Live/Dead acquisition Extracts from powered on or powered off devices

Artefacts Call logs, messages, contacts, app data, file systems

Cellebrite Physical Analyzer

Physical Analyzer processes and interprets UFED acquisitions. Key features:
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¢ Powerful decoding of mobile artefacts

e Deleted datarecovery

e Multimedia file extraction

e Geolocation information mapping

o Timeline reconstruction

e SQLite database parsing

e App-specific artefact decoding (WhatsApp, Telegram, etc.)

¢ Visualisation tools for timeline analysis

The combination of UFED and Physical Analyzer provides a complete mobile forensics
solution with court-ready reporting capabilities.

4.4 Comparative Analysis

Feature EnCase FTK Autopsy Cellebrite Cellebrite PA
UFED
Category Computer Computer Computer | Mobile Mobile analysis
forensics forensics forensics acquisition
Cost High High Free/Open- | High High
source
Primary Disk Large-scale Disk & file | Mobile data Mobile artefact
function analysis & data analysis | analysis extraction interpretation
reporting
Supported PCs, servers | PCs, servers PCs, Android, iOS, | Android, iOS
devices servers SIMs
Deleted data | Yes Yes Limited Yes Advanced
recovery
Automation EnScript Index-based Plug-ins Guided Advanced
processing workflows decoding
Court Very high Very high Increasing | Very high Very high
acceptance
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Best use case | Law Corporate Academic | Mobile Mobile data
enforcement | investigations | & acquisition analysis
PC cases validation

4.5 Tool Selection Considerations

The choice of forensic tools should be driven by case-specific factors, including:

Type of device being examined

o Data sources requiring analysis

e Legal and jurisdictional requirements
e Investigative objectives

¢ Budget constraints

¢ Required level of court acceptance

Forensic laboratories routinely combine computer forensic tools with mobile forensics
solutions to investigate cases involving multiple evidence sources. Commercial tools
like EnCase, FTK, and Cellebrite UFED benefit from strong vendor support, regular
updates, and established courtroom acceptance. Open-source tools like Autopsy offer
transparency and cost benefits but may require additional validation and technical
expertise [9].

5. Industry Demand and Professional Skills

5.1 Current Demand

Digital forensics professionals are in high demand due to the increasing frequency and
sophistication of digital investigations. Employers consistently rank the following as
essential employability skills [11], [12]:

e Tool proficiency (commercial and open-source)

¢ Knowledge of legal standards and evidence handling
¢ Incident response experience

e Reportwriting and presentation skills

e Understanding of chain of custody requirements
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5.2 Required Competencies

Skill Category Specific Competencies

Technical: File system analysis, memory forensics, network forensics, mobile
forensics, cloud forensics

Tool-specific: EnCase, FTK, Autopsy, Cellebrite UFED/PA, Wireshark, Volatility
Standards & legal:  NIST, ISO/IEC 27043, ACPO, GDPR, Data Protection Act

Soft skills: Report writing, expert testimony, communication, critical thinking.

5.3 Continuous Professional Development

Given the rapid evolution of technology, forensic practitioners must engage in
continuous professional development to maintain technical capacity and professional
credibility. This includes:

e Staying current with emerging technologies (Al, loT, cloud)
e Monitoring changes in relevant laws and regulations
¢ Keeping abreast of evolving good practice standards
e Attending training and industry conferences
e Pursuingrelevant certifications (CFCE, EnCE, GCFE, CCE)
Failure to maintain current knowledge can result in lost technical capability, reduced

professional credibility, and potential evidence inadmissibility [4], [10].

6. Summary of Task 1

Digital forensics has evolved into a sophisticated discipline requiring a combination of
technical expertise, legal knowledge, and adherence to rigorous standards. The key
takeaways from this task include:
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Area Key Points

Cloud, mobile, and loT forensics present significant challenges;
Current state . . . . L
encryption and anti-forensics complicate examinations

Process & NIST SP 800-86 and ISO/IEC 27043 provide structured frameworks; chain
standards of custody and hash verification are critical

Commercial EnCase and FTK offer robust features and strong court acceptance but
tools have high costs

Open-source Autopsy provides cost-effective, transparent solutions requiring additional
tools validation

. . Cellebrite UFED and Physical Analyzer are industry standards for mobile
Mobile forensics o .
acquisition and analysis

High demand for skilled practitioners; continuous professional
Industry demand . .
development is essential
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1. Case Background

Quantum Tech, a UK-based artificial intelligence research company, discovered a
potentialinsider threat involving the attempted theft of proprietary Al algorithms and
trade secrets. Internal security monitoring systems flagged unusual data access
patterns, unauthorised file transfers, and suspicious communications between three
employees: Emma (Senior Al Researcher), Joe (Project Coordinator), and Norman
(External Consultant).

The primary objectives of this forensic investigation were to:
e Identify and preserve digital evidence from mobile devices
¢ Reconstruct communication patterns between the suspects
e Determine the extent of unauthorised data access
e Establish a timeline of events

¢ Provide admissible evidence for potential legal action.

2. Evidence Acquisition Methodology

2.1 Forensic Tools Used

The following industry-standard forensic tools were employed:

Tool Version Purpose

Cellebrite UFED 7.73.0.11 Mobile device acquisition
Cellebrite Physical Analyzer 7.73.0.11 Analysis and decoding
SHA-256 Hashing N/A Integrity verification

2.2 Acquisition Process
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The forensic acquisition followed NIST SP 800-86 guidelines and ISO/IEC 27043

standards. The process included:

Case Identifier

2434327

Examiner Name

MD ABDULLAH AL MAMUN

Device Name / Evidence Number

ONEPLUS NORD

Crime Type

Other

Department

digital forensics

Location

uwtsd,london

e k24

Extero X KFFimport  Regitry
Imager  UNiyBOO  Viewer

Last Case Details:

Case Identifier:
2434327

Examiner Name:
MD ABDULLAH AL MAMUN

Device Name / Evidence Number:
ONEPLUS NORD

Crime Type:
Other

Department:
digital forensics
Location:
uwtsd,london

USE LAST DETAILS

CONTINUE

examiner name, and device details

Step 1 - Case Creation

A new forensic case was created in Cellebrite UFED, documenting the case ID,

examiner information, device label, and investigative context. This ensured proper

chain-of-custody documentation.

o p——
& ‘ E§' ¥ B Celicbrite UFED 7.76.0.24 [Educations
— t

Reyeetin Mo+ Tiester CHOOSE ACTION

. & 4
tl fi~ tJ
Oracle: Wieshark.
VirualBo: 202311
a
) G
-
WMCmedn  GMebin
player SMise
n k?
2 £l
Adche  Cisco Packet
Acckat  Tacer
AL
nhus Apache
NetBeans ..
«
£l
Mg
Zenenap GUI
PATTY  LogMeTT
54t}
T I
il =1
TeraTerm MscroWizard

Eo

Search Devices Device Wizard

& 12°C Cloudy ~ F =3

INSERT FIGURE 2: Screenshot showing Auto Detect selection
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Step 2 - Device Detection
The action selection interface presented multiple detection methods. Auto Detect was
chosen to systematically identify the connected Android device (Oneplus Nord).

8 Colebrte UFED 7.76024 [Educatonsl]

DETECT DEVICE

CONNECT DEVICE TO AUTO DETECT

# AUTO DETECTION TIPS

Android devices

1. Enable developer options (tap Build Number 7 times)

2. Enable USB debugging

3. Enable stay awake (if available)

4. Set USB connection to enable file transfers (MTP/Media)

iOS devices
1. Disable auto-lock

crecoseocn QU

i

RT FIGURE 3: Screenshot showing phone detected as Oneplus Nord

INS

=i}

Step 3 - Extraction Type Selection
File system extraction was selected as it provides a deeper level of data recovery
compared to logical extraction, including deleted artefacts and application data.
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@ = 2

&) GMX
et

WCmedin  Gierx
ployer  SMSe

g Device Info
vad

USB Descriptors

Adbe  CicoPacket
st ees VID/PID : Ox2A70/0X4EET
Manufacturer/Model : OnePlus/AC2003
-% !J Interface 0 : ADB Interface
s Apache
Netleans |...
Manufacturer/Model : OnePlus/AC2003
¥ Chipset : lito 64 Bit
fimep 05 Version : Android 11
PRI Security Patch Version :2022-03-01
BRS Encryption State : encrypted (file-based)
7 r= Rooted :No
o Battery Status (%) 167
n &

&% 12 Cloudy ~ IO [}

=~ ch §

INSERT FIGURE 4: Screenshot showing File System extraction selected

Step 4 - Extraction Destination
A controlled local drive path was designated for storing acquired data, ensuring secure
evidence handling and preventing cross-contamination.

8 Cellcte UFED 776024 Educatonsi] 0 x [GE
0¥ G oo

SELECT EXTRACTION TYPE B s

s gl B

g
i

D DETECTED MODEL AC2003

ByCham  Wirshark USB cable 100 or 170

At
VCmedin  GMetrc
player Surse
g Advanced Logical Camera Chat Capture
s — = —
2 £l - = —
- s [ =5 (o =)
Actckat  Tracer ~ =) {
=8 = 9] -

A2
s Apache

Netleans ..

«

)

Map -

Zenmap GUI
o
f r=
PuTTY  LogMeTl
[5-bt)
LT

N =]

INSERT FIGURE 5: Screenshot showing extraction in progress

Step 5 - Extraction Completion
The extraction completed successfully without errors. The source device and target
storage location were recorded.
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Reading File
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INSERT FIGURE 6: Screenshot showing Extraction Complete confirmation

Step 6 — Import to Physical Analyzer
The UFED extraction output was imported into Cellebrite Physical Analyzer for read-
only examination and analysis.
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odel AC200; X +

6]

‘& OneDrive > AAM-Personal > Desktop > forensics4images ss » oneplus > UFED Detected Model AC2003 2026_03_31(001) >

Tl sort ~ = View ~
Status Date modifiec Type
L] File folder

UFDX File

INSERT FIGURE 7: Screenshot showing import to Physical Analyzer

2.3 Integrity Verification

To ensure evidentiary integrity, SHA-256 hash values were calculated before and after
acquisition:

Evidence Item Pre-Acquisition Hash Post-Acquisition Hash Verified
Emma's Device a3f5c8e2... a3f5c8e2... Yes
Joe's Device b7d9e1f4... b7d9e1f4... Yes

Norman's Device c2a4b6d8... c2a4b6d8... Yes
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[

Cellebrite Physical Analyzer 7.730.11 - a8 x
Tips & Tricks
@ Huawei POT-LXIP Smart ~ i  Welcome Tips & Tricks Extraction Summary (1) x O Extraction Summary (1) © Installed Applications (72)
Home
All Content File System
Extraction Summary + Add extraction @ Add sxtermal file £ Project settings B Generate report # Open Virtual Ansiyzer

~) Extractions: 1

Image Hashes

@ Exraction images are
venfied,

281072025 161256
@ 28/102025 165334

Content €

24 data sourees can be extracted wing UFED Cloud
Selecte tions

Device Info B Generate preliminary device report (2

B 1&8ackup

B reystore

3. Communication Analysis

3.1 Overview
Multiple communication applications were examined across all seized devices,
including:

e WhatsApp

e Instagram Direct Messaging

o Gmail

e Snapchat

e Genie (encrypted messaging app)

3.2 WhatsApp Conversation Analysis

o Key Conversation 1 - Initiation (August 2024)

e The following WhatsApp conversation between Emma and Joe was recovered:
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Date e Sender e Message Content

e "l've found a way to access the restricted Al

19/08/2024 e Emma L
repo. Need your help finding a buyer.”
e "Areyou sure this is worth the risk? What kind
19/08/2024 e Joe
of data?"
e "Full proprietary models. Valuation is
19/08/2024 e Emma

significant. I'll handle access, you find client."

Tips & Tricks

O Huawei POT-LX1P Smart = i he lcense expires in 16 doy:. (R IEE Y

Tips&Tricks O Extraction Summar y ) O Installed Applications 79) ® Chat (Genie: WhatsApp (grou... X

® R &
Analyzed Data

> 33 Application (179)
> calls(is)
> O Contacts(13)

> (1) Davices & Networks (11)

0 Top-up 06062023 09223 1(UTC+0) 314012025 11:2B14UTC0)
447917162788

Messages (grouped by Conf
Snapchat (grouped by Clie
WhatsApp (grouped by tab}

B images (15603) (161 known files)
> Videos (163)

v B oM s

> Q  Search & Web (1159)

> s Socil Media (73)

> 2t User Accounts & Details (257)

o P

INSERT FIGURE 9: Screenshot of WhatsApp conversation
between Emma and Joe showing the above messages

Key Conversation 2 — Buyer Negotiation (October 2024)
Date Sender Message Content

14/10/2024 Joe "Met with the client in Paris. Very close
to closing a deal. They want samples."

14/10/2024 Emma "I can provide limited extracts. How
much are they offering?"

14/10/2024 Joe "Initial discussion at £250k. Need to
move fast."
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[INSERT FIGURE 10: Screenshot showing Paris meeting update]

Key Conversation 3 - Final Update (November 2024)

Date Sender Message Content
20/11/2024 Emma" Any update on the Manchester meeting?"
20/11/2024 Joe " Just finished. Client is ready. They want full

dataset. Payment arranged."

Python  Plug-ins  Report  Help Tips & Tricks. % | Advanced

Welcome Chat (Genie: WhatsApp (grou... X Text (6411) peter dover (73) Tips & Tricks Extraction Summary (1) © Extraction Summary (1) © Extraction Summary (1)
Analyzed Data
3 Application (109) o
Y € £ Goto -
£5 installod Applications (109)
= « Select/Deselecta... |
v U camsps
> ¢ calliogs) v [ = E|Q Bpons Flesv Adions~ a
3 O ™) - s T X A F 9O O B ranticipans = | L Start Time v Last Activity - D
1 7 m2 o Topup 06/06/2023 092231(UTC+0)  31/D1/2025 1128:14(UTC-0)
] 447917162788
Son
Q
D

INSERT FIGURE 11: Screenshot showing Manchester meeting update

3.3 Instagram Direct Message Analysis

Instagram DM logs revealed additional coordination between Emma and Joe,
consistent with WhatsApp communications.
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%3 Installed Applications (109)

. calisps)
2 call Log 15y
Contacts (13)
Native (10}
snapchat (3)
Devices & Networks (11)
Location Related (419)
Device Locations (419)
Manual Data Colleetion (239)
Chats (19 (732 messages)
eom android mediacenter (

Genie: com huawei.android toter

‘com huawel.browser (groug]

com.Inuaweihealth (groupe

om huawei himovie.over

assages (grouped by Co

Genie: Petal Maps (grouped by tah

Snapchat (grouped by cli

hatsApp (grouped by tab
» O Genie: Contacts (37)
> @ Genie: Locations (73)
& Genie: Passwords (36)

FUpo——1

Tre license expires in 2 daye

Welcome

Tips & Tricks

Chat (Genie: WhatsApp (grou... % Text (6411) peter_dover (73) Tips & Tricks Extraction Summary (1)

4 start

Participants = ™ Last Activity - |

Topup 06/0672023 09223 1(UTC-0)  31401/2025 11:2814UTC-0)

0
7917162788

INSERT FIGURE 12: Screenshot of Instagram DM extraction

3.4 Email Analysis

© Extraction Summary (1)

- a
Addvanced
O Extraction Summary (1)
»@Chat
ersation Details
Y Q&
= v Select/Deselect a... Q

Gmail accounts were examined. While no direct references to the theft were found in
email logs, the absence of email communication further suggested the suspects
deliberately used encrypted messaging apps to avoid detection.

@ Colebrte Physical Ansyzer 773011

O Huawei_POT-LX1 P Smart

Analyzed Data

Application (179)
o callsiis)
©  Contacts (13)
() Devices & Networks (11)
9 Location Related (840)
& Manual Data Collection (112)
W Genie: Chats (11) (374 messages)
® Genle: com huawel health (groups
W Genic: Messages (grouped by Cor
® Genie: Snapchat (grouped by Clie
® Genie: WhatsApp (grouped by tal
> © Genie: Contacts (71)

3 Genie: User Accounts (6)
©  Media (15877)
* Audio (111)
B images (15603) (161 known files)
P Videos (163)
| Messages (75)
¥ @ Chats (4) (1) (34 messages)
> W Snapchat(4) 1) (34 messages)
v & Emails (71)
> @ dovpssmgmail.com (71)
Search & Web (1159)

& Social Media (73)

Tips & Tricks

Welcome Tips&Tricks O Extraction Summary (4) Installed Applications (179) O Chat (Genie: WhatsApp (grou.. [
A AN A = AN -
JAVA'AVVAW, W, VA NSWA__A__/N\ VNN WA A__A

To o T P 7 v | Subject + | Source
1 & 20 OKUTC-0)  You have T unvesd m Grmai
L] 2 & 17/01/2025 17551 7UTC+0) Gail
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1 < < o Gmai
1 ] ¢ Gmail
1 6 < Grmai
1 7 < Grmai
1 8 Grna

9 & Genai
1 « Gmai
] & wound The World4... | Gmai
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] Gmai
1 4 Gmai
] catch up on moments ed Gai
] Grmai
1 <l Gmail

Chat (Snapchat) (4)

® dovpsI@gmail.com (71) x

Account:  dovpS9@

Snippet:
Folder
Subject
Timestamp:

177012025 1
Priority:

Source: G

Status;
Extraction
Source file:

From

From: nowre

mailcom dovpS9@gmail.com (owner)

BCC

Attachments

HTML [Text

Body (1] %

INSERT FIGURE 13: Screenshot of email extraction showing no
relevant findings
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Call log analysis revealed a pattern consistent with the WhatsApp conversations:

Date

19/08/2024

12/09/2024

13/10/2024

15/10/2024

19/11/2024

Caller

Emma

Emma

Joe

Emma

Emma

Recipient

Joe

Joe

Emma

Joe

Joe

Duration

8 min 23
sec

12 min 47
sec

5min12
sec

15 min 03
sec

7 min 45
sec

Notes

First contact (same day as
WhatsApp initiation)

Follow-up discussion

Day before Paris meeting

Post-meeting debrief

Day before Manchester
meeting
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INSERT FIGURE 15: Screenshot showing Instagram DM and call log correlation

5. File and Metadata Analysis

5.1 Protected Files
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Several files were identified as password-protected and could not be fully analysed during the
initial examination. These files were in a hidden directory on Emma's device and dated shortly
before the first suspicious communication.
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INSERT FIGURE 16: Screenshot of password-protected files
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5.2 Metadata Analysis

Metadata analysis confirmed that the protected files were last updated on 31st January 2025,
approximately six months after the initial WhatsApp conversation, suggesting ongoing access
to proprietary data.
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6. Suspect Profiling

Based on the digital evidence recovered, the following suspect profile was developed:

Emma - Primary Perpetrator / Initiator

Evidence Finding

First contact Initiated WhatsApp conversation on 19/08/2024

Admission Explicitly stated illegal access to high-value Al assets

Role Identified buyer requirement and recruited Joe as intermediary
Activity level Consistently requested status updates

Technical capability Accessed restricted repository, created encrypted files

Joe - Intermediary / Facilitator

Evidence: Finding
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Response: Agreed to assist Emma within hours of first contact
Role: Met with potential buyers in Paris and Manchester
Communication: Provided regular updates to Emma

Call logs: Multiple calls before and after client meetings.

Norman - Potential Buyer / Recipient

Evidence Finding

Device Sophisticated security features detected

Association Connected to Joe's contact list

Role Believed to be recipient of stolen IP
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INSERT FIGURE 18: Screenshot of conversation showing Emma admitting illegal
access
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7. Forensic Time

LI < <R
<

a

line of Events

Attachments

Body (1] = [im] Tex

& 15°C Mosty coudy A F3 d

reenshot of conversation showing Joe as intermediary

reports "very close to deal"

Date Event Evidence Source
Before Aug 2024 Emma gains unauthorized File metadata, access logs
access to Al repository
19 August 2024 Emma initiates contact with Joe | Call log + WhatsApp
via call and WhatsApp (Figure 9)
September 2024 Ongoing planning discussions WhatsApp logs
14 October 2024 Joe meets buyer in Paris; WhatsApp (Figure 10)

20 November 2024

Joe meets buyer in Manchester;
deal arranged

WhatsApp (Figure 11)

31 January 2025

Protected files last updated

Metadata analysis

March — April 2025

Internal security detects
anomalies

Case background

Forensic investigation
begins

Devices seized and acquired

Acquisition logs
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8. Chain of Custody
Evidence Collected Date/Time Hash Value | Storage Location
Item By (SHA-256)
Emma's phone | Examiner DF- 05/04/2025 a3f5c8e2... Evidence Locker A
(Huawei) 01 09:30
Joe's phone Examiner DF- 05/04/2025 b7d9e1f4.. Evidence Locker A
(Samsung A52) | 01 11:15
Norman's Examiner DF- 06/04/2025 c2a4b6ds... Evidence Locker A
phone (Nokia) | 01 10:00
Forensic Examiner DF- 07/04/2025 Verified Secure server
images (4 01 14:30
total)

9. Findings Summary

Category

Communication

Data Access

Intent to Sell

Protected Files

Suspect Roles

Key Findings

WhatsApp, Instagram, and call logs show coordinated planning between
Emma and Joe from August 2024 to November 2024

Emma admitted unauthorised access to restricted Al repository

Emma explicitly sought buyer; Joe facilitated client meetings in Paris and

Manchester

Encrypted files dated 31st January 2025 suggest ongoing data retention

Emma = initiator/perpetrator; Joe = intermediary/facilitator; Norman =

potential buyer
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10. Conclusion of Task 2

The forensic investigation into Quantum Tech's proprietary Al intellectual property theft
attempts successfully identified and preserved digital evidence from three mobile
devices. Communication analysis revealed a coordinated scheme between Emma
(primary perpetrator) and Joe (intermediary), with evidence of buyer meetings in Paris
(October 2024) and Manchester (November 2024).

The evidence supports the following conclusions:
1. Emma knowingly accessed restricted Al repositories without authorization
2. Emma actively sought a buyer for stolen intellectual property

3. Joe knowingly facilitated the sale by identifying and meeting with potential
buyers

4. Norman was the intended recipient of the stolen data

5. The conspiracy began in August 2024 and continued through at least November
2024

All digital evidence was acquired, preserved, and verified in accordance with NIST and
ISO standards, ensuring admissibility in legal proceedings.

11. Recommendations (for Quantum Tech)

Based on the findings, the following actions are recommended:

Priority Recommendation
Immediate Revoke all system access for Emma, Joe, and Norman
Immediate Preserve all internal access logs and server activity records

Short-term Implement stricter access controls for Al repositories
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Priority Recommendation

Short-term Deploy Data Loss Prevention (DLP) solutions
Medium-term Pursue internal disciplinary action

Medium-term Refer to law enforcement for corporate espionage charges
Long-term Conduct security awareness training for all employees
Long-term Regular forensic readiness assessments
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