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Abstract

This report critically analyses the information security governance, risk and compliance
challenges within AeroLink Logistics (ALL), through concentrating on its cloud-based, 10T-
powered, remote and outsourced technology environment. It profoundly examines the NIST
CSF 2.0, ISO/IEC 27001, COBIT 2019, ITIL 4 and Zero Trust in order to determine their
relevance towards the security requirements of this firm. Moreover, an integrated governance
model has been proposed to address the fragmented accountability, third-party exposure, access
risks, compliance gaps and ultimately the operational disruptions. The report further
investigates why security standards and regulations need to continually evolve in response to
emerging technologies, cyber threats, and the global regulatory challenges as well. In addition,
the strategic recommendations offer a sense of phased actions to fortify governance,

adaptability, compliance and continual security enhancement as well.
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1. Introduction

1.1 Digital and Security Context

Rapid adoption of cloud computing, artificial intelligence (Al), Internet of Things (loT) and
remote working has expanded the organisational attack surfaces and thus maximised the
reliance on interconnected digital services [1]. UK government data showcases that
approximately 43% of businesses within the country has experienced a cyber-breach or attack
in the FY 2025/2026, which showcases the continuing exposure created through the digital
information [2]. As a result, strong security governance is pivotal for effectively managing the

evolving risks.
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Figure 1: Statistics of cybersecurity breaches

(Source: [2])




1.2 Organisational Security Problem

Aerolink Logistics (ALL) is a multinational supply chain and logistics organisation operating
within an increasingly technology-dependent environment. However, its current security
position is affected through aspects like data breaches, fragmented governance, unclear security
responsibilities, third-party dependency, inadequate compliance oversight, and finally the
weakness across security as well as continuity arrangements [3]. These issues create notable
information security risks along with operational threats, which emphasise the drastic need for

a coordinated governance approach.

1.3 Aim and Report Direction

This report aims to critically analyse the established information security frameworks and
develop an integrated governance approach which will address security, risk, adherence and
adaptability as well. It first examines the organisational context along with security challenges,
then it investigates the relevant frameworks, proposes a tailored governance model and
critically discusses the continual regulatory as well as standards updates before presenting the

recommendations and conclusions.

2. AeroLink Logistics: Organisational and Security Assessment

2.1 Operational and Technology Profile

Aerolink Logistics (ALL) is a multinational supply chain as well as logistics organisation
delivering real-time tracking, warehousing and distribution services towards the international
clients. Its operations heavily rely on cloud platforms, loT-powered tracking as well as Al
powered analytics, while remote working supports easy access across geographically dispersed
locations [4]. Approximately 88% of its IT infrastructure is outsourced, which makes both the
technology and third-party service dependencies strategically significant [5]. These
characteristics develop a complicated environment which requires a sense of coordinated

security, governance and operational adaptability.
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2.2 Evaluation of Existing Security Exposure

The high cloud dependence of Aerolinks enhances scalability; however, it also maximises the
exposure towards the misconfiguration and shared responsibility failures, which requires both
cloud governance as well as consistent configuration monitoring [6]. 10T also enhances the
effectiveness of the tracking [7]. However, poor device security in combination with limited
monitoring can develop entry points for attackers and thus make authentication, patching, as
well as network segmentation necessary [8,9]. On the flip side, remote access also helps across
boosting the overall flexibility of the business operation, however unmanaged devices often
weaken the identity as well as endpoint assurance, which require MFA, along with device
verification and least-privilege access as well. Compared with internal systems, extensive third-
party reliance reduces direct security control while maximising supply chain exposure [10]. As
a result, vendor due diligence, enforceable SLAs, along with a sense of continuous assurance
are pivotal. Collectively, these weaknesses require centralised governance, adherence

oversight, and finally reliable continuity planning.
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2.3 Case Assumptions

Area

Assumption Purpose

Organisation

UK-based multinational | To establish the regulatory context

Technology Cloud, 1oT and Al- | To guide the technology-risk assessment
enabled.

Workforce Hybrid and remote For justifying the zero Trust controls

Security Developing Requires formal governance

maturity




Compliance UK GDPR applicable To support the proper compliance

assessment

Certification ISO 27001 not | To identify the need for ISMS development
established

Resources Moderate budget To allow the prioritised, proportionate

controls

Table 1: Case assumptions

(Source: Self-developed)

3. Critical Review of Information Security Frameworks and Models

3.1 Security Governance and GRC Foundations

Information and security governance establishes the organisational direction through closely
aligning the governance, risk and compliance (GRC) with strategic decision-making [11, 12].
The GRC model connects the security objectives with a sense of risk ownership, regulatory
obligations, as well as management accountability, which allows organisations to move beyond
isolated technical controls [13]. Its value lies within effectively coordinating the policies,
responsibilities and assurance mechanisms, while the contains oversights supports the informed

decision making along with stronger organisational adaptability.
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3.2 NIST Cybersecurity Framework 2.0

NIST CSF 2.0 presents a risk-based structure through the help of Govern, Identify, Protect,
Detect, Respond and Recover [14]. With respect to ALL, it can assist in effectively organising
the security risks which arise from cloud services, 10T devices, remote access and ultimately
third-party [15]. Besides that, its flexible approach also guides the changing operational needs,
but it does not offer adequate detailed controls for every security requirement. Therefore, NIST
can help Aerolinks in enhancing their risk management approaches; however, it requires a

sense of additional controls for effective implementation [16].
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3.3 ISO/IEC 27001 and ISO/IEC 27002

Figure 5: NIST CSF 2.0 Lifecycle

ISO/IEC 27001 helps in establishing an Information Security Management System (ISMS)

while ISO/IEC 27002 supports the practical implementation of the security controls [17]. With

respect to Aerolinks, fragmented governance and the absence of the formal security assurance

often maximise the exposure towards the data breaches, along with adherence gaps. Therefore,

successfully implementing an ISMS can help in formalising the risk assessments,

responsibilities and finally the control monitoring [18]. However, its resource requirements

mean that the company needs to prioritise controls as per its most critical operations and

information risks.
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3.4 COBIT 2019

COBIT 2019 focuses on governance, accountability, decision-making and performance, and
thus extends the security management focused which has been previously established through
the ISO/IEC 27001 [19]. With respect to Aerolinks, unclear responsibilities along with
fragmented oversight can hinder control over both technology as well as external providers. In
this context, COBIT can address this through the help of defined governance roles which
closely align with the objectives and performance monitoring of the [20, 21]. However, unlike
the ISO 27001°s comprehensive ISMS orientation, COBIT is broader. As a result, the
Aerolinks company is required to utilise this model to fortify its governance instead of

replacing the operational security controls.
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35ITIL4

ITIL 4 effectively supports IT service management through perfectly linking the service value,

value streams, incident management and finally the continual [22, 23]. With respect to

Aerolinks, this matters because disruptions towards the cloud-based tracking, warehousing and

distribution services can quickly interrupt the continuity of logistics alongside client

commitments. Besides that, its value-stream approach can assist in identifying where service

weaknesses take place and thus enhance the delivery services, while incident management

supports faster restoration. As a result, ITIL can help in fortifying the service availability of

this logistics firm while maintaining operational consistency through the help of continual

enhancements.
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3.6 Zero Trust Security Model

Zero Trust assist in replacing implicit trust with continuous verification, least-privilege access,
MFA and the micro segmentation and, thus making it specifically relevant to the remote
workforce of Aerolinks in combination with the unmanaged devices and third-party
connections as well [24]. Though NIST CSF 2.0 presents the greater cybersecurity risk
management procedures and COBIT 2019 assists in addressing the governance, Zero Trust
solely concentrates on effectively controlling access towards resources [25]. With respect to
Aerolinks, embracing the zero trust model will assist in lowering unauthorised access while

restricting the impact of compromised identities or devices.
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3.7 Comparative Evaluation and Selection

Framewor | Primary Key Main Relevance | Recommende
k Contributio Strength Limitation to ALL d Role
n
NIST CSF | Cyber risk | Flexible Less High Operational
lifecycle prescriptive security [26].
ISO 27001 | ISMS Formal Resource High Security
governance intensive management
CoBIT IT Accountabilit | Can be | High Strategic
governance |y complex governance
ITIL 4 IT  service | Service Not security- | Medium/Hig | Service
management | resilience specific h operations
Zero Trust | Access Strong Implementatio | Very High Access
security remote- n complexity architecture
access model [27].
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Table 2: Comparative analysis

(Source: Self-developed)

4. Proposed Integrated Security Governance and Compliance Model for
ALL

4.1 Design Rationale and Strategic Principles

The model prioritises business-security alignment, as fragmented responsibilities can
disconnect the protection from the logistics objectives. Besides that, the risk-based decisions
help in addressing the cloud, 10T and finally the third-party exposures of Aerolinks through
concentrating resources on critical threats [28]. Moreover, regulatory compliance also lowers
the existing data-protection gaps. Not only this, Zero Trust restricts crucial risks from remote
and unmanaged access, while defence in depth presents layered protection against breaches
[29]. Ultimately, continuous monitoring identifies suspicious activity within the interconnected
environments, while continual enhancements ensure the controls evolve with incidents,

emerging technologies or changing threats.

4.2 Integrated Security Governance Model

The model operates as a layered governance architecture with each approach effectively
performing a distinct function. COBIT 2019 establishes the governance direction along with
the accountability, while ISO 27001 translate this direction into an ISMS and a formal control
environment [30]. On the flip side, the NIST CSF2.0 structures the overall activities of
cybersecurity within the risk lifecycle, while ITIL 4 effectively embeds security within service
delivery, incidents, as well as operational procedures [31]. Moreover, the Zero Trust model
operates within these layers through consistently verifying identities, devices and finally access
requests. At the implementation level, the Board, in combination with the Security Committee,
provides oversight, whereas the CISO coordinates risk and security functions profoundly and
ultimately the operational teams help in executing the controls, vendor management, incident

response, as well as continuity activities [refer to Appendix 1]

15




EOARD

[ SECTRITY COAVERMANCE COMDMITTEE ]-I—___\_\_

ETSINESS CONTINLTTY & DR !

]
]
=——1y

=
DONTINDAL IMPROVEMENT ——

\
¥ ¥ Y
COEIT 150 1700 35T C3F \
— =M Cpber Rinke Cycde |
1
| 1
1
i |
. |
ITIL & + ZERO TRIST II
ALL SECTRITY OPETATING MODEL |
COVERMANCE FEEDEACK LOOF
¥ 1 f ¥ 1 f . . f T 1
ot . IT/ SERNICE
BISK MANAGEMENT COMPLIANCE | PO S0C EECURITY et |
[ VENDOR. THIRD- PARTY ASSURANCE ] ||
|
f
I|
[ INCIDENT RESPONSE |
/

Figure 10: ALL Integrated Security Governance Model

(Source: Self-developed)

4.3 Accountability and Governance Arrangement

Aerolinks requires clearly separating the security responsibilities because its existing
governance is fragmented, while the accountability is unclear as well. The Board is required to
approve the security strategy along with the risk appetite, while the Security Governance
Committee effectively coordinates the priorities across the business functions [32]. Moreover,
the CISO needs to profoundly supervise the overall implementation procedures supported
through risk, compliance/DPO, SOC and ultimately the IT operations teams [33]. Moreover,
the vendor manager is required to enforce the security requirements through the help of both

SLAs and assurance reviews. This structure helps to develop a sense of clear ownership from

16




the strategic oversight to the operational execution and thus enhances accountability,
adherence, and finally coordinated responses towards security incidents.

4.4 Risk Identification, Treatment and Monitoring

Aerolinks requires a structured procedure as the cloud platforms, 10T devices, remote access
and ultimately the extensive third-party reliance also create different forms of security
exposure. Drawing on both ISO/IEC 27005 and the NIST risk management approach, first the
crucial risks need to be identified across different critical assets, information and services
before critically analysing their likelihood as well as business influence [34]. Moreover,
prioritisation also needs to direct the resources towards the high-impact risks, specifically those
influencing both the customer PII and logistics continuity as well. In addition, appropriate
treatment might incorporate reducing, transferring, avoiding or accepting risks as per the
defined risk appetite [refer to Appendix 2]. Furthermore, the continuous monitoring needs to
track control effectiveness, incidents, supplier performance, and finally the emerging threats
[35]. Moreover, regular review is also required as the technology, vulnerabilities, and finally
the regulatory requirements change consistently. Therefore, this cycle will allow ALL to move
from fragmented risk handling toward evidence-based, continuously reviewed security

decisions.

4.5 Compliance, Legal and Ethical Considerations

ALL is required to closely align its security governance with the UK GDPR and the Data
Protection Act 2018, supported through the relevant NIS obligations, along with the ISO/IEC
27001, Cyber Essentials Plus and NCSC guidance as well. However, adherence requires
showing a sense of effective protection instead of simply attaining the certification [36].
Moreover, the ethical practices also require proportionate employee monitoring in combination
with the responsible utilisation of data and Al, data minimisation, transparency and a sense of
clear accountability [37]. This is specifically significant because the cloud, remote-working
and the third-party agreements of the ALL incorporate both the organisational as well as
personal information. Therefore, regular audits need to check compliance and whether security

practices are fair and necessary.
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4.6 Vendor Security Management

The 88% outsourced IT infrastructure of Aerolinks makes vendor security a major governance
concern, as weaknesses within the suppliers can not only hinder the cloud services but also
directly affect sensitive information. Therefore, vendor management requires starting with
security due diligence through critically investigating the suppliers before engagement and
periodically thereafter [38]. Moreover, the SLAs also require specifying the requirements for
data protection along with encryption, access control, incident reporting, availability, recovery
and finally breach notifications. Unlike the simple contractual monitoring, continuous supplier
assurance needs to incorporate audits, performance reviews and ultimately the evidence of
control effectiveness [39]. Moreover, the clear responsibilities and escalation procedures are
required to be established for the security failures. This approach allows Aerolinks to diminish

third-party risks while effectively managing reliable as well as secure logistics services.

4.7 Resilience, Continuity and Incident Handling

The resilience strategy of Aerolinks requires prioritising the availability of the critical logistics
services instead of solely concentrating only on preventing cyberattacks [40]. Besides that, the

Business Impact Analysis (BIA) needs to identify the pivotal functions while establishing both
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the Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs) for tracking,
warehousing and ultimately distribution [41]. Moreover, incident handling also requires
defining the escalation, in combination with the communication and recovery priorities as well.
In essence, it can be asserted that regular simulation exercises can disclose weaknesses within
these arrangements, while the post-incident review requires converting the operational lessons

into enhanced continuity planning.

4.8 Business Continuity and Disaster Recovery

ALL requires both Business Continuity Planning (BCP) and a Disaster Recovery Plan (DRP)
because disruptions to the cloud platforms, 10T tracking, and outsourced services can hamper
the overall supply chain and logistics operations of the firm. BCP needs to profoundly manage
the essential business functions during the disruption, while DRP needs to restore the critical
systems as well as data within the defined recovery requirements. Moreover, regular testing
needs to verify whether the recovery procedures work under realistic disruption scenarios or
not. In addition, the results from both testing as well as actual incidents need to be reviewed
and used to enhance the recovery arrangements and thus ensure that Aerolinks can not only
prepare but also respond, recover, resume and improve consistently, keeping pace with the

volatile business market.

5. Critical Evaluation: Why Security Standards and Regulations Must

Evolve.

Continuous updating of the security standards is required as the technology, threats, and finally
the regulatory expectations develop faster than the static controls. Besides that, Al, generative
Al, cloud and the 10T help in expanding both automation and connectivity, while quantum
computing might eventually weaken the existing cryptographic protections [42]. Therefore,
Aerolinks requires prioritising adaptive risk assessment in combination with stronger identity
controls, encryption reviews and ultimately continuous monitoring instead of heavily
depending on established safeguards indefinitely. In a similar way, different significant
incidents like MOVEit, SolarWinds and the CrowdStrike-related disruption exemplified
different weaknesses: supply chain exposure, trusted software compromise and finally the
dependency on critical technology can bypass the assumptions underlying traditional security

governance.
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Compared with periodic reviews, continuous threat intelligence as well as reassessment will
allow Aerolinks to identify zero-day vulnerabilities, ransomware techniques and ultimately
credential attacks earlier and thus adjust the controls accordingly. Regulatory pressures also
develop a similar need for change. Moreover, the UK GDPR, NIS/NIS2 developments, the EU
Al Act, Cyber Essentials, SO revisions and NIST updates increasingly require organisations
to showcase current as well as risk-based security practices. Furthermore, updating the
standards can enhance adaptability, regulatory alignment, risk visibility and finally stakeholder
confidence. However, continual change can also create several issues like cost constraints, skill
shortages, implementation demands, vendor dependencies and finally compliance fatigue [43].
With respect to Aerolinks, the solution is not to update the controls indiscriminately but also

to prioritise the changes as per the emerging risk, regulatory significance as well as supplier
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exposure of the logistics business. This makes the security governance adaptive rather than

merely compliant.

6. Conclusion and Strategic Recommendations

6.1 Conclusion

The analysis found that Aerolinks cannot address its interconnected security weakness through
the help of single framework. In these circumstances, amalgamation the COBIT 2019, ISO/IEC
27001, NIST CSF 2.0, ITIL 4 and Zero Trust presents complementary governance, risk, service
and access protection. Moreover, the integrated model also clarifies accountability, fortifies
adherence, and thus assists in enhancing adaptability across cloud, 10T, remote access and
third-party environments. Ultimately, it moves Aerolinks from fragmented security practices

towards coordinated yet risk-based and gradually enhancing governance.
6.2 Strategic Recommendations
Short-term:

In the short term, this logistics company requires to establish the Security Governance
Committee while confirming the CISO and RACI responsibilities, perform enterprise-wide risk
assessments, and address the immediate weakness through the help of MFA, least-privilege

access, encryption and finally the critical reviews of the vendor [44].
Medium-term:

In the medium term, the organisation requires to successfully implement the 1SO 27001-based
ISMS while fortifying the NIST-aligned monitoring as well as incident response, formalise the
supplier SLAs, perform the GDPR adherence reviews and finally test the BCP/DRP

arrangements [refer to Appendix 3].
Long-term:

Aerolinks requires to successfully embed the Zero Trust frameworks within its cloud, remote
and third-party access, develop mature threat intelligence capabilities, and finally needs to
reassess the controls against the emerging technologies and changing regulations [45].
Moreover, regular audits, scenario testing, along with management reviews, need to support

the continuous enhancements. This phased approach is preferable as it will allow the Aerolinks
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company to prioritise the high-risk weaknesses first, manage the implementation capacity
effectively and ultimately fortify organisational adaptability.
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Appendix 1: RACI Matrix
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Appendix 2: ALL Cybersecurity Risk Register
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Appendix 3: Strategic Recommendations Implementation Gantt Chart
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