


[bookmark: _Toc27149306]Abstract 
The aim of this assignment was to answer the question “How can cities leverage the benefits of digitalization to relieve stress on overstretched services and resources?” This was achieved using two objectives, which were to research literature in IoT, specifically focused at smart energy solutions, and to implement a Packet Tracer simulation of an energy saving system. Research has shown that smart cities are evolving rapidly due to factors such as accessibility of hardware, improved performance, and introduction of standardisation. A solution was simulated using Cisco Packet Tracer. This simulation could be adapted to fit a wide range of applications suitable for smart cities of the future.
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1. [bookmark: _Toc27149309]Introduction 
This report details research into smart cities, and simulation of a smart energy saving solution for a zoo setting. This simulation aims to demonstrate how cities can benefit from IoT to relieve stress on overstretched services and resources. 
Section 2 details the background and literature in IoT relevant to smart cities. Section 3 discusses the problem statement and recommends hardware devices, and section 4 discusses design and simulation. Finally, section 5 evaluates and concludes this report.


2. [bookmark: _Toc27149310]Background and Related Work
IoT prototyping is becoming increasingly accessible with devices such as the Arduino and Raspberry Pi series becoming less expensive and more feature-rich. Developments in network performance, especially wireless, have allowed for smart cities to become a reality.

2.1. [bookmark: _Toc27149311]Smart Cities and IoT Background
2.1.1. [bookmark: _Toc27149312]Applications of IoT
IoT now has a wide variety of applications, some examples being environmental monitoring, home security and automation, energy management, industrial / manufacturing, medical, and agriculture [1]. Some primary benefits of IoT applications are improved data analytics, increased productivity, increased security, and more informed decision-making [2], [3]. All of these benefits and applications, among many more, are shaping our cities.

2.1.2. [bookmark: _Toc27149313]Standardisation of IoT
Efforts to standardise IoT, led by the World Wide Web Consortium (W3C) [4], with contributions from many organisations such as Intel, Oracle, Huawei and Mozilla, have aided the development of IoT as an field. This allows for compatibility and interoperability between IoT hardware, platforms and applications. W3C has named this standard the “Web of Things” (WoT). Standardisation documents detail specific approaches to elements of IoT, primarily the WoT architecture [5], an API and data model [6], a WoT application layer model, and a “thing” description, describing IoT device metadata and interfaces [7]. The WoT is a continually updating standard, with the latest contributions being made by Mozilla during the time of writing, on 26th November, 2019 [6].

2.1.3. [bookmark: _Toc27149314]Computer Networking in IoT
Wireless sensor networks have enabled larger scale IoT solutions and allowed for devices to leverage the benefits of off-site services such as centralised logic, databases and cloud computing.
With developments in networking performance and capabilities, many applications are now running as cloud services. An example is Singapore implementing a smart city benefiting from cloud computing [8]. Cloud computing provides three primary benefits in context with smart cities [9]:
· Scalable services on demand
· Services are location independent – especially important for WSNs
· Guaranteed service quality



2.1.4. [bookmark: _Toc27149315]Artificial Intelligence in IoT
Many current “smart” devices are not what we would consider to be truly smart. In order for a system to be smart, it must be able to see the longer-term purpose of its functionality, which is often achieved using data science, considering properties such as data volatility [10]. IoT is expected to become a key enabler of sustainable development, though likely through incorporating AI [11]. 
Fuzzy logic allows for more “smart” actions based on parameters and sensor readings, by removing the true or false component, and allowing for degrees of membership. Some examples of scenarios where fuzzy logic is beneficial are wearable devices [12], temperature monitoring systems [13], and patient monitoring [13], [14].

2.1.5. [bookmark: _Toc27149316]IoT Security and Ethics
Ethics and security are a current concern in IoT applications [15],[16]. Smart cities may achieve their objectives through continuous monitoring, which is often felt to be an intrusion of privacy. Security also poses this problem, as unintended data acquisition could result in a breach of data protection laws.
The application this assignment proposes should not encounter these problems. Should an enclosure or room’s sensor readings be accessed without permission, there will likely be no impact as this information has no use outside of the system. The primary concern would be unauthorised access to the control system, allowing for control of actuators such as heating elements. This is a concern as it could cause harm to animals relying on specific habitat conditions.








2.2. [bookmark: _Toc27149317]Related Work
This section reviews relevant literature in both the wider area of smart cities, and in smart energy solutions.

2.2.1. [bookmark: _Toc27149318]Smart Cities Implementations
One of the best known smart cities implementations is the district of Kalasatama, in Helsinki, Finland [17]. Its goal is to explore how various IoT projects can be beneficial to smart cities, with a completion target in 2030. It is a pilot project in one area of the city of Helsinki. Some current implementations in the district are shared electric cars, smart home control, and automatic waste collection and sorting. The project has a goal of saving each citizen one hour per day, and is expected to create 10,000 jobs, while the area will contain “200 football fields-worth” of new housing [18].
Alongside this, the Kalasatama digital twins project aims to model the district area for a smart development platform and simulation [19]. This will be used to prototype smart city development. Aerial photography is being used to gather data and create 3D meshes of the district. 
Barcelona has also begun implementing a smart city [20], again with a focus on sustainable growth and development. Some primary goals of the smart city are smart data, smart energy, improved mobility, improved education, and smart waste collection. Some examples of how it will achieve these goals are to implement smart lighting, heating, cooling and transport, as well as to make data more accessible. 
The project takes the approach that technology is not the goal, but the enabler. It is indented to improve everyday life and be self-sufficient. The primary industrial partners are Cisco and IBM. 
Tokyo is also developing a smart city, primarily focusing on smart energy, reduction of wasted resources, helping nature and the environment, and developing transport networks. These goals are in place in order to improve the productivity of enterprises, becoming a global financial city, and bringing people closer to nature, among other reasons [21].
Tokyo is also working towards sustainable energy, with smart LEDs being implemented for streetlights and other applications – though this is less of a focus. It is described as the most advanced smart city in Japan [22]. It also shows a cultural difference between Japan and many other European smart cities as it focuses more on directly aiding its citizens and businesses.


2.2.2. [bookmark: _Toc27149319]IoT Smart Energy Solutions
The approach this assignment takes is ensuring that actuators are powered only when necessary. This approach would benefit both animals’ welfare, and energy consumption.
This concept was recently explored by Marwell Zoo, in collaboration with IBM [23]. Using the Watson IoT platform, a system was prototyped, using an array of temperature sensors and machine learning algorithms, to detect occupancy in animal enclosures. Heating elements were then only powered for enclosures with animals present. 
In [24], a similar concept was proposed to control HVAC systems, though these were connected in a wireless sensor network. The system was built to reduce energy usage at any given “user comfort” temperature level. The system predicted temperature over time to better manage its energy efficiency. The nodes were based on the Zolertia Z1 mote, using inbuilt temperature sensors. These communicated in a Zigbee network. A web application allowed for both temperature target input, and monitoring of temperature in real-time using graphs. This system was able to maintain temperature within a 2°C range.
Another paper took a similar approach, though on a smaller scale. P. Santos et al. [25] developed an Arduino based reptile enclosure monitoring and control system. It used custom calibrated thermistors connected to the Arduino, and relayed data back to a MySQL database and PHP-enabled web server. The goal of this paper was to improve reptiles’ quality of life in a zoo setting, not to reduce energy consumption. However, this logic could prove beneficial for energy saving as it reduces the on-time of heating elements to a minimum. 
Beng L. T. et al. [26] also discussed energy usage concerns within IoT, implementing a wireless power delivery system for farm animals’ WSN-connected collars. As consumer wireless charging standards are only capable of short range power transfer, such as 2.5mm for Qi charging [27], the authors developed a wireless power transfer system with the aim of transferring power over two metres. The paper does not state whether this aim was reached. However, this approach could be useful in other areas such as power delivery for static node devices as it could reduce strain on current services due to reduced maintenance time.


3. [bookmark: _Toc27149320]Problem Statement and Hardware Considerations
Electricity can be wasted when powering devices not currently in use. This issue translates to a zoo setting, powering actuators to provide environmental conditions for animals, even when absent. As discussed further in Appendix A, many animals kept by zoos have specific habitat requirements which must be met, often by actuators such as heating elements.
A simulation will be created of a solution to manage actuators and reduce their on-time, saving energy. The proposed solution requires a variety of hardware to complete its tasks. This section will discuss the node and sensor devices. The types of sensors used consist of:
· Temperature sensors – habitat ambient / surface temperature
· Humidity sensor – habitat relative humidity
· Light sensor (LDR) – monitor external ambient light to match for indoor animals, if diurnal 
· Passive infrared (PIR) sensor - detect animal presence

When the infrared sensor detects animal presence (through heat), the system will begin monitoring temperature, humidity and light, and powering actuators appropriately based on sensor readings.
See the below table summarising the three most common IoT prototyping board families, taking information from [28]–[30]:
[bookmark: _Toc27146905]Table 1 – IoT prototyping boards
[image: ]


The chosen prototyping board is the ESP32 due to its low price, power efficiency and connectivity. However, a custom PCB and microcontroller would be more appropriate for deployment after prototyping.
The chosen light sensor is the A960 as it is simple to interface with and has a small form factor. For an embedded system, the ALS-PT19 would be more appropriate due to accuracy and improved voltage response.
The chosen PIR sensor is the HC-SR501 due to its wide field of view and low power consumption. For a production system, however, the more specialist AK9750 may be appropriate due to increased accuracy.
The chosen temperature and humidity sensor is the DHT22 due to its reasonably accuracy and price. In a production system, the temperature and humidity sensor of choice would be the AM2315 due to its accuracy of ±2% humidity and ±0.1°C [31].
More detail on available sensors is provided in Appendix B.

[image: ]Below is a figure showing wiring for a prototype, created in Fritzing:[bookmark: _Toc27147321]Figure 1 – Prototype hardware

 


4. [bookmark: _Toc27149321]Design and Simulation
4.1. [bookmark: _Toc27149322]Network Architecture
The system architecture consists of two main switches connected to the central router - a switch for handling public internet access, and an internal switch dedicated to IoT devices. The IoT switch allows for administrative devices to connect over a wireless access point to monitor and control node devices. Appendix C contains notes on the simulation for demonstration purposes.
[image: ]Below is a screenshot of the overall network architecture:[bookmark: _Toc27147322]Figure 2 – Simulation overview

See in the following figure specifics for an individual node device cluster:
[image: ]










[bookmark: _Toc27147323]Figure 3 – WSN specifics

The physical design incorporates four buildings across a zoo, as seen below:
[image: ][bookmark: _Toc27147324]Figure 4 - Physical design













Each building contains several animal enclosures for demonstration purposes.













The web server can be accessed on iot.zoo.internal. See below output from the web page:
[image: ][bookmark: _Toc27147325]Figure 5 - IoT web server output




























The simulation uses a tree topology to allow for greater distance between the nodes and the server without packet loss. However, this was only implemented in Packet Tracer using wireless access points, wired to a switch, as sink nodes. These sink nodes would ideally be additional sensor nodes.
[image: ]See below a diagram illustrating a possible tree node topology using sensor nodes as sinks,  with each circle representing a building, and each circled node acting as a sink:[bookmark: _Toc27147326]Figure 6 - Example tree topology

Each node reads its target parameters from a central server, then continuously polls sensors and powers or un-powers actuators if their respective sensor readings are outside of the parameter threshold.
In a real-world application, the communication protocol of choice would be ZigBee, due to its low power consumption compared with Wi-Fi and Bluetooth [32], [33].


4.2. [bookmark: _Toc27149323]Software Implementation
The node device program was written in Packet Tracer’s custom JavaScript API for IoT. The code structure consists of an infinite loop, inside of which sensors are read, actuators are controlled, and connections with servers are made. Below are screenshots and explanations of the more significant segments of code.

Below is an example of reading from a custom temperature sensor using analogRead(PinNumber). The analog signal readings 0 to 1023 represent temperatures of       -100 to +100 °C. The below code was written to map the analog value to an appropriate temperature value.[image: ]
[bookmark: _Toc27147327]Figure 7 - Sensor reading

Actuator or relay pins can be toggled on or off using the digitalWrite() or analogWrite() functions, as shown below: 
[image: ]
[bookmark: _Toc27147328]Figure 8 - Writing to pins
analogWrite() would take in a value between 0 and 1023.

An email client is set up on the node device using the below function:
[image: ]
[bookmark: _Toc27147329]Figure 9 - Node mail setup

Emails can then be sent using the below syntax:
[image: ]
[bookmark: _Toc27147330]Figure 10 - Node mail sending

The LCD display can be written to using the customWrite() function, passing in the pin number and text to be printed.
[image: ]
[bookmark: _Toc27147331]Figure 11 - Node LCD output

The node can be set up to communicate with the IoT server using the below settings and programming syntax. Each state represents a list item on the web server.
[image: ][image: ][bookmark: _Toc27147332]Figure 12 - Node server connection


[bookmark: _Toc27147333]Figure 13 - Node states setup














The states on the IoT gateway can be updated using IoEClient.reportStates(), as follows:
[image: ]
[bookmark: _Toc27147334]Figure 14 - Node states reporting

Finally, input from the web server (for example, to increase target temperature), is handled using the onStateSet() function:
[image: ]
[bookmark: _Toc27147335]Figure 15 - Node input handling
A switch statement checks the name of the parameter which was changed, and performs actions accordingly.


4.3. [bookmark: _Toc27149324]Testing
See below simulation results from Packet Tracer, showing packet transmission for various network protocols:
[image: ][bookmark: _Toc27147336]Figure 16 - Testing 1


[image: ]
[bookmark: _Toc27147337]Figure 17 - Testing 2

5. [bookmark: _Toc27149325]Discussion and Conclusion
This section reviews the outcome of the report and simulation, lists recommendations and discusses future work, and finally concludes the report.
5.1. [bookmark: _Toc27149326]Recommendations and Future Work
Based on research and shortcomings of the simulated solution, the following recommendations have been identified:
· A tree or mesh topology could be further investigated to increase reach and reliability
· The network protocol should be changed to Zigbee – possibly requiring a change in IoT board
· A temperature and humidity prediction algorithm could be implemented to avoid overshooting targets
· More environmental control could be added, for example pH levels for tropical fish
Future work based on this assignment could involve implementing the simulated design and scaling it to fit a variety of settings. This could include a larger network connecting multiple locations for separate zoos, or a smaller network to suit pet stores, animal hospitals or domestic animals.

5.2. [bookmark: _Toc27149327]Conclusion
IoT is an emerging trend that is becoming more accessible to both enthusiasts and organisations. As technology has evolved, the concept of a smart city has become a reality, providing benefits such as improved decision making, data analytics, and sustainable development.
This report has identified current developments in IoT, its applications and benefits, and reviewed relevant literature to both smart cities and smart energy solutions. A smart energy solution was simulated in Cisco Packet Tracer, demonstrating the potential benefits of IoT to a zoo setting.
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[bookmark: _Toc27149333]Appendix A – Animal Requirements
Sources for animal requirements are listed in background reading.
Some examples of the requirements for captive animals are as follows:
· Antarctic animals require consistent cold environments. An example would be Emperor Penguins requiring ambient temperatures between -6°C - 0°C, and water temperatures between 1°C - 7°C.
· Reptiles are ectothermic, meaning they are unable to maintain their own body temperature and thus rely on external sources of heat. An example is the Bearded Dragon’s requirement of an ambient basking temperature between 38°C - 42°C.
· Tropical fish typically require a water temperature around 25°C, along with a pH level between 6.8 – 7.6
· Amphibians require consistent high humidity levels. An example is the Red-eyed Tree Frog, needing a humidity around 60%

[bookmark: _Toc27149334]Appendix B – Sensors
Sensor data acquired from sources listed in background reading.
Most common sensors:
PIR sensors
[image: ]







Temperature / humidity sensors
[image: ]






Light sensors
[image: ]





[bookmark: _Toc27149335]Appendix C – Simulation Notes
Start up and fast forward ~5-10 times, so that the web server has started up and the nodes have connected.
On any of the computers connected to the IoT switch or its access point, go to the web browser and access the IoT server on “iot.zoo.internal”, with the username and password of “admin”. The node devices should appear in a list after logging in.
Only the top left node (“Test Node 1”) is enabled by default for demonstration purposes. Its target temperature and humidity are 40°C and 50%. After a while its readings should stabilise at this, as shown on its LCD. Its targets can be changed on the web server, along with toggling it on or off. It has an override to enable it no matter what, so that one is always on for the purposes of a demo.
The other nodes only activate on alt-mouse over their trip sensor, to simulate an animal being detected. Doing this will start environment regulation for a given node.
The light control doesn’t quite work, admittedly. The idea is that the lighting in enclosures inside matches the day light. Unfortunately, the lamp is detected by the light sensor so it gets in an infinite loop.
There are clusters for each building of the zoo, limited at 4 because more devices in buildings crashes Packet Tracer. 
Other than the servers, every node and admin device is allocated an IP through DHCP.
For initial temperature control, there is a heating element attached to a switch which can be used to speed up the heating process until it is near the target temperature (for demonstration purposes). After turning this heater off, the temperature will remain consistent.
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Board Examples Price Use cases Typical power Notable features
series (€3] draw (W, using
P=IV at 5V)
Raspberry | o 3B+ 5-60 | ¢ Webserver | PiZero (lowest): | ® RunsLinux
Pi series e 4B e Database 0.5W (Debian)
o Zero (W) e  WSN node e Wi-Fiand
e Basic home | Pi4B (highest): Bluetooth
computer 3w e HDMI output
e SSH access
e Powerful CPU
Arduino e Uno Third | ¢ WSN node ATmega328p ¢ High GPIO pin
Series e Mega party: | e Local data typical: count
e Nano 3-20 acquisition 0.1W ¢ Handles 5V output
e Mini e Robotics well
e Hardware PWM
ESP series | ¢ ESP8266 3-10 | e WSN node ESP8266 typical: | ¢ Wi-Fi
(NodeMCU, e Basic web 0.75W e Low power + deep
D1 Mini) server sleep
e ESP32 e Home e ESP32 has
automation Bluetooth
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temperature = (((analogRead (temperatureSensorPin) * 2) - 512) / 10.23) -50;
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if (teﬁperature > (targetTemperature + 2))
{
// If warmer than target, turn off the heating element
// And turn the air cooler on
digitalWrite (heaterPin, LOW);
digitalWrite (coolingFanPin, HIGH);
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EmailClient.setup (
"mcu@zoo.com", // Full email
"iot.zoo.internal", // Mail server
"mcu", // Username

"123456789" // Password
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EmailClient.send("admin@zoo.com", "Temperature Warning",
"Temperature far out of range, at " + temperature.toFixed(l) + "°C
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customWrite (lLcdPin, "Temp.: " + temperature.toFixed(l) + "°C\n"
+ "Hum.: " + humidity.toFixed(0) + "%");
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ToEClient.setup ({
type:

[

1,

"Node Readings and States",
states:

name: "TOGGLE: Node Enabled",
type: "bool",
controllable: true

name: "Temperature Warning",
type: "bool"

name: "Temperature Target",

type: "number",

unit: "°c",

imperialUnit: "°F",
toImperialConversion: "x*1.8+32",
toMetricConversion: " (x-32)/1.8",

decimalDigits: 1,
controllable: true,
minValue: -100,
maxValue: 100
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ToEClient.reportStates ([nodeEnabled, temperatureOK, targetTemperature, temperature,
targetHumidity, humidity, heaterState, coolerStatel);
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IoEClient.onStateSet = function(stateName, value) {

// Perform different actions based on what parameter was changed
switch (stateName) {
case "TOGGLE: Node Enabled":
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Sensor Name Field of | Temperature | Output Power
View Range (°C) Type
)
AK9750 55 -10 to +60 Analog | 1.7-63V @
100mA
HC-SR501 120 -15to +70 Digital | 5-20V
(@ 65mA
HC-SR505 100 -20 to +80 Digital | 4.5-20V
(@ unknown current
Adafruit Generic | 110 Datasheet Digital | 5-12V

PIR Motion
Sensor

does not state

@ $0mA
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Sensor Name Temp. / | Accuracy | Voltage ‘Water
Hum.? (4)) resistance
DHTI11 Both +5%RH |3.0-55 | No
+2.0°C
DHT22 Both +2%RH |3.3-55 | No
+0.5°C
DS18B20 Temp. +0.5°C 3.0-5.5 | Waterproof
AM2315 Both +2%RH | 3.3 -5.5 | Water resistant

+0.1°C
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Sensor Name Working | Voltage
Temp. °C) | (V)

ALS-PT19-315C | -40to+85 |2.5-5.5
N5AC501085 -30 to +75 <150
A 9060 -20to +80 | <100
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