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Introduction

This report explains the features and design decisions of the application built to meet the
requirements of the Socket Programming and Concurrency Implementation. The chosen
application is a minimal implementation of a Hypertext Transfer Protocol server (RFC2616). The
application is built using C++ and uses Object Oriented principles. The application uses code
written by Tim Bashford (NetworkCore), and Jochen Ulrich (HttpStatusCodes).

Design Principles

While not fully implemented, the application was built to be compliant with RFC2616, the
specification which describes the Hypertext Transfer Protocol. It is important that the
application adheres to this specification, to be compatible with most web browsers. The
specification was therefore studied heavily during the development of the application.

The application is multithreaded and uses an 10 dispatch model to allow multiple simultaneous
connections. This is a desirable trait of web servers, which must be able to serve many clients at
a time. A slow connection from one client must not affect connections to other clients.

The final key design principle behind the application is that it must be relatively simple to read
and understand the source code. To that end, it makes use of Object-Oriented programming to
simplify common concepts such as HTTP requests and responses.

Overview of Functionality

When the application is opened, it listens for HTTP requests on port 50018. It serves content
from the ‘html’ directory, in the same folder as the executable. When a client requests a
resource with a GET command, the application searches the content directory for a matching
file. If the file is found, it is served to the client with the appropriate MIME type, which is then
rendered by the browser. If no matching file is found, the application responds with a ‘Not
Found’ error message. Requested resources are printed to the console output. Figure 1 shows
an example of the running console output. Figure 2 shows an example of the ‘test.html’ file
being rendered in a web browser.
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Figure 1
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Figure 2

Speaking Hypertext Transfer Protocol

Figure 3 shows an example of a raw HTTP request. Request behavior is defined in section 5 of
RFC2616. The first line of the request follows the following syntax:

Method SP Request-URI SP HTTP-Version CRLF

The application creates an 8,192 byte buffer, and then reads the request into the buffer,
stopping when it reaches an empty line or the buffer size. It then extracts the method (GET) and
the URI (/content/test.html), as well as the remaining headers.
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GET /content/test.html HTTP/1.1

Host: localhost:50018

User-Agent: Mozilla/5.8 (Windows NT 10.8; Wine4; x64; rv:137.8) Gecko/20100181 Firefox/13
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br, zstd

Connection: keep-alive

Referer: http://localhost:See18/
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
sec-Fetch-site: same-origin
sec-Fetch-user: 21

Priority: u=e, i

Figure 3

By now, the application knows which resource the client is looking for, and can send the
requested file. To do this, the application follows the behavior defined in section 6 of RFC2616.
Figure 4 shows an example of the response headers the application sends to the client,
according to the following syntax:

HTTP-Version SP Status-Code SP Reason-Phrase CRLF
CRLF

[Message Body]

HTTP/1.1 2@@ 0K
Content-Type: text/html
Content-Length: 556

Figure 4

Once the requested resource has been received by the client, the connection is closed, freeing
the application to accept new connections.

Code Walkthrough

The program defines the variables HTTP_SERVER_HEADER_BUFFER_SIZE and
HTTP_ROOT_DIRNAME. HTTP_SERVER_HEADER_BUFFER_SIZE defines the maximum size of an
incoming HTTP request, and also the size of the buffer used to hold incoming HTTP requests.
HTTP_ROOT_DIRNAME defines the name of the folder relative to the program executable that
the program will look for HTML files to serve.

)ER_BUFFER_SIZE 8192

"4

The ciToString function takes a pointer to a ConnectionInstance instance and returns a string
containing the raw HTTP request. It first creates a char buffer the size of
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HTTP_SERVER_HEADER_BUFFER_SIZE, reading the request into the buffer. It then constructs a
string from the buffer to be returned to the calling function.

ciToString(

bytesRead =
:st g headers

bytesRead >

newlinesReadInARow =

(newlinesReadInARow >

headers += *currentByte;
currentByte
bytesRead++;

urn headers;

The simpleMessage function takes a pointer to a Connectionlnstance instance, an integer status
code, and a string error message. It then instantiates a new HttpResponseHeaders instance and
writes the HTTP response back to the client. This function is used for writing simple messages
back to the client in case of error, or in the case where it would not be appropriate to return a
document or file.

SimpleMessage(

* response = ttpResponseHeaders(stat - M length()

endString(response->serialize
~>Writen(

The HttpResponseHeaders class is a simple class which stores an integer status code, a string
content type and an integer content length. The class is used to encapsulate a simple HTTP
response. It features a serialization method, which when called returns the raw HTTP response
as a string, which can be written back out to a client connection. The class relies on Jochen
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Ulrich’s HttpStatusCodes library to write the correct HTTP reason phrase into the serialized
string.

lers: :HttpResponseHeaders(

>statusCode =
>contentType
->contentLength =

rs::serialize()
response;
1 * << ->statusCode <<
: :reasonPhrase( >statusCod

->contentType <
->contentLength

Naturally, as there is a HTTP response class, it makes sense that there would be a

complimentary HTTP request class:

g method;
g host;
userAgent;
g requesturi;
-string,

HttpRequest(std: :str
std: :string req
std: :map<

The HTTP request class stores a number of string variables, as well as a map for storing generic
headers. It can be instantiated via its constructor function, or via a static deserialization method.
The ‘unserialize’ method takes a raw HTTP request and converts it into an instance of the
HttpRequest class.
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The main part of the code responsible for handling connections is the ClientHandler function.
This function takes a pointer to a Connectionlnstance instance as a parameter. The first thing it
does is call on the ciToString function to read the incoming request into a string, and deserializes
the request using HttpRequest’s ‘unserialize’ method.

3

g headers = ciToString(ci);

est* httpRequest = HttpRequest::unserialize(headers);

It then check that the request is of ‘GET’ type, and sends an error using SimpleMessage if this is
not the case. This is because the server only implements GET requests in its current form. It logs
the request to the console, and appends ‘index.html’ to the URI if the client has not specified a
filename in their request.

f (httpRequest->method !

< httpRequest->requestUri << "' for host: " << httpRequest->headers["Host"] =< std

>requestUri[ht S questUri.length() - 1] == /') {
httpRequest->requestUri + -

The server then attempts to open the requested file. If the file failed to open, the program will
send an error 404 message back to the client

ng relFilePath = HTTP_ROOT_DIRNAME + httpRequest->requesturi;

file(relFilePath, ios::binary);

if (!file.is_ope
SimpleMessage(
i->Disconnect();
return;
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The server then selects the correct MIME type to send the file with. At present, only basic MIME
types are supported. For files other than HTML or CSS, the generic ‘application/octet-stream’
type is used. The server also gets the size of the file, to be sent as the content-length header.

g extension = fs::path(relFilePath).extension().string();

g contentType = "

if (extension == "_html" || extension == "_.htm") {

contentType = "text/html";

if (extension == *
contentType =

1
s

Finally, the program writes HTTP headers to the connection, followed by the contents of the file
buffer, before closing the connection and returning.

ector > buffer(size);
if (!file.read(buffer.data()
SimpleMessage(ci, 500,
i->Disconnect(
return;

ResponseHeaders* response = HttpRe seHeaders(200, size, contentType);
1->SendString(response->serialize());

i->Writen(buffer.data(),
i->Disconnect();
return;

The main function of the program organizes the high level functionality of the server. It first
determines the location of the executable, before creating a new socket and listening for
connections on port 50018. It writes a simple message to the console, and then waits for new
connections to the server, offloading them to a separate thread.

10
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buffer[MAX_P
GetModuleFileName L, buffer, MAX_PATH);

PathCchRemoveFileSpec(buffer,

_wchdir(buffer);

;5* address =
t * server =

server—>StartServer(

< buffer << "\\" << HTTP_ROOT_DIRNAME << std::endl;

r star ci server
lientHandler, ci).detach

system("

11
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FINAL GRADE GENERAL COMMENTS

A very nice http server, well designed and
implemented - great work, Scott.
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