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[bookmark: _Toc1573886542]Task 1 - Research Report.

[bookmark: _Toc1933325165]1.1 Hypervisors  
[bookmark: _Int_mGdcp6P6]Virtualisation is important part of modern IT because it allows a number of operating systems to run on a single physical computer while remaining independent from one another. This prevents the need for multiple physical servers, lowers hardware costs and makes better use of available resources, it also provides flexibility when organisations deploy, test and manage different operating systems. There are two main types of hypervisors, these are Type 1 and Type 2. Type 1 hypervisor runs directly on the computer's hardware, allowing virtual machines to access system resources more efficiently. This provides better performance, stronger security and greater scalability [1], making it more suitable for business environments that need many virtual machines to support services. On the other hand, a Type 2 hypervisor runs on top of an existing operating system. Although it introduces some performance overhead, it is easier to install, manage and maintain, making it a practical option for testing, educational use and small businesses [2]. As for the NOSSLONDON2026 topology, a Type 2 hypervisor is the most suitable choice. The network requires only four virtual machines, including Windows Server 2022, Debian Server and two client operating systems. This means that an enterprise level performance is unnecessary. While the enhanced topology in coursework 2 introduces additional services such as Active directory, DNS and DHCP, these can still be effectively supported using Type 2 hypervisor with host resources. Although Type 1 hypervisor offers a higher scalability and security level, its advantages are not needed in the additional hardware requirements and complexity for this project. Because of this, a Type 2 hypervisor is more suitable as it provides the best balance between compatibility, cost, ease of management and the practical requirements of the given topology. 

[bookmark: _Toc1943288532] 1.2 IP Addressing 
In order to gain communication across the internet depends on the identification ability from devices of both source and destination data.  Data is divided into packets rather than travelling as a single message [3], each packet containing IP addressing information that allows routers to determine the best suited path to its destination. Without clear addressing, data would not know where to go across networks so therefore would not reach the right place, this makes communication between networks impossible. IP addressing is not simply just an identifier but an important component that supports seamless and structured network communication. Routers and switches have different but important roles in network communication. Switches transfer data between devices on the same local network using MAC addresses, while routers connect different networks using IP addresses to send data to the correct destination [4]. Together combined, they ensure that data is delivered accurately across networks. Although IPv4 is used more often due to its simplicity and compatibility, its limited address space has encouraged the use of IPv6, which provides more addresses and improves long term scalability [5]. Subnetting improves network efficiency further by dividing large networks into smaller segments [6], which reduces broadcast traffic, improves performance and allows IP addresses to be allocated more effectively.

The NOSSLONDON2026 topology uses separate subnets for the Birmingham (172.16.1.1/24) and London (172.16.2.1/24) networks. A point-to-point connection links the Windows and Debian servers. This network design supports communication between the two networks, makes the network easier to manage and provides a foundation for the additional services that will be added in Coursework 2.
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Figure 1: Simplified IP Addressing Structure of the NOSSLONDON2026 Topology
  

[bookmark: _Toc1430682392]1.3  Routing 
For a network to be effective it depends not only on devices that are connected but also on how efficiently traffic is directed between different networks. Selecting an appropriate routing approach influences the performance, security and future scalability [7], this makes it an important design decision rather than a simple configuration task. While both static and dynamic routing enable communication between networks [8], their suitability depends on how complex the environment may be and how frequently the network is expected to change.  For a network that is small, static routing provides greater control. This is because routes are manually configured and remain predictable. This then reduces unneeded routing updates and reduces resource usage, making administration simpler [9]. However, if the network expands, it will be more time consuming to manually maintain routers and increases the risk of configuration errors.  therefor dynamic routing prevents these limitations by automatically discovering and updating routes when changes occur [10]. Even though this may improve scalability and resilience, additional complexity and the consumption of more network resources is introduced, which may not provide benefits practically. Taking into consideration the NOSSLONDON2026 topology, static routing may be the most suitable root to take because communication only occurs between the Birmingham and London networks through a single point to point connection. If dynamic routing is used or introduced at this stage it will add complexity without improving the performance much. The enhanced topology also requires the Debian Server to operate as a DHCP Relay, allowing DHCP requests to be forwarded to Windows Server across subnets. This relies on reliable routing between both locations rather than a complex route discovery. However, if NOSSLONDON2026 decides to expand into multiple branches in the future, dynamic routing would be a more effective option because it can adapt automatically to network changes while reducing administrative effort.
[bookmark: _Toc575009960]1.4 Network Services
For NOSSLONDON2026, network services are essential to create a secure and manageable environment across both the Birmingham and London sites. As the organisation grows and additional services are introduced in coursework 2, the network must support secure communication, manageable and reliable access to shared work resources. Instead of relying on individual configurations, network services work together to improve efficiency, strengthen security and reduce administrative burden [11].  The Windows Server will provide Active Directory Domain Services (AD DS) and DHCP [12], this will allow user accounts, devices and network policies to be managed from one location. This improves consistency across both sites, while also reducing the time needed to manage users manually.  The Debian Server will operate as a DHCP Relay, forwarding DHCP requests [13], from the London subnet to the windows server. This approach removes the need to deploy a separate DHCP server at each location, making the network easier to manage whole supporting communication between different subnets. As the network expands, a VPN would provide secure communication between Birmingham and London by encrypting data travelling through public networks, this reduces the risk of unauthorised access. Certified Authorities further strengthen security by issuing digital certificates that verify the identity of users and devices before communication is allowed to take place [14]. Applying best practice, includes least privilege, strong authentication and regular certificate management, would help NOSSLONDON2026 protect sensitive confidential information while also creating a scalable and reliable network that can maintain future growth without the need for significantly increasing administrative complexity. 








[bookmark: _Toc1977102835]Task 2 – Technical Documentation
[bookmark: _Toc1373359631]2.1 Hypervisor Selection
Based on the research completed in Task 1, Oracle VirtualBox was selected to implement the NOSSLONDON2026 network. It was chosen because it provides a good balance of performance, compatibility and ease of use. Although a Type 1 hypervisor offers better performance, it is more suitable for large organisations. As the NOSSLONDON2026 topology only requires four virtual machines, a Type 2 hypervisor provides all the features needed without making the setup more complex.
Oracle VirtualBox also supports both Windows and Debian Linux, allowing all four virtual machines to run on one physical computer. This reduces hardware costs while providing enough CPU, memory and storage to support the network. It also allows the Birmingham and London networks to be configured using virtual networking. VirtualBox can also support the additional services that will be added in Coursework 2, such as Active Directory, DNS, DHCP and the Debian DHCP Relay, making it a suitable choice for this project.

[bookmark: _Toc323894815]2.2 Installation and Setup
To build the NOSSLONDON2026 network, Oracle VirtualBox was used because it supports both Windows and Linux operating systems. Before creating the virtual machines, all the required operating systems were downloaded from official sources to ensure a secure and reliable installation.

[image: ]Figure 2: Oracle VirtualBox from official website.
After Oracle VirtualBox was installed, the required operating systems were downloaded. These included Windows Server 2022, Windows 10, Debian Server and Debian Client. These operating systems were used to build the NOSSLONDON2026 network and prepare it for the services that will be added in Coursework 2.

[image: ]Figure 3: Windows Server 2022, Windows 10 and Debian installation images downloaded from official sources.

[image: ]Figure 4: Windows Server 2022

[image: ]Figure 5: Windows 11

[image: ]Figure 6: Debian Linux Download Options
[image: ]Figure 7: Debian ISO
After the software was prepared, four virtual machines were created in Oracle VirtualBox to represent the Birmingham and London networks. Separate virtual machines were created for Windows Server 2022, Debian Server, Windows 10 and Debian Client. This allowed each operating system to run independently while providing a suitable environment for configuring and testing the network.
[image: ]Figure 8: Selecting the Windows Server 2022 operating system for installation.
The Windows Server 2022 Standard Desktop Experience edition was selected because it gives an interface that is easy to use for managing the server and supports the network services needed for the NOSSLONDON2026 topology.

[image: ]Figure 9: Selecting the virtual hard disk for the Windows Server 2022 installation.
The Windows Server 2022 operating system was installed on the virtual hard disk created in Oracle VirtualBox. This allowed the virtual machine to run correctly and be prepared for the NOSSLONDON2026 network configuration.
[image: ]Figure 10: Windows Server 2022 installation completed successfully.
The installation was successful; it was confirmed that Windows Server 2022 had been deployed correctly within Oracle VirtualBox.
 [image: ]Figure 11: Configuring the Administrator account during the initial Windows Server setup.
 The Administrator account was configured using the credentials, Username: Administrator / Password: Notebook@123 .  This provided access to the server, allowing the operating system to be configured for the NOSSLONDON2026 topology. Using a specific Administrator account, makes sure the network services and system setup are managed through the process.

[image: ]Figure 12: Windows Server 2022 successfully installed and ready for administrator login.
After the installation is complete, Windows Server displays the main screen.

[image: ]Figure 13: Windows Server 2022 Server Manager Dashboard
The Server Manager Dashboard shows that Windows Server 2022 is installed successfully and is ready to configure.
[image: ]Figure 14: Creating the Debian Server virtual machine. (configure the network)

[image: ]Figure 15: set up user and password Debian server.

[image: ]Figure 16: Debian server (set up user and password)


[image: ]Figure 17: Selecting the Debian Disk Partition Scheme.

During the Debian installation, the "all files in one partition" option was selected. This made the disk layout simpler and provided enough storage for the virtual machine.
[image: ]Figure 18: Finish partitioning and write changes to disk.

The partition settings were saved to the virtual disk, allowing the Debian installation to continue.


[image: ]Figure 19: Debian server (install the base system)

The Debian base system was installed on the virtual machine. This completed the main installation and prepared the server for network configuration.

[image: ]Figure 20: Configuring the Debian server Package Manager

The package manager configured to complete the Debian installation.


[image: ] Figure 21: Installing the GRUB Boot loader

Here the GRUB boot loader was installed to allow the Debian server to start with no errors. This ensures the operating system could boot successfully and prepare for network configuration.

[image: ]Figure 22: Debian Server Successfully Installed

The Debian Server successfully booted to the command line login screen. This confirms that the operating system has been installed successfully and correctly. 

[image: ]Figure 23: This step, set up option was selected for the correct installation of Windows 11 (ClientS1)

[image: ]Figure 24:  Windows 10 client installation



[image: ]Figure 25: Windows 10 clients1 successfully deployed.  


[image: ]Figure 26: Debian Client installation (clientL1)




[image: ]Figure 27: System Host name was then added for Debian client (ClientL1)

[image: ]Figure 28: installation complete (clientL1)


[image: ]Figure 29: Debian client (ClientL1) deployed successfully

The Debian client (ClientL1) was successfully deployed and prepared for network configuration. This client represents the London workstation.

[bookmark: _Toc406157691]2.3 IP Address configuration
After the virtual machines were set up, static IPv4 addresses were assigned to each device according to the NOSSLONDON2026 topology. This prepared the network for communication, routing and connectivity testing.

Birmingham Network

[image: ]Figure 30: Windows Server Network Adapters Ethernet 1

[image: ]Figure 31: Windows Server Network Adapters Ethernet 

[image: ]Figure 32: Windows Server Network Adapters Ethernet 3.

The Windows server network adapters were configured to allow communication between networks. 

[image: ]Figure 33: Windows Server 2022 IP address configuration




[image: ]Figure 34: Windows 11 Client IP address configuration


























London Network 
[image: ] Figure 35: Debian Server IP address configuration


[image: ]Figure 36: Debian Client IP
 


[bookmark: _Toc1434033757]2.4 Testing and Troubleshooting
After the IP addresses were configured, connectivity tests were carried out to check that all devices could communicate across the NOSSLONDON2026 network. The ping command was used to test communication within the same network and between different networks. When communication failed, the routing and firewall settings were checked and updated before the tests were carried out again

[image: ]Figure 37: Windows Client to Windows Server Connectivity Test successfull. 

[image: ]Figure 38: Debian Client to Debian Server successful ping. 



[image: ]Figure 39: Failed Connectivity Between Windows 10 client to Debian client. 

[image: ]Figure 40: Configuring Routing and Remote Access (RRAS)



[image: ]Figure 41: Routing and Remote Access (RRAS) Console

Routing and Remote Access was then configured on the windows Server to help communication between both Birmingham and London networks.


[image: ]Figure 42: Windows Firewall Outbound Rules









[image: ]Figure 43: Successful Connectivity After Troubleshooting

 The connectivity test confirmed that communication between the Birmingham and London networks was successful after the routing and firewall configuration was completed.
























[bookmark: _Toc824506606]Task 3 – Reflection



[bookmark: _Toc202613547]3.1 Technical reflection
During this project i faced a few technical issues when setting up the virtual machine. At first there was some communication failures between some devices as they couldnt communicate with each other, this is because of routing and network configuration issues. I used the ping command to test the connection and highlighted where the problem was. I then double checked the IP address setting, configured routine and remote access (RRAS). I then added the given routes from topology and reviewed the Windows Firewall rules. Once changes were made. I retested the network again and the devices were able to communicate successfully.  This showed me that by testing each stage i avoid small configuration mistakes that can stop the whole network from working. 

[bookmark: _Toc618586573]3.2  Personal Reflection
This assignment and research helped improve my knowledge of virtualisation and networking. Before starting, i had no experience using Oracle VirtualBox, Windows Server and Debian Linux. By completing the installation, configuring the IP addresses and testing networks, i have learned how to use the systems. I also learned that planning my work and taking screenshots even if they were not needed during each stage made writing the assignment a lot easier. To conclude, this project has improved my practical networking skills and has prepared me for coursework 2.  
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