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1. [bookmark: _Toc237468238]ssssssssIntroduction
SFM ranks among the middle-sized producers of engineered components for both automotive and aerospace industries. The company has adopted the Industry 4.0 technologies, like IoT-based sensors, automated machines, and cloud-based production management systems. While new technologies have simplified and enhanced manufacturing processes, they have exposed greater number of devices and systems to cyber threats. [1][image: ]
Figure 1. Smart manufacturing technologies used in Industry 4.0.
Recently, SFM has faced several cyber security challenges, including malware infections, phishing attacks aimed at the procurement department employees, and attempts to penetrate to the manufacturing network. These challenges are critical for the manufacturing industry since cyberattacks may lead to data breaches, disruption of production processes, or even cease production altogether. [2] Moreover, company’s top executives are concerned about industrial espionage.
The document investigates internal and external cyber threats SFM faces, as well as actions that can be taken against them. The paper describes how the company can monitor networks and respond to incidents as well as conduct training for its employees.


[bookmark: _Toc237468239]2. Identification of Threats

The growing adoption of connected manufacturing technology by SFM results in a significant increase in the number of cybersecurity risks to the organization and its production environment. These threats may be internal (involving employees, or combinations of access privileges and human mistakes) and external (coming from hackers and other criminals). Identifying risks is necessary, as a successful attack can lead to a compromise of data, connected manufacturing systems, and production processes.
[bookmark: _Toc237468240]2.1 Internal Threats
The internal cyber threats may arise from employees, contractors, human errors, and failure in the system management of company access. [3] The human factor is essential in SFM's case since employees use email, cloud, and connected production systems daily. For example, the employee might receive email with a virus or leak some confidential information and thus allow the attacker access to the company's system.
[image: ]
Figure 2. Common phishing and social engineering threats.


Another prospective risk is related to insider threats since the information is being intentionally misused by employees or contractors with the right to access it or automatically leaked because of some unintentional actions taken by people. This risk might grow twice as high if a person acquires access to the system or the information that is unnecessary for his/her work. [4]
Also, the lack of good access control and system misconfiguration can worsen SFM’s situation. [5]  For instance, high user privileges, misuse of accounts, bad management of cloud/network and IoT systems may increase the chances of unauthorized access to classified data. In a connected manufacturing process, both types of threats can cause the disturbance of business processes.
[bookmark: _Toc237468241]2.2 External Threats
External cyber threats are among the major security issues faced by SFM. Since the company uses integrated manufacturing technologies, cloud computing and IoT devices, cybercriminals have an increased chance to attack it. [6]
Malware and ransomware are among the usual external threats. Malware can penetrate computers as well as production systems of the company and ransomware can encrypt the important files leading to manufacturing disruptions until the ransom is paid. This may lead to production downtimes and even losses for the company. [7]
	Threat
	Type
	Risk Level

	Malware
	External
	High

	Phishing
	External
	High

	Insider Threat
	Internal
	High

	Human Error
	Internal
	Medium


Phishing and social engineering attacks pose significant threats to SFM. Attackers may email employees, especially those working in procurement, to obtain passwords or install malicious programs. Given that SFM has suffered phishing attacks before, its significance should be considered high. [8]




The next risk to be considered is unauthorized access to the network. In the event of a successful attack, well-protected production networks might contain valuable engineering information or vulnerable production systems. In addition, espionage attacks might target valuable engineering designs, and attacks on the supply chain may exploit weaknesses in software programmes developed by third parties. Finally, IoT devices may provide an easy way to break into the network. [8]

[bookmark: _Toc237468242]3. Security Policies
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Figure 3. NIST Cybersecurity Framework 2.0.

At SFM, the foundation for cybersecurity is comprised of the organization's cybersecurity policies. These policies outline the necessary measures that employees, systems and business partners need to take to protect company information, manufacturing systems and connected devices. The following security measures have been devised to enhance the safety of SFM's information resources, as well as ensure safe business processes. [9]
[bookmark: _Toc237468243]3.1 Access Control and Authentication
Access control plays an important role in preventing unauthorized access by any person to SFM system and confidential information. Employees should have access to only those data and systems that are needed for completing their jobs. This will help reduce the chances of insider threats and mitigate the effect of compromised user accounts by following the principle of least privilege. [9]
SFM should apply Role-Based Access Control (RBAC) to provide relevant permissions based on responsibilities of employees. This would mean giving access to manufacturing systems to production operators only while ensuring that procurement staff gets access only to purchasing information. Engineering drawings and management systems should be accessible only to authorized personnel. [9]

Multi-Factor Authentication (MFA) is an effective way to enhance authentication aimed at remote access and other needs like cloud services and administrator accounts. [10]  In the case of privileged accounts, monitoring should be done continuously and the access to the account should be reviewed whenever employees change their position or leave the company. Thus, implementing these measures will definitely help to reduce the chances of unauthorized access and strengthen SFM’s security.
[bookmark: _Toc237468244]3.2 Network, OT and IoT Security
Since SFM consists on innovative technologies, the protection of IT and OT environments becomes crucial. The organization must segregate business networks and production networks use of network segmentation to reduce malware spreading and limit the movement of attackers if a cyber attack happens. [11]
[image: ]
 Figure 4. Example of network segmentation between IT and OT environments.
The organization must implement firewalls solution between different networks inside the organization and between external networks to control the traffic flow and prevent undesired information from entering the system. [11]
 To make sure that the IoT devices are secure, a proper configuration must be applied to the devices before use and all the default passwords must be changed at once. [11] Regular updates regarding firmware should also be downloaded and updated in the devices and all changes related to manufacturing environment should be regulated by the change management process which ensures the minimization of risk factors and maximization of system efficiency.
[bookmark: _Toc237468245]3.3 Data Governance and Protection
SFM ought to develop a well-defined policy on data governance so that company information remains secure from the cradle through to the grave. All data should be classified based on sensitivity into four categories: Public, Internal, Confidential, and Highly Confidential. [12] Some of the examples of confidential data are engineering drawings, production plans, supplier agreements, and customers’ information. 
There needs to be a data owner for each category so that the accuracy, security, and availability of data is supported by someone. Sensitive data should undergo encryption at the time of storage and transmission so that it remains undisclosed to unauthorized persons. [12]
There should be regular backups performed, along with testing of recovery procedures to ensure business continuity even in the event of a cyber incident. Data sharing should take place only between authorized people and designated third-party companies through secure channels. The period of retention of the data should be defined so that data does not remain in storage longer than necessary before its deletion. [12]
[bookmark: _Toc237468246]3.4 Third-Party and Supply-Chain Security
SFM engages with vendors, technology vendors, and outside service providers. Therefore, the third-party security component has to be included in the company's cybersecurity strategy. In their current roles, the vendors have to undergo security evaluation demonstrating that their cybersecurity practices follow the requirements set in their agreements with SFM before getting access to the company's systems. [13]
In their current jobs, third-party users should obtain only limited access rights. [13]  Their activities and licenses should be monitored regularly, so that they report any incidents that might influence how SFM operates.
Software updates and products delivered by the third parties are to be verified before being installed to minimize supply-chain attack risks. [13]  The company's cybersecurity practices dictate the necessity to monitor the suppliers' performance regularly.
[bookmark: _Toc237468247]4. Mitigation Measures
SFM must consider putting in place various technical, administrative and physical security measures for its manufacturing premises in order to prevent cyber risks. The security measures chosen must be able to help protect the organizations connected to systems, prevent unauthorized access and make sure that business activities flow without interruption. Implementing such measures will in turn help in lowering the chances of any successful cyber-attacks as well as improving the overall cyber security of the organization. [14]

[bookmark: _Toc237468248]4.1 Technical Controls
In order to isolate the business systems from the Operational Technology (OT) networks, SFM needs to adopt segmentation according to the network architecture principles so as to limit malware movements between the office systems and manufacturing equipment. [15]
SFM must implement the Multi-Factor Authentication (MFA) technology to ensure the safety of remote access, use of administrative and cloud services accounts. If login credentials are stolen as a result of phishing attack, it will still be more difficult for the attackers to penetrate the company systems. [15]
Moreover, SFM has to implement Endpoint Detection and Response (EDR) software for servers, office computers and engineering workstations. EDR helps to detect abnormal behaviour of devices all the time and to respond to any cybersecurity threats faster. [16]
Regular and safe backups have to be done and stored offline or in the protected cloud storages. Backup recovery processes must be regularly tested in order to know how quickly the company will be able to restore the processes after a ransomware attack or some hardware failures. [16]
[image: ]
Figure 5. The 3-2-1 backup strategy for secure data protection.
Furthermore, SFM should implement a vulnerability management programme that regularly scans systems and applies software updates to identify and reduce security vulnerabilities. System logs should also be monitored regularly to identify unusual activities and support the early detection of cyber incidents. In addition, secure configuration standards should be applied to servers, workstations and IoT devices before they are connected to the network. [17]

[bookmark: _Toc237468249]4.2 Administrative and Physical Controls
There are limitations associated with the use of technical means alone to protect cyber threats against SFM. Thus, the company should implement administrative measures as well, which involves defining cyber threat responsibilities for managers, IT departments, and other employees. It is also imperative to perform routine reviews of the access to eliminate the unnecessary permissions. [18]
Supplier security assessments should occur before giving partner companies access to SFM systems. External partners should receive only essential access for their work, which should be reviewed periodically. [13]
Physical protection should be enhanced with restricted access to server rooms and manufacturing control systems reached through access cards and biometric identification. CCTV surveillance and visitor management measures should also be introduced to avoid any unauthorized access. [18]
Finally, the company should have a Business Continuity Plan (BCP) and do regular testing of disaster recovery measures. [19]
[bookmark: _Toc237468250]5. Monitoring and Incident Response
Monitoring that continues along with the incident response process is crucial to ensuring the safety of SFM from cyber threats. Intrusions can be detected early before they result in any serious security incident or considerable downtime of production. An effective monitoring and incident response procedure is important for SFM to keep the business running while protecting its essential manufacturing systems and confidential data. [20]
[bookmark: _Toc237468251]5.1 Network Monitoring
SFM needs to make continuous efforts in monitoring its IT, OT, and IoT environments for spotting any threatening activities that can turn into a serious security issue. Security monitoring will encompass things like servers, devices of employees, production systems, cloud services, and connected equipment for manufacturing purposes. [21]
To gain insights and capture system logs, SFM should pick information from firewalls, servers, and IT elements. The logs should be monitored on a continuous basis by using a monitoring device with the ability of producing alerts about security problems because of unusually detected activities. Such activities may show things such as too many failed attempts to log in, unauthorized access attempts, unauthorized software installations, and detected unusual traffic. [21]
IT security team should take the responsibility of reviewing alerts for identifying any suspicious issues. The high risk incidents should be reported to senior management for escalation according to the regulations of the response protocol of SFM. Continuous monitoring will reduce delays in operation and give its staff the ability to identify any threats at the initial stage. 
[bookmark: _Toc237468252]5.2 Incident Response
A systematic incident response system needs to be established in SFM to reduce cybersecurity attacks and ensure uninterrupted production. In order to minimize the impact of an attack, once the attack is discovered, the IT security team needs to determine and assess the type of attack first. [20]

Figure 6. Incident Response Process for SteelForm Manufacturing Ltd. (Adapted from NIST SP 800-61 Revision 2). [20]
In case of confirming the presence of malware or inappropriate access, the affected systems should be isolated immediately in order to stop additional damage. Once isolation takes place, the malicious software is deleted, the affected systems are restored using the back-up, and normal functioning of business operations is resumed. Finally, a “postmortem review” should be conducted to draw lessons for the future and make improvements to the security measures taken.
[bookmark: _Toc237468253]6. Training and Awareness
One of the most efficient methods of minimizing cyber risks at SFM Ltd. is employee awareness. Even the best technologies cannot guarantee the company full protection unless employees understand common cyber threats and their responsibilities. Therefore, SteelForm Manufacturing should develop a regular training program on cyber security for its employees. [22]
The training program has to be delivered to all new employees at the time of recruitment and repeated at least once in six months. In addition, further training sessions should be organized every time a new technology, system or security policy is implemented. Managers, as well as IT staff, will have to go through advanced training depending on their functions. 
The training must be covering other crucial subjects like password security, multi-factor authentication (MFA), phishing, social engineering attacks, safe use of emails, securing company information, and reporting suspicious activities. All employees must know how to identify the cyber threats and how to report such security incidents to IT.
For making employees aware of phishing, SFM has to conduct phishing simulation exercises regularly.[23]  These exercises would allow identifying suspicious emails without risk to company resources. The company must also assess the efficiency of its training course through phishing simulation results, employee participation, knowledge assessment tests and incidents reported.
[bookmark: _Toc237468254]7. Conclusion
SFM encounters numerous cybersecurity challenges because of its growing implementation of Industry 4.0 practices, cloud technologies and IoT-enabled manufacturing. There are internal and external threats, such as human mistakes, malware, phishing attacks, unauthorized access and supply-chain risks that can lead to production interruptions and leakage of sensitive data.
Recommendations proposed in this report include several effective cybersecurity policies that are intended to enhance SFM’s security. These policies include strong access control, network segmentation, Multi-Factor Authentication, secure data management, suppliers’ security requirements and regular vulnerability management. Continuous network monitoring and structured incident response process were also recommended as helpful for analyzing security incidents and minimizing operational disruption.
Furthermore, training to employees and awareness about cyber threats were important components of the security strategy of the company. Through continuous training sessions, performing simulation exercises and informing employees about the procedures for reporting any incidents of cybercrime, employees learn to recognize potential cyber threats.   
Ultimately, by implementing these recommendations, the company will increase the confidentiality and integrity of the information system of SFM and its effectiveness in producing high-quality goods. [24]
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