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A digital forensic investigation was commissioned by Cyfusion Mobile Manufacturing Company to investigate the potential sabotage of sensitive project documents by former employee Rich Daley. This document contains research surrounding digital forensic tools and methodologies, as well as a complete case study and forensic report following the given scenario. The investigation uncovered evidence of Daley’s sabotage, including file wiping and Google drive access on his corporate Windows 11 device. This was done by acquiring the disk image and completing file carving and data analysis techniques. Tools such as FTK and Autopsy were utilised. Although multiple other tools were researched, it was decided that open-source tools that were freely available best suited the task. 
It was ultimately proven that Rich Daley intentionally deleted project files prior to his resignation. These actions posed a significant risk to Cyfusion Mobile Manufacturing Company.
Computer Forensics		ACCD5000
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Cyfusion Mobile Manufacturing Company (CMMC) has experienced an act of insider sabotage by their employee Rich Daley. Daley has synced project files to a personal Google Drive and used a file wiping tool to wipe his company device. The company stands to lose millions if these files were to be leaked. The Chief Executive Officer (CEO) of CMMC, MS Ker Walters has hired Troy Simpson Forensics to investigate the incident. Simpson is a Computer Hacking Forensic Investigator (CHFI) and Certified Ethical Hacker (CEH) certified professional.
This report will include the research and critical evaluation of suitable computer forensics tools and techniques. In addition to this, there will be a full professional report, documenting the use of forensic tools and techniques that were applied to resolve the incident. Finally, a detailed invoice will be provided.
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[bookmark: _Toc228292798]Imaging Tools - FTK Imager
Disk imaging tools are used to take exact copies of the disk image on the machine that is under investigation. This is done during the acquisition stage of the investigation [1]. This forensically sound copy is moved to a media type that can then hold the data for extended periods of time, for forensic analysis. It is essential that the data within these copies remains unchanged from the original, else it would be inadmissible in court. A method of proving this is with file hashing. Comparing hash values of original files to the copies will confirm if changes were made.
The imaging tool that will be researched is FTK Imager. The software’s main feature is forensic disk imaging, creating a bit-by-bit copy of the chosen media. FTK supports formats like E01, AD1 and raw (dd) and is highly compatible with other forensics tools.
The software automatically generates MD5, SHA-1 and SHA256 hash values of files and verifies the copied images match the original evidence. It allows you to explore file systems in a read-only environment, ensuring the data is not accidentally modified. Another prominent feature of the software is the ability to capture volatile memory from live systems, which is particularly useful for recovering running processes, network connections and encryption keys [2]. A type of volatile memory that can be captured is Random Access Memory (RAM). 
There are many different forms of evidence that can be analysed using FTK imager. Most investigations would analyse full hard drives, SSDs USBs, as well as file systems such as NTFS (New Technology File System), FAT (File Allocation Table), exFat (Extended FAT), etc. These file systems represent how the data is organised on the storage device. NTFS is a Microsoft developed file systems, intended to overcome the file size limitations of its predecessors. NTFS supports a maximum file size of 16 exabytes. It supports the tracking of changes to files, as well as file encryption and privileges. It is the preferred file system for Windows [3]. Murtaza also explains that FAT has been updated multiple times in its lifespan, the most popular version being FAT32. This system is commonly used on flash drives or SD cards and does not support files larger than 4GB. ExFAT was introduced by Microsoft to replace FAT32 for flash drives and SD cards that have a higher capacity than 32 GB. Like NTFS, it also supports a file size of 16 exabytes.
The software is free to download and use, making it very accessible to anyone performing a forensic analysis of digital media.
FTK Imager is a reliable tool for the acquisition stage of digital forensic investigations. It provides a simple and forensically sound method of creating disk images, and its ability to generate hash values ensures the integrity of the data it captures. However, FTK Imager is limited in its capabilities when compared to all-in-one forensics suites. The software is intended to extract data and would require the use of other software for a more in-depth analysis of the data. However, it is a valuable asset to investigators due to its simplicity, reliability and cost effectiveness.
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An all-in-one forensic suite integrates evidence recovery and analysis tools into one system, eliminating the need for multiple separate tools [4]. The specific tool of this category that will be researched is Magnet AXIOM. The Magnet Forensics website explains that it’s intended use is to recover, analyse and report data within case files [4].
The software comes with many advanced features to support investigators. It uses an artefact-based approach to gather and analyse data. This method can uncover messages, browsing history, images and application data. In addition to this, it allows for the recovery of deleted data.  It also features powerful search and filtering abilities that aids investigators in finding the relevant data for the case. Magnet AXIOM also includes AI-driven features which they label as ‘MagnetAI’ [4]. Magnet AI features advanced analytical tools and timeline analysis that automatically identifies and categorises evidence. Another feature included in AXIOM is ‘Magnet One’. This combines all Magnet Forensics products through the cloud.
The software supports a range of file systems. This includes ‘NTFS, FAT32/16/12, ExFAT, APFS, HFS+, HFS/X, EXT2, EXT3, EXT4, YAFFS2, and Flash Friendly File System (F2FS)’. This includes all relevant file systems used in the industry, covering Windows, Apple and Linux/Android file systems. A comparative study by Nahdli et al revealed that Magnet AXIOM has a high success rate in digital forensics. Reporting a 74.1% success in analysing Instagram message data related to drug trafficking cases. This was higher than other tools in its category, these include MOBILedit, Belkasoft and Mobile Forensic SPF.
Magnet AXIOM is a commercial tool that is not freely available. However, it does offer a free trial period. Whilst no exact price is available without signing up and receiving a quote from the company, a forum from 2022 suggests that Magnet AXIOM cost $5,000 for a new licence [5].
Magnet AXIOM is clearly a highly capable and effective forensic suite. It provides a range of useful tools that are compatible with many file systems. Its effectiveness compared to other tools of similar nature is also a very positive note. Another positive aspect of the software is its capability to forensically analyse multiple types of media, including mobile, computer and cloud environments. However, it is commercially licensed and comes at a high cost of $5,000 per year for a licence. The advanced features of the software could also present a steep learning curve for first time users. This could mean a further cost for training. Ultimately, Magnet AXIOM’s advanced features and AI tools make it a leader of its category.
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Autopsy is designed by Sleuth Kit Labs as a graphical interface to ‘The Sleuth Kit’ as well as other digital forensic tools. This forensics platform is used globally by law enforcement agencies, military and many other industries [6].
Autopsy has many effective features. It provides the means to completing timeline analyses of systems, allowing the investigator to view time logs for system events. It also features hash filtering, that flags known bad copies of files, so they are not accidentally submitted as evidence. A useful feature of the platform is ‘keyword search’. It allows the investigator to filter keywords so irrelevant data is excluded. Autopsy is also capable of extracting web artifacts, such as history, bookmarks, and cookies. It is also capable of data carving. This is the recovery of deleted files from unallocated disk space. It can also scan for malware [7].
The software supports a wide range of file systems including NTFS, FAT, exFAT, ISO9660, Ext2/3/4 and Yaffs2 [7]. File systems such as Ext4 are more commonly found in open-source environments, for example a Linux device.
The Autopsy suite can be used to analyse many different forms of evidence. Investigators would commonly examine full disk images and mobile data using the software. The wide range of supported file systems makes it a useful tool for almost any forensics scenario.
Autopsy is free to download and use, as it is an open-source tool. This makes it highly accessible for students, independent investigators, and organisations with limited budgets, while still providing many of the capabilities found in commercial forensic software.
From the research that was completed, it is clear that Autopsy is a highly effective digital forensics tool. It provides a wide range of capabilities for analysing data and its open-source nature makes it fully accessible to anyone. Having said this, there are some features that it lacks, for example network forensics. As well as this, it relies on third party tools for certain features such as smart phone forensics, and decryption. Despite this, its ease of use and regular maintenance makes it a valuable tool within the digital forensics industry.

[bookmark: _Toc228292801]Mobile Forensics Tool – Cellebrite UFED
Mobile forensics serve the same purpose as any other forensic tool but specialised for use on mobile devices. Their main functions are to aid the acquisition and analysis stages of a digital forensic investigation.  An example of a tool like this is Cellebrite UFED (Universal Forensic Extraction Device).
Cellebrite is designed to extract and analyse data from a wide range of mobile devices. It allows the extraction of data from file systems as well as any physical data. The Cellebrite website shows that the software can access evidence from smartphones, drones, SIM cards, SD cards, GPS devices and other forms of media [8]. It is also able to extract forensically sound evidence from the latest IOS and Android devices.
A key feature of Cellebrite is the ability to bypass locking features of devices, which is especially useful when accessing password protected or encrypted devices. The website also states that it features automated workflows and data organisation. This would aid investigators in efficiently processing large volumes of data.
Tokgoz explains that Android mobile devices use standard Linux file systems. That being EXT2/3/4 [9]. The author also outlines other potential filesystems that android devices can use. These include ‘flash memory’ filesystems and ‘pseudo’ file systems. Flash memory file systems are designed for file systems like YAFFS, that utilise random writing and high data transfer speeds. Pseudo filesystems are logical file groupings within Android devices.
The types of evidence that would be analysed include information like messages, call logs, contacts, media files, and application data. The investigator could also extract browsing history and online activity.
Cellebrite is a commercial tool and is not freely available. The tool is a paid licence, typically for law enforcement purposes or training companies. Whilst the specific cost is not stated on their website, sherlockforensics.com suggests the price can range from $6,000 to $20,000+ per year, dependant on what package you select [10]. Cellebrite also offer training to become certified to operate the software, which costs $2,000 - $5,000 per analyst.
Cellebrite UFED is a highly powerful mobile forensic tool that offers extensive capabilities for data acquisition and analysis for a broad range of mobile devices. The inclusion of automation also makes it highly efficient. However, the high costs of the product is its main drawback. The product itself requires a yearly licence fee that is a high cost, and the compulsory training is also charged at a fee per analyst. This can result in initial costs snowballing increasingly. Having said this, Cellebrite UFED is still the industry standard for mobile forensics.
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	Tool
	Cost
	Features
	File Systems
	Types of Evidence
	Reporting Capabilities

	FTK Imager
	Free
	· Disk imaging (bit-by-bit copies)
· Hash verification
· Read-only file system viewing
· Memory (RAM) capture
	· NTFS
· FAT / FAT32
· ExFAT
	· Hard drives (HDD/SSD)
· USB devices
· File systems
· Volatile memory (RAM)
	· Basic output logs 
· Hash verification results
· Limited reporting features

	Magnet AXIOM
	Yearly Licence
$5000
	· Artefact-based analysis 
· Deleted data recovery 
· Advanced search and filtering 
· AI analysis (Magnet.AI)
· Timeline and correlation analysis
· Cloud integration (Magnet One)
	· NTFS
· FAT12/16/32
· ExFAT 
· APFS / HFS+
· EXT2/3/4
· YAFFS2 / F2FS
	· Computers (disk images) 
· Mobile devices 
· Cloud data 
· Application data (social media, browsers)
	· Automated report generation 
· Customisable reports 
· Visual timelines and analytics 
· Court-ready formats

	Autopsy
	Free
	· File system analysis 
· Keyword searching and indexing 
· Deleted file recovery (file carving) 
· Timeline analysis 
· Web artefact analysis 
· Plugin support
	· NTFS 
· FAT / FAT32 
· ExFAT 
· HFS+ 
· EXT2/3/4
	· Disk images 
· HDD/SSD 
· USB devices 
· Browser history and logs
	· Basic report generation (HTML/CSV)
· Limited customisation
· Manual interpretation required

	Cellebrite UFED
	Yearly Licence 
$6,000 - $20,000
	· Logical, file system, physical extraction
· Device unlocking / bypass
· Encrypted data extraction
· Deleted data recovery
· Automated workflows
	· EXT2/3/4 (Android) 
· YAFFS (flash storage) 
· iOS file systems (APFS) 
· Proprietary mobile file systems
	· Smartphones (iOS/Android) 
· SIM cards 
· SD cards 
· Messages, calls, contacts 
· App data and media
	· Automated workflows and processing 
· Structured data reports 
· Data categorisation 
· Exportable forensic reports




[bookmark: _Toc228292803]Research Conclusion
In conclusion of the research, each tool has a valuable contribution to digital forensic investigations. A free system such as FTK Imager is a highly effective tool during the acquisition stage, that provides a reliable means to extract forensically sound disk images. Autopsy, as an open-source forensic suite provides strong analysis features. Commercial tools such as Magnet AXIOM and Cellebrite UFED bring a wider range of features and compatibility, however, do come at a high yearly cost. Magnet offers an all-in-one suite that aids both acquisition and analysis stages of an investigation, as well as advanced reporting features. Cellebrite offers similar services, however, specialises in mobile forensics, where the other systems lack.
Overall, each tool provides a specific purpose, and there could be a use case for each one depending on the details of the investigation. The simplicity and low costs of tools like FTK Imager and Autopsy make them ideal for simpler cases. Having said this, more complex and severe cases would require the investment of more advanced tools such as Magnet AXIOM or Cellebrite UFED.
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This case study details a suspected act of insider sabotage and data exfiltration at Cyfusion Mobile Manufacturing Company (CMMC). The company specialises in mobile phone interface design. The incident involves a former employee, Rich Daley, who is believed to have intentionally deleted design files and attempted to transfer sensitive intellectual property to a competitor prior to his resignation. CMMC could face significant financial and reputational strain if the data is not recovered, as there are no backups due to the confidential nature of the work. 
Rich Daley used a company issued Windows 11 device for the project. This device was protected by BitLocker full-disk encryption. A digital forensic investigation has been commissioned by CEO MS Ker Walters to Troy Simpson Forensics, a CHFI and CEH certified professional, to investigate and provide evidence of the sabotage. The investigation will aim to recover deleted data, identify evidence of anti-forensic activity, and determine whether files were exfiltrated via Google Cloud services. The forensic methodology will be presented in line with the CHFI/ACPO (Computer Hacking Forensic Investigator/Association of Chief Police Officers) principles.
[bookmark: _Toc228292806]CHFI/ACPO Principles
The ACPO principles are split into four separate principles. The first explains that any data that may be relied upon in court, should not be changed by any person working on the case. Second, if original data must be accessed, the person doing so must provide evidence that justifies their actions. Third, audit trails of all actions taken with the digital evidence must be created. Third parties should be able to examine any processes and achieve the same results. Fourth, the individual leading the investigation retains overall responsibility for ensuring the law and these principles are followed correctly [11]. 
CHFI documents the methodical approach that should be undertaken during the investigation. It covers the search and seizure of evidence, chain-of-custody reports, data acquisition, preservation of the data, and how reports should be produced [12].  
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Acquiring Evidence from the Encrypted Drive
The first stage of the investigation involves the acquisition of data from Rich Daley’s Windows 11 device, which is protected using BitLocker full-disk encryption. In line with ACPO principles, it is essential that the original evidence is not altered during this process.
It is not clear to the investigator whether the device was found powered on or not. If the device is found to still be powered on, a live acquisition approach would be considered, to capture the decrypted state of the drive whilst it is decrypted. This would include any volatile memory, such as RAM (Random Access Memory) which may include encryption keys. Tools such as FTK Imager would be used to create a forensically sound bit-by-bit image of the storage device, as well as generating hash values to ensure its integrity. 
If the device is found powered off, it being a company provided/managed device would suggest that the BitLocker recovery key is obtainable via the company’s device management system, this could be within an environment such as Microsoft Intune. Once passed the BitLocker screen, device imaging can be complete as previously explained.  
Proving Anti-Forensic Activity
The investigation will then proceed to focusing on identifying evidence of anti-forensic activity, specifically the use of file wiping tools such as ‘Eraser’. Search functions in FTK Imager can be used to identify files where tools like this are used. However, if the data would need to be analysed in more detail, tools such as Autopsy, or a paid service like Magnet AXIOM would be used to examine the data that could indicate the use of wiping tools. In addition to this, unallocated disk space can be analysed for patterns of file wiping techniques. This could include overwritten data. 
File Carving and Data Recovery
File carving techniques could be used to recover Autodesk Maya project files. Many file systems do not fully delete files but instead remove the knowledge of how to locate it, eventually this data will be overwritten. If the data has not yet been overwritten, file carving can be utilised to scan the raw data and reassemble the files [13]. Autopsy or Magnet AXIOM could be used for this.
Extraction of Cloud Synchronisation Evidence
Internet browser artefacts will need to be analysed to determine if data was uploaded to a personal Google Drive account. This would include search history, cookies, saved credentials and cache files. Magnet AXIOM and Autopsy both feature modules capable of analysing these types of data. The aim will be to uncover evidence of file uploads, logins and timestamps of access to a Google Drive. Once this evidence is uncovered, a timeline analysis can be used.
Tool Selection and Justification
For the acquisition stage, FTK Imager will be used. This is due to its reliability in creating forensically sound images and verifying data integrity using hash values. The highly sensitive nature of the case, and the fact that CMMC stands to lose millions of pounds if the designs are leaked is justification for the use of the most advanced forensics tools available for the analysis. This would justify the investment and use of Magnet AXIOM for the analysis stage of the investigation. However, there is no set budget outlined in the given scenario and there is no readily available access to commercial tools. For this reason, Autopsy can be used to analyse and uncover data. 
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Executive Summary
This report presents all findings from the forensic investigation on Cyfusion Mobile Manufacturing Company (CMMC) employee Rich Daley’s corporate assigned Windows 11 device. The investigation was commissioned following concerns of intellectual property theft, as well as deliberate destruction of data prior to Daley’s resignation. 
A forensic analysis was carried out in accordance with the ACPO and CHFI principles, ensuring that all evidence discovered would be admissible in the court of law. The investigation uncovered proof that data-wiping software was utilised. Rich Daley’s internet activity was also uncovered. 
The findings suggest that Rich Daley intentionally removed confidential data from the device and may have transferred files externally before leaving the organisation. 
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The investigation was conducted following a structured methodology. It consisted of the following stages: Identification, extraction of data and preservation, analysis, documentation, and presentation. 
Forensic acquisition of the device image was completed using FTK Imager. Hash values were then used to verify the integrity of the image. The forensic image was then analysed using a combination of manual searches within FTK, and some more advanced features of Autopsy. 
File carving techniques were then applied to attempt to recover Autodesk Maya project files from the unallocated disk space in the drive. 
An analysis of browser artefacts was also conducted. This was done to attempt to uncover Google drive access. 
These analysis steps were conducted in a read-only environment, ensuring the integrity of the original evidence. 
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	Attributes
	Detailed Information

	File Name
	LAB05.img

	MD5
	913acfea873755e0a4c7297d4f6ce28a

	SHA 1
	84c0ec210ea86c1d38cd71df 356fef 4329477733

	Imaging Software
	FTK Imager

	File Size
	20GB

	Acquired on
	21-04-2026

	Description
	Raw disk image from Windows device





	Attributes
	Detailed Information

	File Name
	Windows_Evidence_001.dd

	MD5
	136d87d040222292f3a91746b49a90d2

	SHA 1
	80c982361efb87e0a7feb55c846587557e4589c0

	Imaging Software
	FTK Imager

	File Size
	2GB

	Acquired on
	21-04-2026

	Description
	.dd image created from Windows device


Findings 
The forensic analysis of the acquired disk image uncovered multiple evidence sources that point to deliberate data deletion and potential exfiltration. 
Data Extraction and Hash Verification
The disk image was generated and verified using FTK imager. The figures below show the processing of the data and the verification of the data using hashes. This ensures that the data is forensically sound.  The raw disk image was interpreted so its contents would be usable for forensic analysis. 
[image: A screenshot of a computer
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Figure 1 - Data Processing
[image: A screenshot of a computer

Description automatically generated]
Figure 2 - Hash verification of disk image
Evidence of File-Wiping Activity
Examination of system artefacts revealed the presence of the file wiping tool ‘Eraser’. An analysis of these files confirmed that the application was executed on multiple occasions, confirming the software was installed and used deliberately. A timeline analysis could be completed to identify which instance of the wiping tool being used lead to the deletion of Autodesk Maya files. Figures 3 and 4 below show the presence and execution of this tool.
[image: ]
Figure 3 - Presence of 'Eraser.exe'
[image: ]
Figure 4 - Wipe in progress

Recovery of Deleted Files
File carving techniques were applied to the unallocated space of the recovered drive. This resulted in the recovery of project file fragments. Further work can be completed to reconstruct these files and fully recover the sensitive design documents that CMMC are reliant on. See figure 3 below, that shows the file fragments found within the unallocated space. 
[image: ]
Figure 5 - Recovered Images
Browser Activity
The analysis of web browser artefacts uncovered Rich Daley’s internet history and activity. Specifically, browser history, cached files, and session data were recovered from the device. Direct confirmation of specific file uploads was not possible, however access to Google services can be confirmed. Timeline analysis of browsing activity and network activity could potentially align this Google drive access with high network activity from the device, indicating the potential uploading of data. Figures 6 and 7 show the capture of the browsing activity.
[image: ]
Figure 6 – Example Browsing data
[image: ]
Figure 7 - Google Drive File Stream
[bookmark: _Toc228292811]Report Conclusion
Based on the findings of the forensic investigation, it is concluded that Rich Daley deliberately removed and exfiltrated sensitive company data prior to his resignation from CMMC. Evidence of file-wiping software was uncovered from system files and artefacts. This confirms intentional attempts to hinder file recovery and permanently delete essential files. 
In addition to file deletion, the recovery of images relating to the project confirms that design data existed on the system before being deleted by Rich Daley. Browser artefact analysis confirmed access to Google Drive during the timeframe, suggesting that the files were exfiltrated to an external device. 
Finally, the evidence found supports the conclusion that Rich Daley intentionally sabotaged company data relating to the Autodesk Maya project. Whilst it is unclear where the data was sent externally, it is clear that the Windows 11 system was sabotaged by Rich Daley. This resulted in significant risk to CMMC’s intellectual property and financial interests. 
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EVIDENCE CHAIN OF CUSTODY TRACKING FORM

Case Number: 1234	Offense:  Insider sabotage
Submitting Officer: (Name): Troy Simpson
Victim: Cyfusion Mobile Manufacturing Company
Suspect: Rich Daley
Date/Time Seized: 20/04/2026 14:30
Location of Seizure: CMMC HQ, London
	Description of Evidence

	Item #
	Quantity
	Description of Item (Model, Serial #, Condition, Marks, Scratches) 

	1
	1
	Rich Daley’s Windows 11 Device

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



	Chain of Custody

	Item #
	Date/Time
	Released by
(Signature)
	Received by
(Signature)
	Comments/Location

	1
	21/04/2026 08:00
	T. Simpson
	T. Simpson
	For data acquisition

	1
	21/04/2026 11:00
	
	
	Returned to storage

	1
	24/04/2026 10:34
	T. Simpson
	T. Simpson
	Image Verification

	1
	24/04/2026 15:00
	
	
	Returned to storage
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The following invoice was generated for the work completed by Troy Simpson Forensics, to be paid by CMMC. CMMC was billed per hour for each service provided by Troy Simpson Forensics. Each service rate is calculated based on complexity, the more complex the service, the higher the hourly rate. 



	Troy Simpson Forensics 
Experts in uncovering the truth 
3B Westbank Victoria 
Westminster, London
SW11 2BA 
Phone: 020 4321 000

	INVOICE
INVOICE: 00012
DATE: 28/04/26

	TO:
Cyfusion Mobile Manufacturing Company 
Streatham, London  
SW16 1HA

	FOR:
Digital Forensic Services 



	DESCRIPTION 
	HOURS
	RATE
	AMOUNT

	Consultation services 
	3.0 
	£65 
	£195 

	Data Extraction and preservation
	2.0
	£80
	£160

	Data Analysis
	22.0
	£100
	£2200

	Production of Forensic Report Documentation
	6.0
	£65
	£390

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	TOTAL
	£2945.00 



Make all checks payable to Troy Simpson Forensics
Total due in 15 days. Overdue accounts subject to a service charge of 1% per month. 
Thank you for your business!
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A. Simulated Hash Logs of Evidence Image Windows_Evidence_001.dd
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B. Simulated Hash Logs of Evidence Image LAB05.img
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