Anticipation and Assessment of Risk

Executive Summary
This report assesses the likelihood and impact of cyber-attacks on the health and social care sector. Drawing on the National Risk Register (NRR), South Wales Community Risk Register (CRR), and Cabinet Office Emergency Preparedness guidance, cyber-attacks were identified as a significant and emerging threat to the sector. 
The assessment considered the evolving cyber threat landscape, alongside historical cyber-attacks and the high reliance on digital services across the health and social care sector, resulting in an overall very-high risk rating.
The report also outlines appropriate risk treatment measures and arrangements for ongoing monitoring and review to support organisational preparedness and resilience.

Introduction
The Cabinet Office’s Revision to Emergency Preparedness defines a risk as ‘a measure of the significance of a potential emergency in terms of its assessed likelihood and impact’ (Cabinet Office, 2012, p. 23).
Under The Civil Contingencies Act (2004) (CCA), Category 1 Responders, including Public Health Wales, are required to ‘Assess the risk of emergencies occurring and use this to inform contingency planning’ (Cabinet Office, 2015, p. 3), supported by publications such as The NRR (HM Government, 2025).
This report details how the likelihood and impact of cyber-attacks on the health and social care system were assessed, presents the resulting risk rating, and sets out ways in which the risk can be treated, monitored and reviewed.

Risk Identification
The NRR identifies 89 risks with the potential to significantly impact the United Kingdom, while in Wales, Local Resilience Forum partners have a statutory duty under the Civil Contingencies Act to produce a public‑facing CRR (Welsh Government, 2025).
For the purposes of this report, cyber-attacks on health and social care system have been identified as an emerging threat to both the organisation and the public. The likelihood and impact of this risk have therefore been assessed.
Cyber-attacks can affect organisations in a range of ways, including ransomware, malware, denial of services and data breaches. However, in the current climate where digital services are being utilised more each day, there are ever-changing ways of which cyber-attacks can occur (Sandhu, 2021). 
The NRR identifies the health and social care sector a target for cyber-attacks, providing a worst-case scenario where ‘catastrophic systemic service disruption as ransomware moves quickly across the health and care IT estate’ (HM Government, 2025, p. 52). The South Wales CRR highlights ‘high-profile cyber-crime incident affecting a UK institution or institutions’ as a risk to the local community (SWLRF, 2022). 

Risk Assessment Methodology
The risk assessment was undertaken in accordance with Chapter 4 of the Cabinet Office’s Emergency Preparedness Guidance (2012), which outlines the local responder risk assessment duties, and advocates a six-step cyclical process, involving the identification of hazards or threats within the local context, the assessment of associated risks, and considerations of appropriate risk management measures (Cabinet Office, 2012). 
Figure 1
The General Risk Management Process (Cabinet Office, 2012, p. 13)
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Risk Evaluation and Rating
As part of the risk evaluation and rating process, the likelihood and impact of a cyber attack affecting the health and social care system were assessed. 
The likelihood assessment drew on evidence of increasing cyber-attacks affecting the public sector. Beaming reports that the number of cyber-attacks on UK Businesses has risen rapidly since 2016, with around 750,000 attacks being reported in 2024, as opposed to just over 200,000 in 2016 (Beaming, 2024) (Figure 2). National data further indicates continued cyber-crime within the health and social care sector, with 22% of 250 organisations reporting incidents in 2024 (Home Office, 2025), and 20% of 101 organisations in 2025 (Home Office, 2026).
Figure 2
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Previous high-profile incidents were taken into consideration, including the Wannacry Ransomware Attack in 2017, where more than 300,000 computers in 150 countries were affected (NHSCFA, n.d.), and  the ransomware attack on Nottingham Rehab Supplies (NRS) Healthcare in 2024, which disrupted services for multiple local authorities and resulted in personal data of residents in their areas being breached (Coker, 2024). In addition, the National Cyber Security Centre (NCSC) were required to nationally coordinate a response in relation to cyber-attacks in 2022, including one on an NHS 111 supplier, (National Cyber Security Centre, 2022). 
The likelihood assessment also considered the increased reliance the health and social care sector has on digital systems. The BMJ reports that the NHS has an increased reliance on technology since the COVID-19 pandemic which has increased the vulnerability of cyber-attacks (The BMJ, 2021), with NHS England Digital supporting this statement by reporting that ‘During the pandemic, there was a 44% rise in ransomware attacks across the health sector’ (NHS England, 2021). Welsh Government also states that ‘the increased use of digital services poses opportunities, challenges and threats’ with ‘the global risk of cyber-attacks rising alongside the exponential pace of technological advancement’ (Welsh Government, 2023).
Taking these incidents and reports into account, the likelihood of a cyber-attack affecting the health and social care sector has been assessed as medium-high.
The impact assessment considered the potential worst-case scenario. If one health and social care organisation were to be affected by a cyber-attack, the interconnected nature of the systems utilised means that any malware affecting a singular organisation has the potential to rapidly multiply and spread across the wider system. This could result in significant impacts on partner organisations and other suppliers.
The health and social care sector’s dependence on digital systems to manage patient information, coordinate responses across agencies, and deliver essential care means that a loss of system access could significantly disrupt services, leading to potential delays in patients accessing tests and screening services, potential delays in lab results being processed, thus leading to potential delays in treatment and surgeries (Department of Health & Social Care, 2023). 
In 2024, a supplier for Guy’s and St Thomas’ NHS Foundation Trust and King’s College Hospital were targeted by a ransomware attack which completely locked down their systems. Due to the cyber-attack on their supplier, NHS England reported that 10,152 outpatient appointments were cancelled and 1,710 elective procedures were delayed, and that it took 16 weeks to recover from the attack (The Lancet Digital Health, 2025). 
A further case study that was taken into consideration was a ransomware attack on Ireland’s Health Service Executive (HSE) in 2021, which caused 80% of their digital environment to become encrypted, disrupting healthcare services throughout the country (Department of Health & Social Care, 2023). As a result of the cyber-attack, hospital staff had to revert to paper‑based systems, resulting in the loss of access to diagnostics, electronic medical records, and email. This disruption led to the cancellation of critical services, including inpatient care, imaging, maternity, children’s services, cancer treatment, mental health, and community care. In addition to the disruption caused, sensitive data was also stolen meaning that medial and personal data of around 100,000 patients was leaked on the dark web (KnowBe4, 2023).
Based on this evidence, the impact of a cyber-attack on the health and social care sector was assessed as significant. Combining the assessed likelihood and impact using a standard risk matrix resulted in an overall very-high risk rating (Figure 3).
Figure 3
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Risk Treatment
Following the assessment of the likelihood and impact cyber-attacks have on the health and social care sector, appropriate risk treatment measures were considered to manage and reduce the risks posed by cyber-attacks, with a focus on the potential consequences for the community. 
Risk treatment is defined by the Cabinet Office as ‘the process of determining those risks that should be controlled (by reducing their likelihood and/or putting impact mitigation measures in place) and those that will be tolerated at their currently assessed level’ (Cabinet Office, 2012, p. 24).
Cyber security risks require a combination of risk reduction measures, preparedness and response actions, and proportionate risk acceptance to protect organisational systems and maintain continuity of critical services for local communities. It is vital that any measures that are implemented align with The Network and Information Systems Regulation 2018 (UK Government, 2025).
Risk reduction measures focus on lowering the likelihood of a cyber-attack through controls such as anti-virus protection, password policies, penetration testing, and staff cyber-security training, as outlined in DHCW Expectations Guidance (Digital Health Care Wales, n.d.).
Preparedness and response measures focus on reducing the impact of a cyber-attack through maintained Cyber Incident Response, Disaster Recovery and Business Continuity Plans. These measures help ensure that essential services can continue, or be restored rapidly, minimising disruption to patients, service users and partner organisations. These plans should be supported by regular exercises and phishing simulations.
Due to the ever-changing nature of digital applications being used within the health and social care sector, cyber risks are constantly evolving, meaning that a degree of residual risk will be required to be accepted, as further mitigation is not feasible. This residual risk must be actively managed to maintain public confidence in the resilience and safety of health and social care services.

Monitoring and Review
Following risk treatment measures, it is essential to ensure that cyber security risks undergo continuous monitoring and review due to the rapidly evolving nature of cyber threats. Due to the nature of cyber threats, it is important that continuous horizon scanning is undertaken, and engagement with DHCW and NCSC is prioritised to remain aware of any changes within the threat landscape, and any emerging risks.
Effective monitoring of cyber security risks supports organisational resilience by informing preparedness activities, such as exercising incident response arrangements and updating Business Continuity Plans based on lessons identified. This process is strengthened by reviewing local and national cyber‑attacks and embedding relevant lessons learned, supporting continuous improvement and enhancing the organisation’s ability to anticipate, respond to, and recover from cyber‑attacks.

Conclusion
This report assessed the likelihood and impact of cyber-attacks on the health and social care system concluding an overall very-high risk rating. This report and assessment highlights that increasing dependency on digital services, and the ever-changing cyber world, poses a significant civil protection risk to the health and social care sector.
While informed by current national guidance, available evidence, and recent cyber incidents, the assessment is subject to uncertainty due to the dynamic nature of cyber threats, emerging technologies, and variations in organisational cyber maturity. As a result, risk ratings should be regarded as dynamic and subject to change as new information and intelligence emerges.
This report also outlines appropriate risk treatment measures that can be implemented by the organisation to reduce vulnerability and strengthen preparedness and resilience. Incorporating lessons learned from public sector cyber‑attacks and maintaining alignment with guidance from the NCSC and DHCW will support the organisation’s ability to anticipate, respond to, and recover from cyber incidents.
Cyber‑attacks represent a complex and evolving risk to the health and social care system, with the potential for significant disruption to services and public impact. A proactive and adaptive approach, including integrating robust cyber security controls, effective preparedness and response arrangements, and ongoing risk reviews, is essential to protect critical services, and support community safety in an increasingly digital environment.
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