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ANSWER THREE QUESTIONS

Q1.

As the Incident Response team leader, you are responsible for ensuring your team understands that the company heavily depends on quick and efficient containment and resolution to incidents. 

a. Discuss the following with your team as it relates to contingency planning of information security.

i. Incident Response
ii. Incident Response Planning
iii. Detecting incident
iv. Incident indicators
v. Common mistakes make by Computer Security and Incident Response Team (CSIRT)
(25 marks)

Answers: (5 marks each for any five points discussed):

Incident Response
· Most organizations have experience detecting, reacting to, and recovering from attacks, employee errors, service outages, and small-scale natural disasters, and are thus performing incident response (IR)
· IR must be carefully planned and coordinated because organizations heavily depend on the quick and efficient containment and resolution of incidents
· Incident response planning (IRP), therefore, is the preparation for such an effort and is performed by the IRP team (IRPT)
· When those events represent the potential for loss, they are referred to as adverse events or incident candidates
· When an adverse event begins to manifest as a real threat to information, it becomes an incident
· The incident response plan (IR plan) is usually activated when the organization detects an incident that affects it, regardless of how minor the effect is

IR Planning
· The responsibility for creating an organization’s IR plan usually falls to the CISO, or an IT manager with security responsibilities
· According to NIST SP 800-61, Rev. 2, the IR plan includes:
· Mission
· Strategies and goals
· Senior management approval
· Organizational approach to incident response
· How the incident response team will communicate
· Metrics for measuring incident response capability and effectiveness
· Roadmap for maturing incident response capability
· How the program fits into the overall organization


Detecting Incidents
· The challenge is determining whether an event is the product of routine systems use or an actual incident
· Incident classification is the process of examining an adverse event or incident candidate and determining whether it constitutes an actual incident
· Initial reports from end users, intrusion detection systems, host- and network-based virus detection software, and systems administrators are all ways to track and detect incident candidates
· Once an actual incident is properly identified and classified, members of the IR team can effectively execute the corresponding procedures from the IR plan

Incident Indicators 
· Possible Indicators 
· Presence of unfamiliar files
· Presence or execution of unknown programs or processes
· Unusual consumption of computing resources
· Unusual system crashes
· Probably Indicators 
· Activities at unexpected times
· Presence of new accounts
· Reported attacks
· Notification from IDS
· Definite Indicators
· Use of dormant accounts
· Changes to logs
· Presence of hacker tools
· Notifications by partner or peer
· Notification by hacker
· Potential Incident Results
· Loss of availability
· Loss of integrity
· Loss of confidentiality
· Violation of policy
· Violation of law

Common Mistakes CSIRTs make
· According to McAfee, CSIRTS commonly fail to:
· Appoint a clear chain of command with a specified individual in charge
· Establish a central operations center
· “Know their enemy” 
· Develop a comprehensive IR plan with containment strategies
· Record IR activities at all phases
· Document the events as they occur in a timeline
· Distinguish incident containment from incident remediation (as part of reaction)
· Secure and monitor networks and network devices
· Establish and manage system and network logging
· Establish and support effective anti-virus and antimalware solutions



Q2.

Asset valuation is the process of assigning financial value or worth to information assets.

a. Explain the following and the formula to calculate each:
i. Single loss expectancy (SLE)
ii. Annualised rate of occurrences (ARO)
iii. Annualised loss expectancy (ALE)
iv. Cost benefit analysis (CBA)
(10 marks)

Answers:
SLE (3 marks)
· A single loss expectancy (SLE) is the calculated value associated with the most likely loss from a single occurrence of a specific attack 
· It takes into account both the value of the asset and the expected percentage of loss that would occur from a particular attack
SLE = asset value (AV) × exposure factor (EF)
Where EF = the percentage loss that would occur from a given vulnerability being exploited 
· This information is usually estimated

ARO and ALE (2 marks each)
· Usually, the probability of a threat occurring is depicted as a table that indicates how frequently an attack from each threat type is likely to occur within a given time frame
· This value is commonly referred to as the annualized rate of occurrence (ARO)
· ARO simply indicates how often you expect a specific type of attack to occur
· Once you determine the loss from a single attack and the likely frequency of successful attacks, you can calculate the overall loss potential per risk expressed as an annualized loss expectancy (ALE) using the previous values for the ARO and SLE
ALE = SLE × ARO


	CBA (3 marks)
· 	The Cost Benefit Analysis (CBA) determines whether the benefit from a control alternative is worth the associated cost of implementing and maintaining the control
· A CBA may be performed before implementing a control, or they can be performed after controls have been in place for a while
CBA = ALE (precontrol) − ALE (postcontrol) − ACS
Where:
ALE (precontrol)     = ALE of the risk before the implementation of the control
ALE (postcontrol)   = ALE examined after the control has been in place for a 		   period of time
ACS	   = annualized cost of the safeguard
b. Discuss feasibility and cost-benefit analysis.
(5 marks)

Answers:
· Before deciding on the strategy for a specific TVA triplet, an organization should explore all readily accessible information about the economic and noneconomic consequences of an exploitation of the vulnerability, when the threat causes a loss to the asset
· “What are the actual and perceived advantages of implementing a control as opposed to the actual and perceived disadvantages?”
· While the advantages of a specific strategy can be identified in a number of ways, the primary way is to determine the value of the information assets it is designed to protect
· Cost avoidance is the money saved by using the defense strategy via the implementation of a control, thus eliminating the financial ramifications of an incident
· The criterion most commonly used when evaluating a strategy to implement InfoSec controls and safeguards is economic feasibility



c. Name some approaches to ensuring feasibility as it relates to information assets.

Answers:
· Benchmarking
· Due care and due diligence
· Best business practices
· Gold standard
· Government recommendations and best practices

(7 marks)

Q3.

a. With reference to cryptography explain three encryption methods and state how cryptographic controls can be managed. Diagrams may be used.

(20 marks)
Answers:
Symmetric Encryption:
· Each of the methods of encryption and decryption described requires that the same algorithm and key are used to both encipher and decipher the message, known as private key encryption, or symmetric encryption
· Symmetric encryption methods are usually extremely efficient, requiring easily accomplished processing to encrypt or decrypt the message
· One challenge in symmetric key encryption is getting a copy of the key to the receiver, a process that must be conducted out-of-band to avoid interception
· One of the most familiar symmetric cryptosystems is Data Encryption Standard (DES), developed in 1977 by IBM and based on the Data Encryption Algorithm (DEA), which uses a 64-bit block size and a 56-bit key
· Triple DES (3DES) was developed as an improvement to DES after DES was publicly cracked. 3DES used three keys instead of one and performs three encryption operations
· The current industry and government standard in symmetric encryption is the Advanced Encryption Standard (AES), based on the Rijndael Block Cipher, which features a variable block length and a key length of 128, 192, or 256 bits
· 

Asymmetric Encryption
· Asymmetric encryption, or public key encryption, uses two different but related keys, either of which can be used to encrypt or decrypt the message
· However, if Key A is used to encrypt the message, then only Key B can decrypt it; and vice versa
· This technique is most valuable when one of the keys is private and the other is public
· The problem with asymmetric encryption is that it requires four keys to hold a single conversation between two parties, and the number of keys grows geometrically as parties are added


Digital Signature
· When the asymmetric process is reversed—the private key encrypts a message, and the public key decrypts it—the fact that the message was sent by the organization that owns the private key cannot be refuted
· This nonrepudiation is the foundation of digital signatures
· Digital signatures are encrypted messages that are independently verified by a central facility (Registry) as authentic


Digital certificate
· A digital certificate is an electronic document, similar to a digital signature, attached to a file certifying that the file is from the organization it claims to be from and has not been modified from the original format
· A certificate authority (CA) is an agency that manages the issuance of certificates and serves as the electronic notary public to verify their origin and integrity


Public Key Infrastructure
· Public key infrastructure (PKI) is the entire set of hardware, software, and cryptosystems necessary to implement public key encryption
· Common implementations of PKI include:
· Systems that issue digital certificates to users and servers
· Systems with computer key values to be included in digital certificates
· Tools for managing user enrollment, key generation, and certificate issuance
· Verification and return of certificates
· Key revocation services
· Other services associated with PKI that vendors bundle into their products


Hybrid System
· Pure asymmetric key encryption is not widely used except in the area of certificates; instead, it is typically employed in conjunction with symmetric key encryption, creating a hybrid system
· One hybrid process in widespread use is based on the Diffie-Hellman key exchange method, which provides a way to exchange private keys using public key encryption without exposure to any third parties
· In this method, asymmetric encryption is used to exchange symmetric keys so that two organizations can conduct quick, efficient, and secure communications based on symmetric encryption



b. How can you secure the web using IP Security (IPSec)?
(5 marks)
Answers:
(5 marks for any of these 2 major points outline)

· IPSec combines several different cryptosystems: 
· Diffie-Hellman key exchange for deriving key material 
· Public key cryptography for signing the Diffie-Hellman exchanges to guarantee the identity of the two parties 
· Bulk encryption algorithms, such as DES, for encrypting the data
· Digital certificates signed by a CA to act as digital ID cards
· IPSec has two components: 
· The IP Security protocol itself, which specifies the information to be added to an IP packet and how to encrypt packet data
· The Internet Key Exchange, which uses asymmetric key exchange and negotiates the security associations
· IPSec works in two modes of operation: transport and tunnel
· In transport mode, only the IP data is encrypted—not the IP headers themselves; this allows intermediate nodes to read the source and destination addresses
· In tunnel mode, the entire IP packet is encrypted and inserted as the payload in another IP packet
· IPSec and other cryptographic extensions to TCP/IP are often used to support a virtual private network (VPN), a private, secure network operated over a public and insecure network

		

	Q4.
	
CaribbeanCoffee sells Blue Mountain Peak coffee from Jamaica, one of the best and most sought-after blends in the world. CaribbeanCoffee has extensive presence around the globe. The company uses cloud services to deliver IT services to its staff and clients. It is estimated that almost 95% of the company's network is wireless based. The company also has a massive online presence and social media presence to promote its activities.
Owing to its large staff and international customer base, the company has recently come under immense pressure to allow both its staff and customers to use their personal devices to access the company's network/resources. Security of personal staff data and client data is the company's major concern. The company is also concerned about protecting its intellectual property, which is worth billions. Information security is a priority to the company, but everything is in disarray. There is no established policy covering their security need.

c. Based on the scenario on CaribbeanCoffee above.  You are commissioned to design and discuss your own approach to meet the need of the company utilising information on frameworks, standards and models covered in class and research tasks. Tables and diagrams may be used in your approach.

Some factors to consider in aiding appropriate solution(s):
· Security Policies
· Risk Management
· Security Management Models and Practices
· Contingencies Planning
· Protection Mechanisms
· Service Level Agreement

You must state all assumptions made and justify your decisions.

(25 marks)
	Solutions:
	Answers will vary:
· Some may choose to outline/design approaches:
· Blueprints of the company network (this should be explained), frameworks and security models 
· to security implementation using a top-down approached, initiated by top management
· Governance processes such as ISO/IEC or other framework
· Some may use the SDLC
· Some may discuss more on the Laws and ethics such as computer crime laws
· Risk management process and roles
· More on Policies 
· Identifying people, procedure and data assets
· Etc.
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