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Introduction: The Evolution of Modern Cybersecurity Challenges
Today, large-scale organisations heavily rely on cloud computing, AI (artificial intelligence), and hybrid working practices to encourage their workforce to be more creative and achieve greater operational efficiency. Although these technologies provide greater flexibility and scalability, they also have significant disadvantages, as they can expose information assets to a wider range of cyber attacks and greatly increase organisational attack surfaces. Data is now accessible across all platforms, e.g., the cloud, personal devices, and third-party services, rather than being kept within a typical corporate perimeter. As a result, today's security challenges have evolved from mere technical concerns to full-scale, complex organisational and strategic issues that require organised approaches to protect the confidentiality, integrity, and availability of information assets. [8] [3]
Regulatory Pressure and the Growing Importance of Cybersecurity Compliance
Besides technological change, organisations are under increasing regulatory pressure to demonstrate their efficient cybersecurity and data protection procedures in tandem with technological developments. While more recent European frameworks, such as DORA and NIS2, continue to expand these obligations to include operational resilience, incident reporting, and governance oversight, regulations like the GDPR set the fundamental requirements for the lawful processing and protection of personal data. These trends demonstrate the growing interdependence of cybersecurity and regulatory compliance, and the need for organisations to utilise proactive security measures to meet operational and legal requirements.

This assignment will be split into 2 main sections. This first section will cover an analysis of the zero-trust architecture, the modern approach to data security, and I will evaluate its tenets, advantages, and implementation difficulties. For task 2, I will use my research to develop a Zero-Trust-aligned security program that addresses risk management, operational resilience, and regulatory compliance in a hybrid, cloud-based company.
Overview of Traditional Perimeter-Based Security Models
Many security architectures are built around a perimeter-based approach in which firewalls protect corporate networks and technologies, such as VPNs, to regulate access. This strategy assumes that devices within range of the internal network can be trusted, but that devices in the external network range cannot. Once authenticated, users are frequently given extensive access to internal systems and resources. This type of model was well-suited to early computing environments, as users, data, and applications were constrained to centrally managed on-premises infrastructure. [4]
Limitations of Perimeter-Based Security in Modern Computing Environments
But now, with the widespread adoption of cloud computing and hybrid working practices, perimeter-based security models have become significantly less effective. Users are increasingly gaining access to large amounts of data from unmanaged devices and remote locations. This means that large organisational resources are no longer confined to a single internal network. Because of this, maintaining user control and visibility has become more challenging as technologies such as VPNs extend the network but don’t track users’ behaviours, meaning there could be an increase in the likelihood of security breaches if the attacker obtains access [4]to the organisational systems. 
The Emergence of Zero Trust Architecture
To counter the limitations of perimeter-based models, a new architecture known as the zero-trust architecture has become a modern approach to data security, as it removes the assumption of implicit trust. Unlike perimeter-based models, which grant devices access based on whether they are within the network location, zero trust operates by trusting no devices and instead requiring constant authorisation and authentication for every request, and so this method is known as the “never trust, always verify” [2][9]. The zero-trust architecture simply assumes that threats could exist within and outside the organisational network, this forms a dynamic and contextual decision rather than a static state. The risk of unauthorised access and lateral movement is decreased since access decisions are influenced by variables such as user identification, device security posture and behavioural context. Zero trust provides a security architecture that’s more in line with contemporary operational realities as organisational resources are increasingly dispersed across cloud platforms and hybrid environments.
Core Principles of Zero Trust Architecture
To reduce the risk and impact of security breaches in contemporary organisational settings, zero-trust architecture is grounded in a set of fundamental security principles. The least privilege access principle allows a user to access only what they absolutely need to perform their responsibilities, and no more. So, the more access the user has, the greater the negative impact would be if their account were compromised or if they became an insider threat. Having this principle in place makes it more difficult for attackers to take over additional accounts or compromise more of the organisation's systems. The zero-trust approach rejects the notion of safe internal networks and unsafe external networks. All networks must be considered untrustworthy, regardless of location, as threats can lurk in them. The focus should shift to the connections themselves and to verifying each connection before granting access [2]. Therefore, the zero-trust approach requires inspecting every incoming connection and asking for authorisation. That way, your employees may have to authenticate more frequently, protecting the enterprise from more threats. While it is a less conventional approach, the price of a data breach is too high to compromise your cybersecurity.
Zero Trust in Practice: Identity-Based Access and Continuous Verification
Now, let's move on to how zero trust actually works, not just the theory. In the real world, Zero Trust architecture isn't just one security control that does it all, it's broken down into an integrated set of mechanisms that ensure access is always verified. It's achieved this by implementing a new method that moves from network-based trust to identity-based access control. With this new method, it doesn't care about where a request has come from, it focuses more on who or what the request is, meaning that users and devices must authenticate repeatedly, which may be a few times a day, but it does this in order to ensure that trust isn't assumed after login. Not to mention, alongside this repeated verification, it also monitors the user's activities and device behaviour so that if it detects any weird behaviour, it may be a faulty credential or malicious activity, it can keep an eye on it or flag it. Zero Trust also enables trust policies, allowing it to adapt to sudden changes in risk, unlike traditional security models, which rely on static rules and perimeter defences. One crucial role automation plays is allowing quick enforcement measures, such as isolating affected resources or restricting access, without human intervention [8] [9]. But this can only work when there is a heavy amount of identity, monitoring and policy systems in place otherwise, without that, its visibility would be reduced and could potentially lead to weakened security enforcement.
Threat Anticipation, Lateral Movement, and Breach Containment
One thing that zero-trust architecture does best is anticipate potential threats, unlike traditional methods, which act only after they have been attacked. Zero Trust assumes that users or devices could be compromised, so it continuously scans and analyses user, application, and device activity to prevent attacks. This allows Zero Trust to detect any sudden suspicious activities and prevent them from causing harm to a network. The sooner the detection, the less likely the attacker is to gain additional privileges or move laterally across the network [1][9]. If there were any delays in response time, the damage could be significant. That's why, in today's society, many organisations rely on zero-trust networks, as they can contain and neutralise attacks. It's all down to their highly restricted access protocols and the isolation of affected programs. With this architecture, large organisations can limit operational damage and improve overall cyber resilience.
Implementation Challenges of Zero Trust Architecture
While zero trust architecture sounds like the dream for an organisation, trying to implement this architecture can be very challenging and resource-demanding. For instance, many large-scale organisations are using legacy systems, so having to help them adapt to Zero Trust security protocols can require modifications, upgrades and security compliance. Also, when implementing a constant security protocol, extensive planning and consideration are required. Just in case an organisation were to use multiple cloud service providers, you would need to ensure that there are consistent security measures that span across cloud networks while following Zero Trust principles, which requires careful planning. Another issue is the IT team, with the increased complexity of security controls  and continuous monitoring, it can become quite challenging for the IT teams to manage effectively, even going as far as saying some members of the team may require extra training, which then means the organisation would have to allocate resources towards the team or security tools. The same goes for the traditional systems, trying to implement a new architecture could require upgrades or even replacement just to adapt to the new security protocols. Upgrading to a zero-trust architecture can require substantial changes to the existing system, and doing so incorrectly can be complicated. As mentioned earlier, these older systems would require modifications to adapt to the newer system, which can be time-consuming and resource-intensive.[5][6]
Common Misconceptions and Limitations of Zero Trust
One thing that the majority of organisations don't realise about Zero Trust architecture is that it is often misunderstood. One major myth that a lot of people don't realise is that even though it is named “zero trust”, it doesn't deny all users or treat everyone as a threat. What it actually means is that no one is trusted by default. This is because the module simply assumes threats could exist within and outside the network. So, to prevent that, constant authentication is used, mainly to target things like identity, devices or behaviour. Its whole responsibility isn’t just to block access, it's to give access to the right people at the right time and under the right circumstances. Another thing organisations don't realise is that you can't just buy Zero Trust, it's a framework, not a solution. If an organisation wanted to use it, they would have to combine tools, policies, and processes, such as multi-factor authentication, identity and access management, ZTNA, and continuous monitoring, to enforce trust at that level. One final point that most people don't realise about Zero Trust is that it doesn't eliminate the possibility of a breach. Even though Zero Trust enhances the security posture, it's designed to limit the impact of a potential breach [6][7], and as said earlier, not remove the possibility of one.
Comparing Zero Trust and Traditional Security Models
When both Zero Trust and traditional models are compared, there are a lot more benefits to using Zero Trust over traditional models, the first one being that traditional models often rely on the concepts of a network perimeter, which simply trusts all devices and users within the network, which can often mean that they secure their network using boundary defences such as VPNs & Firewalls. Whilst Zero trust assumes that threats can be inside or outside the network, it completely scrapes the idea of a trusted internal network. Although it doesn't spend time securing a perimeter, it focuses on verifying every user/device that tries to access resources, regardless of location, and this can happen multiple times a day. As mentioned previously, trust is a major part of these models, and without it, networks would be open to attacks, and personal information could be stolen. With these trust assumptions in place, organisations are safe from potential breaches if they occurred, but zero trust offers a greater protection from these threats due to the fact that it never assumes trust, meaning that whether a device or user is inside or outside of the network, it still suspects them as being a danger unless they follow the access request scheme that gets them verified and authenticated. This makes traditional methods seem less secure, as once a user/device is inside its network perimeter, it can gain access to a wide range of resources depending on its network privileges. One final key difference between the two is that, when dealing with breaches, their responses are completely different. For instance, when a breach occurs, traditional security systems often allow lateral movement, meaning the attacker has free rein [1][4]within the network to steal data. But with Zero trust, it's the popular opposite, even if an attacker gains access to the network, it keeps a close eye on it, watching its every move and activity. Depending on the attack's behaviour and risk level, Zero Trust will restrict access to data.
Conclusion: Zero Trust as a Strategic Security Approach
Finally, moving on to the conclusion of this first segment. Traditional perimeter-based security is becoming less effective as cloud computing and hybrid working rise. This type of model is now becoming irrelevant due to newer models such as Zero Trust architecture. This new architecture eliminates the concept of implicit trust and enforces verification across users, devices, and systems. Earlier in this assignment, it mentions the differences between these two models, and Zero Trust seems to be a more effective and efficient model, not to mention how it handles breaches. By continuously monitoring the network, Zero Trust enhances an organisation's ability to anticipate potential breaches, limit attackers' access to data, and contain threats. However, earlier in this report, it notes the limitations of Zero Trust, and in conclusion, it isn't a perfect solution and doesn't eliminate risk. For this module to work successfully, organisations must be ready, as this architecture requires a governance structure and security maturity, as well as the ability to plan strategically and integrate technical controls. The majority of organisations don't conduct a full search or understand what zero trust actually does, so they can sometimes be left with misleading expectations and ineffective adoption. Zero Trust architectures shouldn’t be viewed as a complete solution, it's more like an ongoing security strategy that needs constant supervision [6][9] and evaluation that follows organisational objectives.

Introduction to the Case Scenario: ResilientIntellect Ltd
ResilientIntellect LTD is a cloud-based company that specialises in AI-powered threat analysis software and works in an environment that is always changing and full of data. This company uses a hybrid workforce which relies heavily on cloud infrastructure, meaning that data such as sensitive data, intellectual property and systems can be accessed from any location. This company plans to expand into the EU region, but with such a large expansion, there are bound to be issues, such as greater cybersecurity and operational complexity requirements. and also requires stronger security measures to ensure strong, well-governed security standards. The issues previously listed leave a significant gap against potential attacks and make traditional perimeter-based security ineffective. Recalling the first section of this report, which discusses other security architectures such as Zero Trust, this seems to fit well with ResilientIntellect LTD's idea. Zero trust architecture focuses on applying its principles in a practical and scalable manner, which aligns well with what they emphasise, being constant security oversight and strong governance. The goal here is to show that Zero Trust can be used to expand their company safely and increase their reliance in cyber, and not to mention help provide them with a structured plan in order to deal with the risk of modern hybrid cloud environments.  

In order for the Zero-Trust-Aligned security program to work. ResilientIntellect LTD needs a clear security structure to determine who's in charge of day-to-day tasks and security decisions. Zero trust isn't just all about technology it needs people who can operate this system, procedures that everyone can follow and accountability if any breaches or attacks occur. Without these key components, this architecture would become challenging and uneven, especially in today's society, where cloud-based networks are used.
Organisational Security Structure
As mentioned, a security structure is needed for this architecture, so I would recommend creating three layers of security operations teams. The first team to be made is the Head of Information Security. Their role would be to oversee all, or take charge of, the zero-trust strategy. They would essentially ensure that all operations align with the business's aims, making sure the team wouldn't implement anything that wouldn't be beneficial or outside the boundaries. This also means that whenever an important security decision is being made, they must approve it before it is launched. The second role I would recommend is an architect who has a greater understanding of Cloud/Zero-based security. Their role would be to build and maintain the technological security architecture to a standard. They would ensure that core concepts are consistently used across both cloud/hybrid environments. These core concepts would be identity access restrictions, segmentation techniques and monitoring capabilities. Within this role, they would also work with the development team to design and implement functional, scalable Zero Trust solutions.  Finally, I would recommend the DevSecOps team. Their role would be to conduct day-to-day monitoring, incident response (e.g., in the event of a breach), and ensure compliance with security rules. This team ensures that all systems are visible, supports automated response systems, and can quickly contain security issues. With these roles I have created, I believe that this would make a great team. 
Policies and Procedures Supporting Zero Trust
For a Zero Trust security programme to work properly, ResillientIntellect LTD must have clear policies and procedures that outline how security should be handled across the organisation. With policies in place, staff should be able to understand what they must and are expected to do to ensure security controls are applied consistently. One policy that I believe would fit this approach is an Identity and Access Management policy. This policy explains how users can gain access to systems not by where they are, but by their identity. This aligns perfectly with the least privilege principle, as users need to only access the information they need to perform their jobs. This greatly reduces the risk of unauthorised access and damage if an account is compromised. One of the other policies I think would be great is a BYOD policy, which allows employees to use personal devices such as mobile phones, laptops, and tablets in the workplace. But rules will be set to allow people to use their devices in the workplace, such as keeping devices updated and protected, thereby decreasing the risk of a potential breach. The final policy I would like to mention is the IR policy. Essentially, it specifies how an organisation should prepare for incidents, such as a breach, and explains how the company would act if it occurred.
Governance and Strategic Alignment
To ensure that the Zero Trust security program is functioning correctly. It has to be managed and watched over in an organised fashion. Having governance in place ensures that security decisions are made responsibly across the organisation. If there is no proper oversight, security controls can become misaligned or inconsistent, or even fail to align with the organisation's goals. Having senior management in place is also essential as they ensure that their tasks remain streamlined with the business priorities. One thing I forgot to mention previously is that security shouldn't be treated as a technical issue it should be seen as a key aspect of how companies should make decisions. One thing that must be checked regularly to ensure it still works is the Zero Trust security software. If not checked, it can become outdated as threats evolve and business needs change over time, so it must be updated to keep up with these changes. Regular software reviews can help identify weaknesses and assess emerging risks. Through ongoing alignment, this organisation will maintain a strong and adaptable security posture.
Risk Management Approach
Being able to manage risk is a core part of ResillientIntellect LTD's zero-trust security methodology. since this organisation operates around a cloud-based network. It will face a variety of cybersecurity risks that need to be identified and managed in a structured way. Having a clear risk management report in place enables the organisation to prioritise its security efforts and allocate resources to the greatest threats. The first step in the risk management process is identifying important assets, sensitive data, and AI models. Once all of these major assets have been listed, they can move on to assessing potential risks and vulnerabilities such as compromised user accounts, insider threats or unauthorised access to cloud services. Each risk should then be assessed based on its impact on the company. This would then allow the company to determine which risk poses the greatest threat and how to stop it. The zero-trust principle also aligns well with this approach, as it assumes breaches will occur and focuses on reducing their impact. Instead of the company relying on a defensive barrier, risks are controlled by constant monitoring, limiting, and oversight. ResillientIntellect LTD will benefit from using this architecture, as it will lower the chances of attacks and lessen their impact. Below this paragraph is their table, which shows all these companies' main issues and how to manage them.

Table 1: Key Cybersecurity Risks and Mitigating Controls
[image: ]
Operational Resilience and Incident Response
Operational resiliency is needed for an organisation to withstand, adapt to, and recover from unexpected disruptions that could affect people, processes, and technology. By building operational resilience, ResillientIntellect LTD would be able to minimise the impact of incidents, protect its reputation and maintain business continuity. But one thing the company must be ready to do is keep running even when there may be a security issue. This will work because of the cloud-based environment they use. Zero Trust doesn't assume systems will never be hacked; instead, it uses an assumption-based approach that focuses on limiting damage and recovering swiftly. Having an incident response approach in place ensures that incidents are identified, reported, and dealt with in a structured way. By keeping an eye on activity at all times, you can spot unusual behaviour earlier and take action before things get worse. When a breach is found, protocols are in place to move quickly by blocking access, isolating the affected account, or even limiting access to key systems. Having preparation and continuous assessments in place further strengthens operational resiliency. Also, a clear line of communication can make sure employees know how to report an incident. I almost forgot to mention that regular testing and review can help the company find issues before they even occur.
Security Controls Aligned to Zero Trust
The security measures that are put in place for ResillientIntellect LTD are meant to directly support the main ideas of Zero Trust architecture. This company uses multiple controls to reduce the risk of damage from breaches, and it keeps an eye on all systems rather than relying on a single defensive layer. These controls that are set in place are all bout who you are, limiting access, and keeping an eye on what you’re doing, and acting quickly when there's a threat. Identity-based access controls are a big part of the Zero Trust model. Depending on the user's confirmed identification and role, they should only be able to access the data/information they need to do their jobs. Also, if an account were to be compromised, the Least Privileged Access would restrict the user's permissions, preventing them from accessing data and stopping the attacker from moving freely through the network. This type of continuous monitoring can detect unusual behaviour and report it early, so security teams can respond before the incident escalates. Using segmentation and automated response systems helps keep security issues from getting out of hand and causing too much trouble, which aligns with the “assume breach” approach. If suspicious activity is found, the user's access may be limited or revoked, depending on the severity of the incident. These Zero Trust-aligned networks work great together to make the organisation less vulnerable to attacks, speed up incident response, and make the cloud-based and hybrid working environment more cyber resilient, as shown in Table 1.
Conclusion: Designing a Zero-Trust-Aligned Security Programme
To conclude this half of this assignment, I present a Zero Trust-aligned security programme that meets the brief description and what ResillientIntellects LTD needs. Since this business is using a cloud-based infrastructure, it felt right to adopt a design that applies Zero Trust principles in a practical, realistic way. This program's main responsibilities are to reduce the security risks while helping business operations. This method doesn't use the old traditional perimeter-based architecture, but instead it assumes that incidents can occur and prioritises early identification, containment and recovery. With all this in place, I believe this organisation should be able to take on any risks that arise and deal with them accordingly. This Zero Trust security program gives ResilientIntellect LTD a strong, flexible architecture that enhances cybersecurity and enables the company to expand safely. By adopting Zero Trust principles, I hope the company will continue to improve its security and maintain its services in an increasingly complex threat landscape.
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