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Abstract.	Comment by Nitheesh Kaliyamurthy: The abstract should be a brief summary of your entire work, like what you have done in this coursework. You started well, but the latter part seems diverted.
During this study I will be looking at the potential threats to the Che-Si organisation caused by the current lack of security protocols. For this I will be concentrating mainly on the external threats caused by the ability of the employees, vendors and customers to access the Che-Si systems from anywhere, at any time, using any device. Due to the need to maintain the efficiency of the Che-Si business model, few changes can be made at the consumer end, therefore any changes must be made at the company end. 	Comment by Nitheesh Kaliyamurthy: Don't address the report using 1st person. 
Use narrative/ descriptive approach in writing. 
That could be more effective.

(Eg: The security aspects of the network is discussed in this report and NOT "I am discussing/ I have discussed the security aspects")
By ensuring that sufficient access controls are put in place, and that robust policies are in place to ensure that the employees take all reasonable steps to ensure that the company’s systems are maintained in a secure fashion, it is possible to allow for the ease of access the company relies on to stay competitive. 

Introduction	Comment by Nitheesh Kaliyamurthy: Introduction is good. Started well and linked the description with the scenario.
Networks are any set up that enables us to communicate either from point to point or within large groups. These networks can be simply people communicating with each other either face to face or via technological interfaces, such as telephones, or be formed by collections of interconnected devices which allow for information to be passed back and forth over great distances. The best known and by far the largest of these networks in the Internet which ties together a great number of smaller networks, from home, and office, to corporation networks which allow access to vast amounts of information and services from all over the world twenty four hours a day, seven days a week, the flow of information is never ending.
With the increasing number of ways to access this ever expanding source of data including ever more complex mobile devices, and an ever expanding number of access points both free and paid for, secured and open, getting to the information and services available has never been easier. Unfortunately a great deal of the information stored on the internet is of a personal nature and we spend more and more time sharing every moment of our lives with friends and family through digital, and social media. Where personal data exists there are always going to be people who will try to access that information so they can use it for their own personal gain. So maintaining the security of all of the personal data contained within the networks that make up the internet is not only the job of the numerous cybersecurity professionals employed by the various organisations to maintain the confidentiality, integrity, and accessibility of the information contained within their systems. The task of protecting that data falls also on the users who upload and access that data.
In this report I will examine the implications of the current security measures employed by the Che-Si organisation, and any potential flaws within its current implementation. Further I will also seek to find possible solutions to any of the listed flaws in an attempt to improve the overall security, whilst maintaining maximum accessibility to its data and systems to authorised users. 


Related work	Comment by Nitheesh Kaliyamurthy: More efforts and in-depth discussions could have been made in the related work and mitigation part. Otherwise, the entire work is good.
As stated by [1] javatpoint in their article on computer network types, these can be broken down into four main types, Local, Personal, Metropolitan, and Wide area networks. These four network types vary in size, and connection type from the Personal which covers interconnected devices usually within thirty feet of the person they are connected to, and for use by just that person, all the way to the wide area network which can cover vast distances, such as with the Internet which allows systems, and people to communicate from all corners of the globe.
All of these networks can be accessed using a multitude of devices and through a wide varying range of channels. With the great proliferation of devices that are able to access these networks the role of the humble desktop has become somewhat relegated to occasional use rather than the mainstay of network use. With the number of mobile devices listed at [2] 14.2 billion active devices worldwide, and the global population listed at [3] 7.8 billion in 2020, that gives us an average of 1.8 devices for each person on the planet. But to put this into perspective only [4] 4.88 billion people on earth own a mobile phone with 3.8 billion [4] owning a smartphone, and of these, 2 billion access [4] the internet exclusively through their smartphone.
Added to this through research carried out by [5]Wandera they discovered that 7%of moible device users connect to risky hotspots each week, and that 29.1% of Apple devices were running on operating systems considered severely out of date. Considering that Apple are one of the largest producers of smart mobile devices, and that out of date software is considered one of the major threats to [6]data security this becomes a very worrying statistic.
Other threats listed in the top eight for 2020 were [7] data leakage, which can occur through malicious intent, user error, or badly written code causing applications to request access to services they don’t require to operate. Social engineering, where Fire eye [8] states that 91% of all cybercrime starts with email, is also listed as a key threat. That is not to say that you are safe outside of your emails, as the report by Wandera also states that 87% of successful mobile phishing attacks happen through gaming, messaging and social media apps. 
For this particular issue one of the remaining high risk threats has to be public Wi-Fi, as listed by [9]Kaspersky and [6]CSO Online, with most public Wi-Fi hotspots being unsecured, and unencrypted carrying out as man in the middle attack would be quite simple over such a network connection, as with the use of packet sniffing software such as [10] Solarwinds Network Performance Monitor, or [11] ManageEngine Net Flow Analyzer, both of which allow the user to track and record any data packets transmitted over a given unsecured network hotspot, also allowing the user to view the contents of the packet headers which may contain unencrypted usernames and passwords.
The importance of protecting your passwords cannot be understated as a survey from [12] Google and Harris Poll shows that 52% of their sample used the same password for multiple accounts, with only 24% using a password manager, meaning that a large number were probably using weak passwords. 
Mitigation Tools
Although many of these issues can easily be solved by the use of virtual private network software such as [14] Cyber Ghost VPN or [15] Private Internet Access, which will both help secure any connections you make by creating an encrypted connection to the internet. Password managers such as [16] Dashlane or [17] RoboForm can help ensure the use of strong and secure passwords, and ensuring that all system updates are installed as soon as they become available will help to minimise system vulnerabilities and potential data leakage.
One of the more alarming trends appearing at the moment especially as a result of people working from home as a result of the coronavirus outbreak is that many people are now using the same device for work and personal use, as this limits an organisations ability to control the access of the device to websites and software installation, especially if the device being used belongs to the employee, in these circumstances the use of good and up to date antivirus, and anti-malware software is a must to ensure that the systems can be maintained in a safe way. There are many vendors for such software such as [18] TotalAV, [19] BullGuard, or [20] Kaspersky, with many of their software solutions offering mitigation for most of the threats mentioned.
Vulnerability Demonstration	Comment by Nitheesh Kaliyamurthy: Step by step demonstration is good. However, could have been more clear in highlighting/ describing the compromised parameters using the sniffing tool
[image: ]As mentioned earlier one of the main weak points of the Che-Si security system is the ability to access the networked systems from anywhere using any device. The following example created using [21]Cisco’s Packet Tracer application is set to show the vulnerabilities caused by this practice. Using the examples of John, Jill, Jack, and Paula, who are a mix of customers employees and vendors, all accessing the Che-Si servers from a unsecured wireless access point, such as a wireless hotspot in a local café.
 
[image: ]All four have also chosen to use very unsafe passwords consisting of their name followed by the number one.
Because of the lack of user access controls all have exactly the same access rights allowing them to see everything on the main server and thus access all of the company’s data.

[image: ][image: ][image: ]The following two images show that with the use of either a physical, or software sniffer, anyone who has access to the hotspot they are using would be able to monitor their access to the main server and uncover not only their username and password but also the IP address of the server. Enabling them to gain full access to the server in the name of whichever one, or all of the individuals above.


This weakness is further compounded by the lack of user controls, meaning that anyone who has access to the network can freely access all parts of it.
This can all be viewed it the packet tracer file submitted as additional supporting material.
Unfortunately there is little that the company can do to stop external threats like this from emerging, but the few steps it can take are ensuring that whenever a user account is created by external parties they are compelled to create a password that follows the standard guidelines for password creation, a good example of this can be found at [22] Cornell University’s guidance on passwords which is supported by the [23] M.Yildrim, and I.Mackie, report on encouraging password strength . So, the company to ensure the smooth and safe running of its organisation must therefore look to itself and its own systems to secure itself. This can be achieved by a combination of introducing new policies and practices, along with a rigorous training regime to ensure that all staff are aware of their responsibilities to the organisation, it’s customers and vendors, to ensure that all data held by the organisation is only used for the purpose it was intended and is only available to those with the authorisation and the need top access it. 
Recommendations	Comment by Nitheesh Kaliyamurthy: Good Recommendations. Could have also stated about the need of policy change/ update.
The first and most obvious recommendation is that the company must instigate a training program to ensure that the employees are fully aware of their responsibilities with regards to data protection. This training must outline the legal requirements of the state they are working in, and to ensure co-ordination across all sectors of the business, implementing the strictest set of rules encountered in any nation, across all sectors of the business to ensure that the organisation does not run afoul of these rules during cross border transactions, would also result in the ability of all of the staff to work within any nations rules at any time.
The next issue to tackle must be the implementation of user access controls to ensure that only those with access to the necessary information have it, this is especially important when dealing with the personal information of staff, vendors, and customers. A leak of the data could be both financially ruinous and have a grave impact on the image of the company.
Protocols must be put in place to ensure that staff passwords are secure and changed at regular intervals. With specific guidance to staff on how to create a strong password, how to protect those passwords, and what to do if a password becomes compromised. A list of recommended additions to the company’s current policies is to be found in Appendix 1.
One of the most effective ways of safeguarding the systems for all users is in the use of multi-faceted authentication, such as the solution offered by [24] perimeter 81, which with its cloud-based systems with virtual private network built in, and data centres over the world to lower latency. This would be a sure-fire fit for the purpose of the Che-Si setup, but is not by any means the only option available. With [25] THALES SafeNet Trusted Access system another cloud-based option. Either way one of the most common methods of achieving multi-faceted authentication, builds on the system already in use by most systems of using a username and password system, and then supporting this by sending a one time, time limited code to the user’s mobile phone. Thus, providing a much safer way of logging in to remote systems.
A final suggestion would be the possible introduction of a mobile application for customers and vendors to access the services provided by the company. As this application could be generated with encryption built in it would provide a quick and easy way top access the company’s services without compromising the security of the systems. As updates could be provided in a timely manner whenever vulnerabilities become apparent, the system can be kept as secure as possible whilst maintaining the ease of access that the company values.
Conclusion	Comment by Nitheesh Kaliyamurthy: Conclusion is good. Covers your entire work. 
Whilst the systems used by Che-Si are indeed a matter of concern to the company as a whole and the security chief in particular, creating a robust system of user access controls which monitors access to sensitive systems, along with producing a practice of education for the staff with an annual refresher in order to keep the message of data security fresh in the minds of all, added to the guidance on how to create and secure strong robust password protection for the systems will all help to maintain security, without any impact to performance. The introduction of dedicated software for access and limiting the employee’s ability to use their own devices and access the systems from unsecured locations, would further increase the security of their systems but may have a small but noticeable impact on performance, which could be mitigated by the company supplying devices with mobile access capabilities for those employees who require remote access, with VPN software installed, thus limiting the treat of the system being compromised by software installed on the employees own devices.

Mitigating much of thisMit Although                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                            

References	Comment by Nitheesh Kaliyamurthy: Good referencing
[bookmark: _Hlk60737901][1] “Types of Computer Network - javatpoint.” [Online] https://www.javatpoint.com/types-of-computer-network [Accessed Jan. 03, 2021].
[2] “• Number of mobile devices worldwide 2020-2024 | Statista.” [Online] https://www.statista.com/statistics/245501/multiple-mobile-device-ownership-worldwide/ [Accessed Jan. 03, 2021].
[3] “2020 World Population Data Sheet Shows Older Populations Growing, Total Fertility Rates Declining – Population Reference Bureau.” [Online] https://www.prb.org/2020-world-population-data-sheet/ [Accessed Jan. 03, 2021].
[4] “How Many People Have Smartphones Worldwide (Jan 2021).” [Online] https://www.bankmycell.com/blog/how-many-phones-are-in-the-world [Accessed Jan. 03, 2021].
[5] “Mobile Threat Landscape Report 2020 | Page 5 | Wandera.” [Online] https://www.wandera.com/files/mobilethreatlandscapereport2020wpvoebwoncaz/mobile-threat-landscape-report-2020-page-5/ [Accessed Jan. 03, 2021].
[6] “8 mobile security threats you should take seriously in 2020 | CSO Online.” [Online] https://www.csoonline.com/article/3241727/8-mobile-security-threats-you-should-take-seriously-in-2020.html?page=2 [Accessed Jan. 03, 2021].
[7] “8 mobile security threats you should take seriously in 2020 | CSO Online.” [Online] https://www.csoonline.com/article/3241727/8-mobile-security-threats-you-should-take-seriously-in-2020.html [Accessed Jan. 03, 2021].
[8] “Email Threat Report | FireEye.” [Online]  https://www.fireeye.com/offers/rpt-email-threat-report.html [Accessed Jan. 03, 2021].
[9] “Top 7 Mobile Security Threats in 2020 | Kaspersky.” [Online] https://www.kaspersky.co.uk/resource-center/threats/top-seven-mobile-security-threats-smart-phones-tablets-and-mobile-internet-devices-what-the-future-has-in-store [Accessed Jan. 03, 2021].
[10] “Network Performance Monitor - Onsite & Remote Monitoring | SolarWinds.” [Online] https://www.solarwinds.com/network-performance-monitor?CMP=ORG-BLG-DNS-X_WW_X_NP_X_X_EN_X_X-NPM-20190906_10BestPacketSni_X_X_VidNo_X-X [Accessed Jan. 03, 2021].
[11] “NetFlow Traffic Analyzer | Real-Time NetFlow Analysis - ManageEngine NetFlow Analyzer.” [Online] https://www.manageengine.com/products/netflow/ [Accessed Jan. 03, 2021].
[12]“Online Security Survey.” [Online] http://services.google.com/fh/files/blogs/google_security_infographic.pdf [Accessed Jan. 03, 2021].
[13] “What Is a Sniffer? | How to Protect Yourself | AVG.” [Online] https://www.avg.com/en/signal/what-is-sniffer [Accessed Jan. 03, 2021].
[14] “Fast and Secure VPN Service - CyberGhost VPN.” [Online] https://www.cyberghostvpn.com/en_US/offer/newyear?aff_id=10362&brand=thetop5&source=general&coupon=3Y3M&aff_sub4=3Y3M&aff_sub1=Cj0KCQiA88X_BRDUARIsACVMYD8bqALONOgGNK04jYk8v1dwIhDKuOfGsYoatsocjokvoR4r5Zi5nNoaAkhsEALw_wcB&aff_sub3=%7B%7Btid%7D%7D&utm_medium=affiliate&utm_source=10362 [Accessed Jan. 04, 2021].
[15] “Private Internet Access | Anonymous VPN Service Provider.” [Online] https://www.privateinternetaccess.com/offer/save-now?aff_id=7356&brand=thetop5&source=general&aff_sub1=Cj0KCQiA88X_BRDUARIsACVMYD8bqALONOgGNK04jYk8v1dwIhDKuOfGsYoatsocjokvoR4r5Zi5nNoaAkhsEALw_wcB&aff_sub3=%7B%7Btid%7D%7D [Accessed Jan. 04, 2021].
[16] “Downloading Dashlane | Dashlane.” [Online] https://www.dashlane.com/download-extension?utm_source=switchmedia&utm_medium=affiliates&utm_campaign=ud1ppSAEX [Accessed Jan. 04, 2021].
[17] “Best Password Manager & Form Filler | RoboForm.” [Online] https://www.roboform.com/lp?cjevent=249cb5114e7111eb8363098d0a180512&utm_source=cj&utm_medium=Switch+Media+Marketing+LLC&utm_content=100132480&utm_term=14309376&cj_sid=&affid=cnvst&frm=everywhere-offer&dc=PP30&rec=PasswordManagerComparison.com.%2520Save%252030%25%2520on%2520new%2520RoboForm%2520Everywhere%2520subscriptions.%2520Just%2520$16.68/year! [Accessed Jan. 04, 2021].
[18]“Total Antivirus 2021 – Save Up to 70% Off Antivirus Today - TotalAV.com.” [Online] https://www.totalav.com/ultra-deal [Accessed Jan. 04, 2021].
[19] “New Year.” [Online] https://www.bullguard.com/lp/aff/special-offer.aspx?&irclickid=RdJSoCw5dxyLWVE0EOSREQreUkEyray5GSKI3Q0&utm_medium=aff&utm_source=aff_site&utm_campaign=1271102 [Accessed Jan. 04, 2021].
[20] “Kaspersky Lab Products and Services | Kaspersky Lab.” [Online] https://www.kaspersky.co.uk/products-services/acqlp-3up-nb/kts?ksid=_kenshoo_clickid_&ksprof_id=56&ksaffcode=4180130&ksdevice=c&kschadid=481091899085&kschname=google&kpid=Google%7C11661434573%7C112702060039%7C481091899085%7Ckwd-96713130%7Cc&gclid=Cj0KCQiAlsv_BRDtARIsAHMGVSbx5s-_bxhKY05Nar01jNGbn96tMu_FyECuGAGqZQEUxv6DgNRbDEwaAvJ2EALw_wcB [Accessed Jan. 04, 2021].
[21] “Cisco Packet Tracer - Networking Simulation Tool.” [Online] https://www.netacad.com/courses/packet-tracer [Accessed Jan. 05, 2021].
[bookmark: _Hlk60738268][22] “Rules for Creating Passwords - CAC Documentation wiki.” [Online] https://www.cac.cornell.edu/wiki/index.php?title=Rules_for_Creating_Passwords [Accessed Jan. 04, 2021].
[23]	M. Yıldırım and I. Mackie, “Encouraging users to improve password security and memorability,” International Journal of Information Security, vol. 18, no. 6, pp. 741–759, Dec. 2019, [Online] https://link.springer.com/article/10.1007/s10207-019-00429-y#Abs1 [Accessed Jan. 04, 2021].
[24] “Secure Access for Remote Workers | Perimeter 81.” [Online] https://www.perimeter81.com/lp/secure-access-remote-workers/?accountid=2597329217&utm_source=google&utm_medium=cpc&utm_campaign=6488797382&utm_adgroup=115902287176&utm_feeditem=&utm_target=kwd-296105752494&utm_phylocation=9045362&utm_matchtype=b&utm_network=g&utm_device=c&utm_creative=487598350059&utm_term=%2Bmulti %2Bfactor %2Bauthentication&utm_adposition=&utm_content=non_branded&gclid=Cj0KCQiAlsv_BRDtARIsAHMGVSb9xn7i-eiDlmonN4zgGelwmRT_g5Y02mZ26Kpujdw6ehipFzPp6CgaAkLXEALw_wcB [Accessed Jan. 04, 2021].
[25] “Download Multi-factor Authentication Resource Kit - Thales.” [Online] https://www6.thalesgroup.com/sas/general/ppc?_bt=217845965191&_bk=safenet authentication service&_bm=b&_bn=g&creative=217845965191&keyword=safenet authentication service&matchtype=b&network=g&device=c&gclid=Cj0KCQiAlsv_BRDtARIsAHMGVSYhepaz89BKm2uVx2MxmL8EkRN4FFY-OR57DNjMaIujoXXjtu8GKWQaArpJEALw_wcB [Accessed Jan. 04, 2021].




Appendices 1
The following are a list of possible additions to the Che-Si policies and procedures for which I have drawn on the NHS Wales Information Security Policy, and the NHS Wales Internet Use policy for guidance.	Comment by Nitheesh Kaliyamurthy: Good and clear work. Could have done the same in the entire work.
1. User Access Controls
1.1. Access to information held by the Che-Si organisation will be controlled on the basis of business requirements.
1.2. The IT systems manager will be responsible for the implementation, and management of appropriate system controls, and audit systems, designed to protect all information held by Chi-Si or its subsidiaries.
1.3. It is the responsibility of every employee to only access such information as they need to perform their given role within the organisation.
1.4. It is the responsibility of each department manager to inform the IT department as soon as practical, of any staff leaving or changing roles within the organisation, to ensure that their user access controls are either revoked or updated to fit their role as soon as possible.
2. Passwords
2.1. It is the responsibility of each employee to maintain the security of their own passwords which must be developed in line with the following guidance.
2.1.1. Each password must have at least eight characters
2.1.2. Each password must contain three of the following four elements
2.1.2.1. Upper case letters
2.1.2.2. Lower case letters
2.1.2.3. Numbers
2.1.2.4. Special characters such as ! £ $ % & ?
2.1.3. Must not contain spaces
2.1.4. Must not be words commonly found in a dictionary
2.1.5. Must not be made up of names, usernames, or dates 
2.2. Passwords must not be shared with anyone either within or external to the organisation.
2.3. If you believe your password has been compromised it is your responsibility to ensure that it is updated to a secure password, using a secure connection straight away or as soon as is possible thereafter.
3. Remote Working
3.1. Due to the nature of the business model used by Che-Si, it is recognised that the employees may need to access the organisations systems remotely during the day to day completion of their roles. Remote access to the systems brings extra risks to the organisation that require extra measures to be managed.
3.2. Remote working can mean any of the following
3.2.1. Working from home
3.2.2. Whilst traveling on public / shared transport
3.2.3. From public venues
3.2.4. At other organisations
3.2.5. Working abroad
3.3. It is the responsibility of every employee who is required by their role to work from any of these locations to ensure that all access to the main servers of the organisation is made using the device supplied to you by the organisation for this purpose.
3.4. Accessing the Che-Si systems through unsecured network locations is prohibited for all employees. Devices issued by the organisation will have the ability to connect to the servers using either the employees home network, or if required mobile data. The Virtual Private Network software installed on the device must be used at all times when making such connections.
3.5. Devices issued by the organisation are solely for the use of the individual they are issued to and solely for the purpose of carrying out the business of the organisation, and should at no point be used for personal reasons.
3.6. Each device as issued by the organisation becomes the responsibility of the employee to which it was issued, with the exception of reasonable wear and tear, and unforeseeable circumstances, the condition and use of the device will be the sole responsibility of the employee to whom it was issued.
4. Removable Media
4.1. Employees must not attach any personal removable media devices to any of the organisations interface devices
4.2. Removable media includes but is not limited to USB sticks(flash drives/memory sticks), memory cards, external hard drives CDs DVDs and tapes.
4.3. All removable media must be encrypted whether used for storage of information for local use, or for transport of information, where no other secure method of transport is available.
5. Training and Awareness
5.1. Information governance is the responsibility of all employees of the organisation. The organisation has created a training program for completion of each employee, with the training to be reviewed annually. It is the responsibility of each employee to ensure that their mandatory training is completed annually.
5.2. The department managers will be responsible for ensuring that all mandatory training is completed by every member of their team, and where necessary to allot individual employees time for the completion of their individual training requirements.
6. Personal Use of Organisation Resources
6.1. Che-Se as an organisation allows for reasonable personal use of internet services by its employees, providing this does not breach any legal or decency requirements, and is in compliance with the ethos of the organisation.
6.2. Reasonable personal use is defined by the organisation as a maximum of thirty minutes per calendar day. This time must be taken either before or after the normal working day of the employee, or during any break times available to the employee as outlined in their contract of employment.
6.3. In the interest of ensuring sufficient bandwidth is available on the organisation’s internet services employees must not stream or download large volumes of data which may compromise the efficiency of the organisation.
6.4. All personal use of the internet services is carried out at the users own risk, the organisation takes no responsibility or liability for any loss caused by or liability arising from the employees use of the organisation’s internet services.
6.5. The organisations internet services must not be used to run or support any ventures paid or otherwise, even if conducted solely in the employees own time. Employees are not permitted to make any personal financial gain through the use of the organisations facilities.
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