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ABSTRACT/SYNPOSIS


The aim of this report is to deploy and clearly demonstrate file share and New Technology File System (NTFS) permissions in a domain. The significance of this report is to outline security concepts relating to file sharing, group policy enforcements and passwords. These topics are important and network users and administrators should know the basic measures and concepts in these security concepts, to protect themselves and others from cyber security breaches, that could be costly to them as individuals or their organisation.
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[bookmark: _Toc69374189]SEction 1 

1.1 [bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc69374190]Introduction

For many organisations data storage and security is crucial for their operations. To meet the Confidentiality, Integrity and Availability requirements adequate policies and procedures must be adopted. Organisations have many options when deciding their way forward on folder / document access. New Technology File System (NTFS) provides the file authors with a local level of security, whilst file shares provide wider levels of security. Group Policy Management enables users to be grouped and controls their authorisation for various rights. The most overlooked security protection is a user and their password, by simply ensuring that minimum requirements to password creation are upheld administrators can ensure that the organisation is doing all it can to secure their data.
    
1.2 [bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc69374191]Aim

The main aim of this report is to provide the reader with an understanding on how administrators can restrict access to authorised users on an organisation’s network and computer assets. The phased approach demonstrates how administrators can control access to documents /files / folders on a storage server. Users can be placed in containers so that access to computer functions (i.e. command prompt, control panel) can be restricted. Finally the report will highlight how a strong password policy can protect the organisation from any data breaches and is generally a good practice to enforce.

1.3 [bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc69374192]Structure Of The Assignment

This report is split into three sections. Part one, the reader is introduced to the topics in this report. Section two the author will provide a demonstration of local and network permissions being set and will highlight key topics along the phases. The third section will focus on three topics that have been set for observation. 

Section one will provide an introduction and set out the aims and objectives of this assignment

Section two documents the phased configuration of local, network share, group policy management and setting organisational password criteria.

Section three contain an observation on local and network shares, group policy management and finally passwords in modern network environments.


[bookmark: _Toc121041584][bookmark: _Toc202288061]

[bookmark: _Toc266447540][bookmark: _Toc69374193][bookmark: _Toc266447528] SECTION 2 – Understanding ntfs and share permissions

1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc521745969][bookmark: _Toc521746632][bookmark: _Toc521746817][bookmark: _Toc521761797][bookmark: _Toc521762060][bookmark: _Toc521762206][bookmark: _Toc521762310][bookmark: _Toc521762379][bookmark: _Toc521762441][bookmark: _Toc522085361][bookmark: _Toc522085424][bookmark: _Toc522092208][bookmark: _Toc522114220][bookmark: _Toc522193136][bookmark: _Toc522197083][bookmark: _Toc522369014][bookmark: _Toc522598111][bookmark: _Toc522698241][bookmark: _Toc522698309][bookmark: _Toc522702163][bookmark: _Toc522702227][bookmark: _Toc522784252][bookmark: _Toc522864221][bookmark: _Toc522864295][bookmark: _Toc522865136][bookmark: _Toc522865213][bookmark: _Toc522865314][bookmark: _Toc522865482][bookmark: _Toc522865570][bookmark: _Toc522865644][bookmark: _Toc522865730][bookmark: _Toc522865804][bookmark: _Toc59224164][bookmark: _Toc59477390][bookmark: _Toc59477656][bookmark: _Toc60134652][bookmark: _Toc60224002][bookmark: _Toc65180625][bookmark: _Toc65180697][bookmark: _Toc65180796][bookmark: _Toc68605968][bookmark: _Toc68606357][bookmark: _Toc68606376][bookmark: _Toc68606433][bookmark: _Toc68606505][bookmark: _Toc68633271][bookmark: _Toc69374194][bookmark: _Toc202288068][bookmark: _Toc266447541]
[bookmark: _Toc69374195]2.1	 Introduction
In this section the reader will be able to follow a phased approach in applying local and group permissions to files and folders. They will be able to determine what happens when access to a restricted file occurs and how to grant access. On the same topic of permissions, users will be restricted to various features on their client Personal Computers (PC). Finally, domain wide password criteria will be set and changed.
.
[bookmark: _Toc69374196]2.2	Assumptions

The following demonstration uses the same virtual environment configured for worksheet 1 and 2. In this demonstration the work is carried out on behalf of nwtraders as a continuation from previous worksheets. Following on from worksheet 1 and 2 nwtraders is now a functional domain and staff are creating documents/files/folders for sharing between each other. A system now needs to be adopted to allow the right access to the right people.


















[bookmark: _Toc69374197]2.3	The Phased approach NTFS / SHare and Group Policy Managment
 [image: ]
Figure 1: Created by the author. Steps 1 -7.

The user Owen L. Hill was created in previous tasks, the user account access was restricted to time and day ranges. The system time at the beginning of this phase was outside that of time allowed. Administrator access was used to give user Owen L. Hill 24 hour access to the domain. When a file is created by a user (the creator), they have full read and write rights to the file. The above steps show a user creating a folder “Dept_Important_Docs”, within that folder creating a file “VeryImportantFile”, simulating an organisation’s highly sensitive data.


[image: ]
Figure 2: Created by the author. Steps 8 – 17.	

There are two types of permissions, explicit and inherited. An explicit permission is set when it’s created, and an inherited permission is set because it’s a child of a parent object[2]. The domain controls what child objects that are assigned can do by default. The owner overrides this and can prevent access from any other users. The owner of the file can decide what other users can access the file and what permissions they can have with it. In this example the owner (Owen Hill) provides access to Bethan Hill.
[image: ]
Figure 3: Created by the author. Steps 18 – 22.

Bethan Hill checks to see if their rights work, and the results prove that the access is granted and the permissions allow them to edit and save the file. Another user, Isabelle Hill, logs in and tries to access the file. As the owner has locked down the access, Isabelle doesn’t have the permission to access the folder or the file. 

[image: ]
Figure 4: Created by the author. Steps 23 – 31.

These steps demonstrate a Network share being created for users to access a share. Users granted access to the share are shown in the permitted access list. To set up a share, the administrator is sent through a step by step wizard and given various options.

[image: ]
Figure 5: Created by the author. Steps 32 – 33.

The final steps to complete the share on the wizard, accepting the selections.

[image: ]
Figure 6: Created by the author. Steps 34 – 37.

The client needs to Map the share on their Personal Computer (PC). The share does not automatically populate. Note that the share location is needed so that the directory can be found. If the user was not authorized to use the share, then there would be a red X on the Graphical User Interface (GUI) of the drive, and the user would be directed to contact their administrator if access was attempted.
[image: ]
Figure 7: Created by the author. Steps 38 – 44.

These are the initial steps to group non-administrative users and remove the control panel access ensuring that system settings are not modified. A new object is created in Active Directory (AD) and non-administrative users are placed in there. On the Group Policy manager a useful description is used to describe the type of policy that is enforced if a user group is associated with it.

[image: ]
Figure 8: Created by the author. Steps 45 – 50.

The steps show the navigation from user configuration to the available control panel templates available to enforce.


[image: ]
Figure 9: Created by the author. Steps 51 – 56.
Once the templates are selected, the administrator can enforce the policy meaning that it is pushed through the domain to the users devices immediately after the process has finished.

[image: ]
Figure 10: Created by the author. Steps 57 – 58.

When a user tries to access the control panel once the policy has been enforced, they are instructed that they have no access and are to contact the administrator for further assistance. For large organisation this is a very useful method to group users and manage privileges. Users can be placed in the container in AD to determine their access level.

[image: ]
Figure 11: Created by the author. Steps 57 – 66.

These steps demonstrate how an administrator restricts installations of third party software on organisational devices using the soft install template in the group policy manager. This protects the organisation from users installing unhelpful software / malware on the network. Once the template is selected, when the user attempts to install downloaded software (in this case Putty), they are asked for administrative credentials. Typically, they will contact their organisation’s helpdesk and they will authorise it or not.

[image: ]
Figure 12: Created by the author. Steps 67 – 70.

The final steps are to globally enforce users to use complex passwords on the domain. Password parameters can be specified ensuring security standards are met. 

[bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc69374198][bookmark: _Toc202288080]2.4	Conclusion 
This section followed the author as they demonstrated a 70 step process to demonstrate local and file share, group policy management and domain wide password criteria. It is evident that administrators have many options to consider when restricting access. In the next section the topics explored in section 2 will be observed and explained.

[bookmark: _Toc69374199]
Section 3 – Observations

2 [bookmark: _Toc266710265][bookmark: _Toc266711018][bookmark: _Toc271283199][bookmark: _Toc340606384][bookmark: _Toc340611911][bookmark: _Toc340612081][bookmark: _Toc340614008][bookmark: _Toc341173674][bookmark: _Toc341173852][bookmark: _Toc341174532][bookmark: _Toc345410430][bookmark: _Toc345410761][bookmark: _Toc345412866][bookmark: _Toc371251358][bookmark: _Toc371251407][bookmark: _Toc371255387][bookmark: _Toc371255542][bookmark: _Toc521745975][bookmark: _Toc521746639][bookmark: _Toc521746833][bookmark: _Toc521761813][bookmark: _Toc521762076][bookmark: _Toc521762222][bookmark: _Toc521762326][bookmark: _Toc521762395][bookmark: _Toc521762457][bookmark: _Toc522085377][bookmark: _Toc522085440][bookmark: _Toc522092224][bookmark: _Toc522114236][bookmark: _Toc522193152][bookmark: _Toc522197101][bookmark: _Toc522369032][bookmark: _Toc522598129][bookmark: _Toc522698259][bookmark: _Toc522698327][bookmark: _Toc522702181][bookmark: _Toc522702245][bookmark: _Toc522784270][bookmark: _Toc522864239][bookmark: _Toc522864313][bookmark: _Toc522865154][bookmark: _Toc522865231][bookmark: _Toc522865332][bookmark: _Toc522865500][bookmark: _Toc522865588][bookmark: _Toc522865662][bookmark: _Toc522865748][bookmark: _Toc522865822][bookmark: _Toc59224170][bookmark: _Toc59477396][bookmark: _Toc59477662][bookmark: _Toc60134658][bookmark: _Toc60224008][bookmark: _Toc65180631][bookmark: _Toc65180703][bookmark: _Toc65180802][bookmark: _Toc68605974][bookmark: _Toc68606363][bookmark: _Toc68606382][bookmark: _Toc68606439][bookmark: _Toc68606511][bookmark: _Toc68633277][bookmark: _Toc69374200][bookmark: _Toc266447529]
1. [bookmark: _Toc340606385][bookmark: _Toc340611912][bookmark: _Toc340612082][bookmark: _Toc340614009][bookmark: _Toc341173675][bookmark: _Toc341173853][bookmark: _Toc341174533][bookmark: _Toc345410431][bookmark: _Toc345410762][bookmark: _Toc345412867][bookmark: _Toc371251359][bookmark: _Toc371251408][bookmark: _Toc371255388][bookmark: _Toc371255543][bookmark: _Toc521745976][bookmark: _Toc521746640][bookmark: _Toc521746834][bookmark: _Toc521761814][bookmark: _Toc521762077][bookmark: _Toc521762223][bookmark: _Toc521762327][bookmark: _Toc521762396][bookmark: _Toc521762458][bookmark: _Toc522085378][bookmark: _Toc522085441][bookmark: _Toc522092225][bookmark: _Toc522114237][bookmark: _Toc522193153][bookmark: _Toc522197102][bookmark: _Toc522369033][bookmark: _Toc522598130][bookmark: _Toc522698260][bookmark: _Toc522698328][bookmark: _Toc522702182][bookmark: _Toc522702246][bookmark: _Toc522784271][bookmark: _Toc522864240][bookmark: _Toc522864314][bookmark: _Toc522865155][bookmark: _Toc522865232][bookmark: _Toc522865333][bookmark: _Toc522865501][bookmark: _Toc522865589][bookmark: _Toc522865663][bookmark: _Toc522865749][bookmark: _Toc522865823][bookmark: _Toc59224171][bookmark: _Toc59477397][bookmark: _Toc59477663][bookmark: _Toc60134659][bookmark: _Toc60224009][bookmark: _Toc65180632][bookmark: _Toc65180704][bookmark: _Toc65180803][bookmark: _Toc68605975][bookmark: _Toc68606364][bookmark: _Toc68606383][bookmark: _Toc68606440][bookmark: _Toc68606512][bookmark: _Toc68633278][bookmark: _Toc69374201]
[bookmark: _Toc69374202]3.1	Introduction
In this section, the key topics explored in section 2’s implementation will be explored and discussed in more depth. The reasons why administrators should restrict access and the theory behind the implementation will be useful for the reader to understand the concepts. The discussion points are limited to the subjects covered in the implementation phase.

[bookmark: _Toc266447530][bookmark: _Toc69374203]3.2 	Explain the main differences between local permissions and file shares.

The differences between file shares and local permission can be determined by the output of the selectable options[3]
File shares – Under the “sharing” tab. Only apply to users who log into the network. The shares are set up on folders only.
The options for File shares are:

· Full control
· Change 
· Read
Local permissions (NTFS) – Under the “security” tab. Apply to users who log on locally and over the network. Set up on folders and files which is more restrictive. Good practice for NTFS is to remove the everyone group in the allowed list and then restrict the access by Active Directory (AD) objects. NTFS permissions are inherited from volumes and drives above where the document is located. Administrators can restrict this by ticking “inherit permissions” in the option[4].
The options for local permissions are:

· Full Control
· Modify
· Read & Execute
· Write
· Read

[bookmark: _GoBack]For user share permissions to work, they need to belong to the same domain, in the demonstration in section 2, users are all part of the nwtraders domain. The administrator default account has elevated privileges access to files / folders. A user group created admin, does not have automatic access to files and folder as it’s a group that’s been created. The admin group privileges need to be specified[5].
When a file or folder is created and shared, the “everyone” group has access. If a user wants to hide a folder or file, the $ sign after the file name. This hides the resource, providing some light security to restrict access to it. The resource would be available by typing the exact file path (including the $ sign)[6]. Both file share permissions and local permissions can be combined, but when this is done the most restrictive takes priority.  For example, if both restrictions are applied, a read permission on the file share, and a full control on the NTFS, then the file read policy is applied. Change was selected on the Share and then Full Control on the NTFS, the user will be granted the Modify result as the change access is more restrictive[7]. 
FAT 32 does not support security restrictions locally, so share permissions will assist. Lockdown at NTFS is local. This gives added security. Depending on what the administrator is trying to achieve it may not be required[8].
The Share access permits  or denies staff access to the required resource, the user access (NTFS) determines what the user can do. Users can be granted different levels of access / privileges, for example administrators could expect to have full control, everyone else could have only have read or write, and some only read. This prevents users having more access than required.

[bookmark: _Toc69374204]3.3 	Describe the role of Group Policy Management in the network environment
One of the main purposes of Group Policy in a network is to prevent data breeches and to secure the operation of devices and users from a centralised platform[9]. Some examples of Group Policies are[10] :
· Restricting user access to the control panel.
The control panel exposes the user to system settings that could create vulnerabilities. A user could turn off their device firewall or adjust settings that could affect performance.
· Restricting user access to the command prompt.
In the command prompt, administrators can get valuable information about the system and other network devices. If administrators can see this, so can anyone else, restricting command prompt access reduces the risk of valuable information being compromised.
· Disabling Forced system restarts.
If a windows update takes place, or an automatic system restart, users could lose work without notice. A windows update could also cause more vulnerabilities so to avoid it being applied before it has been tested could cause inconvenience.
· Restrict removable media.
This will stop viruses from being spread over the network. When a user inserts external storage, they will be blocked from accessing it. Administrators will be able to scan the drive on a computer off the network before allowing the file to be put on the organisation’s network.
· Restrict access to install third party software.
Similar to removable media, restrictions can also be made on downloads and authorised using an administrator’s credentials.
· Disable Guest Accounts.
Guest accounts are part of the organisation, and administrators could access resources using guest accounts if they are not properly administered. If users are forced to log in using their credentials, they can be identified and grouped accordingly.
· Set policies for passwords.
Discussed in the next section, passwords are unique to users, however users become complacent in their use and usually use the same password for everything. If a password is compromised then unauthorised access may be attempted using the user’s credentials.

[bookmark: _Toc69374205]3.4	Sound ‘password’ principles in modern network environments.

Passwords should always be secured and therefore never written down for others to see. A process to select a new password should be taken. Common passwords are very insecure and can be easily exploited in a brute force attack. In 2019, the most common passwords were[11]:
123456
123456789
Qwerty
Password
111111
Humans like easy things to remember, and creating passwords can be a laborious task, especially if organisations require them to be changed on a regular basis. As many resources have now turned digital, a password can be the first line and in some cases the last line of defence to protect individuals’ data.

Some sound password principles to consider:
· Never share a password with others. This is the easiest means for a threat actor to gain access to a device. Asking a colleague to log into an individual’s account to have something printed for convenience for example. If the colleague writes that password down, it could make its way to a wider audience.
· Don’t use the same password for multiple accounts. If different passwords are used, and one is compromised, other accounts have less of a risk to be exploited. 
· One of the most recent advances in networking security is to use Multi Factor Authentication (MFA). MFA is an extra layer of protection[12]. If an account is authenticated, a temporary code is pushed to the user via a phone call or a push text or email, firstly advising that an access attempt has been made, and finally to confirm it was them that made it by forcing them to input a code (either auto-generated or self-generated). If the user did not request the access, then the attempt could be investigated. Public facing devices (firewalls, routers, Network Storage Devices) are susceptible to brute force password attacks on a daily basis. Logs can display numerous attempts from unknown users to break into the devices. An exec timeout on cisco devices can reduce the amount of times (within a timeframe) unsuccessful attempts for access can be made. This highlights the risk.
· Length and complexity of a password makes it very difficult to be compromised.
[image: ]
Figure13: an example of how strong a “Qwerty” password will be cracked[1].
[image: ]Figure14: an example of a secure password[1].
· Using special characters and uncommon symbols can add years to password crack ability. It may be hard to remember passwords with special characters and unusual patterns, especially when organisations have strong password requirements. A password manager can be used to keep passwords safe, whilst acting as a reminder to the user[13].

[bookmark: _Toc69374206]3.6	Conclusion
In this section the key concepts were explored and an explanation provided to give the reader further understanding of the difference between local and network shares, group policy management and password criteria. User restrictions to resources can be enforced in many ways and administrators can also set polices on domain passwords such as setting password complexities, password change duration. These tools allow administrators to maintain control over resources and devices ensuring the right people have the right level of access.


 


 



[bookmark: _Toc121041587][bookmark: _Toc202288067][bookmark: _Toc69374207]
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‘Tweet Your Result
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HOW SECURE IS MY PASSWORD?

It would take a computer about

2 MILLION YEARS

to crack your password

Nordpass can help you remember all of your secure passwords.
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