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Task 1 – Cloud computing impact on the information technology industry
1. Introduction
This report involves exploring how computer networks have been progressing onto the use of software with a movement towards clouding computing. Literature sources will be used throughout the report to assist with my research and understanding of the topics that will be elaborated on. A mixture of literature sources from reputable websites, reviewed journals, books, etc. I am hoping my using a mixture of different sources will help my report to fill more balanced and informed perspective to my findings.
I will be discussing the following throughout my report:
· How cloud computing has changed the information technology (IT) industry
· How roles within networking professions have adapted to deal with different challenges that the cloud brings.
· The use of RESTful Web Services has been applied for the changes of the field of networking
· How has software defined networking become heavily adapted by industry, despite meaning an adaptation to the job role of network engineers.
· How standards, such as json and REST have been selected and utilised. Specifically consider interoperability.

2. How Cloud computing changed the Information Technology industry

2.1 A brief history of cloud computing
To begin with in this section of my report it is going to be important for me go through some of the history of how cloud computing became onto itself within the IT industry.
The first network that allowed for digital data to be shared between connected remote machines was APRANET (Advanced Research Projects Agency Network) in 1973. This was considered history as it allowed different networks to communicate all the way across the Atlantic Ocean [1].
There were further advancements into the development of Cloud technology when in 1972 IBM created their Virtual Machine (VM) operating system (OS). With this OS allowed for the creation of virtual machines that could be operated as though they were genuine physical machines [2].
Finally in 2006, Amazon’s web service division would release the Elastic Compute Cloud (EC2) service. As a part of the service, it would allow the rental of virtual machines to any customer which could then be used for infrastructure for their data and applications [3].
It is now commonplace for a lot of the services that are used by organisations are powered by cloud computing that you may not even realise. You might think of services like Azure by Microsoft which allows for different payment options to rent servers or virtual machines that are hosted to customers via cloud computing and other large-scale services [4]
A lot of services that are used by the public also make use of cloud computing that also made by used in corporations such as Microsoft online version of office, Microsoft OneDrive, iCloud, Google Drive. This software that is become more accessible and adopted by tech companies and the consumers that take advantage of these services. [5][6][7]
In a data analysis completed by Eurostat, it was seen that compared with 2020 there was 5% increase in the use of cloud computing by enterprises across Europe with 41% of those enterprises making use of cloud computing mostly for their email systems and file storage. This shows that the cloud computing is seeing larger relevancy in Cloud Computing market. [8]
	
2.2 The uses of Cloud Computing (Advantages and Disadvantages)
With Cloud computing this has given companies more flexibility when it comes to their IT infrastructure compared to having only on-site setups in the past. I will be going over some of the options that cloud computing gives companies and the advantages and disadvantages that comes along with this technology,
It is not a surprise to anyone that purchasing IT equipment can be expensive and quickly add up to the costs of the business. This is were using Cloud Computing for the infrastructure of a companies IT can come in handy with services such as Azure allowing for flexibility as required for a company in what package they require with fixed options for payment [9]. 
Another benefit that this brings is that it can allow for quick expansion of businesses infrastructure is that an infrastructure can easily have additional machines added to when business demands it and when they are no longer required, they can be removed to reduce costs. The additional costs that the business would have to enquire by buying equipment having it serviced to be safe to use and then it would be difficult to liquidate when the business no longer requires the machine [10].
Another benefit of cloud computing would be that there is less maintenance required for equipment on site because of using cloud services. No monitoring server racks on site necessarily, having to clean and manually backup the systems on site if you use a cloud storage service such as OneDrive or Google Drive [11].
Some of the disadvantages would be that you have less freedom with IT as you are bound to being able to only use what is offered by the cloud service. This can make it difficult if something specific is required as a business need that cannot be provided for the service provider as if they a company was using their own onsite equipment then they could just potentially add this to their IT solution.
There are security risks associated with the use of cloud computing as well as you are reliant on the service provider having a secure system and environment and if they experience a data breach or other forms of cyber attacks then it can potentially put a company’s data at risk effecting employees and customers. Another cyber security issue associated with the use of cloud services is that could be affected by distributed denial of service attack (DDoS) as these services may attract more threats due to their larger presence [12].
A company does not have control over planned outages or maintenance which could affect the use of the service or accessibility of data which can be an issue if data needs to be kept accessible 24 hours a day or you provide around clock service.

3. How roles within networking professions have adapted to deal with different challenges that the cloud brings.
Cloud computing has affected IT professionals including in the networking roles in different ways that would not be something experienced in pre-cloud IT environment. 
Jobs such as network administrator roles have had to make the switch from local onsite solutions for networking such as an active domain controller on Active Directory to the use of to a cloud active directory solution such as Azure Active Directory. As an example, Azure Active directory offers more customizability over the initial version of Active Directory. [13]
Another issue can be transitioning and adapting already existing infrastructure to be used with cloud platforms. This can affect working professionals that are used to using the onsite systems as they may require additional training certification before they are appropriately equip with the knowledge to make use of these services like taking a more up-to-date networking and fundamental course or other MTA exams that are offered by Microsoft to make sure they are equipped with more modern IT solutions. [14]

4. The use of RESTful Web Services has been applied for the changes of the field of networking
REST (Representational state transfer application programming interface) API is this a process that involves the re transfer of resources which covers anything that can be transferred on the internet such as a list of users, photos, page, profile, etc [15].
Before REST API (Application Programming Interface) was used other solutions such as COBRA (Common Object Request Broker Architecture) and SOAP (Simple Object Access Protocol) were used but these were notorious for being difficult to work with and even harder to debug. REST introduced some standardised processes in the way of HTTP (Hypertext Transfer Protocol) verbs such as GET, PUT, POST and DELETE. As a result of this it offered a more streamlined approach to web developments and the way in which documentation can be accessible. [16]
It allows websites to structure their information and allows users to make complicated searches which can be performed by the complicated data sets that REST API sorts.
It standardizes the information that is being sent back from an application into formats of JSON (JavaScript Object Notation), XML (extensible markup language) or HTML formats. The client can then send information that the user is modifying on their client over in the verbs described above say if you were to delete a post on Facebook then that would use the DELETE command in REST API. [17]
With the above information in consideration the implementation of REST on the industry allows for a more standardized format which helps to simplify and optimize implementations that are being made by professionals, it allows for ease of maintenance due to the system making use of API compared to inhouse solution which could cause issues if the initial developer was to leave for instance, it allows for more resource efficiency. [18]

5. How has software defined networking become heavily adapted by industry, despite meaning an adaptation to the job role of network engineers.
The reason that software defined networking is becoming adapted by industry despite the difficulties that can come with the association of it effecting the expectations of network engineers.
With the rise of more and more devices browsing the web and using web-based services it has become an important part of development that devices such as mobile devices (Phones, tablets, etc.), computers on multiple operating systems, etc are all carefully considered. Compared to previous occasions when web development and software development would be catered to computers and with the increasing complexity. Other services also effect this trend in software defined networking such as server virtualization and cloud computing services [19].
Companies have made accommodations for the ever-evolving method of work especially since the COVID-19 pandemic as more employees are working remotely from personal devices like mobiles and tablets. This puts companies in positions where they must keep their data secure compared to make sure that just onsite facilities were secure before.
With Enterprise level businesses the demand for access to IT resources like software has become largely growing with the increasing popularity in Cloud Services. With this in consideration cloud services need to keep their services flexible to make sure that they can fulfil increased demand and have scalability in the way of increased resources such as network resources and storage. [20]

6. How standards, such as json and REST have been selected and utilised. Specifically consider interoperability.	
The reason for API standards being adopted and utilized by industry. It is helpful for anyone that making use of these standards or standards in general. As they are fixed frameworks, they evolve other time, and it can mean its easier to learn and helps for people to on the same page rather than having lot of different systems which can make development troublesome and over complicate matters.
The standardization of these practices helps to benefit anyone who takes advantage of these technologies as they are governed by separate bodies so any developments to standard will benefit anyone that takes advantage of them rather than having these technologies be closed source. Its common in the bodies that governs these standards that a wide range expert from different companies and roles from across the industry will get together to discuss these developments meaning a larger variety of issues are covered as certain sections of the industry could be miss this consideration.
7. Conclusion
In conclusion, Cloud computing is an ever-growing sector in the IT industry and businesses are seeing themselves adapt to make more use of Cloud services in place as onsite facilities that they would have been traditional practice for IT companies and enterprises as demands for services increase so does the need for alternatives such as Cloud computing.
It offers businesses more flexibility in how they approach their IT solution and does not force a company into making use of traditional on-site server setup with a machine which can be beneficial for smaller businesses like start-ups.
Standardization of aspects of the industry such as API’s can help to have more balanced approach as you will have an expectation of the knowledge that someone knows and when they are created, they are being considered if they work well with each other if they have any other benefits.
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