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Task: Finding Passwords in Plain Sight


After your recent work performing a penetration test on Ultimate Warehouse Ltd.’s web application, the company’s CISO has launched a confidential follow-up investigation. A suspected Advanced Persistent Threat (APT) group is believed to have stolen password hashes by compromising the application’s backend database.
Some of these hashes have now appeared on public forums and within dark web channels. The extent of the breach and the potential damage is still unknown.
You have been provided with a list of these leaked password hashes (use hash.py from Lab06 in the shared folder). Using a targeted dictionary of likely user passwords, your job is to crack as many hashes as possible. This will help estimate how many user accounts are at risk, how effective (or weak) the existing password practices were, and identify possible remediation strategies.
You must focus on:
1. Using dictionary and brute-force techniques to crack password hashes.
2. Analysing the results to assess the severity of a credential leak.
3. Recommending practical steps to improve password and hashing security.
4. Once done write up your report to give to your CISO
a. For additional information and report writing, use lecture 7-8 to aid with this.
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