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Student Name: _______________________________

STUDENT ID: _________________________________

TIME:  2 HOURS 

THIS IS AN INDIVIDUAL PRACTICAL LAB-TEST, HELD UNDER EXAMINATION CONDITIONS. YOU WILL BE ASSIGNED TWO ROUTERS, ONE SWITCH AND THREE PCS. CONFIGURE THESE DEVICES BASED ON THE FOLLOWING SPECIFICATIONS. 
THE ROUTERS ARE HQ, BRANCH, THE SWITCH AS1, AND THE PCS  PC1, PC2, AND PC3.

THIS PAPER CONTRIBUTES 75 % TO OVERALL MODULE ASSESSMENT.





Task 1: In class activities  (20 Marks)
1. Subnet and VLSM (10%) complete by 8/11/2024
2. Final exam on NetAcad (10%) complete by 13/12/2024

Task 2: Network Configuration (80 Marks)
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2.1 IP Addressing table 
From the topology diagram, fill the below IP Address table. For LAN, assign the first usable address to Router interface and last usable address to PCs. For IPV6 use the first, second and third addresses.  
	Device
	Interface
	IP Address 
	Subnet mask
	IPv6 Address 
	Default Gateway

	Branch
	S0/0/0 
	1.1.1.253
	255.255.255.252
	2001:0db8:cafe:1::1/64
	

	
	Gi0/0
	172.16.1.1
	255.255.255.0
	2001:0db8:cafe:10::1/64
	

	
	Lo10
	10.10.10.1
	255.255.255.0
	
	

	
	Lo11
	11.11.11.1
	255.255.255.192
	
	

	
	Lo46
	192.168.46.129
	255.255.255.224
	2001:0db8:beef:b::1/64
	

	HQ
	S0/0/0
	1.1.1.254
	255.255.255.252
	2001:odb8:cafe:1::2/64
	

	
	Gi0/0 
	172.16.2.1
	255.255.255.248
	2001:0db8:beef:10::1/64
	

	
	Lo1
	192.168.1.1
	255.255.255.0
	
	

	
	Lo2
	192.168.2.65
	255.255.255.192
	
	

	
	Lo3
	192.168.3.1
	255.255.255.224
	2001:0db8:beef:0003::1/64
	

	AS1
	VLAN 1
	172.16.1.2
	255.255.255.0
	
	172.16.1.1

	PC1
	NIC
	172.16.1.254
	255.255.255.0
	2001:0db8:cafe:10::2/64
	172.16.1.1

	PC2
	NIC
	172.16.1.253
	255.255.255.0
	2001:0db8:cafe:10::3/64
	172.16.1.1

	PC3
	NIC
	172.16.2.6
	255.255.255.248
	2001:0db8:beef:10::2/64
	172.16.2.1



  
   Submission Requirement:
For each device you configured a txt file containing the following outputs must be submitted on Moodle. The file name should be StudentID_devicename.txt
show run
show ip int brief
show ip route
show ipv6 int brief
show ipv6 route 

All documentation for your solution should be submitted electronically on Moodle within the time allocated. It is your responsibility that you copy all the files correctly. Any files submitted after the deadline will be capped at 40%

Diwedd/End


Final Configuration:
Branch#sh run
Building configuration...
Current configuration : 1633 bytes
!
version 15.4
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption
security passwords min-length 8
!
hostname Branch
enable secret 5 $1$mERr$NgqRAyG.QibtbGpEcnE5E/
no ip cef
no ipv6 cef
!
no ip domain-lookup
ip domain-name soac.com
!
interface Loopback10
 ip address 10.10.10.1 255.255.255.0
!
interface Loopback11
 ip address 11.11.11.1 255.255.255.192
!
interface Loopback46
 ip address 192.168.46.129 255.255.255.224
 ipv6 address 2001:DB8:BEEF:B::1/64
!
interface GigabitEthernet0/0/0
 description LAN link Switch
 ip address 172.16.1.1 255.255.255.0
 duplex auto
 speed auto
 ipv6 address 2001:DB8:CAFE:10::1/64
!
interface GigabitEthernet0/0/1
 no ip address
 duplex auto
 speed auto
 shutdown
!
interface GigabitEthernet0/0/2
 no ip address
 duplex auto
 speed auto
 shutdown
!
interface Serial0/1/0
 description Serial link to HQ router
 bandwidth 1024
 ip address 1.1.1.253 255.255.255.252
 ipv6 address 2001:DB8:CAFE:1::2/64
 clock rate 64000
!
interface Serial0/1/1
 no ip address
 clock rate 2000000
 shutdown
!
interface Vlan1
 no ip address
 shutdown
!
router rip
 version 2
 network 1.0.0.0
 network 10.0.0.0
 network 11.0.0.0
 network 172.16.0.0
 network 192.168.46.0
 no auto-summary
!
ip classless
!
ip flow-export version 9
!
ipv6 route 2001:DB8:BEEF:3::/64 Serial0/1/0
ipv6 route 2001:DB8:BEEF:10::/64 Serial0/1/0
!
!
banner motd ^C No Unauthorised Access ^C
line con 0
 password 7 0802455D0A16544541
 login
!
line aux 0
!
line vty 0 4
 login
line vty 5 15
 login
end




HQ#sh run
Building configuration...
Current configuration : 2049 bytes
!
version 15.4
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption
security passwords min-length 8
!
hostname HQ
!
login block-for 120 attempts 3 within 60
enable secret 5 $1$mERr$NgqRAyG.QibtbGpEcnE5E/
!
no ip domain-lookup
!
interface Loopback1
ip address 192.168.1.1 255.255.255.0
!
interface Loopback2
ip address 192.168.2.65 255.255.255.192
!
interface Loopback3
ip address 192.168.3.1 255.255.255.224
ipv6 address 2001:DB8:BEEF:3::1/64
!
interface GigabitEthernet0/0/0
description LAN link to PC3
ip address 172.16.2.1 255.255.255.248
duplex auto
speed auto
ipv6 address 2001:DB8:BEEF:10::1/64
!
interface GigabitEthernet0/0/1
no ip address
duplex auto
speed auto
shutdown
!
interface GigabitEthernet0/0/2
no ip address
duplex auto
speed auto
shutdown
!
interface Serial0/1/0
description Serial Link to Branch Router
bandwidth 1024
ip address 1.1.1.254 255.255.255.252
ipv6 address 2001:DB8:CAFE:1::2/64
!
interface Serial0/1/1
no ip address
clock rate 2000000
shutdown
!
interface Serial0/2/0
no ip address
clock rate 2000000
shutdown
!
interface Serial0/2/1
no ip address
clock rate 2000000
shutdown
!
interface Vlan1
no ip address
shutdown
!
router rip
version 2
network 1.0.0.0
network 172.16.0.0
network 192.168.1.0
network 192.168.2.0
network 192.168.3.0
no auto-summary
!
ip classless
!
ip flow-export version 9
!
ipv6 route 2001:DB8:CAFE:10::/64 Serial0/1/0
ipv6 route 2001:DB8:BEEF:B::/64 Serial0/1/0
!
banner motd ^C No Unauthorised Access ^C
line con 0
password 7 0802455D0A16544541
login
!
line aux 0
!
line vty 0 4
exec-timeout 5 0
password 7 08021D1B0A1633232B
end




AS1#sh run
Building configuration...
Current configuration : 1388 bytes
!
version 15.0
no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!
hostname AS1
!
enable secret 5 $1$mERr$NgqRAyG.QibtbGpEcnE5E/

ip ssh version 1
ip domain-name iq205.com
!
username Admin secret 5 $1$mERr$J1PluQkhHtPPNF74ThHRa1
spanning-tree mode pvst
spanning-tree extend system-id
!
interface FastEthernet0/1
!
interface FastEthernet0/2
!
interface FastEthernet0/3
!
interface FastEthernet0/4
!
interface FastEthernet0/5
!
interface FastEthernet0/6
!
interface FastEthernet0/7
!
interface FastEthernet0/8
!
interface FastEthernet0/9
!
interface FastEthernet0/10
!
interface FastEthernet0/11
!
interface FastEthernet0/12
!
interface FastEthernet0/13
!
interface FastEthernet0/14
!
interface FastEthernet0/15
!
interface FastEthernet0/16
!
interface FastEthernet0/17
!
interface FastEthernet0/18
!
interface FastEthernet0/19
!
interface FastEthernet0/20
!
interface FastEthernet0/21
!
interface FastEthernet0/22
!
interface FastEthernet0/23
!
interface FastEthernet0/24
!
interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
!
interface Vlan1
ip address 192.168.10.2 255.255.255.0
!
ip default-gateway 192.168.10.1
line con 0
password ConP@ss
login
!
line vty 0 4
password P@55vty
login local
transport input ssh
line vty 5 15
password P@55vty
login local
transport input ssh
!
end
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TOPOLOGY DIAGRAM
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