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[bookmark: _Toc41916939]Introduction
The objective is to conduct research on a growing technology trend not covered in Assignment 1, including its advantages/drawbacks and how effective it is overall. 
From the advisory list provided, it was decided to cover “software-defined networking”, due to wanting to cover a topic familiar to the course of study yet new enough to contribute a fresh perspective.
Software-defined networking (SDN) is the practice of using software to control computer networks, namely through several layers (usually Application, Control, and Infrastructure). 
It first became popular in the late 2000’s to combat the issue of network architecture being too difficult to manage. [1] It provides a solution of connecting network switches directly to a designated “controller”, instead of needing two panels to control a network’s configuration and security measures.
SDN is a growing trend because it simplifies the overview of a network by deploying data as quickly as possible in one location. It also integrates well with other growing trends such as Internet of Things due to its scaliblity and ability to control features such as databases.
This report will examine how effective SDN is an emerging trend, including its benefits and drawbacks, and the potential directions it could go in future.
[bookmark: _Toc41916940]List of acronyms
SDN – Software-defined network
IOT – Internet of Things
PLC – Programmable logic controller
DDOS – Distributed Denial of Service
[bookmark: _Toc41916941]Findings
[bookmark: _Toc41916942]Overview of SDNs
SDN is used by organisations to 
How SDN’s work is that networks are split into three layers (usually Application, Control, and Infrastructure) 
These layers can also be set up in of three ways; Centralised, Distributed, or Hybrid.
At least one controller is present within the SDN, being tasked with defining the overall SDN performance by taking the existing security into account and directing the pathway of switches. Whether there is one controller overall or each component as its own is determinant on the type of SDN.
Besides from simplification, other advantages of SDN’s are it providing greater clarity over the network structure, which is beneficial to those unfamiliar with the process. They are also scalable, allowing an organisation to map out how data flows from within it.
These come at costs such as having no physical hardware such as routers to fall back on in the case of a disaster, having the controller malfunction will result in the whole SDN failing, and the initial setup can prove time-consuming to streamline all relevant data. [2]
[bookmark: _Toc41916943]Literature review
The first research literature chosen is by Badotra and Singh. This paper was constructed in 2017 and published in the International Journal of Advanced Research in Computer Science in India. [3]
The document is a review paper analysing the general concept of SDN’s, and where they excel and falter. The overall conclusion is that SDN’s are new as an emerging trend and so more work is needed to perfect it, but the concept is ideal to solve the issue of growing demand.
The other paper considered notable is from Shu, Wan, Li et all in 2016. [4] The authors are Chinese, Saudi Arabian, and Swedish, but the publication is the Mobile Networks and Applications Journal in the US.
This paper reviews SDN security in each layer, with the main takeaway point being that each layer comes with their own positives and negatives, but SDN will continue to grow as it works together with other growing trends and is therefore forced to increase its protection measures.
[bookmark: _GoBack]Between the two chosen papers, Badotra and Singh’s [3] is more recent and gives a clearer picture as to how SDN has evolved over time, but Shu. Wan, Li et all [4] has triple the amount of references and is more specific in pinpointing how SDN could improve in future.
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The application layer is responsible for containing the elements of the main application and any benefits of the network (e.g. Load Balancing, splitting tasks between different areas to increase productivity). [5] This layer is listed at the top of an SDN.
While this layer is identified as less important than the other two due to being influenced by their data, it is the layer that presents the data in common language to users, making it just as necessary.
[bookmark: _Toc41916945]Control layer
The control layer is where the protection measures of the network are put into place (e.g. security policies and any databases). This layer is placed in the middle of the SDN.
There are two main types of control; High Level and Modular. [6] High Level has its application code in charge of handling security policies, while Modular tasks it with forwarding updates.
This is determined to be the most important layer of an SDN, since it feeds data to both other layers and contains what is considered the most important element of a network, the operating system (which determines what apps are attainable and the configuration). Overseeing security, though, makes it vulnerable to outside attacks such as DDOS, which therefore damages the entire SDN.
[bookmark: _Toc41916946]Infrastructure layer
The infrastructure layer serves as the backbone of the network and is placed at the bottom, being where the configuration is held, and data is gathered to be sent to the Control Layer. [7]
This is considered the second-most important feature of the SDN, as while it sets the basis for the Application Layer, the Infrastructure requires the Control Layer to be strengthened and perform at maximum efficiency.
[bookmark: _Toc41916947]Centralised Control
Centralised Control involves one sole component being assigned as the main SDN controller. This means that network traffic is given one define path to travel through and the controller plays a bigger role in deciding the overall scope as more elements rely on it. [8]
The benefits of having one main gateway include clearly setting out a leading area going forward, which gives a clear direction and saves time. Costs are also lower as decisions are made at a faster rate. 
However, these both come at the cost such of decreased flexibility due to having more bureaucracy and users having less control over decision-making.
[bookmark: _Toc41916948]Distributed Control
Distributed Control makes it so that every device contains a controller, as opposed to just the sole controller seen in Centralised Control SDN’s. [9] These controllers are linked together via a PLC, a separate element which constructs decisions based on the defined parameters.
Distributed Controllers perform well at having a higher margin for human error because of the PLC being implemented, and having more controllers means that issues are resolved quicker due to being on an individual basis. On the contrary, one controller failing can damage the entire layout, and take longer to setup than Centralised Controller due to requiring more knowledge.
[bookmark: _Toc41916949]Hybrid Control 
Hybrid Control comprises elements of both centralised and distributed control systems, having one main assigned controller like the former but still providing each device with its own sub controller like the latter. [10]
Becoming a mixture of two other models makes a Hybrid ideal for flexibility as more needs are catered for and decreases reliance on one portion of the system in the case of a disaster. 
The disadvantages are Hybrid being less fixed due to attempting to cover more ground and therefore having more points of failure. Also, having more components means that changes will take longer to implement.
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Overall, of the layers examined, the one determined to be of the most importance is the Control Layer due to the other two layers relying on data provided by it. The Application Layer is necessary to present data in common language, and the Infrastructure Layer is required to serve as the define the starting parameters, but the Control Layer strengthens the Infrastructure and sets the basis for Application.
In terms of the SDN controller systems, Distributed has been chosen as the most beneficial. While Distributed comes with its own issues such as being more time-consuming to implement, its benefits (namely it being quicker to perform required logic) are considered the most effective.
While Centralised is useful in saving costs and is determined to be the most useful for smaller organisation, it was deemed too rigid to be the best overall. Likewise, Hybrid may prove the most effective in the short-term but having the most elements opens it up to a higher chance of failure. 
In terms of the overall model of SDN’s, weaknesses identified include its reliance on software, which could have an impact on the Application Layer in particular, and redundancy (including backup measures to fall on in the event of a disaster). 
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Overall, SDN is an effective growing trend that brings benefits such as simplifying network architecture and making it easier for users for less knowledge, though factors working against it including it removing physical hardware, and potential weaknesses in the model including it being dependant on third-party software. 
Taking other research into consideration, the Control Layer was considered the most important layer of an SDN model and Distributed Control systems were identified as particularly beneficial to the growth of SDN’s.
The Control Layer contains the protection measures and has the other two layers be dependent on it, though the necessity of both the Application and Infrastructure layers are apparent to complete and begin the SDN process respectively.
Distributed Control systems are secure than Centralised systems via including sub controllers, while being less open to failure than Hybrid systems. However, all three come with their own benefits and drawbacks which must be considered beforehand.
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In the future, SDN can go in directions such as further integrating itself with cloud computing, like what Shu, Wan, Li et al have concluded. [4] This will help it not only gain prominence but iron out flaws within each layer. 
The layers themselves could also be adjusted (or expanded with more layers) to benefit those with less knowledge and help a wider range of trusted users connect easier.
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