[image: ]




Programme Name: MSc Cybersecurity & Digital Forensics
Module Name: Research Methods and Professional Development 
Module Code: ACFA7004
Lecturer: Suresh Shanmugasundaram
Student Name: Tablawala Parth Pareshbhai
Student ID: 2515744
Title: SECURITY ANALYSIS OF INTERNET OF THINGS (IOT) DEVICES IN SMART HOMES








Table of contents
1. Introduction	3
1.1 Context and Background	3
1.2 Research Problem	4
1.3 Research Aim and Objectives	4
1.4 Significance of the Research	5
2. Literature Review	6
Introduction to the Literature Review	6
Smart Home IoT Architecture and Threat Landscape	7
Common Vulnerabilities in IoT Devices	7
Attack Vectors and Threat Models in Smart Homes	8
Security Frameworks and Defensive Mechanisms	8
Relation to Your Study	9
Literature Summary	9
3. Research Design and Methodology	10
3.1 Research Design	10
3.2 Research Methods and Materials	10
4. Expected Outcome	12
Timeline	13
Reference	14



[bookmark: _1xdulinbl301]1. Introduction
[bookmark: _c67ufmw80dt9]1.1 Context and Background
Digital technologies have spread rapidly and transformed the ways of living of people live in the world around them significantly. The development of the Internet of Things (IoT) can be considered one of the greatest technological innovations of the past few years, as it is defined as the procedure of connecting physical equipment installed with sensors and computer programs, and communication capabilities to be able to collect, transfer, and analyse data using the internet (Allifah and Zualkernan, 2022). The IoT has become a significant field of study in cybersecurity, computer networking, embedded systems, and smart computing, with its growing application in homes, healthcare, industry, transportation, and urban infrastructure. Smart homes have become one of the most prominent applications of IoT technology in this larger field. A network of internet-enabled devices, such as smart lights, smart thermostats, surveillance cameras, smart locks, motion sensors, voice assistants, and connected appliances, that can be remotely or automatically operated by using mobile apps, a cloud platform, or a local network (Magara and Zhou, 2024). These technologies have several advantages that are outlined in convenience, energy savings, automation, remote monitoring, and comfort. One example is that users can possibly lock their doors with a mobile phone, automate the lights to turn on and off, monitor their homes with security cameras, or use voice assistants, as one of the methods to make many devices operate simultaneously (Lata and Kumar, 2022). Increasing affordability of smart devices, increasing online connectivity, and the desire for smart automation among customers have increased the adoption of IoT-based smart home systems in the global community.
The concept of cybersecurity is, therefore, a central topic of studies about IoT systems, particularly smart homes. The modern sphere of the sphere of IoT cybersecurity is focused on the identification of vulnerabilities in the developed devices, communication schemes, network structures, and cloud integrations (Netinant et al. 2024). It also examines such vectors of attack as unauthorised access, eavesdropping, man-in-the-middle attacks, denial of service attacks, malware infection and botnet recruitment. As is shown in the current literature, even though different vendors and researchers strive to develop more effective security standards and defence systems, the actual implementation of secure IoT design is not even. This has resulted in the situation where smart home devices are both convenient and, at the same time, expand the attack surface of home networks.
[bookmark: _6p3rsngaglg8]1.2 Research Problem
The growing introduction of IoT gadgets into smart homes has posed a major cybersecurity issue because of the large number of vulnerable and weakly secured devices. Despite the convenience, efficiency, and automation of Smart home technologies, many IoT devices still lack adequate security at both device and network levels (Albany et al. 2022). The issue with this study is that smart home IoT-based devices are easy targets of cyberattacks, and the absence of adequate security protocols may expose the user to privacy violations, abuse of their homes, and compromised home network integrity.
The specific problem that the proposed study will address is that there is no successive and effective security analysis of smart home IoT ecosystems, to be more specific, on a network level. Numerous devices are installed with weak authentication, unsecured communication protocols, little monitoring and update support (Vardakis et al. 2024). A home network is not, in most cases, segmented or limited to access and all the devices are connected to one network, and this means that when one device is compromised, the attacker can use the device to penetrate the other devices or sensitive information. The significance of the issue is that the idea of smart home is slowly finding its way into ordinary life, and individuals are inclined to think that such systems are harmless without a clear vision of what risks are involved in this matter (Sayeduzzaman et al. 2024).
The problems of this problem are serious. The heterogeneity of devices is a major problem. Smart home settings are typically populated with the products of different vendors with different protocols and security levels that cannot be easily controlled on the same level of security (Nemec Zlatolas, Feher and Hölbl, 2022). The other issue is that they have bad default settings, such as default passwords, ports that are left open and unencrypted channels of communication and therefore the devices are readily attacked by hackers. Absence of firmware support is also a major issue, and most consumer products receive updates regularly, or are discontinued by the manufacturer after a short period, and their known vulnerabilities are never patched (Philip, Luu and Carte, 2023). The other issue is the technical illiteracy of the users since most of them fail to update default settings, make use of the updates and establish secure network structures.
[bookmark: _p4as8m2i269q]1.3 Research Aim and Objectives
Aim
In this research, the security risks of IoT devices in smart home environments and mitigation at the network level will be analysed, using a qualitative, secondary-data-based research design, using Cisco simulation software.
Objectives
To pursue this purpose, the study will seek the following objectives:
· To examine the current state of the situation, introduce IoT in smart households and establish the most severe security risks of interconnected domestic appliances.
· To analyse available scholarly and industry sources of common smart home IoT vulnerabilities, threats, and attack vectors.
· To comment on the weaknesses of the current security measures utilised in smart home systems of the Internet of Things, in particular, authentication, communication protocols, and network architecture.
· To develop a simulated smart home IoT network in Cisco Packet Tracer (or in any other Cisco-supported network simulation tool) to represent possible security vulnerabilities and countermeasures.
· To experiment with possible network-level security measures that can involve segmentation, access control, firewall policies and secure communication design in the simulated environment.
[bookmark: _uadb6begjruw]1.4 Significance of the Research
The study is important as the technology of smart homes has a greater probability of being integrated into the everyday life of the house, yet the security of these devices is a major issue. The consequences of the security breakdown are getting increasingly worse because more houses will be run by the cameras, locks, sensors, thermostats, and assistants connected to the internet (Rock, Tajudeen and Chung, 2024). A vulnerable smart home device can reveal personal information, enable unauthorised surveillance or impair vital home functions, or even be physically insecure when the security-sensitive equipment, including locks or alarm systems, is compromised by an attacker. Therefore, the improvement of knowledge and security of IoT-based objects in smart homes is an important technical and social issue.
The academic value is that the publication can be extended to a new study regarding the cybersecurity of IoT because it investigates the vulnerabilities and security of smart home devices using a complicated and realistic study design (Mufidah and Nuha, 2024). The study synthesises the existing knowledge on the topic in the widest possible range of published literature by use of secondary data and qualitative analysis, but the use of Cisco simulation software performs a pragmatic mark by demonstrating the ability to model the network-level vulnerability and security enhancement without resorting to using live devices or intrusive testing methods. This makes the study valid and applicable in an academic setting.
The technical importance of the research is that it is devoted to network architecture and defensive design. Although most of the vulnerabilities of the smart home security can be witnessed at the device level, in most cases, the system effect of such weaknesses can be mitigated by improved network construction, isolation of devices and access management (Hossain et al. 2024). The study can provide learning outcomes that can be applied directly to real-life applications of smart homes and cybersecurity training by studying these problems within a simulated setting. Another aspect that the research can be applied to society is that it will discuss the problems of privacy, trust and domestic security in more digital families.
The possible uses of the research are extensive. The results would be used to educate homeowners about the significance of smart home network design security, as well as small-scale system integrators (Shi et al. 2022). They may as well assist teachers and learners by serving as a model of how to analyse the IoT security with the existing simulation tools, like Cisco Packet Tracer. Furthermore, the study is also applicable in further academic studies since it has offered a conceptual framework which can be extended to quantitative testing, intrusion detection studies, or further protocol analysis. Overall, it can be presupposed that the study will be both theoretical and practical because it will contribute to the knowledge about the IoT security of smart homes and give practical guidelines for safer deployment.
[bookmark: _inoxlawip7g8]2. Literature Review
[bookmark: _n0i6on6i6ha2]Introduction to the Literature Review
The literature review will seek to investigate the existing literature that relates to the security of Internet of Things devices in smart homes. This section will review the available academic and industry literature to determine the most critical trends, arguments, theoretical approaches, and gaps in the study pertaining to the topic at hand (Samriya et al. 2023). The literature review is necessary as it sets the stage for the proposed study, by showing what is already available about smart home IoT security, where the key weaknesses lie in the field, and how the current research may advance the discipline. The literature review is based on the works written in the domain of cybersecurity, IoT systems, network security, smart home automation, and digital privacy, mostly in recent years, as the topic is dynamic. The literature will be structured thematically since thematic structure will be more appropriate to group similar research on vulnerabilities, threats, frameworks and mitigation measures.
[bookmark: _sio8po4a197d]Smart Home IoT Architecture and Threat Landscape
The smart home IoT systems have been continuously referred to in the literature as a heterogeneous and highly connected system that hosts a variety of devices that collaborate via a combination of local and cloud-based communication (Babangida et al. 2022). The cameras, locks, thermostat, lights, sensors, smart speakers, and appliances, which are typically installed in smart houses, are used to communicate using wireless protocols and internet-based services. These ecosystems have been observed by the researchers to be more complicated, and this makes the attack surface bigger because the devices usually communicate with the user, cloud servers, mobile apps, third-party APIs, and other local gadgets. This means that the security of the smart home is not only limited to the device, but also to the network architecture and the relationships of trust towards networks that are linked.
Among the most significant contributions made by this branch of literature, the creation of smart homes as cyberspace-physical spaces in which cyber-compromise could have a physical effect could be considered (Bhagyasri et al. 2026). This is critical, particularly since any attack on smart home devices may interfere with privacy, access to property, safety, and the normal operations of the household. However, the vast majority of literature outlines the complexity of smart home architectures, and still, in the literature, there is a gap that connects these conceptual threat spaces to available simulation-based models that could be explored within the academic community.
[bookmark: _dxwjsm60874o]Common Vulnerabilities in IoT Devices
The literature is mostly devoted to the vulnerabilities which are common in consumer IoT devices. The problems identified in these works are recurring, default or hard-coded credentials, weak authentication, insecure firmware update, no data in transit encryption, exposed services, poor API security, and poor logging or monitoring functionality (Rodriguez-Garcia et al. 2023). It is the opinion of many researchers that these flaws are not vices in their own right but are a structural issue where speed to market, cheapness of manufacture and convenience to the user are all usually prioritised over secure design.
One of the contributions of the literature is that it proved that numerous smart home devices are not secure by default. This has strengthened the concept of safe-by-design in the manufacture of IoT, and it has led to stronger standards, certification, and regulatory intervention (Mazhar et al. 2022). However, one of the weaknesses of the literature is that despite the fact that vulnerabilities are highly reported, there are a smaller number of studies that offer a practical framework to analyse the interaction of these device-level vulnerabilities in a larger smart home network. The limitation exists in this research, where the network-level analysis and device-level risk are both taken into account.
[bookmark: _6wpz52vozlsf]Attack Vectors and Threat Models in Smart Homes
The attack vectors and threat models that have an impact on smart home IoT systems are also discussed in the literature extensively. Eavesdropping, man-in-the-middle attacks, replay attacks, spoofing, botnet recruitment, distributed denial-of-service attacks, malware injection, and unauthorised remote access are the threats that have been prevalent in the past studies (Wu et al. 2023). Attacker researchers have discovered that the majority of attackers treat the least secure device in the smart home system as their initial target, as once that device is compromised, it can be used to scan the network, steal traffic, or laterally propagate to other systems of greater interest.
Among the most useful things that this literature has brought about is the creation of layered threat models, which categorise attacks based on device, communication, application, and cloud layers. Such models help a researcher to know how weaknesses in one layer can cascade to the other layers of the system (Illakya et al. 2024). However, the majority of these works are founded on the very technical demonstration of attacks or experimental equipment that may be difficult to replicate in a small academic setup. This leads to the necessity of carrying out research that is less risky and accessible, i.e. a simulation-based analysis of qualitative aspects to model and investigate these threats.
[bookmark: _1lc4sh9tpzi]Security Frameworks and Defensive Mechanisms
The other major theme in the literature is that of the defensive mechanisms proposed in order to enhance the security of smart home IoT. Researchers also widely recommend strong authentication, managing credentials, encrypted communication, secure firmware updates, intrusion detection systems, network segmentation, and access control policies, secure device onboarding, and behavioural monitoring (Sharma and Arya, 2023). Network segmentation is often known to be one of the most viable and efficient strategies towards the consumer environments. This may be achieved by segregating the IoT devices with personal computers, smartphones and sensitive data systems so that the effects of a compromised device would be reduced.
Other recent research has delved into artificial intelligence and machine learning to detect anomalies in IoT traffic. The strategies are applied to identify abnormal behaviour or unauthorised patterns of communication on the fly (Rafique et al. 2022). The techniques are usually promising, yet are generally premised on large data, professionals, and intensive computational demands, and so might not be relevant to smaller academic research studies. In its turn, this leads to the conclusion that the research gap is present in the context of the connection of the theoretical guidance on security to the practical and graphical network frameworks that can be implemented with the assistance of the education tools that can be easily accessed. This paper attempts to seal this gap by simulating a Cisco-based smart home network.
[bookmark: _fl51uarw6dap]Relation to Your Study
The existing body of literature is based on several theoretical and technical frameworks. One of the most widespread theoretical models is the CIA triad; it views security in terms of confidentiality, integrity, and availability. The model is particularly relevant to IoT systems of smart houses because these systems are likely to be related to personal information in the household, carry out important functions, and be reliable in their availability. Another useful theory is attack surface theory, which can be employed to identify the number and nature of exploitable entry points in a system. The presence of numerous connected devices, cloud integrations, and remote access opportunities poses more vulnerability to attacks in smart home environments. The zero-trust model has also been gaining more and more momentum in the past few years, especially due to the fact that it questions the notion that devices within a home network, by default, should be trusted. Rather, it encourages a persistent verification, least-privileged access and segmentation.
[bookmark: _uqjgx2qdoavy]Literature Summary
In general, the literature suggests that smart home IoT devices possess a variety of significant advantages as well as present a significant risk to cybersecurity because of their insecure design, protocol vulnerability, poor authentication, ineffective updates, and poor network security. The available literature has provided useful insights on vulnerabilities of devices, threat models, and defensive techniques, as well as developed theoretical foundations, including the CIA triad, attack surface theory, and the principles of zero-trust. However, the gap in the area of the availability of simulation-based, qualitative analysis that could bridge the gap between the theoretical concepts and the reality of the smart home network design remains wide. This research fills that gap with the secondary literature and Cisco simulation software to discuss weaknesses and mitigation measures in a systematic academic setting.


[bookmark: _vifxbgwlu0up]3. Research Design and Methodology
[bookmark: _x2w10f4s4sq0]3.1 Research Design
The overall methodology of the study research is pegged on the Design Science Research with a simulation-based study alongside theoretical qualitative research. This approach is appropriate because the study is not expected to collect primary information from human participants and to conduct real penetration testing of real smart home appliances (Khan et al. 2022). Rather, it dedicates its time to the investigation of the issue of IoT insecurity through the utilisation of the existing literature and developing a simulated smart home setting where vulnerabilities and mitigation measures can be viewed in a secure and controlled way.
Design Science Research can be deemed rather suitable as the study is not only set to facilitate the understanding of a problem but also implies and models a potential solution in the form of an improved smart house network design. The study hence possesses both an analytical and a constructive aspect (Khan et al. 2022). The aspect of the simulation is important because it allows the researcher to design a realistic smart home IoT network with Cisco Packet Tracer and compare different forms of network design, such as a simple flat network and a more secure segmented network. This approach can be used in the chosen topic because the smart home IoT security significantly relies on the network configuration, access control, and location of the devices (Alotaibi et al. 2024). A simulation environment is a safe, ethical and regulated way of exploring these issues without putting real users or equipment at risk. The theoretical qualitative analysis will be used to supplement the simulation by allowing to interpret the results of published literature, as well as connecting the practical model to the existing knowledge of cybersecurity.
[bookmark: _6gve8t1yrkhj]3.2 Research Methods and Materials
Methods
The study that will be proposed will be qualitative (the analysis of secondary data). The qualitative method can be applied to conduct the study because the study aims to explain and evaluate the security vulnerability, risks and mitigation measures of smart home IoT devices, in contrast to deriving statistical values based on high calculations of the numerical data (Alasmari and Alhogail, 2024). The study is focused on studying the trends, the existence of general security issues and the study of network-level protection systems by conceptual and simulation-based assessment.
The research strategy will be a case study and simulation analysis on the basis of document analysis. The case study component will involve the creation of a prototype smart home IoT in Cisco Packet Tracer and will model a real-world domestic network set-up comprising several interconnected devices such as smart lights, smart cameras, smart thermostats, smart locks, and user devices (Akhilesh et al. 2022). It is this simulated environment that will be the basis on which the effectiveness of vulnerabilities manifesting on a typical home network and the ways that a preferred configuration can reduce these vulnerabilities will be discussed. An element that will entail the analysis of documents will entail the review of scholarly journal articles, conference papers, cybersecurity reports, white papers, and technical documentation to determine popular threats, vulnerabilities, and suggested security measures.
It will also apply to Cisco Packet Tracer, whereby simplified architecture or system design will be employed to address the research objective. Two versions of the smart home network will be designed. The first one is going to be that of a common consumer type, setting up all the IoT devices, and personal devices are connected to the same network, and there are minimal controls. The latter version will be a more improved and secure architecture in which the IoT devices will be logically separated by isolating them and limiting access by user devices. The comparative design will also allow the study to determine the relevance of network-level security measures to reduce the impact of device compromise and limit the potential lateral movement.
Materials
The data used in carrying out the research will be found solely in secondary data. These sources will include peer-reviewed journal articles, conference papers, cybersecurity reports, white papers, industry publications, technical documentation, and other standards or best-practice advice on the issues of IoT security and smart home systems. The fact that the discussed issue has a good and extensive body of existing knowledge makes the secondary data appropriate because it allows the researcher to discover a rich array of documented vulnerabilities, professional attitudes and relevant solutions, without resorting to primary data collection. This particularly suits the present study because the purpose is to pursue a qualitative study in the process of security analysis with the backing of simulation rather than conducting experiments on real consumer devices.
The search of the academic and technical databases, such as Google Scholar, IEEE Xplore, ScienceDirect, SpringerLink, and the available resources of the Cisco official documentation, will be used as the data collection strategy. The selection of pertinent research will be informed by the relevance of the studies to the aspect of smart home IoT security, vulnerability, and threats to devices, attack models and network defence strategies. The selected data collection instruments and data sources are suitable as they allow finding reliable, peer-reviewed, and technically credible materials, which will be used in the literature review and during the design of the simulation.
The ethical considerations related to the data are not high, given the fact that the study will not presuppose any human subjects, gathering of personal information, or testing of live systems without permission. However, professionalism in academia is required. Citing and referencing all the sources will be applied in order to save, educate and research purposes alone. There will be no targeting of the actual smart home devices, no data collection of personal information or infringing and intrusive testing.
The key program used in this paper will be the Cisco Packet Tracer, which will be an initial platform of simulation which will model the environment of the smart home IoT and tests network-level security settings. The other software may include Microsoft Word to write and do documentation, reference management software such as Zotero or Mendeley to sort out literature and references, and optional visualisation software such as Draw.io to visualise the architecture. In case the need arises, the general search engines such as Google Scholar and library databases will also be employed to aid in the collection of the literature.
[bookmark: _xttux8o9chhn]4. Expected Outcome
At the proposal phase, the research has yet to receive actual results, but there are several possible results that can be reasonably expected due to the purpose and the methodology of the research. It is probable that the research is going to identify the most common and significant security weaknesses of smart home IoT gadgets, particularly those that are linked to the weak authentication process, insecure communication, and ineffective update mechanisms, as well as poor network segmentation. The study is also expected to establish that a solitary vulnerable piece of equipment can be even more vulnerable in regard to security risks when placed in the entirety of the home network structure without isolation or admission constraints.
According to the use of Cisco Packet Tracer, the study is expected to simulate a model of a smart home network that will describe in explicit ways the difference between a typical consumer-style network and a safer segmented design. The suggested network model is likely to be marked by a reduced size of the attack surface, fewer possibilities of executing lateral motion, greater control over the communication of devices, and further adherence to the best practices of cybersecurity. The study will, therefore, stand a high chance of ultimately arriving at the conclusion that network-level defence strategies, including segmentation, access control list, and secure topology development, can go a long way in improving the security stance of smart home settings despite vulnerabilities at the device levels.
The implications of the research may be both theoretical and practical. Theoretically, the research may be appended to the general wisdom of the vulnerability of smart homes IoT on the device level and with regard to the entire network topology. In practice, the study can make useful recommendations to homeowners, students and small-scale system integrators on more secure deployment of smart homes. It may also demonstrate that Cisco simulation tools can be applied to learn and analyse IoT cybersecurity research.
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Description / Expected Output

Topic refinement and Iterature
collection

Finalize the research scope and objectives. Search and collect relevant secondary sources
from Google Schalar, IEEE Xplore, ScienceDirect, SpringerLink, and Cisco documentation.
Identify key themes such a5 IoT vulnerabilties, smart home threat models, authentication
issues, Insecure protocols, and network-level mitigation strategies. Begin organising
references using Zotero or Mendeley.

Literature review and theoretical
framework development

Crtically review selected academic and industry sources. Develop the literature review
section by identifying mjor themes, research gaps, and relevant theories such as the CIA
triad, attack surface theory, and zero-trust security model. Finalise the conceptual
understanding of smart home IoT architecture and define the baseline smart home network
design to be used in the simulation

Cizco Packet Tracer smulation design
and security modelling

Creste the simulated smart home loT netwark in Cisco Packet Tracer. Buld two network
models: (1) 8 basic consumer style flat network and (2) a secure segmented network with
access control measures. Configure IoT devices, user devices, fouters, and communication
paths. Model security improvements such as network segmentation, ACLs, and restricted
device communication.

Analysis, evaluation, and final report
writing

‘Compare the two simulated network models and evaluate how the secure design reduces
Vulnerabilities and limits lateral movement. Link simulation observations with indings from
the Iiterature. Finaiise the methodology, expected outcomes, and conclusion sections. Edit
the full proposal, ensure accurate Harvard-style referencing, proofread the document, and

prepare the fina version for submission





