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[bookmark: _heading=h.wavu9am0axup]SWOT Analysis
[bookmark: _heading=h.h2swq57iqkx1]Introduction
This SWOT analysis presents a structured self-evaluation of my current skills and learning position as a student aiming to build a future career in cyber security.
The analysis supports my Professional Development Plan (PDP) by identifying skill gaps and development priorities relevant to the digital workplace [4].



[bookmark: _heading=h.ps73weo3u079]Strengths
One of my key strengths is my motivation to learn and improve my digital and cyber security skills. Motivation is an important factor in successful learning, especially in technical fields such as cyber security [8].
I also demonstrate strong attention to detail. This skill is essential in cyber security, as professionals must identify small indicators of risk, such as phishing emails, weak passwords, or unusual system behaviour [5].
Additionally, I am comfortable following rules and procedures. Cyber security relies heavily on policies, frameworks, and compliance to protect data and systems effectively [4].

[bookmark: _heading=h.7gf6u8z3gia4]Weaknesses
A key weakness is difficulty with focus, organisation, and reading speed due to ADHD and dyslexia. These challenges can affect time management and the ability to process complex technical information efficiently [7].
I also have limited technical knowledge in cyber security at this early stage of my studies. As a beginner, I am still developing my understanding of common threats, terminology, and security practices [5].
Recognising these weaknesses allows me to use structured learning methods and assistive tools to support my progress [8].



[bookmark: _heading=h.l7f72dg4bnt9]Opportunities
There are strong opportunities to support my development in cyber security.
Reliable and free resources, such as the UK National Cyber Security Centre, provide beginner-level guidance on online safety, password management, and cyber awareness [4].
Cyber security is a growing field with increasing demand for skilled professionals in the UK and internationally. This creates positive career prospects for learners who develop relevant skills [5].
In addition, digital learning tools and reflective models support lifelong learning and skills development, particularly for adult learners with diverse learning needs [3], [8].

[bookmark: _heading=h.anc6ttaddbba]Threats
One significant threat is the rapid pace of technological change. Cyber threats evolve quickly, and without continuous learning, knowledge can become outdated [6].
Information overload is another challenge, as cyber security covers a wide range of complex topics. Without clear structure, this may negatively impact learning effectiveness [9].
Poor time management could also limit progress if consistent study habits are not maintained [2].


[bookmark: _heading=h.8ti5ol3muij1]Conclusion

This SWOT analysis provides a clear overview of my current strengths, weaknesses, opportunities, and threats as a cyber security student.
By using my strengths, addressing learning challenges, and engaging in lifelong learning, I can reduce risks and build a strong foundation for a future career in cyber security.
This analysis directly informs my Professional Development Plan and supports my long-term employability in the digital sector [1], [4].



[bookmark: _heading=h.qrdojzqm0vlx]

Professional Development Plan (PDP)

The Professional Development Plan (PDP) below outlines my learning goals, planned actions, required resources, and success criteria.
This plan is informed by my SWOT analysis and supports my future career goal in cyber security.




MY PDP to Work in Cyber Security

	Overall Goal
	Development Opportunity to meet Overall Goal
	Action Plan
	Resources and Support I need
	How do I Measure the Achievement of Goal
	Expected Completion Date

	Achieve a Level 4 qualification in IT
	Complete Level 4 IT programme at UWTSD
	Attend all lectures and workshops; complete all assignments on time; revise weekly using short and structured study sessions; ask for tutor support when needed
	Course materials on Moodle; tutor feedback; personal study timetable
	All Level 4 modules passed; assignments submitted and approved
	End of academic year

	Develop basic cyber security knowledge










	Learn core cyber security concepts
	Study online safety, password security and phishing awareness; complete beginner cyber security courses; review learning materials weekly
	UK National Cyber Security Centre (NCSC); online beginner courses; study notes
	Able to explain basic cyber security concepts clearly; recognise common cyber threats
	6 months

	Overall Goal
	Development Opportunity to meet Overall Goal
	Action Plan
	Resources and Support I need
	How do I Measure the Achievement of Goal
	Expected Completion Date

	Improve time management and organisation
	Use tools to manage deadlines and focus
	Use digital calendar and reminders daily; break tasks into smaller steps; study in short sessions with breaks
	Google Calendar; to-do list apps; timer apps
	Tasks completed on time; reduced stress during study
	2 months

	Develop lifelong learning habits
	Maintain continuous learning in cyber security
	Reflect weekly using Gibbs’ Reflective Cycle; identify skill gaps and learning needs regularly
	Learning journal; course materials
	Regular reflection completed; clear evidence of learning progress
	Ongoing










Reflection Using Gibbs’ Reflective Cycle
[bookmark: _heading=h.h3epcdkwobat]Gibbs’ Reflective Cycle helps me reflect on my learning experience and understand what works well and what needs improvement [2].
By reflecting on my self-evaluation, I identified my strengths, such as motivation to learn, and my challenges, such as focus and organisation.
[bookmark: _heading=h.331gv936viax]This reflection helped me understand why I need structured learning methods and regular practice.
[bookmark: _heading=h.yibm0iug8kih]Using reflection supports my Professional Development Plan and helps me plan clear actions to improve my skills in cyber security.
[bookmark: _heading=h.ne91znpww9nc]
[bookmark: _heading=h.9otvz6cac1dc]Unit 4: Becoming a Lifelong Learner

Becoming a lifelong learner means continuing to develop skills and knowledge throughout life.
[bookmark: _heading=h.r3rpeaypkqlu]This is especially important in cyber security, as technology and cyber threats change frequently [3], [4].
[bookmark: _heading=h.bg959d7oyh1w]Lifelong learning helps me stay adaptable, confident, and prepared for future challenges in the digital workplace.
[bookmark: _heading=h.wfvg63fff5fz]
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