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Abstract




The report contains basic details of understanding Ransomware and its nature and in specific cryptowall ransomware.  It gives a brief over view of security vulnerabilities that leaves most companies open to intrusion of malware viruses. Prevention is the best line of defence, hence the report carries in part some of the notable basic preventative methods that, would enable business to guard against cryptowall ransomware intrusion and what is expected of when a ransomware attack does occur.   The recommended immediate critical steps to follow when attacked and the security steps that are critical in minimising risk and exposure of business sensitive data. 
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Introduction
Cyber-crime has become the modern- and present-day challenge to the operation of different organisations and business in general. There is need to be vigilant in the maintenance of Confidentiality, Availability and information integrity (CIA). A compromise on C.I.A which bare the pillars of security guarded against at all cost. Cyber-crime is perpetrated using unorthodox access of organisational operational system and corrupting them using viruses that compromise efficiency and integrity of data or through ransomware a cyber blackmailing method were criminals use duress to force payment or risk information being compromised. The estimated annual cost of Cyber-crime activities on the UK economy is around the region of £27 Billon, with the Global cost valued in estimated cost in excess of US $600 billion and Global cybercrime economy generating in excess of US $1.5 Trillion in illicit profits. Cybercrime is clearly a lucrative business that will be main stay hence the need for business entities to be Security Vigilant There is need for adequate preparedness through investment in security to guard against such incidents. Ill preparedness leaves companies, organisations and individual susceptible to blackmail, loss of business or high litigation cost.















Chapter 1
Malware or malicious software, it’s a software with an intended execution that causes negative or unintended consequences.  Malware includes viruses, trojan horses, spyware and worms. All forms of malware have an intended purpose of causing detrimental effects to computer software operating system 

Computer Virus -A malicious software that is capable of self-replication and modification of computer programs compromising on the availability, confidentiality and Integrity of data.

Ransomware- it is type of a malware program that denies users access to personal files till payments are made. Ransomware may or can be referred to as crypto virus crypto worm or crypto trojan. The installation of ransomware on a computer system can be done through malicious email attachments, the visiting of malicious website links and or the downloading of infected software.

As malware Ransomware has capabilities of automatic corruption and deletion of files if the monetary demands are not met, however it should be noted that payment may not guarantee corrupt free and full access to the files.  The evolving nature of ransomware makes it sophisticated to deal with or resolve it in short space of time, to mitigate business or personal needs. 

Ransomware can be categorised in to three types dependent on their severity of impacting the system. Scareware is when you receive random pop up messages claiming malware discovery and requesting payment for their removal. The pop-up messages are there to essentially scare, a tactic to initiate payment but essentially your files will be secure. Screen lockers, this when on screen start up you are entirely frozen out of your computer with payments demands for alleged purported illegal activities detected on one’s PC. The encrypting type ransomware is the most dangerous as security software or system restore are not capable to decrypt them.




 Chapter 2

CryptoWall

The red alert type of malware!  A nasty form of ransomware family that is used by cyber criminals requiring payment in electronic currency such as Bitcoin. Initial discovery of Cryptowall was around June 2014, since its discovery different variants have been developed with the latest variant being Cryptowall v5.1. and it is based on a HiddenTear malware. The encryption version it uses is AES-256 and there are not many algorithms available that can be used for decryption once files have been attacked and encrypted.

There are different variants of cryptowall that have been developed over the years and are still being developed. Cryptowall is complex in nature not only is it capable of deleting volume shadow copies it also hides itself inside the operating system adding itself to start up folders. If simply put cryptowall is a Trojan horse that simply lies dormant in the background. It may take a while to notice it`s presence before a full encryption of files. 

It totally compromises security as it can get passwords to sensitive files that may be of financial benefit. Once its executed on a compromised computer a number of registry entries are created storing the path of encrypted files. Cryptowall uses the normal ransomware methods to spread it self that include phishing email, malicious adverts and exploit kits. The complexity of cryptowall is that it is coded to run on both 32-bit and 62-bit systems and this increase the chances of it running on any type of computer. 

When a full file encryption had been done by cryptowall, a ransom note instruction is issued detailing the Bitcoin pay instruction. The cost to business of ransomware has significantly grown over the years as the cybercriminals have moved from targeting individuals to targeting big Companies, Organisations and Institutes where if payments are met they are capable of making huge sums of money.






Chapter 3

There are several ways of protection against the cryptowall ransomware and these include but not limited to:
· The single most important part is to have an active and up to date security software as cybercriminals will thrive on exploiting security vulnerabilities 
· Having a secure backup is the most effective way of guarding against cryptowall attacks, as it ensures files restoration after cleaning up. However, it is important not use online backup that is not traceable.
· File back on the cloud may be another preventative measure if it utlises a secure and multi authentication and high-level encryption.
· Staff training on alertness of wary emails that contain links as this can be a source of cryptowall ransomware.
· Local policy and Group policy editor can be used in the creation of software restriction policies that block executables.

Whilst there are instances where companies are caught off guard and leave businesses exposed to vulnerabilities of being attacked. It is important to invest in having  staff trained to be able to identify potential attacks and having a solid user policy framework  that acts as enforcement tool to guard against any possible security breaches. 






Chapter 4 

In the event of an attack there are ways that can be used in mitigating the severity of the attack, that include:
· As a deterrent against cybercriminal it is recommended never to pay ransom. 
· It may not always work but free decryptors can be used in breaking the cryptowall encrypted files.
· Dependent on the cryptowall variant shadow volumes copies can be utilised to restore files in the event of an attack.
· Be alert if system slows down for no apparent reason, you are then recommended to shut it down and disconnect from the internet 
· If not sure always seek advice and service of IT specialist for damage limitation in the event of an attack 

The above are not the only means and way of dealing with cryptowall in the event of an attack, but it is advisable to always seek the services of an IT professional as the first response to an attack if you have limited capabilities and resources in mitigating the problem on hand.




Conclusion 
It is of paramount importance for business to be vigilant against any possible ransomware attacks through system hardening to minimize security vulnerabilities that can be exploited by cyber criminals. The only deterrent against cybercriminal is tightening of security as the potential profits that can be realized entails continual and sophisticated attacks will be a mainstay. The continual use of secure backup up systems is an assured way of minimising losses in an attack occurrence.
[bookmark: _GoBack]The shift in being more IT reliant by most businesses means that there is a growth in cyber-attacks. Token security measures are a sure of exposing business to collapse, it is important therefore to be vigilant and take the necessary steps and invest in security in order not to be a victim. 
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