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[bookmark: _Toc145686081]Introduction
In today's rapidly changing business landscape, efficient and secure network infrastructures are paramount. Traditional networking models are often inflexible, prompting interest in Software Defined Networking (SDN) for its potential to enhance performance, cost-efficiency, and operational agility.
This research aims to comprehensively analyse the transition from traditional networks to Software Defined Networking, focusing on benefits, security considerations, and operational improvements. The study addresses the urgent questions organisations, namely Digital Health and Care Wales for the whole of NHS Wales, face as we consider adopting Software Defined Networking.
This proposal sets the stage for exploring Software Defined Networking’s transformative potential and its significance in contemporary network management.
[bookmark: _Toc145686082]Background to the research
The network infrastructure landscape has witnessed significant transformations in recent years, with Software Defined Networking (SDN) emerging as a pivotal paradigm shift. Software Defined Networking fundamentally redefines network architecture by decoupling the control plane from the data plane, offering dynamic and programmable network management capabilities. This section provides an overview of the literature, encompassing academic, governmental, and industrial sources, to delineate the trajectory and significance of Software Defined Networking adoption.

[bookmark: _Toc145686083]Academic Perspective:
Software Defined Networking’s origins trace back to academia, primarily within computer science and networking research communities. Key foundational works, such as OpenFlow [1], laid the groundwork for Software Defined Networking by introducing the concept of a centralised controller to manage network flows.
The academic literature has extensively explored the technical aspects of Software Defined Networking, encompassing network architecture, controller design, and protocol optimisation [2]. These contributions have advanced our understanding of Software Defined Networking’s capabilities and challenges.

[bookmark: _Toc145686084]Governmental Involvement:
Governments and regulatory bodies have recognised the potential of Software Defined Networking to enhance network security and resilience. Reports by the National Institute of Standards and Technology (NIST) [3] have emphasised the role of software-defined networking in improving network flexibility while underscoring the importance of security considerations.
European Union (EU) initiatives, such as the Horizon 2020 program, have invested in Software Defined Networking research and development to bolster Europe's competitiveness in the networking domain [4].

[bookmark: _Toc145686085]Industrial Adoption:
Industry leaders and enterprises have increasingly adopted Software Defined Networking to streamline network management and optimise resource allocation. Notable case studies, such as Google's B4 network [5], illustrate how Software Defined Networking can enhance network efficiency and cost-effectiveness on a massive scale.
The industrial literature has also addressed practical implementation challenges and security considerations associated with Software Defined Networking deployment [6].
In summary, the literature on Software Defined Networking adoption is multifaceted and spans academic, governmental, and industrial realms. While academic research has contributed foundational concepts and technical insights, governmental initiatives underscore the importance of security and standardisation. Industrial case studies highlight real-world benefits and challenges associated with Software Defined Networking implementation.

This research aims to build upon this body of knowledge by comprehensively examining the benefits, safety considerations, and operational efficiencies associated with Software Defined Networking adoption in various organisational contexts.
[bookmark: _Toc145686086]Aims & Objectives
The research project aims to assess the benefits, safety considerations, and operational efficiency of adopting Software Defined Networking (SDN) in diverse organisational contexts, namely NHS Wales.

1. Evaluate the Benefits of SDN Adoption:
· Analyse the impact of Software Defined Networking implementation on network performance, scalability, and cost-effectiveness.
· Assess how Software Defined Networking enhances agility, adaptability, and organisational resource utilisation.
· Investigate the role of Software Defined Networking in supporting emerging technologies, such as the Internet of Things (IoT) and 5G networks.
2. Examine Safety and Security Considerations:
· Identify potential security vulnerabilities and risks associated with Software Defined Networking deployment.
· Evaluate the effectiveness of security measures and protocols in Software Defined Networking environments.
· Analyse the resilience of Software Defined Networking architectures in mitigating network threats and attacks.
· Investigate compliance with regulatory frameworks (e.g., GDPR) and best practices in Software Defined Networking security.
3. Assess Operational Efficiency and Challenges:
· Examine the impact of Software Defined Networking on network management, including provisioning, monitoring, and troubleshooting.
· Evaluate Software Defined Networking solutions' ease of integration and interoperability with existing network infrastructure.
· Analyse the organisational challenges encountered during Software Defined Networking adoption, such as skill gaps and change management.
[bookmark: _Toc145686087]Project Design
[bookmark: _Toc145686088]Objective 1: Evaluate the Benefits of SDN Adoption
[bookmark: _Toc145686089]Data Collection Methods:
· Surveys: Conduct surveys among organisations that have adopted Software Defined Networking and those that have not. Gather data on network performance metrics (e.g., latency, throughput), cost savings, agility, and ROI.
· Interviews: Conduct in-depth interviews with IT professionals to understand the qualitative benefits of Software Defined Networking adoption, such as improved network management and support for emerging technologies.
[bookmark: _Toc145686090]Justification:
· Surveys provide quantitative data on performance and cost-related metrics.
· Interviews offer qualitative insights into the nuanced benefits of Software Defined Networking.
[bookmark: _Toc145686091]Objective 2: Examine Safety and Security Considerations
[bookmark: _Toc145686092]Data Collection Methods:
· Security Audits: Perform security audits of Software Defined Networking deployments, identifying vulnerabilities and potential threats.
· Network Monitoring: Continuously monitor network traffic to detect and analyse security incidents.
· Document Analysis: Review security policies and compliance documentation.
[bookmark: _Toc145686093]Justification:
· Security audits and monitoring provide real-time and historical data on security vulnerabilities.
· Document analysis offers insights into organisational compliance with security regulations.
[bookmark: _Toc145686094]Objective 3: Assess Operational Efficiency and Challenges
[bookmark: _Toc145686095]Data Collection Methods:
· Network Performance Monitoring: Monitor network performance before and after Software Defined Networking implementation, focusing on provisioning, monitoring, and troubleshooting.
· Skill Gap Assessment: Survey IT teams to identify skill gaps and training needs.
· Change Management Assessment: Evaluate the organisational change management processes during Software Defined Networking adoption.
[bookmark: _Toc145686096]Justification:
· Network performance monitoring provides data on operational efficiency improvements.
· Skill gap and change management assessments identify operational challenges.

[bookmark: _Toc145686097]Specialist Development Methods and Techniques:
· Utilize network simulation and modelling tools (e.g., Mininet, GNS3) to replicate Software Defined Networking environments for testing and development purposes.
· Employ penetration testing and vulnerability assessment tools to assess Software Defined Networking security.
[bookmark: _Toc145686098]Justification:
· Network simulation tools aid in controlled testing of Software Defined Networking configurations.
· Penetration testing enhances security evaluation.

[bookmark: _Toc145686099]Risk Mitigation:
· Regularly update security measures and protocols to mitigate security risks.
· Provide participants with anonymised reporting to mitigate reputational risks.
· Ensure ethical consent procedures for data collection to mitigate legal and ethical risks.

[bookmark: _Toc145686100]Generalisability, Reliability, and Validity:
· Generalisability: The study will include various organisations across various sectors to enhance generalizability. Random sampling methods will be employed for surveys.
· Reliability: Data collection instruments will be pre-tested for reliability. Continuous monitoring and validation of data will be conducted.
· Validity: Surveys and interviews will employ established scales and open-ended questions to ensure content validity. Security audits will follow industry-standard methodologies for fact.

[bookmark: _Toc145686101]Data Analysis:
· Quantitative data (e.g., survey responses) will be analysed using statistical methods such as regression analysis to assess correlations.
· Qualitative data (e.g., interview transcripts) will undergo thematic analysis to identify recurring patterns and themes.

The study will consider the limitations and ethical considerations, including data privacy and informed consent. It will prioritise participant confidentiality and ensure compliance with legal and ethical guidelines throughout the research.
[bookmark: _Toc145686102]Resources & Planning
1. Computer Systems:
· High-performance computing systems for network simulations and modelling.
· Workstations for data analysis and report generation.
2. Software and Tools:
· Network simulation tools (e.g., Packet Tracer) for creating Software Defined Networking environments.
· Security assessment tools (e.g. Wireshark) for security audits.
3. Access to Journals and Databases:
· Subscriptions to academic journals and databases (e.g., IEEE Xplore, ACM Digital Library) for literature review and research articles.
· Access to cybersecurity resources for security audit data.
4. Interview and Survey Tools:
· Online survey platforms (e.g. SurveyMonkey) for data collection.
· Video conferencing software (e.g. Microsoft Teams) for remote interviews.
5. Networking Hardware:
· Software Defined Networking switches and controllers for testing and experimentation in a controlled environment.
[bookmark: _Toc145686103]GANTT Chart
	Project Phase
	Start Date
	End Date
	Duration (Weeks)

	Project Initiation
	Jun-23
	Jun-23
	1

	Literature Review
	Jun-23
	Jun-23
	2

	Resource Setup
	Jun-23
	Jun-23
	1

	Objective 1: Data Collection (Benefits)
	Jul-23
	Jul-23
	1

	Objective 2: Data Collection (Safety/Security)
	Jul-23
	Jul-23
	1

	Objective 3: Data Collection (Efficiency/Challenges)
	Jul-23
	Jul-23
	1

	Data Analysis
	Jul-23
	Jul-23
	1

	Report Writing
	Sep-23
	Sep-23
	2

	Review and Finalization
	Sep-23
	Sep-23
	1

	Project Conclusion
	Sep-23
	Sep-23
	1
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