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Computer forensics
  Forensics is a process of applying scientific methods and techniques for gathering, examining and presenting evidence to the courts [1]. Forensics can be used in various fields of science such as computer, geology, DNA analysis and more.

  Likewise, computer forensics is one of the field in forensic science. It is a branch of forensic science that can be used to identify, analyze and investigate on the evidence data found in digital devices such as computers, mobile phones, memory cards, DVD’s, pen drive and more. It uses scientific procedure to acquire, process, examine, present and store digital evidence files for use in a court of law [2] [3]. Its main aim is to investigate cases involving digital evidence and present the evidence in a manner that is suitable in court by following a structured investigation method [4].
   To conduct computer forensics, investigators must follow certain rules and techniques in order to protect the reliability of their work. Evidence data must be collected and examined without tampering it, while preserving the authenticity of the data. Moreover, the evidence must be reported in a way that is appropriate in the court of law [1].  
  
   In computer forensics, forensic experts and investigators should follow standard approach and stages to retrieve computer evidence file and report it to the law. The five common stages in forensics are shown on figure 1 below. At each stage the chain of custody should be maintained to protect computer evidence so that it can be acceptable in legal proceedings [5]. 

 
Figure 1. Stages of computer forensics.
    In compute forensics, the two basic type of digital evidence are volatile and non-volatile data.  Volatile data is the data that would be lost if the computer is turned off. This type of data contains valuable information in registry, cache and RAM of the computer. Hence, it is important to collect volatile data in real time for forensic investigation. The other type of digital evidence is the data that remains unaffected when the computer is turned off. Non-volatile data is recovered from hard drives, memory cards, USB and more. Moreover, this type of data can also occur in the unallocated file space, file slack and swap file [6]. The reason is, when a file is delete, it is not removed from a hard disk. Instead, the operating system unallocated the space by removing the pointers to it and making the space available for other file. Hence, it is essential that Computer Forensic Expert (CFE) should examine all unallocated file space and the file slack [7].
Nowadays, computer forensics is gaining its popularity due to the increase of crimes related to digital devices and the internet around the world [8]. Working as a computer forensic expert can be challenging and risky. Hence, it is good to have certain skills and knowledge in a number of areas. To conduct computer forensics, the expert should have a good understanding of computer hardware and software. Besides, it is recommended to have skills in the fields of law, mathematics, writing, forensic science, criminal justice and linguistics [7]. Sanctuary 

    At present, computer forensics is used by governmental agencies and private companies. It can be used in the military, law firms, criminal prosecutors, academia, insurance companies, government agencies and more. Moreover, it can also be used by individuals to recover deleted files from their computer [9]. 

Encase
Encase is one of the widely used computer forensic software tool, commonly used with the law enforcement industry. It was developed based on windows operating system by Guidance Software Company, one of the leading in digital investigative solutions. The concept of encase forensic tool is based on the evidence file. The data blocks are copied from the suspect computer bit by bit and store safely to be used as evidence, then verifies the data integrity by generating MD5 hash values and assigning cyclic redundancy check (CRC) values. These values check for any changes, alternation, or errors, helping to keep all the digital evidence is not changed since the drive was acquired. With encase forensic tool, the investigator can gather evidence from volatile memory areas like RAM, cache and so on. The encase tool is used to executes deep analysis to find hidden and deleted data and produces a comprehensive report with the evidence in a format that is applicable to the court law [7] [9].

FTK
The Forensic toolkit (FTK) is a powerful digital investigation tool developed by AccessData in 1987 [10]. It is one of the powerful digital forensic tool used to extract and examine evidence in windows based operating system by the law enforcement industry. The FTK toolkit uses a separate software called FTK Imager to create an image of a hard disk as one file and generates its MD5 hash value to verify the integrity of the data [9]. This forensic toolkit is designed with many features, including cracking password toolkit, file decryption, data carving, data visualization, email analysis, web viewer and a comprehensive reporting format that is suitable to the court law [7] [9]. In addition, it is designed to use up to three computers in parallel for processing and analysis to speed up the process of extracting evidence files from the suspect computer or device [9].    

CAINE         
CAINE (Computer Aided Investigative Environment) is an open source forensic tool built based on an Italian GNU/Linux live CD that contains a variety of digital forensic tools. This forensic tool is based on Ubuntu, particularly designed to provide a platform for a collection of many forensic tools in a graphical user interface environment. It is a tool mainly used to examine and collect evidence files for mobile forensics, database forensics, and network forensics and data recovery. 
This Ubuntu customized forensic tool has different features. One of its great feature is Guymager, which is a graphical application used to create an image disk in different formats, such as Expert Witness Format (E01), RAW (dd) format and Advanced Forensic Format (AFF) [11]. It can also be used to run live analysis on a Windows OS using the WIN-UFO tool [12]. The latest version CAINE 10 can protect the data on the host device from any data altering or from accident by putting all the devices on to read mode only [13]. 

SANS SIFT
SANS Investigative Forensics Toolkit (SIFT) is a one of the important commercially free open source in the field of digital forensics developed by Rob Lee. It is a collection of a number of forensic tools built on Ubuntu-based Linux operating system. Some of the digital forensic software’s that are included with SIFT are: The Sleuth kit with its graphical application Autopsy and DFLabs, Wireshark, Hex Editor, ssdeep & md5deep and so on [14]. This toolkit supports evidence image format of Expert Witness Format (E01), RAW (dd) and Advanced Forensic Format (AFF). The latest version SANS SIFT v3.0 contains new features such as cross compatibility between Linux and Windows, better memory utilization, expanded file system support and more [15].

The Sleuth Kit
The Sleuth Kit (TSK) is a collection of Linux command line tools that is used in the field of digital forensics. It is known for it’s an in-depth disc images analysis, performing intense analyzing of file systems and various different techniques. The tool can be used to find deleted files, hidden files, recover photos from camera’s memory card and for checking the drive image integrity [16]. This toolkit also features a graphical user interface application called Autopsy. Autopsy is a graphical interface to the Sleuth kit that can be used both on Linux and Windows by law enforcement for digital forensic investigation [17].

COFEE
Computer Online Forensic Evidence Extractor (COFEE) is a collection of forensic toolkit developed by Microsoft to collect evidence from Windows systems to be used by forensic investigators. This tool is a small plug-in device that contains 150 command tools and can be installed on USB pen drive or external hard disk. It is can perform live analysis by just plugging the USB tool on to the target windows computer [18]. 

OSForensics
OSForensics is a commercial forensic tool developed by Passmark Software Company. It is best designed to work on Windows based platform [9]. The tool is widely used by forensic experts for performing forensic analysis on emails, files, browsers and more. Furthermore, the tool is designed with easy and user friendly graphical interface to use [19].



ProDiscover
ProDiscover is a forensic tool used by forensic professionals on Windows Operating system. The product has both commercial and free versions. This tool can recover deleted files, search for hidden contents in the slack space, create image disk and create legal report format of the evidence. Moreover, it allows the forensic expert to preview, search and uncover the Hardware Protected Area (HPA) [20].

Xplico
Xplico is a free network forensic analysis tool, which is registered under the GNU General Public License. It was developed on Linux OS using C, Python, PHP and JavaScript programming languages [21]. Xplico is basically used to extract evidence data from network monitoring and analyzing tools (e.g. Wireshark, TCPdump, Angry IP scanner). This tool is designed to support the most known network protocols such as TCP, UDP, SMTP, POP, IMAP, HTTP, IPv4, IPv6 and others. Another feature of Xplico is the ability to store the output data in SQLite database of MySQL database [22].


X-Ways Forensics
X-Ways is an integrated computer forensics software developed by X-Ways Software technology. X-Ways is able to run on all versions of windows and support various file systems such as FAT32, FAT12, FAT16, exFAT, TFAT, NTFS, Ext2, Ext3, Ext4 and others [23]. It can be helpful for analyzing big data file filtering as it is not resource hungry. In addition, this tool provides numerous services to be used by forensic experts. Some of the services are: disk imaging and cloning, memory and RAM examination, bulk hash calculation, viewing and editing binary data structures and using templates and many more. Moreover, X-Ways is customized to automatically detect erased or lost partitions [24].


Volatility
Volatility is a memory forensic tool, which can be used to collect or analyze on a computer’s volatile memory (RAM). Particularly, it is designed to keep evidence information from memory that would be lost when a computer is shutdown or restarted. Moreover, it can be used to automatically detect and analyze on malware by directly examining the operating system. This tool is registered under the General Public License (GPL) and is able to work on Windows and Linux operating systems [25] [26].

WindowsSCOPE
WindowsSCOPE is another memory forensics that performs reverse engineering to examine and acquire on physical volatile memory. It is commonly used for detection of malicious software’s such as rootkits and malwares by using back engineering techniques in windows operating systems. Likewise, it is used to extract information from running processes, DLLs, network sockets, network connections and others. WindowsSCOPE supports both software and hardware products [26]. The latest version of windowsSCOPE contains a new feature called CaptureGUARD. This new version is a PCI express form factor, which is capable of bypassing the windows login and direct access to the physical memory of the host computer [27]. Moreover, windowsSCOPE can be able to perform live analysis, for incident response, windows memory dump analysis and many others [28].

WinHex
WinHex is another forensic tool developed by X-Ways Software Technology Company. It is mostly used to edit and examine the contents of the target device in underlying hexadecimal values on Windows systems [29]. It also can be used to create disk image, recover deleted files, find hidden files, wipe hard disks and check for data integrity. Furthermore, this tool can be used by investigators to analyze and recover deleted files of large Microsoft Access database at the hexadecimal level. WinHex can be used to read and examine on FAT12, FAT16, FAT32, NTFS, Ext2/3/4 and many others.

Based on the above research, the tools are designed with different features and characteristics. The table below categorizes the tools based on type of forensics, operating system and their source.





	
Tools name
	
Used for
	
Platform
	
Source
	
Description

	Encase
	
	Windows 
	commercial
	

	FTK toolkit
	Hard disk analysis
	Windows 
	commercial
	

	CAINE
	Live analysis
	Ubuntu 
	free
	

	SANS SIFT
	
	Ubuntu
	free
	

	The Sleuth kit
	
	Linux 
	free
	

	COFEE
	Live analysis
	Windows
	commercial
	

	OSForensics
	Email analysis
	windows
	both
	

	ProDiscover
	
	windows
	Commercial 
	

	Xplico
	Network analysis
	
	free
	

	X-Ways Forensics
	Data analysis 
	
	
	

	Volatility
	Memory analysis
	
	
	

	WindowsSCOPE
	Memory analysis
	
	
	

	WinHex
	Edit Hex value
	windows
	commercial
	



Table 1. Classification of computer forensic tools.


Case Study
Terrorist Attack Case
   In computer forensics the tools are always changing however, the procedure remains the same. Based on the above research, an investigator should maintain the chain of custody of compute evidence to survive at the court law. Hence, it is important to follow the rules and guidelines of computer forensics.
   In this terrorist attack case, Mr. John is a professional investigation service for the case. To maintain the chain of custody, first Mr. John should prepare documentation of all the evidence offered by Mr. Mark Wales. For this purpose, an evidence form should be prepared with time and date to sign along with signature of the agent in charge for it during the evidence collection. Moreover, the evidence details like model, serial number, capacity, time, the type of device, exact place where it was and people to whom it belongs are all documented to make sure everything is captured. In addition, data acquisition should be verified using both MD5 and SHA1 values to preserve the authenticity of the original data. And also to keep the chain of custody during the evidence collection. Details about the device is shown below which is taken during the evidence collection.
	Device model
	Device serial No
	Description
	Capacity

	hp v152w USB Device
	EA6B00047010
	USB
	16.4GB


 
Table 2. Evidence detail taken during the identification stage of the case.
  

     
Figure 2. MD5 and SHA1 values taken during the data acquisition stage.
     After that, Mr. John should quarantine the physical evidence device along with a sticky label on it in a secure location in order to protect the device from physical damage and also to maintain the reliability of the evidence. Afterwards, Mr. John should start to verify if there are necessary tools to start the investigation such as high speed computer, forensic tools and secure area lab.
    As a forensic expert, Mr. John should select the right forensic tools that are suitable for the evidence to be examined. The reason is, most forensic tools are designed with different features and capability of doing specific task, for instance: tools for data recovery, decryption, password cracking, network analysis, database analysis, memory analysis, steganography analysis and more.

    Based on the scenario, the suspected DELL Laptop is in standby mode hence data will be lost when it is turned off. Important data can reside in registry, cache and RAM of the Laptop that are useful for the investigation. Hence, Mr. John should use the Volatility forensic tool. As this tool will help Mr. John to extract useful information found in RAM, registry, cache, running processes and network connections before the laptop loses its power. At the same time, Mr. John should record and compare the time and date on the Laptop with the real time and date to keep the chain of custody.

     As a forensic examiner it is not good practice to work on the original evidence data due to the risk of altering or damaging the evidence. Hence, Mr. John should use another forensic tool to create the exact copy of the suspected laptop’s hard drive. Based on the investigation case, Mr. John should use the FTK Imager to create forensic image of the suspected laptop hard drive by putting as read only. This forensic imaging tool will create an image bit by bit of the entire hard drive including the unallocated space and the slack space. Moreover, the tool will automatically generate MD5 value to verify that the original evidence handed to Mr. John during the evidence collection remains the same. When the imaging process is completed, Mr. John should document all the processes with time and date and place the target laptop to secure location to maintain chain of custody.
      Next, Mr. John should start analyzing on the imaged hard drive. Data analysis is one of the important stages in computer forensics investigations. At this stage, Mr. John should also look for a tool that is suitable for the forensic request made by Mr. Mark wales. FTK would be a great tool to find hidden, deleted, encrypted and camouflaged files. When FTK finishes analyzing the imaged hard drive, Mr. John should start to process on all deleted files, encrypted files, file types and hidden files. Moreover, Mr. John should use keyword text to search and find files based on information provided by Mr. Mark wales. Based on this procedure, Mr. John should  
Manage to find two password protected files, six hidden files, and 18 videos files.  
          
    
  
       

  




















































References

[1] 	P. D. Dixon, "An overview of computer forensics," IEEE Potentials, vol. 24, no. 5, pp. 7-10, 2005. 
[2] 	M. Reith, C. Carr and G. Gunsch, "An Examination of Digital Forensic Models," International Journal of Digital Evidence, vol. 1, no. 3, pp. 1-12, 2002. 
[3] 	K. V. N. Rajesh and K. V. N. Ramesh, "Computer Forensics: An Overview," Manager's Journal on Software Engineering, vol. 10, no. 4, pp. 1-5, 2016. 
[4] 	C. Dr.Cambell, "ACCB5000: Computer Forensics," UWTSD, 2018. [Online]. Available: https://moodle.uwtsd.ac.uk/mod/folder/view.php?id=138690. [Accessed 24 March 2019].
[5] 	C. L. Grande and R. S. Guadron, "Computer forensics," in IEEE, San Jose, 2016. 
[6] 	Linked in, "Collecting Volatile and Non-volatile Data," linkedin, 26 March 2016. [Online]. Available: https://www.linkedin.com/pulse/collecting-volatile-non-volatile-data-vuppala-dhanunjaya. [Accessed 26 March 2019].
[7] 	D. R. Dr. Hays, A practical Guide to Computer Forensics Investigations, Indianapolis: Pearson, 2015. 
[8] 	D. Bern, "Computer Forensics - Past, Present and Future," Journal of Information Science & Technology, vol. 5, no. 3, pp. 43-60, 2008. 
[9] 	C. Easttom, System forensics, Investigaion, and Response, Burlington: Jones & Bartlett Learning, 2019. 
[10] 	C. A. e. a. Manson D, "Is the Open Way a Better Way? Digital Forensics Using Open Source Tools," in IEEE, Waikoloa, 2007. 
[11] 	C. A. e. a. Decusatis C, "Methodology for an Open Forensics Model Based on CAINE," in IEEE, Liverpool, 2015. 
[12] 	S. Sharma, "CAINE 8.0 review," techradar.pro, 23 February 2017. [Online]. Available: https://www.techradar.com/reviews/caine-80. [Accessed 24 February 2019].
[13] 	Creative Commons License, "CAINE Computer Forensics Linux Live Distro," Creative Commons, 18 December 2018. [Online]. Available: https://www.caine-live.net/page8/page8.html. [Accessed 24 February 2019].
[14] 	CyberSecurity Forum, "Review: SIFT Workstation- Digital Forensics Tool Suite," CyberSecurity Forum, 12 December 2017. [Online]. Available: https://cybersecurityforum.com/cybersecurity-tools/reviews/sift-workstation/. [Accessed 24 February 2019].
[15] 	SANS Institute, "SIFT Workstaion," SANS Investigative Forensics Toolkit-SIFT, [Online]. Available: https://digital-forensics.sans.org/community/downloads. [Accessed 24 February 2019].
[16] 	C. A. e. a. Manson D, "Is the Open Way a better way? Digital Forensics using Open source tools," in IEEE, Waikoloa, 2007. 
[17] 	C. B, "Autopsy," The Sleuth Kit, [Online]. Available: https://www.sleuthkit.org/sleuthkit/. [Accessed 24 Februray 2019].
[18] 	S. P, "Popular Computer Forensics Top 21 Tools," INFOSEC INSTITUTE, 17 February 2019. [Online]. Available: https://resources.infosecinstitute.com/computer-forensics-tools/#gref. [Accessed 24 February 2019].
[19] 	K. M. Bashir MS, "Triage in Live Digtial Forensic Analysis," International journal of Forensic Computer Science, vol. I, no. 1, pp. 35-44, 2013. 
[20] 	The ARC Group, "PRODISCOVER FORENSIC EDITION," The ARC Group, 21 March 2016. [Online]. Available: https://www.securitywizardry.com/index.php/products/forensic-solutions/forensic-toolkits/prodiscover-forensic-edition.html. [Accessed 25 Februray 2019].
[21] 	L. D, "Downloading Xplico," INFOSEC INSTITUTE, 30 July 2014. [Online]. Available: https://resources.infosecinstitute.com/xplico/#gref. [Accessed 27 February 2019].
[22] 	K. B. Cankaya EC, "A survey of digital forensics tools for database extraction," in IEEE, San Francisco, 2016. 
[23] 	P. BV, "Cyber forensic tools: a review," International Journal of Engineering Trends and Technology (IJETT), vol. 41, no. 5, pp. 266-71, 2016. 
[24] 	X-Ways, "X-Ways Forensics: Integrated Computer Forensics Software," X-Ways, 23 May 2015. [Online]. Available: http://www.x-ways.net/forensics/. [Accessed 4 March 2019].
[25] 	The Volatility Foundation, "The Volatility Framework," The Volatility Foundation, 2018. [Online]. Available: https://code.google.com/archive/p/volatility/. [Accessed 4 March 2019].
[26] 	A. B. Ahmed W, "A comparison of windows physical memory acquisition tools," in IEEE, Tampa, 2015. 
[27] 	WindowsSCOPE, "New WindowsSCOPE Product – CaptureGUARD Gateway," WindowsSCOPE, 25 July 2016. [Online]. Available: http://www.windowsscope.com/new-windowsscope-product-captureguard-gateway/. [Accessed 4 March 2019].
[28] 	V. M. e. a. Ghazinour K, "A study on digital forensic tools," in IEEE, Chennai, 2017. 
[29] 	J. M, "WinHex: A powerful data recovery and forensics tool," TechRepublic, 6 May 2003. [Online]. Available: https://www.techrepublic.com/article/winhex-a-powerful-data-recovery-and-forensics-tool/. [Accessed 6 March 2019].
[30] 	K. B. Cankaya EC, "A survey of digital forensics tools for database extraction," in IEEE, San Francisco, 2016. 











Identification


Collecting


Preservation


Analysis	


Reporitng











image1.png
[Computed Hashes]
MD5 checksum:  3290a79beb21dba6d9dc131a75F49bF0
SHAL checksum:  453f5d202844FF63c93d5561de1a760568105F9b




