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[bookmark: _Toc33618773][bookmark: _Toc36034856]Introduction
This task will set the basis for the Master’s Project, outlining the procedures, aim, and objectives with justification. 
[bookmark: _Toc33618774][bookmark: _Toc36034857]What the project aims to accomplish
The area of interest is Digital Forensics (tools which aim to improve the security of a device by simplifying areas such as device storage and recovering data that will prove important as evidence, such as alibis). 
Each tool specialises in a specific area (e.g. disk analysis to identify performance of hard drives or file analysis to scan files). The project will aim to fill an apparent gap in research literature, looking at specific forensic tools to help create new and unique data and demonstrating why digital forensics is a popular trend within cybersecurity. 
[bookmark: _Toc33618775][bookmark: _Toc36034858]Why the project is valid
The project is worth doing because there is a gap in current literature for it, which increases the chances of it contributing new knowledge to the field. While there are many papers analysing the procedures of Digital Forensics, few are available that examine specific tools, and even less so within the last five years. However, Digital Forensic remains a growing trend within cybersecurity, meaning that the project can capitalise from the momentum of its popularity while contributing new knowledge.
It is also an area of interest, inspired by a previous task. The interest was inspired from the wide variety of tools (and by extension, categories) available within Digital Forensics. It was therefore figured to be wise to return to this topic area.
[bookmark: _Toc33618776][bookmark: _Toc36034859]Aims and Objectives
Aim: To assess what determines an effective Digital Forensic tool 
This leads to the main research question:
“What defines an effective Digital Forensic tool?”
Objectives:
· To conduct literature review to show understanding of current processes
· To define the criteria for an effective tool
· To match each chosen procedure to its specific operating system and/or device with reasoning
· To critically analyse and compare current tools, including advantages and disadvantages 
· To propose a new Digital Forensic tool via experimentation
Literature review is a mandatory step to provide evidence of background research. Based on this research and justified opinion, a set of criteria will be created to be measured against. After choosing the tools that will be analysed, it is important to differentiate if any are only available on certain devices (e.g. mobile). The expectation is to have all tool requirements being consistent (e.g. using the same operating system and all requiring a PC).
Each tool will then be demonstrated and marked against the criteria, out of 10 per piece of criteria. This will be demonstrated in a table ranking each tool and help pinpoint whether current tools are effective enough. The target is to have pieces of criteria. Lastly, a new tool will be constructed if knowledge and time allows it to put these factors into play, though the analysis will serve as priority. 
[bookmark: _Toc33618777][bookmark: _Toc36034860]Literature review
[bookmark: _Toc36034861]Current background knowledge
Digital Forensics is a branch of cybersecurity that assists with the recovery of data, so that it can be used as evidence. It is a popular trend within the field of cybersecurity due to simplifying the process of recovering and maintaining important data.
They are mainly software and can be split into several categories. Four categories are currently being targeted to cover a wide range while being realistic with time management; the ones previously covered were Disk Analysis (e.g. WinDirStat), File Analysis (e.g. Shadow Explorer), File Signature (e.g. Stellar Phoenix), and Internet Analysis (e.g. Xplico). 
The output of results is determinant on the purpose of it (e.g. Disk Analysis showing the amount of storage by separating them in blocks and where data is most spent.
An example Digital Forensic model is by Kohn in 2013. [1] Essentially, the objective is to recover any data that is needed as evidence (e.g. document proving that someone attended a meeting) so that it can be collected, identified, organised, and reviewed ready for purpose.  These tend to be popular headings within Digital Forensic models since they are simple and common language.
In terms of UK law, it is necessary to abide by [2]
[bookmark: _Toc33618779][bookmark: _Toc36034862]Understanding of current processes
[bookmark: _Toc33618778][bookmark: _Toc36034863]Shaaban and Abdelbaki [3] are Egyptians who published a paper in 2018 via the Procedia Computer Science. They look primarily at Memory and Timeline Analysis. Their conclusion is that the best technique depends on scenario e.g. (a quick analysis in the case of an emergency). 

The benefits of this paper include how specific it is, not focusing on one single aspect of Digital Forensics.  However, it’s drawbacks encompass being the shortest chosen paper within this objective, at five pages long. 

[bookmark: _Toc36034864]Next is Mushtaque in 2015 [4], based in Pakistan and available in the Journal of Information Systems and Technology Management. He looks at how Digital Forensics has evolved over time. The conclusion is that the right measures must be taken to retrieve enough evidence.

This paper’s strong points are, for example, displaying a high amount of statistics and painting a picture of the origins of digital forensics.  On the flip side, it’s weak points are that it is the least recent of all chosen papers, and has the lowest amount of references. It may be ideal to use this paper against Narwal’s paper to get a clear picture of how Digital Forensics has evolved over time.
[bookmark: _Toc36034865]
This is followed by Narwal in 2020 [5], located in India and firstly available in the International Conference on Emerging Technology in Electrical and Electronics. It is a walkthrough on how Digital Forensics works, including models and example tools. Overall point is that these tools will prove vital against cyberattacks as cybersecurity continues to grow with the effect of more weaknesses being identified.

One positive aspect of this paper is how recent it is, being released in the same year as this project and being the most recent of all the papers chosen. It also has the highest amount of references within this objective, at 58, and covers a wide range of digital forensics. On the other hand, many of the references are web links rather than other journals, meaning more outside research is needed.  
Of the three papers related to this objective, Narwal’s paper in particular is identified as useful due to it’s high reference count, wide variety of results, and being the most recent. 
[bookmark: _Toc36034866]Criteria for an effective tool
Horsman published a paper in 2018 [6], based in the UK Science and Justice department. This looks at the process and implication of Digital Forensic tools. The conclusion is that the area benefits from growth, but accountability needs to be made clear to avoid blame being placed wrongly.
The benefits of this paper are it being UK-based, allowing for easy reference of the most popular tools or legal standards.  One example limitation, though, is…
Next is Dimpe and Kogeda in 2017 [7], from the US World Congress on Engineering and Computer Science. They look at the requirements and phases of Digital Forensic tools (e.g. Chain of Custody). The overall point is that tools need to be checked to avoid becoming unreliable.   
The usefulness of this paper comes from… The considered drawbacks are…
Lastly, Marshall and Paige published a UK paper in 2018 [8], via the Digital Investigation Journal. This examines how Digital Forensic tools integrate with the methods. Main point is that tools can be more effective if they are tested and engaged with.
The main positive aspects here are it being the longest paper within this area, at 21 pages long, and it being documented within the UK, meaning the legal procedures and standards will have a greater connection to this task. The negative factors include it having the lowest quantity of references (17)
Between these three documents…
[bookmark: _Toc33618781][bookmark: _Toc36034867][bookmark: _Toc33618782]Critical analysis of current tools
[bookmark: _Toc36034868]Roman, Mora, Vicuna, and Orozco, in 2016 [9], issued a paper in Ecuador’s International Journal of Applied Engineering Research. The group analyses tools in several categories such as Disk Analysis and File Analysis. The main takeaway points are that tools are mainly built for Windows and a wider variety can produce more productive results.

What this paper demonstrates well is… Identified drawbacks are…
[bookmark: _Toc36034869]Following is Kumari and Mohapatra in 2016 [10], from the International Conference on Computational Techniques in Information and Communication Technologies, based in India. The two explore different ranches of Digital Forensics (Computer, Email, Memory, Mobile, and Network), as well as examples of each. The deduction is that differentiation is necessary to increase productivity within the area. 

This paper was chosen because… What must be considered, though, is…
[bookmark: _Toc36034870][bookmark: _GoBack]Thirdly is Venckauskas, Toldinas, Grigaliunas, Damasevicius, and Jusas in 2015 [11], within the Lithuanian International Virtual Research Conference in Technical Disciplines. The group looks further at the wide variety of memory tools that incorporate with NIST (National Institute of Standard Technology) model. Overall, the current tools are lacking for investigation and new ones need to be created to account for it.

What this paper demonstrates effectively is…
Lastly is a document by Kamble and Jain in 2015 [12], originating from India’s Faculty of Information Technology. The pair dive into how well certain tools integrate themselves with an example model (e.g. which tools can perform collection of data). Findings determine that tools need work to become more accessible and quicker in retrieving evidence.
Why this paper is important includes… 
This objective will require the highest amount of research literature to compare against due to serving as the prime objective that will present the most findings. Of the four chosen papers…
[bookmark: _Toc36034871]Methodology
There are five main research techniques that were considered: Action research, Case study, Experiment, Grounded Theory, and Survey. The one that was chosen was Experiment. The inspiration for this came from the Saunders Research Onion Model. [13]
Action research, Grounded Theory, and Survey were all deemed inappropriate due to not lending themselves well to the proposed objectives, specialising in qualitive rather than quantitative research.  Experiment was ultimately chosen over Case Study due to the objective being to create deductive data via a critical analysis and being most common within the course of study.
Experiment is the chosen approach because it will best help answer and demonstrate what goes into an effective Digital Forensic tool, via evaluating current tools. It will ensure an equal balance of primary and secondary research, requiring hands-on testing with tools and then comparing findings to research literature.
It will also ensure consistency, as findings will be compared to present data and each tool will be measured under the same criteria and easily be scaled up or down based on time allowance (while considering the disadvantage that too much altering of criteria can lead to lack of clarity). 
There are also main types of types of research, qualitive (examining personal feedback) and quantitative (examining measured data). The project will include mostly quantitative data. 
Data will also be deductive (testing expected outcomes) rather than inductive (creating outcomes after conducting findings), as well as positive (more focused on logical research) rather than interpretative (more focused on human interaction), and Inferential (comparing against existing data to discover patterns) rather than Descriptive (focusing on the averages of data). 
The aim will be to use free software and only pay if necessary. Reliability will be measured by comparing each tool to a set of criteria, while Validity will be achieved via then ranking each tool from most to least effective based on how much they score overall out of 50 (10 points for 5 categories). 
There will be several sub-questions to help answer the main question as to what goes into an effective Digital Forensic tool. Each set of criteria will have a sub-question to help determine what score a tool achieves in it. This will allow for easy repetition throughout and more specific deliverables.
Ethical risk for the project will be lower due to dealing with equipment rather than people, though care must still be taken to abide with university regulations.
Expected outcomes/Limitations
The expected deliverables from the task will be a rank of each tool based on effectiveness and a tool considering the strengths and weaknesses identified. Each tool will be marked out of 10 in each criteria area, and all marks will be added together to give an overall score. 
The current target is to have five sets of criteria (giving a maximum score of 50), though this may be scaled down later. At least one (preferably two or more) tool in each chosen Digital Forensic category will be measured.
The potential factors that could harm the project include the criteria itself being subjective, risk that software will fail to work (and having to rely on alternate equipment such as university hardware), the identified gap in research literature, and a restricted budget to pay for software. 
To mitigate these concerns, it is a priority that the criteria be as justified as possible to leave it less open to bias. Backup software will be considered in the case of problems accessing them and university equipment (mainly hardware) will remain a backup plan. 
While the gap in research literature becomes an advantage to create variety and increase chances of new knowledge, care must be taken to keep it on track and relevant, which can be accomplished via meetings from the supervisor. On a similar note, no paid software will ideally be used, but discussion with the supervisor will ensure that the budget is kept under control.
[bookmark: _Toc36034872]Plan
[image: ]
Figure 1: Project plan
The project is estimated to last a period of three months, likely from June/July to September 2020.  It is estimated that the bulk of the project will come from the critical analysis, due to the variety of tools and it needing to be measured against criteria.
Currently, the first three weeks will be used to construct the background of the project (including the literature review and any new research, aims/objectives, finalised criteria, and any changes made in the meantime if necessary).  This needs to be completed first to set the precedent that the project will follow and inform unfamiliar users of the basic procedures and language.
The rest of June and throughout July will consist of the critical analysis, and finally August will oversee the construction of a new tool. The literature review will remain constant throughout, as it needs review and expansion as more information becomes available.
The critical analysis will involve listing the expected scores in each criterion set for every tool, the testing of software, the table showing the final results with justification, and the development of a new tool if permissible. The conclusion section, including analysis which will last 
The reason for devoting the most time to the critical analysis is that it serves as the title and therefore backbone of the project. Experimentation of a new tool may be scaled down or even cancelled if the critical analysis needs expansion or review. 
[bookmark: _Toc36034873]Feedback from Viva
Feedback was received from the interim viva; while the presentation style and current knowledge was praised, areas to prioritise in future included the literature review and expected outcomes.
For the literature review, importance was stressed in looking for areas where authors agree/disagree. In terms of outcomes, the overall criteria were questioned as to whether it will be entirely subjective, include stats, and/or be based on previous research.
The criteria will be inspired by existing knowledge and research literature with justification (e.g. how flexible a tool is based on the number of features). The issue of raising stats lead to the idea to measure each tool out of 10 in each criteria area. The task will also have a similar layout to identified research via comparing tools in a table and pinpointing the most effective ones based on their score. 
As the literature review continues to evolve, patterns will ideally emerge and differences will be identified, allowing for debate as to why this task is necessary and unique, as well as exploring how similar the findings are.
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