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SECTION 1
[bookmark: _Hlk175785078]ANSWER ONE QUESTION OUT OF 2 


Q1.

With reference to the Management of Information System:

a. Discuss the InfoSec processes of: 
(i) identification (8 marks)
(ii) authentication (8 marks) 
(iii) authorization (8 marks)
(iv) accountability (8 marks)
(32 marks)

b. What is the importance of the CIA triad?
(8 marks)

Q2.

NatureGarden (NG) sells products that are used to maintain healthy living are one of the most sought-after brand in the world. NG has extensive presence around the globe. The company uses cloud services to deliver IT services to its staff and clients. It is estimated that almost 95% of the company's network is wireless based. The company also has a massive online presence and social media presence to promote its activities.
Owing to its large staff and international customer base, the company has recently come under immense pressure to allow both its staff and customers to use their personal devices to access the company's network/resources. Security of personal staff's data and client's data is the company's major concern. The company is also concerned about protecting its intellectual properties, which is worth billions. Information Security is a priority to the company, but everything is in disarray. There is no established policy covering their security need.

a. Based on the scenario on NatureGarden above.  You are commissioned to design and discuss your own approach to meet the need of the company utilising information on frameworks, standards and models covered in class and research tasks. Tables and diagrams may be used in your approach.

Some factors to consider in aiding appropriate solution(s):
· Security Policies
· Risk Management
· Security Management Models and Practices
· Contingencies Planning
· Protection Mechanisms
· Service Level Agreement

You must state all assumptions made and justify your decisions.

(40 marks)




SECTION 2

ANSWER ALL QUESTION 


1. True or False: Data integrity can be affected by virus infections and data communications errors.					(1 mark)

2. What is the name of the process that is used to establish whether or not a user’s identity is legitimate?							(1 mark)
A. Availability
B. Accountability
C. Authorization
D. Authentication

3. Which of the following terms can be used to describe trade secrets, copyrights, trademarks, and patents? 					(1 mark)
A. Quality of service
B. Availability
C. Intellectual property
D. Competitive intelligence

4. A person who has authorization from an organization to test its information systems and network defence is known as which of the following?	(1 mark)
A. script kiddie
B. penetration tester
C. professional hacker
D. packet monkey

5. What type of malware actually evolves, changing its size and other external file characteristics to elude detection by antivirus programs?	(1 mark)
A. Trojan horse
B. trap door
C. polymorphic threat
D. macro virus

6. Which is NOT one of the core principles in traditional management theory?  (1 mark)
A. Staffing
B. Leading
C. Directing
D. Controlling

7. What is the name for an intermediate point in a planning process, at which progress towards a goal can be measured?				(1 mark)
A. Break point
B. Stop point
C. Objective 
D. Directive
8. Which management function is dedicated to the structuring of resources to support the accomplishment of objectives? 				(1 mark)
A. Organizing
B. Controlling
C. Planning
D. Leading

9. Which of the following involves assessing the likelihood that subordinates will adopt and support a particular solution rather than resist it?	(1 mark)
A. Economic Feasibility
B. Technological Feasibility
C. Behavioural Feasibility
D. Operational Feasibility

10. In which of the following policies would you find sets of rules that define acceptable behaviour within a specific organizational resource, such as Internet usage?  (1 mark)
A. System-Specific Policies
B. Issue-Specific Security Policies
C. Enterprise Information Security Policy
D. Security Awareness Policy

11. The study of choices that have been made by individuals in the past is known as which of the following?						(1 mark)
A. Normative Ethics
B. Applied Ethics
C. Meta-Ethics
D. Descriptive Ethics

12. Which of the following is a collection of statutes that regulates the interception of wire, electronic, and oral communications?				(1 mark)
A. Federal Privacy Act
B. Copyright Act
C. Security and Freedom Through Encryption Act
D. Electronic Communications Privacy Act (ECPA)

13. True or False: The Sarbanes-Oxley (SOX) Act of 2002 was passed as a result of the Enron and WorldCom financial scandals.			(1 mark)

14. All but which of the following is one of the five fundamental privacy principles of HIPAA?							(1 mark)
A. Public control of medical information
B. Boundaries on the use of medical information
C. Balance of public responsibility for the use of medical information
D. Security of health information

15. Which entity is not exempt from the Federal Privacy Act of 1974?	(1 mark)
A. Bureau of the Census
B. U.S. Congress
C. Hospitals
D. Credit agencies
16. Which of the six PCI DSS standard areas includes the requirement of using maintained and updated malware and anti-virus protection?		(1 mark)
A. Cardholder Data Protection
B. Vulnerability Management Program Maintenance
C. Strong Access Control Measure Implementation
D. Network Monitoring and Testing

17. True or False: Liability can be applied to conduct even when no law or contract has been breached.							(1 mark)

18. A court’s right to hear a case if an act was committed in its territory or involving its citizenry is known as which of the following?		(1 mark)
A. restitution
B. jurisdiction
C. diligence
D. due care

19. What act increased the Secret Service’s role in investigating fraud and related activity in connection with computers?				(1 mark)
A. PATRIOT Act
B. Digital Millennium Copyright Act
C. Computer Fraud and Abuse Act
D. Sarbanes-Oxley Act

20. Which of the following is the most complex part of the digital forensics investigation process?							(1 mark)
A. Identify relevant items
B. Acquire the evidence
C. Authenticate the recovered evidence
D. Analyze the data

21. Which of the following is used to declare the intended areas of operation for a business? 								(1 mark)
A. Values statement
B. Vision statement
C. Objectives statement
D. Mission Statement

22. True or False: Organizational planning should make use of a bottom-up process in which the employees choose the initiatives the organization should pursue. (1 mark)

23. A multi-layered approach to strategic planning encompasses two key objectives: general strategy and which of the following? 		(1 mark)
A. overall strategic planning
B. Archived profiling
C. Organizational profiling
D. InfoSec planning

24. Which of the following best describes a stakeholder?	(1 mark)
A. An individual or group that owns financial stock in an organization
B. A competing organization
C. An individual who buys an organization’s products
D. An individual or group who has a vested interest

25. Which of the following is used to establish a formal set of organizational principles and qualities for an organization? 						(1 mark)
A. Values statement
B. Vision statement
C. Mission statement
D. Morals statement

26. Which phase of the CGTF framework involves determining where you are relative to where you want to be? 						(1 mark)
A. Initiating
B. Diagnosing
C. Establishing
D. Learning 

27. True or False: InfoSec objectives must be addressed at the highest levels of an organization’s management team in order to be effective and offer a sustainable approach.								(1 mark)

28. According to the IDEAL framework, which functional role should be responsible for communicating policies to employees and coordinate training?	(1 mark)
A. Chief Executive Officer
B. Chief Risk Officer
C. Mid-Level Manager
D. Enterprise Staff

29. Which of the following governance processes, as outlined in ISO 27014:2013, involves the review and assessment of organizational information security performance toward goals and objectives by the governing body?				(1 mark)
A. Monitor
B. Direct
C. Communicate
D. Assure

30. Why is the bottom-up approach less effective than the top-down approach? (1 mark)
A. Lack of technical support
B. Lack of management support
C. Lack of stakeholder support
D. Lack of stockholder support

31. Which type of security policy sets the strategic direction, scope, and tone for an organization’s security efforts?					(1 mark)
A. System-specific security policy
B. Issue-specific security policy
C. Enterprise information security policy
D. Strategic planning security  policy
32. True or False: Most modern server operating systems translate ACLs into configuration sets that administrators can use to control access to their systems.	(1 mark)
A. Answer: True

33. Which of the following is NOT a typical permission available for use in ACLs? 										(1 mark)
A. Read
B. Write
C. Delete
D. Expunge

34. Which of the following is NOT a specific characteristic of ISSP?	(1 mark)
A. It addresses specific technology-based resources
B. It requires frequent updates
C. It addresses hardware implementation issues
D. It contains an issue statement

35. Which of the following is NOT an InfoSec policy recommended in NIST’s Special Publication 800-14 document?					(1 mark)
A. Enterprise information security policy (EISP) 
B. Issue-specific security policies (ISSP)
C. System-specific security policies (SysSP)
D. Task-specific security policies (TSSP)

36. What is used to regulate the who, what, when, where, and how aspects of access to a system or resource?							(1 mark)
A. Configuration rules
B. Access control lists
C. Rule-based policies
D. Security policies

37. True or False: A policy administrator is the combination of a system administrator and a CIO.									    (1 mark)

38. In which SecSDLC phase should the policy development committee determine the fundamental philosophy of the organization when it comes to policy?  (1 mark)
A. Implementation phase
B. Design phase
C. Investigation phase
D. Analysis phase

39. What is the name of the agreement screen that prompts for user acceptance of fair and responsible use terms for a particular software package?	(1 mark)
A. End-user license agreement
B. End-user fair-use policy
C. End-user terms of use agreement
D. End-user distribution policy

40. All but which of the following occurs during the investigation phase of policy development?							(1 mark)
A. Attaining support from senior management
B. Providing clear articulation of goals
C. Performing a risk assessment
D. Creating a detailed outline of a policy’s scope

41. Which of the following information security roles best describe a type of specialized security administrator, and is typically responsible for analyzing and designing security solutions in a specific domain.					(1 mark)	
A. Security manager
B. Chief security officer
C. Security analyst
D. Chief information security officer

42. True or False: A CISO never reports to the CIO, and must always go through management hierarchies.						(1 mark)

43. Which security role is typically an entry-level position responsible for monitoring some aspect of the organization’s security posture?			(1 mark)
A. Security technicians
B. Security administrators
C. Analysts
D. Watchstanders

44. Which certification is considered to be one of the most prestigious certifications for security managers and CISOs?					(1 mark)
A. CISA
B. CISSP
C. CND
D. CompTIA Security+

45. An organization is considered to be medium-sized when it has approximately how many devices?								(1 mark)
A. Less than 100
B. More than 1000
C. More than 100, less than 1000
D. More than 2000

46. True or False: It is the CISO’s responsibility to ensure that InfoSec functions are performed within an organization.					(1 mark)

47. All but which of the following is certification training recommended for a student focusing on managerial information security?			(1 mark)
A. Certified Information Systems Security Professional
B. Security+
C. Certified Information Security Manager
D. Global Information Security Officer

48. Which of the following is NOT a major benefit of SETA programs?   (1 mark)
A. They enable the organization to hold employees accountable
B. They can inform members of the organization about where to report policy violations
C. They can improve employee behaviour
D. They can improve configuration rule security

49. Which of the following represents a sequence of activities or events that take the majority of time to complete on a PERT or CPM diagram?		(1 mark)
A. Critical order
B. Absolute path
C. Slack time
D. Critical path

50. Which of the following is considered one of the least frequently implemented but most effective security methods?						(1 mark)
A. Security Education
B. Security Certifications
C. Security Training
D. Security Awareness

51. True or False: Only the InfoSec and IT communities have a role to play in the management of risks to information assets.				(1 mark)

52. The evaluation and reaction to risk to the entire organization is known as which of the following?								(1 mark)
A. RM framework
B. RM process
C. Enterprise Risk Management (ERM)
D. risk management policy

53. Which of the following is the first stage of the RM framework? 	(1 mark)
A. Framework design
B. Framework monitoring and review
C. Continuous improvement
D. Executive governance and support

54. What name is given to the relative executives who work together with the support of the CISO in developing and enabling the RM framework and its resulting process?  										(1 mark)
A. governance group
B. RM framework team
C. risk management policy developers
D. risk tolerance team

55. Which of the following framework implementation methods is considered the boldest method?								(1 mark)
A. desk check
B. pilot test
C. phased approach
D. direct cutover


56. Name the triad protection characteristics for information security	(3 Marks)

57. A set of organizational guidelines that dictate certain behaviour within the organization is: _______________________					(1 mark)

58. For an organization to ensure that the implemented standards continue to provide the required level of protection, this is known as: 			(1 mark)
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