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Section 1. [bookmark: _Toc66387067]Overview
1.1 [bookmark: _Toc66387068]General
The overall task is set in two parts, instructed by two worksheets. The aim is to build, deploy, configure and manage a Type 2 Hypervisor platform-based Virtualised network. Applying a systematic understanding of network operating system environments to then deploy, manage and maintain critical network services and resources. This report details the outcomes of the latter part of the above, where critical network services and resources are configured.
1.2 [bookmark: _Toc66387069]Purpose
Use the following resources:
· Server based Network Operating Systems and intrinsic services and features
· Client based Network Operating systems and suitable, intrinsic/external features.
Task 2 requests that the following is developed:
· Install critical network services, (Worksheet 2)  
The above tasks comprise of Practical work and Observational tasks.
This document is laid out with the following structure:
· Section 1: is this overview.
· Section 2: Installing Critical Network Services.
· Section 3: Observational tasks.


Section 2. [bookmark: _Toc66387070]Installing Critical Network Services

Now that the server and client machines have been created virtually, and the network configuration successfully completed. Worksheet 2 gives the instructions on how to setup Active Directory Domain Services to create a domain, add users and set access rights. As stated in the worksheet instructions 
· In this part of the assessment, you are tasked with Deploying the Microsoft Active Directory Network Directory Service and demonstrating an understanding essential network directory objects.
· There are a few perquisite steps that must be undertaken, namely, to rename the System, ensure that the firewall is off, identify a strong administrative password to enforce minimum complexity requirements and identifying a suitable Domain name (DNS zone) for your organisation,
2.1 [bookmark: _Toc66387071]Rename the server
Before commencing the exercise, the following aspects are confirmed. 
Server1: Proof of Static IP, no DNS and Firewall off on both networks:
 	 [image: ]  [image: ]

 
[image: ]
Change computer name by right clicking on ‘This PC’ choosing Properties, Advanced System Settings, select Computer Name Tab and click Change:
[image: ]






Once changed, the PC has to be restarted
[image: ]
Returning to the Computer Properties screen confirms that the change has been successful.


2.2 [bookmark: _Toc66387072]Active Directory Domain Service
Select Server manager – Dashboard – Add Roles and features – Next – Role or Feature-based Installation:
 [image: ]

Select 
DC1-NWT and Next:






		 [image: ]


Select Active Directory Domain Services






The following screen: Add Features – Add Active Directory Features – Next – Failed to install was displayed. However, the following screen contains features which the instructions state to select default options.
[image: ]
The following screen displayed contains a summary of what AD DS (Active Directory Domain Service) does.
[image: ]
Install AD DS.
[image: ]
Installation completed successfully:
[image: ]




2.3 [bookmark: _Toc66387073]Create Domain Controller
Promote server to Domain Controller:
[image: ]
Add new forest with Root Domain name of nwtraders.msft:
[image: ]









Click next through DNS options window and additional options window:
[image: ]
It can be seen that the NetBIOS domain name is automatically set to NWTRADERS from above entry.
The Paths window displays the following information:
[image: ]
Review Options page displays the following:
[image: ]
And further down:
[image: ]
The script for the above which can be implemented in Powershell is:
[image: ]
Onto the prerequisites check:
[image: ]

As can be seen, two warnings are provided, but in this instance the security setting is hopefully not an issue, following links to the webpage or base article 942564 returns page not found from the Microsoft servers. Even when searching for “allow cryptography algorithms compatible with Windows NT 4.0” the top link returns page not found. Whether Microsoft were performing maintenance while this exercise was being undertaken is unknown. Other pages within Microsoft displayed correctly.
A delegation for this DNS server cannot be created, is essentially warning that if integrating with an existing DNS infrastructure the delegation needs to be manually setup. As there is no existing DNS infrastructure and we are setting up the Domain controller at this time, there is nothing further to do.
Whilst looking up the meaning of the above warnings, the server has blanked its screen and when woken back up, the window above has disappeared. Clicking the notification flag provides the following window:
[image: ]
However, I have left this screen on with the progress bar scrolling for an hour and no further action has occurred, also, I cannot click on the Promote this server option any longer. At this point I am unable to continue with the instructions…
By clicking on the Task details which displayed the following screen:
[image: ]
Right clicking on the Post-Deployment Configuration and Stopping it. Instead of actually stopping the install, it re-displayed the install option window as above (third picture up). It’s possible that Alt-Tab may also have brought that screen back.
Selected install. 
Install completed, machine re-started.
The login screen of the Server now displays the following:
[image: ]
Which relates to the new NWTRADERS domain that has just been created.
Sign in with password as set above. The password as set above does not work. I cannot determine why, it was typed in correctly, entered twice and written down to check. Although the screen does not display the characters when setting the password up, the fact they matched should mean they were entered correctly. 
The password “P@ssw0rd” worked for the administrator account above. This was not typed in during the install, the password “N3tW0rk1” was typed in at the required point above, as per the instructions. However, the user ‘Administrator’s password has not changed. The ‘N3tW0rk1’ password is for the DSRM or Directory Services Restore Mode set above.

2.4 [bookmark: _Toc66387074]User configuration – Domain Admin
Select the Administrative tools and Active Directory Users and Computers Option as below. 
Click Start – Administrative Tools, From the resulting dialog window, 
double click on Active Directory Users and Computers.
The following window is displayed with the Domain Controller highlighted.
[image: ]
Selecting Users and displaying the Domain Admins group shows the following:
[image: ]
Setup a new Domain Admin account by first creating a user:     
[image: ]                                                            
Password selected is !anD”wE£iN this follows the rule of using three simple words to make it memorable but the complexity is increased by interspersing the words with punctuation instead of spaces. The punctuation is 1,2,3 with shift, which helps with memorising. However, it must be realised that different keyboard layouts may not have !”£ as shift +123. Also, sometimes numbers are required but they can be used instead of the punctuation. A further layer of complexity is that the words have the capital letter at the end of the word. Dictionary attacks often use rules such as putting capitals at the start of words, using <space> or _ between words and placing numbers at the start or end of the string. By using the above format, a recall friendly password can be created that is relatively secure. Obviously a completely random set of characters is preferable but memorising these type of passwords is not easy or required during the purpose of this exercise.
The cartoon below demonstrates well how passwords have mutated over the years:
[image: Password Strength] [1]
The above is also recommended by the NCSC (National Cyber Security Centre) as can be seen in the text below:

‘Using complexity requirements (that is, where staff can only use passwords that are suitably complex) is a poor defence against guessing attacks. It places an extra burden on users, many of whom will use predictable patterns (such as replacing the letter ‘o’ with a zero) to meet the required 'complexity' criteria. Attackers are familiar with these strategies and use this knowledge to optimise their attacks. Additionally, complexity requirements provide no defence against common attack types such as social engineering or insecure storage of passwords.
For the above reasons, the NCSC do not recommend the use of complexity requirements when implementing user generated passwords.’ [2]
Leading on to the following advice:
‘Adopting the 'three random words' technique can help users to use suitably complex passphrases that they can actually remember.’ [2]
The site does mention using machine generated passwords but accepts the difficulty in remembering these. Once patterns are introduced, their efficacy diminishes especially if the attackers learn the pattern.
They summarise as:
· Be aware of the pros and cons of different password generation methods.
· If password managers are used, encourage the use of the built-in password generator.
· Complexity requirements provide no defence against common attacks and should not be used.
· Prevent users setting passwords that are too short.
· Don't impose artificial capping on password length. [2]
Microsoft’s minimal complexity requirements use characters from three of the following categories: 
· Uppercase letters of European languages 
· Lowercase letters of European languages 
· Base 10 digits (0 through 9)
· Non-alphanumeric characters (special characters): (~!@#$%^&*_-+=`|\(){}[]:;"'<>,.?/) 
· Any Unicode character that's categorized as an alphabetic character but isn't uppercase or lowercase. This group includes Unicode characters from Asian languages.
Set Passwords must meet complexity requirements to Enabled. This policy setting, combined with a minimum password length of 8, ensures that there are at least 218,340,105,584,896 different possibilities for a single password. This setting makes a brute force attack difficult, but still not impossible. [3]
Confirmation of above being created:
[image: ]
Find the User to add to the Domain Admins group.
[image: ]
Click OK.
[image: ]
And OK again.
This creates a Domain Admin account named Charles Gill.
 
2.5 [bookmark: _Toc66387075]Active Directory Object Attributes
The following exercise describes setting up a new user and setting the credentials and then set some network policy options against that user (or object). As the worksheet instructions state:
Restricted groups of users will have a number of limitations imposed upon their user activities on the network. These limitations are usually enforced via Group Policies, but it is important that the attributes of a user object are utilised to optimise such policies.


2.5.1 [bookmark: _Toc66387076]User Object Attributes
Setup new user:
[image: ]
Verified creation of user within Domain Users Group:
[image: ]
As can be seen above, an account named ‘krbtgt’ has been created, without user intervention.
This account is described by Microsoft below:
‘The KRBTGT account is a local default account that acts as a service account for the Key Distribution Center (KDC) service. This account cannot be deleted, and the account name cannot be changed. The KRBTGT account cannot be enabled in Active Directory.’ [4]
Right -clicking on the user on the above screen does not provide any options, right click on user from the Users container to alter properties:
[image: ]
Properties of a user provided by this window:
[image: ]
To set logon hours:
[image: ]
Use the window displayed to select the login hours allowed, as can be seen block selecting is allowed using the top and side options:
[image: ]  [image: ]
Monday to Thursday 8am to 5pm with lunch hour 1-2pm unable to logon completed.

Select OK and change user’s ability to change password:



[image: ]
Click OK and the User’s login hours are set.

2.5.2 [bookmark: _Toc66387077]Adding Computer Object to Domain
On the Server:
Check no computer accounts created:
[image: ]
Add New Computer with the name WS1-NWT:
[image: ]
On the Client machine change computer name as performed previously:
[image: ]
Click OK and Restart PC:
At Various points both server and client have displayed the following:
[image: ]
following the link doesn’t provide what has not installed.
Now change IP Address configuration change on the Client:
[image: ]



	


Change DNS server to point to the new domain server created above:


The Domain Name Server has now been setup through AD. This means that this option can now be populated on the client machine.
Under system settings – Computer name, select change:
[image: ]



	
Alter the computer to be a member of the domain “nwtraders.msft”:


Clicking OK presents the following window:
[image: ]
It appears to be that the AD DC is not contactable by client 1.
I have used CMD from Client 1 to PING the IP given as 192.168.1.100, there is no reply:
[image: ]

This would make sense as the Client is attached to the server on PrivateNet1 which is on 192.168.100.1. This is contrary to the worksheet instructions that prompt to enter 192.168.1.100 as in the earlier step. To prove this is the case the following checks were made:
On the Client, ipconfig provides:
[image: ]
On Server1 ipconfig provides:
[image: ]
And we know that Client1 is on PrivateNet1:
IP address 192.168.100.1 can successfully PINGed from Client1 as before:
[image: ]
Also, on the server the following can be seen from the Server manager Local server settings:
[image: ]
Change the DNS to 192.168.100.1 on the Client1’s Adapter settings:
[image: ]
Changing this setting has proved successful, retrying the steps above provides:



[image: ]
Client PC has restarted and provided the following login screen:
[image: ]


Nothing shows that it is on the new domain, however, selecting “Other user” shows the following:
[image: ]
Which does say sign in to: NWTRADERS.
Clicking How do I sign in to another domain provides the following:
[image: ]
Typing NWTRADERS\NWT-JB and the password provides the following warning regarding logon hours as setup previously:
[image: ]
Using the login of NWT-CG and password grants access to the PC:
[image: ]
Back on Server1 a check is made whether the NWT-JB account is allowed. It is restricted so access should not be granted.



On Server1 attempting to sign in with NWT-JB gives the following information:
[image: ]
This completes Worksheet 2 apart from some observational tasks. These are answered in the next section.


Section 3. [bookmark: _Toc66387078]Observational Tasks
The observational tasks for worksheet 1 were attended to during the worksheet exercise as the flow of the document was not overly affected by this. For Worksheet 2 the subjects are a little more in-depth and so are covered here.
3.1 [bookmark: _Toc66387079]DNS (Q6a)

DNS is an abbreviation of Domain Name System whose purpose and in part, history is described in the below passage from Andrew S Tanenbaum’s book ‘Computer Networks’:
‘Although programs theoretically could refer to Web pages, mailboxes, and other resources by using the network (e.g., IP) addresses of the computers on which they are stored, these addresses are hard for people to remember. Also, browsing a company’s Web pages from 128.111.24.41 means that if the company moves the Web server to a different machine with a different IP address, everyone needs to be told the new IP address. Consequently, high-level, readable names were introduced in order to decouple machine names from machine addresses. In this way, the company’s Web server might be known as www.cs.washington.edu regardless of its IP address. Nevertheless, since the network itself understands only numerical addresses, some mechanism is required to convert the names to network addresses. …
… To solve these problems, DNS (Domain Name System)was invented in 1983. It has been a key part of the Internet ever since. The essence of DNS is the invention of a hierarchical, domain-based naming scheme and a distributed database system for implementing this naming scheme. 
It is primarily used for mapping host names to IP addresses but can also be used for other purposes. DNS is defined in RFCs 1034,1035, 2181, and further elaborated in many others.’ [5, p. 611]
The core features of DNS, such as delegation, recursive name resolution, and Active Directory-integrated DNS zones, need to be understood because they have a direct impact on your Active Directory logical structure design. A diagram of how a DNS interacts over a network using delegation is given below:
[image: DNS concepts]
The DNS root server hosts the root zone represented as a dot ( . ). The root zone contains a delegation to a zone in the next level of the hierarchy, the com zone. The delegation in the root zone tells the DNS root server that, to find the com zone, it must contact the Com server. Likewise, the delegation in the com zone tells the Com server that, to find the contoso.com zone, it must contact the Contoso server. [6]
Recursive name resolution including resolving names by using root hints is shown below:
[image: Illustration that shows how DNS resolves a name by using root hints.] [6]
And resolving names by using forwarding is illustrated below:
[image: Illustration that shows how DNS resolves a name by using forwarding.]
3.2 [bookmark: _Toc66387080]Roles or feature based installations
Two further critical roles after AD are considered below:
3.2.1 [bookmark: _Toc66387081] DHCP
This is an abbreviation for Dynamic Host Configuration Protocol which essentially allows machines to connect to a network by dynamically assigning IP addresses when requested by new devices. A full description is given below from the Computer Networks book:
With DHCP, every network must have a DHCP server that is responsible for configuration. When a computer is started, it has a built-in Ethernet or other link layer address embedded in the NIC, but no IP address. Much like ARP, the computer broadcasts a request for an IP address on its network. It does this by using a DHCP DISCOVER packet. This packet must reach the DHCP server. If that server is not directly attached to the network, the router will be configured to receive DHCP broadcasts and relay them to the DHCP server, wherever it is located. 
When the server receives the request, it allocates a free IP address and sends it to the host in a DHCP OFFER packet (which again may be relayed via the router). To be able to do this work even when hosts do not have IP addresses, the server identifies a host using its Ethernet address (which is carried in the DHCP DISCOVER packet).
 An issue that arises with automatic assignment of IP addresses from a pool is for how long an IP address should be allocated. If a host leaves the network and does not return its IP address to the DHCP server, that address will be permanently lost. After a period of time, many addresses may be lost. To prevent that from happening, IP address assignment may be for a fixed period of time, a technique called leasing. Just before the lease expires, the host must ask for a DHCP renewal. If it fails to make a request or the request is denied, the host may no longer use the IP address it was given earlier. 
DHCP is described in RFCs 2131 and 2132. [5, p. 470]


3.2.2 [bookmark: _Toc66387082]File Server Role
Most networks would employ some aspect of a file server as this is one of the main advantages of networking computers together. In its most basic form a file server provides a volume, a shared folder or a set of files, to multiple users that are authorised to access said data.
Microsoft File Server Role is available to be installed and the overview is provided by Microsoft below:
File Server Resource Manager (FSRM) is a role service in Windows Server that enables you to manage and classify data stored on file servers. You can use File Server Resource Manager to automatically classify files, perform tasks based on these classifications, set quotas on folders, and create reports monitoring storage usage.
Features
File Server Resource Manager includes the following features:
· Quota management allows you to limit the space that is allowed for a volume or folder, and they can be automatically applied to new folders that are created on a volume. You can also define quota templates that can be applied to new volumes or folders.
· File Classification Infrastructure provides insight into your data by automating classification processes so that you can manage your data more effectively. You can classify files and apply policies based on this classification. Example policies include dynamic access control for restricting access to files, file encryption, and file expiration. Files can be classified automatically by using file classification rules or manually by modifying the properties of a selected file or folder.
· File Management Tasks enables you to apply a conditional policy or action to files based on their classification. The conditions of a file management task include the file location, the classification properties, the date the file was created, the last modified date of the file, or the last time the file was accessed. The actions that a file management task can take include the ability to expire files, encrypt files, or run a custom command.
· File screening management helps you control the types of files that user can store on a file server. You can limit the extension that can be stored on your shared files. For example, you can create a file screen that does not allow files with an MP3 extension to be stored in personal shared folders on a file server.
· Storage reports help you identify trends in disk usage and how your data is classified. You can also monitor a selected group of users for attempts to save unauthorized files. [7]
3.3 [bookmark: _Toc66387083]Different levels of access
There are several reasons for setting different levels of access/roles within the ‘Built-in’ Network User Account Groups. These groups could contain Domain Admins, DHCP Admins, DNS admins, etc. Broadly speaking the main reasons though are for ease of configuration, simplifying network maintenance and administration and security.
Taking these in turn, by having user’s rights restricted, the role of that user can be well defined and the scope of where that user can affect the overall network is restricted. This can help with administration in that certain tasks can be given to the users with those rights.
Security wise, there is no argument that restricting user’s abilities helps with controlling what they can affect, delete, or mistreat. All system administrators have to be wary that at some point they may have a user that is intent on causing harm to the network or remove data. By restricting user’s abilities these risks can be mitigated.
Within Active Directory Microsoft provides the following by utilising Groups:
‘Groups are characterized by a scope that identifies the extent to which the group is applied in the domain tree or forest. The scope of the group defines where the group can be granted permissions. The following three group scopes are defined by Active Directory:
· Universal
· Global
· Domain Local
Note: In addition to these three scopes, the default groups in the Builtin container have a group scope of Builtin Local. This group scope and group type cannot be changed.’ [8]
As well as clearly defining user roles and improving security, having different levels of access can improve troubleshooting across a network, and implementing group policies can help with this aspect of system administration. 
3.4 [bookmark: _Toc66387084]AGDLP & AGUDLP
AGDLP is an abbreviation of “Account, Global, Domain Local, Permission” which relates to the following as set out by Adam Bertram:
· Accounts (the user or computer)
· Global group (also called role group)
· Domain Local groups (also called access groups)
· Permissions (the specific permission tied to the domain local group)
The acronym is the exact order used to nest the groups. [9]
Microsoft recommend that Role Based Access Control (RBAC) that is nested when implementing Active Directory (AD) on a network. AGDLP above is used in single-domain environments and AGUDLP for multi-domain/forest environments. 
AGUDLP has the same abbreviations as above but with the U representing a Universal Group.
By implementing AGDLP nesting and RBAC principles the permissions can be replicated to other groups if required. The diagram below describes this:
[image: ] [9]
When using AGUDLP, which utilises a universal group to add role groups from other domains. A diagram illustrating this is shown below:
[image: ] [9]
Four important rules are described by Adam Bertram for the implementation of AGDLP/AGUDLP, these are listed below:

1. Decide on a naming convention of your groups.
2. One user can have multiple roles. Don't create more role groups than necessary.
3. Always use the correct group type: domain local, global, universal, etc.
4. Never assign permissions directly to the global or universal groups. This will break the nesting strategy and its corresponding permissions summary for the organization.  [9]
It is important to have a well laid out plan of the network before implementing AGDLP, as the structure of what is built depends on a clean design that does not use too many role groups or have users that belong to too many roles/groups. This may cause incompatibilities or unstable behaviour if settings conflict between groups. Although a hierarchy is employed in the settings, which will dictate which are set, lower settings may rely on a configuration higher up the chain.
The naming convention should be clear, simple (so that scripts can easily be written) contain no spaces or special characters except ‘_’ and ‘-‘.
A good clear network plan including groups and objects, with clear permissions not only helps with keeping a well-run network but will make maintenance and troubleshooting easier. In turn this helps improve security also. 
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