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This report presents the practical implementation and configuration of a virtualised enterprise network as part of the Network Operating Systems and Services module. Building on the topology developed in Coursework 1, the objective of this assessment is to deploy, manage, and maintain key network services across a multi-site environment, specifically between the Swansea and London networks.
The work undertaken includes the configuration or routing services, domain services, DHCP, VPN connectivity, file sharing, web services, and remote access. Each task has been implemented within a virtualised environment and supported with relevant screenshots to demonstrate functionality and successful configuration. This report provides a structured overview of the practical work completed, alongside concise explanations to evidence understanding of the underlying network concepts.
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Figure 1 - Screenshot showing firewall configuration to allow ICMP Traffic (Swansea).
The windows Defender Firewall was configured on the Swansea network to allow ICMP (Echo Request) traffic, enabling successful network connectivity testing using ping commands. This was achieved by ensuring the relevant inbound firewall rules for ICMPv4 were enabled within the Advanced Security settings. 
Additionally, key Active Directory and network service rules were verified to be active, ensuring that essential communication between network devices and services could occur without restriction.
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Figure 2 - Enabling IP forwarding on the Debian server to allow packet routing between networks.
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Figure 3 - Configuration of static IP addressing and verification of routing table using ip route show.
IP forwarding was enabled on the Debian server to allow the system to function as a router between networks. This was configured by setting net.ipv4.ip_forward = 1, enabling packet forwarding between interfaces.
Additionally, a static IP address was assigned to the internal interface, and a static route was configured to allow communication with the Swansea network. The routing configuration was verified using the ip route show command, confirming successful network connectivity between both locations. 
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Figure 4 - Configuration of forward and reverse lookup zones within DNS Manager on the domain controller.
The DNS service was configured on the domain controller to support name resolution across the network. Forward lookup zones were created for the domain to map hostnames to IP addresses, while reverse lookup zones were configured to resolve IP addresses back to hostnames.
These zones were integrated with Active Directory to ensure efficient and secure name resolution across both Swansea and London networks, supporting overall network functionality. 
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Figure 5 - Configuration of domain password policy settings using Group Policy Management Editor
A secure password was configured using Group Policy Management to enhance domain security. This included enforcing password complexity requirements, setting a minimum password length of 12 characters, and defining password history and age policies.
These settings ensure that user accounts follow strong authentication practices, reducing the risk of unauthorised access and improving overall network security.
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Figure 6 - Verification of VPN configuration using swanctl --load-all, showing successful loading of the site-to-site connection.
A site-to-site VPN connection was configured between the London and Swansea networks to enable secure communication across locations. The VPN configuration was implemented using strongSwan, and the connection settings were loaded using the swanctl –load-all command.
The output confirms that the VPN connection was successfully established, with the defined connection profile loaded correctly, ensuring secure and encrypted communication between both network sites. 
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Figure 7 - Configuration of Routing and Remote Access Service (RRAS) showing active network interfaces and demand-dial connection.
Routing and Remote Access Service (RRAS) was configured on the Windows Server to enable routing between segments. A demand-dial interface was established to connect the Swansea network to the London network, allowing communication between the two locations. 
The configuration includes multiple active network interfaces, ensuring proper routing of traffic within the network and supporting inter-site connectivity.
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Figure 8 - Verification of Active Directory user creation using PowerShell (get-ADUser).
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Figure 9 - Client machine successfully joined to the domain (nate.acca).
User accounts were created within the Active Directory domain using PowerShell to ensure efficient and consistent account provisioning. The Get-ADUser command was used to verify that all users were successfully created with the correct naming conventions. 
Additionally, client machines were successfully joined to the domain, as evidenced by the system properties showing domain membership. This ensures centralised authentication and management of users across the network. 
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Figure 10 - Configuration of DHCP scopes for Swansea and London networks within DHCP Manager.
The DHCP service was configured on the domain controller to automatically assign IP addresses to client devices across the network. Separate DHCP scopes were created for both the Swansea and London networks ensuring proper IP allocation and communication without manual configuration. 
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Figure 11 - Successful network connectivity test using ping with no packet loss.
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Figure 12 - Verification of DNS resolution using nslookup showing correct hostname-to-IP mapping.
Network connectivity was tested using the ping command to verify communication between devices on the network. The results show successful responses with no packet loss, confirming that routing and network configuration were functioning correctly.
Additionally, DNS resolution was tested using nslookup command, which successfully resolved the domain name to its corresponding IP addresses. This confirms the DNS services were correctly configured and operational across the network. 
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Figure 13 - Network testing using ping, nslookup, and tracert confirming connectivity, DNS resolution, and routing path.
Further network testing was conducted using the tracert command to analyse the routing path between devices. The results show a direct route with minimal latency, confirming that routing between network segments is correctly configured and efficient. This additional verification supports the successful implementation of routing, DNS, and overall network connectivity across the environment. 
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Figure 14 - Configuration of secondary disk drive and creation of shared folder (SwanseaFiles).
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Figure 15 - Security permissions applied to shared folder showing access for Domain Users.
A secondary disk drive was mounted and configured as a shared storage location for network users. A folder named SwanseaFiles was created on the drive to provide centralised file access across the network.
Access permissions were configured to ensure appropriate security, with Domain Users granted the required level of access. This allows authorised users to access shared resources while maintaining controlled and secure file management. 
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Figure 16 - Configuration of DNS Host (A) records within the forward lookup zone.
Host (A) records were created within the DNS forward lookup zone to map device hostnames to their respective IP addresses. These records enable accurate name resolution for key network devices, including clients and servers.
This configuration ensures that devices can communicate using domain names rather than IP addresses, improving usability and supporting essential network services.
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Figure 17 - Configuration of IIS authentication settings showing Windows Authentication enabled and anonymous access disabled.
A web server was configured using Internet Information Services (IIS) to host the domain-based website. The site webs.nate.acca was created and configured to support secure access for domain users. Windows Authentication was enabled while anonymous access was disabled, ensuring that only authenticated domain users can access the website. This enhances security and aligns enterprise authentication practices.
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Figure 18 - Successful access to IIS hosted website (webs.nate.acca) displaying the configured webpage.
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Figure 19 - Remote Desktop enabled to allow remote access to the server.
The configured IIS web server was tested by accessing the site through a web browser using the domain name webs.nate.acca. The successful display of the webpage confirmed that the web service is correctly configured and accessible to authenticated users. In addition, Remote Desktop was enabled on the system to allow remote administrative access from other machines within the network. This supports efficient network management and aligns with enterprise-level remote access practices.
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Figure 20 - Access to Remote Desktop Services via web interface showing HTTPS connection and certificate warning.
Remote Desktop Service (RDS) web access was tested using a browser by navigating to the configured URL. The page was successfully reached over HTTPS, confirming that the RDS service is accessible across the network.
A security warning was displayed due to the use of a self-signed certificate, which is expected in a test environment. Despite this, the result confirms that the remote desktop web interface is correctly configured and operational.
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Figure 21 - Final DNS configuration showing host (A) records within the nate.acca domain.
A final review of the DNS configuration confirms that all required host records have been successfully created within the forward lookup zone. Key services, including the domain controller, client machines, web server, and remote Desktop Services, are correctly mapped to their respective IP addresses. This ensures reliable name resolution across the network and supports the functionality of services such as web access, remote desktop connectivity, and domain authentication.
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This report demonstrated the successful configuration of a multi-site virtualised network environment using Windows Server and Linux systems. Key services including DNS, DHCP, Active Directory, web hosting, and remote access were implemented and tested to ensure full connectivity and functionality. 
Validation through tools such as ping, nslookup, and web access confirmed that all systems were correctly integrated. Overall, the environment meets the required objectives and demonstrates a functional and secure network setup. 
Generative AI tools were used as a supplementary aid during this assignment to help explain configuration steps and troubleshoot technical issues. The tools were used for learning support only, and all implementation, testing, and validation were carried out independently.
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