Review complex types of internet-dependent crimes. (2000 words)

According to the University System of Georgia, the internet is considered to have officially launched on 1st January 1983 and prior to this the various computer networks could not communicate with each other (Online Library Learning Centre 2022). This assignment will cover how crimes have evolved since the launch of the internet and discuss a number of these complex techniques in more detail, including how UK policing and worldwide policing attempt to tackle these internet-based crimes.

Crime in the written sense such as forgery and fraud are being replaced by well adapted criminals taking advantage of the internet era. The world is more connected via the internet than ever before as Robyn Layton explains, in 1995 only 0.77% used the internet, compared to 2022 where 63% across the world now use the internet (Layton 2022).  (Tech Target Search Security describes cyber-crime as “any criminal activity that involves a computer, networked device or a network” (Brush, Rosencrance, Cobb, 2022). Internet-dependent cyber-crimes can take many forms including “hacking, malicious communications, phishing, ransomware, software viruses and encrypted devices that can cause untold amounts of financial deficit and trauma to businesses and the public” (National Crime Agency, 2022). Within this assignment, each of these cyber-crimes will be reviewed in more detail to undercover the complexity of each of them, the techniques used amongst criminals and examples of how they’ve impacted businesses, the government and individuals. 
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In a recent study conducted by the UK Government on cyber resilience, 39% of UK businesses in the last 12 months identified a cyber-attack in which the most common threat vector was phishing attempts (83%); remaining consistent with previous years of the survey (Cyber Security Breaches Survey, 2022). Phishing is when “criminals use scam e-mails, text messages or phone calls to trick their victims” (National Cyber Security Centre, 2022). The goal of this crime is to con a person into providing details for the offender to gain access to the victim’s personal security such as passwords and key information that would allow the offender to extract data. According to The Action Fraud Police, many scammers operate fake websites, which will download viruses to their computer, or are designed to steal passwords or other personal information. (Action Fraud Police 2022). Fraudsters use phishing techniques to prey on the elderly and vulnerable, a recent study revealed that older age was related to a worse discrimination between genuine and phishing e-mails (Grilli et al. 2021). 

As well as the threat to individuals, the devastation to businesses through internet-dependent crimes can cost them greatly in terms of financial and reputational damage. All companies have a responsibility to provide a level of protection against cyber-crime, to protect individual’s personal data being breached as well as protecting their own reputation. Packet Labs explains the impact of phishing attacks “which can damage reputation, intellectual loss, financial and confidence from investors as well as resulting in fines imposed by regulatory bodies in the case of breaches that cause violations of GDPR, PIPEDA and PCI, to name a few” (Packet Labs 2020). 

Another type of internet-dependent crime first used by a person called Joseph Popp in 1989 was the demonstration of ransomware which used symmetric-key encryption to hijack victims’ hard drives and demand payment (O’Kane, Sezer and Carlin 2018). This is a tactic used by computer hackers to infiltrate and bypass the internet security settings of a business or organization and lock them out of their system using a complex encryption, usually holding vast amounts of personal and intellectual data. The hacker will then, with their encryption, hold the company to ransom until either money, or whatever they find valuable to their cause is transferred to them, hence the term “ransom”. Of the 39% of businesses who stated they had identified a cyber-attack within the recent Cyber Security Breaches survey, around one in five (21%) identified an attack type such as a denial of service, malware, or ransomware attack. Despite its low prevalence, organisations cited ransomware as a major threat, with 56% of businesses having a policy not to pay ransoms (Cyber Security Breaches Survey, 2022). The financial cost of paying the ransom holders can leave companies in debt leading to higher insurance premiums, and even if covered by ransomware insurance, only a third of financial costs were able to be paid out in 2021 (Guntrip 2022).

Ransomware gained media attention in 2017 when a cyber-attack severely disrupted more than 80 hospital trusts and 8% of GP practices after this technic was used to lock down hospitals in England. A weakness in the NHS armour was their lack of protection due to their 15-year-old Microsoft Windows applications which were no longer protected (National Health Executive, 2018). This was a massive oversight by the NHS that cost them greatly; published in Nature Digital Medicine and led by researchers from the College’s Institute of Global Health Innovation, the study concluded that “WannaCry caused hospitals in England to lose £5.9 million” (Alford 2019).

Ransomware plays on a victim’s vulnerabilities by using fear tactics. It is similar but different to Phishing in that it is more aggressive in nature and uses methods for example, when the virus has infiltrated a system, it will imitate law enforcement or deceive victims convincing them that they have downloaded illegal software and can be punished by law (Trend Micro 2015). This leaves the victim no option other than paying the perpetrator. Ultimately Ransomware attacks will never be one hundred percent unavoidable but with the use of protection such as updated firewalls, anti-virus software and multi-factor authentication, this should help mitigate these internet-dependent crimes (Midler 2020). 

[bookmark: _Hlk112255671]Another complex internet-dependent crime is the use of encrypted tools such as encrypted messaging systems on smartphones which has also increased criminal anonymity through the age of the internet. “Digital devices are increasingly the key instruments with which crimes are planned, perpetuated and memorialized; and they often hold evidence necessary to solve a crime” (De Bolle., Vance 2021). It is not uncommon for criminal gangs to operate from other side of the country or even different countries hidden by the cloak of encryption using smartphones. Often these devices will be found by law enforcement around the world and deciphering the encryption is priority number one if they are to uncover a plethora of intelligence leading them to the hub of the criminal activity.

This can be done with the use of digital forensic tools and collaboration with law enforcement officers globally. One such instance of this was in 2021 where Dutch and Belgian police collaborated to infiltrate the encrypted messenger Sky EEC, a stalwart of the criminal community. This led to raids across The Netherlands and Belgium with over seventy arrests, valuables, firearms, drugs, and police uniforms being recovered, intelligence from this investigation was shared globally (Goodwin 2021).

Another way to monitor criminals who utilize encrypted devices is to control what devices and in what platforms they use. This is in effect a tactic used by law enforcement and counter-intelligence agencies to have a two-way mirror access of criminal behavior and activity without them even suspecting a thing. A company was created by the Federal Bureau of Investigation and collaborating agencies over several year’s posing as a credible encryption company in their hope of remaining anonymous. This led to a plethora of intelligence unwittingly being disclosed by criminal organizations, directly to law enforcement and resulting in 800 arrests in 16 countries (Brodkin 2021). The fact that criminal organizations are relying so much on encrypted software within smartphones and the extent to which law enforcement agencies are prepared to reach to tackle it and the number of arrests, shows how much this use of communication is effective and paramount for illegal business to thrive.

As well as global internet-dependent crimes, the internet has affected communities on a local level, whether it be through theft, drugs, human trafficking, or mental abuse conducted through personal computers or smartphones. The evolution of county lines gangs and postcode gangs and their abuse of social media, especially aimed towards younger members of society is a growing problem in towns and cities with most police services reporting 85% of knives and 74% of firearms are used by county lines (Evie Lee, 2022). “OCGs also use the internet to extend their criminal networks and activities, and even for recruitment or new ventures. However, unlike YSGs and YCGs, OCGs are less likely to use social media platforms to ‘slag off’ or ‘disrespect’ rival outfits. Rather, social media is used almost exclusively for developing and improving gang business” (McLean, et al 2019). As stated above OCG’s are more likely to use social media in a professional manner for the promotion of their income and business whereas the lower-level youth gang’s which are foot soldiers of the OCG’s, will use social media to display scenes of violence, weapons caches, and money all gained through what has been described as “social media for glamorizing gang life, escalating gang tensions, and normalizing weapon carrying” (HM Government, 2018).

The advent of streaming services has sped up this “peacocking” behaviour from street gangs online to an instant and live broadcasting of criminal events such as assaults and other gang culture. Internet Protocol Television (IPTV) is a technology that allows live and on-demand streaming of television content online from traditional modes of broadcasting by air, satellite, and cable towards internet-based streaming. While it offers advantages to customers such as flexible online access and video on demand, criminals have taken advantage of the expanding market and the increasing number of subscribers to set up illegal IPTV platforms (Europol, 2022).

During the Covid-19 pandemic, millions of people that were kept indoors for their own safety and turned to the television as a source of refuge and many subscribed to illegal streaming services for more viewing diversity. Not only does it have a financial impact on television production companies each year through lost revenue but also provides a lucrative source of income for criminal gangs which can amass into the thousands if not millions; “digital piracy is often run for profit by criminal gangs and individuals; both those stealing the content and making it illegally available, and those selling illicit streaming devices, make very large amounts of money from these crimes” (FACT-UK.org, 2017). This crime was thwarted by Spanish officials in mid-2020 which found one criminal gang had amassed fifteen million euros worth of profit from illegal streaming services, by sharing over 40,000 different channels (Europol, 2022). 

It could be argued that while internet-dependent crimes discussed above can have huge financial concern on business and individuals, should we be increasingly more concerned on the impact the internet is having on young individuals? The advancements in technology have also seen advancements in cyberbullying. According to National Bullying Helpline, they have seen an increase in bullying, harassment and victimisation online. “Social media gives bully’s a safe environment to say what they want and target whom they please. Forms of cyberbullying via social media can include malicious and abusive rumours, online stalking, grooming, catfishing and trolling to name a few” (National Bullying Helpline, 2022). Similarly, research from the Education Policy Institute and The Prince's Trust has found teenagers' mental health is being damaged by heavy social media use from the age of 14 which has exacerbated since the pandemic (BBC News, 2021). Many charities including National Bullying Helpline are working closely with the police and social media service providers, to work towards eliminating internet crimes amongst young people.
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By identifying just a few internet-dependent crimes, it’s clear how complex the range of techniques used by criminals can be from hacking, phishing, ransomware, software viruses and encrypted devices through to malicious communications. There are security measures organisations and individuals can take to protect themselves through updated firewalls, anti-virus software and avoiding illegal streaming services however now more than ever, we are increasing exposed to the threat of criminal exploitation due to our reliance on the internet and the sophistication of internet-dependent criminals which is unlikely to go away anytime soon.
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Assess the role of community policing in fostering and maintaining community cohesion. (2000 words)
According to the City of London Police, local policing (also known as community policing) are groups of officers dedicated to serving the community. Teams are made up of officers based in the area, supported by additional officers from the wider area. Teams work closely with local authorities, organisations, partners, and residents to decide policing priorities. This helps teams find long-term solutions to local problems (City of London Police 2022). This assignment will cover how local policing teams can foster and maintain cohesion within the communities they serve following historical and present-day issues which have caused friction between the police and their local communities, and how best to resolve it.

Communities are made up of any number of constituents living together from all different backgrounds, be it, race, religion, ethnicity, sexual orientation etc. The police have long been considered since its beginnings, to reflect the communities in which they serve, and in turn be a role model for how communities should behave and live together. According to Sir Robert Peel, “The police earn public support by respecting community principles. Winning public approval requires hard work to build reputation: enforcing the laws impartially” (Sir Robert Peel 1829). A part of community cohesion is the ability for a police officer to maintain and be recognized by a community as a professional person of trust and a pillar in the communities in which they serve. This has been noted in recent years by the College of Policing professional body in 2012, who introduced the wider learning and higher education learning courses to re-shape modern policing’s organization and culture (Lumsden 2017). This introduction of the professional standards needed to graduate as a police officer, shows a willingness for the police to be perceived as professional in the public sphere. This has led to greater trust and a fresh perspective of the police to be more representative of the community it serves (Marsh 2021). 

The role of community policing is also to adapt to changes in society, whether large or small, it is important to recognize the difference and diversity of race, religion, and ethnic cultures. Since the days of the post-World War Two Windrush generation, where thousands of people were brought to the U.K to support the British workforce shortage, the U.K has seen a massive shift and change in the landscape, law, and culture. It became obvious that to police and govern the U.K with such a diversity of cultures, they would need to be represented by constituents of these backgrounds however it took until 1967 for the first black applicant to be accepted into the Metropolitan Police (Metropolitan Black Police Association 2022). Pioneering people like Derrick Hassan, a second-generation Somalian descendant who joined South Wales Police in 1971 to become the first Black Police Officer in the South Wales Force, Hassan stated “it was the disillusionment of his young, black friends with the police that first inspired him to join” (Taggert, 2002). Hassan, who would police through some of the more troubling times involving race relations with the police and the communities they served, shed light on how his community members of ethnic backgrounds felt about their treatment by the police in that time; "They were telling me stories about being harassed. We thought a black person should join the police and break down the barriers from within" (Hassan 2002). This one example shows how important diversity within the police force and understanding of different ethnic backgrounds, religions and cultures is to help foster and build cohesion within a community. This example of an officer from a segment of a community that understood the issues from outside the police, was able to influence it from within when joining and trying to educate fellow officers how to engage with the community it serves.

According to the Office of National Statistics 2021, there is still an underrepresentation of black and ethnic minority representation in community policing with only 7.5% of the 43 Police Forces in England and Wales of black and ethnic minorities that year. With a population of 59,597,300 in England and Wales with 17.2% percent being projected as black and ethnic minorities, this is approximately 10,250,735 of the population (Wallcott, 2021). Despite the underrepresentation of black and ethnic minority presence within the police, community policing is working hard to fostering good relationships with ethnic minorities to allow them to voice their concerns in events organized by the police. Events such as ‘We stand together festival’ organized by Gwent Police at the end of The National Hate Crime Awareness Week, provides resources to the Chief Constable in order to sustain community cohesion for the future. As highlighted by the Police and Crime Commissioner “The National Hate Crime Awareness Week (October 14 – 21) provided an opportunity for both Gwent Police and my office to promote community cohesion and solidarity and to work with our partners to stand together against hatred and intolerance.” Cuthbert then went on to say “Last month I announced a comprehensive review of the Police estate, which aims to ensure that all police buildings and properties in Gwent are fit for the demands of modern policing and deliver a citizen focused service. I want to ensure that Gwent Police retains a visible and accessible presence in the heart of the communities it serves” (Cuthbert 2017). Events and additional police presence helps the police force to get to know the communities they serve and equally help the public understand the role of the police in supporting them, overall aiding better relationships. 

Within the Code of Practice for the Principles and Standards of Professional Behaviour for the Policing Profession of England and Wales, it is of the upmost importance that the police “act with fairness and impartiality and will not discriminate unlawfully or unfairly” (Code 3 of Standards of Professional Behaviour 2014). Diversity training is therefore very important to keep police forces up to date and aware of the differences in their communities, and strong leadership to maintain the values instilled within forces to combat any unconscious bias. Monitoring interactions with the public and using data to measure policing tactics and demographics challenged in communities, can help tackle barriers and lead to a better understanding of why police officers have made an arrest or challenged a certain segment of the community. According to Kelly, “A portal empowers citizens with an understanding of what is happening in their community. Citizen awareness can lead to citizen advocacy” (Kelly 2020). This in turn will help foster and maintaining community cohesion due to more clarity and better understanding of the role of the police amongst the public.

In order to support communities they serve, the police rely on partner agencies, councilors, schools, doctors, and other leaders of society to tackle issues within their respective communities and to keep division between community members low. According to the U.S Department of Justice, “Community policing is a philosophy that promotes organizational strategies that support the systematic use of partnerships and problem-solving techniques to proactively address the immediate conditions that give rise to public safety issues such as crime, social disorder, and fear of crime” (U.S Department of Justice 2012). However, there are greater social and economic issues arising in today’s societies such as drug and alcohol abuse, homelessness, poverty and mental health issues as official statistics found that 32% of all deaths among homeless people in England were a result of drug poisoning compared 1% for the general population (Office of National Statistics 2017). The role of community policing is also to adapt to changes in society and combat ways to identify and reduce risk and harm to the public.

Street foot patrols and use of Police Community Support Officers is one way of targeting such behaviour, to engage with the offenders they see regularly on the street. Information that can be gathered, however small and seemingly insignificant, to create intelligence leading to positive change within that community.  One PCSO in a study on policing drugs in communities explains, “You’d always ask those questions every time you speak to them, they won’t give you it, but they might give you a card or something like that with a number on that might be a couple of weeks old but it’s still intelligence” (Lister. S et al 2008). As well as police presence on the streets, drug and alcohol awareness scheme’s aim to tackle this issue for the minor as well as the major offenders. Studies in the U.S funded by The National Institute on Drug Abuse, have shown that early intervention and prevention programs through education outreach involving families, schools, communities and the media can have a massive effect on reducing future drug abuse (Bbmasteradmin 2014). Similarly, a report published by the Advisory Council on the Misuse of Drugs (ACMD) to the UK Home Security in 2019 advised that housing authorities, local councils, Police and health services should work together to adopt a tailored approach to tackling drug misuse among homeless people in their area. Both these studies show the importance of the police working with partner agencies to support the communities they serve.

The challenge community policing has which they need to continually build on is the public trust that was severely damaged from previous events, more recently the death of Sarah Everard by severing police officer Wayne Couzens in March 2021. This event severely damaged the public’s opinion on the police and their ability to ‘police by consent’ as Dame Cressida Dick recognised “a precious bond of trust has been damaged" (BBC News 2021). This event shone a light on the role of the police and how their actions can impact the confidence of their communities as noted by Chief Constable of Suffolk Constabulary Steve Jupp, “We must also take action ourselves where standards are not met. We must call into question any behaviour we see taking place which is unacceptable whether it is within the constabulary or when we are keeping our communities safe” (Jupp 2021). This will be essential to rebuilding the public’s trust and setting an example of how communities should live and behave together as the next generations enter society. However, one organization can’t do this alone and this identifies the importance of police working closely with partner agencies, councilors, schools and other organisations such as local hospitals and GP surgeries to serve their local communities the best way they can.

In conclusion and as identified throughout this assignment, the role of community policing is vast and comprehensive. It ranges from building reputation and fostering good relationships with their communities through events and greater police presence on the streets to allow the public to have their voices heard about issues or concerns they may have. This in turn will also allow the police to provide a better understanding to their communities about their role and clarity on recent incidents or challenges within certain segments of the community. As well as this, the role of community policing is to maintain a high level of public confidence by continually proving they are a professional person of trust and a pillar in the communities in which they serve. This involves continual training and constant review of their practices to ensure they are upholding high standards which their communities expect from them. Overall, there is a significant demand on community policing, but their role is hugely important in identifying harm and risk of local issue in order to best protect their communities and maintain cohesion.   
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