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1.1 Introduction 
Analysing information and knowledge management alongside the relationships between them and its contents involving data, GDPR, knowledge management practices and models as well as demonstrating an applied workplace context through a personal analysis for further understanding/explanation of information and knowledge management in the workplace. 
Knowledge and information management is the process of gathering methods involving structure and order as well as the creating and sharing of information, data, and knowledge. To collect and store data/ information for future assessments or analysis alongside displaying a vast perspective of knowledge in and around the environment is greatly executed by the successful businesses/ organisations seen today. Satisfying legal requirements by upholding the laws and regulations on data/ information sharing for example, data protection (GDPR) as well as utilising knowledge management strategies/ software for efficiency and clear understanding in all employees. When evaluating knowledge and information management it is apparent that there are distinctive differences between both methods of managing and that by implementing these methods results in the contribution towards achieving set targets and organisational/company goals. The knowledge aspect necessitates the position of guided knowledge, often throughout digital facilities and company software as well as non-digital such as environmental guides illustrating specific knowledge for the targeted audience. It shows to be primarily people- based, highly regarding people/employee performance, organisational objectives, and overall success of the business/company. Information management is a method of collecting, processing, organising then storing information so that knowledge from this can be obtained. In a workplace environment the information gathered can show to be statistical, collecting data/figures alongside employee data and personal information for example contact details and home address etc, data/ information management ensures efficiency and organisation allowing quick and easy access for finding information. This can be done electronically or manually however most successful/ global business seen today employ an electronic system for information management due to the serving of technology in this digital society. ‘Organisations that effectively gather, store, and share knowledge, see improved efficiency and employee satisfaction. An effective knowledge management system streamlines company knowledge while making it accessible to everyone’.’ Starmind 2023’. An organisation that applies efficient information management methods for collecting, organising, and storing data enables better knowledge management and overall understanding amongst employees/customers. Analysing knowledge and information management along with its methods involving organisation and the distribution of knowledge, the information aspect strongly impacts the knowledge amongst employees as well as the workplace environment, therefore presenting with the correct information is crucial. 
1.3 Information management 
[image: The data-information-knowledge-wisdom (DIKW) hierarchy as a pyramid to manage knowledge. Reproduced with permission from Tedeschi (2019).]Information management or IM for short, is the process of managing data encouraging structure and organisation for efficient information/knowledge sharing. An example of this being employee details, numbers/ figures such as national insurance and employee identification alongside contact details etc, as well as company statistics and data involving business/workplace inquiries for example sales and waste figures; the accumulated data can be both personal and organisationally based. Processing and storing the gathered data, information management and its methods ensures organisation and surety regarding company information and knowledge. Professor Jhon. S. Edwards implies that both information management and knowledge management overlap and are ‘inextricably linked’ and is suggesting that regarding knowledge, “it is the ultimate concern of information systems”, J Edwards, 2022’. This implies that the accuracy within obtaining and storing data is highly crucial and to be executed thoroughly for providing clear/concise information/ knowledge. Exploring this further by analysing the DIKW model for a visual representation of the relationship between information and knowledge management. 

This model illustrates the process from which data becomes knowledge then later wisdom, with additional evidence further demonstrating the structure and order of the process allowing better insight for each category. From this, it is suggested that for clear understanding and wisdom, the efficient management of data, information and knowledge is highly important. It is evident that data with applied context transfers into information which then conveys into knowledge by adding meaning, for example the concepts of educating or learning etc. This then becomes wisdom in which ever subject the above management method is applied to, the placing of data at the bottom of the pyramid model further emphasises the importance in the accuracy and efficiency of the accumulated evidence/data. 

1.4 Data 
[image: 8 Steps in the Data Life Cycle | HBS Online]Data can represent a collective of components for example raw statistics/symbols alongside charts/diagrams, images etc, all being unprocessed figures/facts commonly displayed and organised into tables and systems of order allowing structure and additional data support, maximising information efficiency. Data is summarised into two main primary elements, quantitative and qualitative; and is evident to be included/utilised by most businesses, education systems alongside global management platforms for example politicians/ positions in governance. Quantitative data represents the information that is measurable/countable, referring to figures/ statistics as well as symbols/ characters. An example of this being subjects’ science and mathematics involving data symbols/numbers as well as frequently displayed measurement units. Whereas qualitive data Is non-numerical implying that it cannot be counted or measured as it involves description instead of figures, for example observation notes, surveys, or simply personal details such as a gender or name/full name etc. Gathering the data/evidence involves a process which is depicted in the diagram below, known as the data life cycle involving the method in which data is collected and stored. This cycle/process towards data management is utilised by many including ‘assistant lecturer Khin Mar Shwe in the Study on the data management of Citizen science: from the data life cycle perspective.’ The study is seen comparing the variety of data cycles utilising each method for placing data and describes “researchers to have proved the importance of data management practices and is urgent to carry out the data life cycle” ‘K. Shwe 2020’. 
The cycle best depicts the process in which data is captured and recorded starting with generation and collection. Through processing, storing, managing then analysis, visualisation and interpretation becomes easily accessible resulting in accurate/reliable data and information. Successful organisations/ people or political affairs employ such models for gathering and managing data, to achieve efficient and effective information and knowledge management. It is described that ‘there are four components to the description of the data processing for a trial, the first being hardware including electronics for example computers/ printers alongside paper/pens and equipment used to carry data. Software systems alongside personnel needed for data processing are also needed along with the systems and organisation that must be in place to bring all the different components together’ ‘Smith.PG, Morrow.RH, Ross.DA 2015’. These four components are needed for the effective collection, processing storing and organisation of data/information as well as the management. “It is important to remember the ‘GIGO’ principle ‘garbage in, garbage out’, the data used in final data tables are only as good as the data that go into their construction”, ‘Smith.PG, Morrow.RH, Ross.DA 2015’. This emphasises the importance of organisation when managing data minimising risks in mistakes or inaccuracy.
1.5 Data protection
When in possession of data and information, implementing the data protection act is crucial for security and protection from various positions for example attackers such as malicious software programs, hackers, and from other citizens in general. Businesses/organisations are responsible for the personal data handling of others such as workers, colleagues etc and are subjected to following the legislations on data protecting and its requirements. “The data protection act 1998 was an act of parliament designed to protect personal data stored on computers or in organised paper filing systems” A. Chesterman 2019’. The legislation was enforced to improve data security services from the previous protection directive implemented in 1984 and includes 8 principles by which organisations/businesses must oblige by and follow. The first being that the data gathered is to be processed fairly and lawfully for the safeguarding of information/people along with the second principle that is purpose, implying that the data gathered is for a specific reason and lawful purposes. The third principle is the adequacy within the data collected and if it is relevant/necessary to minimise excess data that is irrelevant alongside principle four, stating that accuracy is crucial therefore ensuring that all data/information must be correct and kept up to date. The data protection act also known as DPA, enforced this legislation in 1998 to improve the data and information security systems at the time by adding addition security measures and the principles mentioned alongside the remaining four being retention and rights, implying that the length of time in which data is retained must be reviewed for effective management along with enforcing improved individual rights such as personal data access and compensation regarding data breaches, and the final two being security and international transfers. This involves the safety of personal data with systems implemented to minimise security risks as well as the protections against transferring data to other countries that cannot provide the same level of safety and security. “The 1998 Act resulted from the European Directive (95/46/EC) which was designed to give further protection to individuals on the processing of personal data and on the free movement of such data.” ‘B. Dimond 1999’. Since then, the advancements in technology and the digital world have increased significantly therefore resulting in a re-review of the DPA act after 20 years of application, adding additional safety measures and security known as the Data protection act 2018 or DPA 2018, and the General data protection regulation known as GDPR. 
1.6 GDPR 
This legislation was introduced in 2018 after the re-review of the previous data protection act improving and adding additional security measures and standards for protection. Derived from The European Union legislations on data protection/EU GDPR after leaving the EU, the UK has adopted further data protection provisions that are now applicable to all businesses and organisations including the 8 principles previously stated.” The GDPR recognises the need to reconcile the rules governing the right to freedom of expression with the right to protection of personal data.” ‘Wong. B 2020’ Improving on the discovered principles as well as human rights and the obligations of businesses, organisations, and controllers by effectively implementing additional security measures for example encryption and pseudonymization as well as systems regarding data loss prevention (DLP), identity and access management (IDAM) etc. It applies to both controllers and processors ensuring that data Is collected and processed accordingly and in compliance with the controller’s interests and the GDPR legislation. “The GDPR delineates obligations of the controllers and processors when processing personal data, empowers the data subjects with rights, not only for them to manage their data but also to ensure bottom-up-enforcement and sets rules on oversight and enforcement.” ‘Slokenberga. S, Tzortzatou. O, Reichel. J, 2021’. Some examples of the rights involving data subjects include personal data access, Portability of the data/information, the rights to amend, restrict, or discard personal data alongside customer consent and privacy policies. The improvement of data storing systems/software such as hardware technologies, network attached storage, cloud storage alongside hard drives and a verity of others has aided businesses/organisations in the success of maintaining efficient data managing improving the safety and security of personal data. Consumers that fail to apply to the GDPR legislations for example data breaches such as the misplacement/loss of data, ransomware/software attacks, failure to report and inform the data subject etc, are confronted with a number of consequences involving statutory penalties such as fines, disciplinary actions and lawsuits alongside damaged company reputation and loss of employees/customers. With efficiently applied data management practices, both information and knowledge management become easily attainable within a workplace. 
2.1 Knowledge management 
Knowledge is defined as “facts, information, and skills acquired through experience or education; the theoretical or practical understanding of a subject.” Oxford languages, 2024’. Therefore, knowledge management or KM, is the handling/control over knowledge and is highly regarded amongst businesses/ organisations for improving workplace efficiency and employee performance by effectively creating or gathering information/knowledge as well as organising, sharing, and analysing throughout employed knowledge management programs alongside other KM practices. “Organisations that succeed in knowledge management are likely to view knowledge as an asset and to develop organisational norms and values, which support the creation, and sharing of knowledge.” ‘Rowley. J, 1999’. It appears that there is a range that varies in depth regarding knowledge and the obtained knowledge of individuals within the workplace. Firstly, Procedural knowledge is essentially knowledge achievable though application implying that doing tasks, results in gained knowledge which later becomes second nature or muscle memory. Alongside declarative knowledge implying that the information/facts attained and applied are from memory, mostly short term. Both declarative and procedural knowledge are commonly seen within young employees/new workers whereas semantic and episodic knowledge are employed by managers/higher positions as well as colleagues looking to advance in their role etc. “Semantic knowledge refers to the general knowledge and features that make up concepts that people have acquired and abstracted from their experiences.” ‘Wright. K, 2016’. In a workplace this is benificial for the accumulation of knowledge from various experiences, overall bettering grounded workplace knowledge alongside episodic knowledge implying that knowledge is organised through suggestive relating information on memories/knowledge and not facts/concepts or relations, applying temporal spatial means when analysing knowledge as well as experiential application; in a workplace context this can be seen as benificial managing projections for the business/company. Organisations contain a wide range of employees with the identified concepts of knowledge and by implementing efficient distribution of knowledge within the environment results in achievement of targets/goals. 
Further assessment of knowledge through exploring author Karl Wiig and his model proposing four categories for knowledge, these being factual, conceptual, expectational and methodological. Factual knowledge is simply knowledge referring to/ gained from facts and detailed information that is fact whereas conceptual knowledge is the understanding/knowledge of, or from concepts, policies, principles, theories etc. “Expectational knowledge is the knowledge rooted in expectations, hypothesis, or judgements.” ‘PeopleHum, 2024’, leaving the fourth category being methodological knowledge, implying a knowledge of/in procedural knowledge for example principles, regulations, and rules regarding discipline. Wiig’s model written in 1993 is consisting of categories that can also be considered classifications of knowledge and the various types, exploring further Wiig is suggesting there be a hierarchy within this model involving knowledge, between personal, public, and shared knowledge implying that the classifications/categories analysed, fall under each of the three topics to extent. Wiig’s concept of knowledge appears to be accurate and in workplace environments is apparent in employees regarding the classifications of knowledge alongside implying a separation in public, personal and shared knowledge. Businesses that operate efficiently value KM practices and its application within the workplace for effective knowledge sharing, maintaining operations and achieving set targets/goals. “Effective knowledge management is a critical point in every organisation to drive organisational excellence to the highest level. All organisation members should be able to adapt and implement knowledge management practices, among others through the implementation of knowledge sharing activities”. ‘M.A. Osman, S.A Mohd Noah, S. Saad, 2022’. Some examples of knowledge sharing tools employed by organisations are internal/external knowledge-based systems designed for advising employees regarding company information/knowledge alongside other repositories, digital platforms, and learning/document management systems etc. These systems are established for employees and customer knowledge/engagement, providing a comfortable knowledge/information sharing environment. Businesses seeking to apply or improve KM practices needs to identify company information/knowledge and how it circulates and develop or apply a firm KM plan/program. Generally, “Knowledge management facilitates organisations with critical business decisions for competitive advantage.” Rice. J, Reeves. M 2023’ Analysing the VRIO framework below, shows four requirements [image: VRIO Framework is illustrated, which tests if a resource or capability is valuable, rare, costly to imitate and if a company is organized to catpure value from it.]that if met, can potentially result in competitive advantage for the business.  
[image: Knowledge Value Chain model - toolshero]Applying a resource to this model helps decipher if the resource/capability results in sustained competitive advantage for the business/company. As well as the VRIO model, the knowledge management value chain (KMVC) is another benificial tool successful businesses employ for ensuring efficiency in knowledge among colleagues and the workplace. 
[image: An example of knowledge value chain based on knowledge management (KM) processes. ]The above model is a chain consisting of 5 processes for knowledge starting with knowledge inventory. This involves the application of analysis and organisation for determining the distinct knowledge needed for achieving goals/objectives. Compared alongside current knowledge, a gap is created allowing room for development. After development needs are identified and met, knowledge sharing is to be executed amongst the business for expanding the knowledge of colleagues and bettering performance alongside the evaluation of knowledge, for assuring the process and adjusting for achieving strategic objectives. For further knowledge management practices, applying additional supporting value chains e.g. shown below, containing added knowledge management processes for encompassing a large perspective on company resources and knowledge. 

This knowledge value chain illustrates 8 KM processes alongside further knowledge management concepts/enablers and organisational capabilities/performance to consider for securing competitive advantage. “There is a strong need to define what is the value chain for corporate knowledge, in order to manage the knowledge transformation process in the organisation, up to the best knowledge performance.” ‘Ermine.J,2013’. Identifying the four key processes for knowledge management, being acquisition, knowledge storage, knowledge dissemination and application is essentially a step-by-step-method on how knowledge should be managed in the workplace. Knowledge acquisition is the process of attaining and understanding knowledge, actively learning through organisational resources/systems. After relevant documents, data or information for knowledge is attained, it is to be stored applying knowledge storage, involving deep and shallow recordings of knowledge that is easily retrievable through secure systems/software. Knowledge dissemination is the distribution of information/knowledge among employees/organisations and is to be applied after the attainment and recording of knowledge. The last key process for KM is Knowledge application, to apply the knowledge attained/stored for practical workplace performance e.g. tasks, decisions etc. Businesses that employ effective information/knowledge management practices see results of success and sustainability, “Knowledge management is a keystone of competitive advantage in today’s organisations, and it improves the way an organisation is managed.” ‘Mazorodze. A, Buckley. S, 2019’. 
2.2 Personal context/Analysis
For further insight on information/knowledge management, exploring through a personal analysis and context of the workplace environment and organisation overall, it is concluded that McDonalds apply efficient data/information management practices for sustaining/improving km in the business and employees. Looking at the DIKW model previously analysed placing data at the bottom of the pyramid, emphasising value and significance in accuracy when gathering/storing data, McDonald’s apply efficient data management systems regarding employees and the organisation, applying restaurant chains with efficient storage systems for both qualitive and quantitative data. Utilizing Microsoft office applications/databases for operation and accounting figures alongside ACOMBA systems for further management of personal and company data. As a global company, executing efficient data managing practices is crucial due the scale of data in which the organisation attains/records. The restaurant operates using Microsoft and windows software/servers concerning screens for operation, tills, and receipts alongside POS systems/software for order taking. All main server data is backed up, for example sales/waste figures, employee data etc, by an intel system within the McDonald’s headquarters, and is executed daily ensuring efficient data management. Evaluating the variety in data life cycles, the company employs certain cycles/methodologies for attaining, collecting, processing, and storing data effectively  especially when hiring, the company ensures all necessary data is collected and stored concerning a new employee. Both quantitative and qualitive data/information is gathered such as contact details, names, and home/email addresses, accompanied by personal identification, bank details, NI number and further data requirements that are in compliance with GDPR regulations. As a globally successful company establishing firm data protection is vital, as a result of malicious software attacks, malware, and hackers, the McDonald’s franchise does so by encompassing services specialising in leverage technology, security and encryption systems etc. The company headquarters/franchise essentially safeguards its various restaurant chains regarding tech/IT services, systems for protection and data etc. 
The GDPR legislation is greatly respected in the personal workplace environment due to the professionalism and order promoted by management. As a publicly widespread company, image and reputation is crucial for the business therefore maintaining with professionalism of the highest standard sustains company image. The GDPR legislations and regulations are the responsibility of both the controllers and processors of data, and a personal workplace review is suggesting managers adhere to the responsibilities of their positions, on account of little to no data breaches recorded, complying with the regulations of GDPR and its principles for lawful processing, e.g. Articles 5 and 6 sustaining company legitimate interest. Alongside articles 13 and 14 regulating individuals’ rights to be informed, McDonald’s show great application of this through information systems designed for employees, and in the restaurant/workplace specifically, advising new starters/employees on their rights and data processing alongside displayed information regarding the principles, regulations, and rights of workers. For further insight within personal workplace operations by carrying out a test for legitimate interest by exampling a workplace scenario, the test is broken down into three: purpose, necessity test and balancing test. Considering the long-term employees and their data, its suggested that updates may be needed to keep data accurate for the company’s information/knowledge and assisting managers in administrative operations. By applying efficient knowledge of the need in personal data updates through e-mail/ workplace community platforms etc, this is encouraging a necessary update in any outdated data on employees. However, the requests for data updates are not guaranteed results therefore proposing a review of employee data after a length of time, potentially informing the need for updating data during annual performance reviews/meeting etc. Balancing this with the individuals’ freedoms, rights, and interests overall, as a manager ensuring that employee data is safeguarded and used according to GDPR legislations, is crucial for the security of data.
Information and knowledge both stem from data according to the DIKW model analysed by applying context to data for information, to then be transformed into knowledge by adding means of sharing/educating resulting in wisdom. Some examples of information/shared knowledge to-hand, concerning a personal workplace environment involve organisational principles, regulations concerning health and safety, useful company knowledge alongside basic hygiene standards/expectations. McDonald’s regard company principles and regulations highly due to basic restaurant standards/legalities and display signs/posters in and around the crew rooms/kitchen stations etc. As well as a practical application of knowledge, McDonald’s apply digital facilities encouraging the knowledge sharing among individuals for example HR,  Our lounge, the McDonald’s app, tools all utilised by employees and customers alongside information management/sharing involving a displayed menu through a digitally constructed order taking systems e.g. tills, kiosks, the company app, and large digital menu boards constantly updated according to the menu, placed above/aside order taking stations. Alongside a personal workplace context, McDonald’s in general apply a variety of systems for information and knowledge sharing for bettering employee engagement/performance as well as achieving company goals and potential competitive advantage. Exploring further through own workplace individuals, it Is apparent that employees have adopted procedural type knowledge due to the repetition in workstations/job roles. Whereas managers and higher positions apply a deep knowledge of both semantic and episodic. This is suggesting that improvement can be made to enhance the knowledge of workers by implementing rotation/new learning incentives. Applying the VRIO framework analysed, to a resource/capability such as potential menu items, the American stack burgers from the previous promotions is an example showing to meet the four requirements resulting in sustained competitive advantage. The analysed KMVC models are also applied to businesses and own personal workplace KM as well as VRIO frameworks, for finding/achieving competitive advantage through the development of knowledge, and identifying knowledge management enablers, processes, and organisational capabilities/performance. McDonalds effectively applies the 8 KM processes identified by the application of efficient KM enablers such as knowledge systems, knowledge culture, knowledge sharing etc. A further example of knowledge sharing through a personal workplace context includes communities of practice (CoPs) ensuring efficient health and safety regulations are met, consisting of frequent collaborations discussing the identified health and safety/ hygiene threats currently, if there are any. These meetings are informally carried out and through open/ suggestive conversation arranged and held by a manager overseeing their designated responsibility.  Below is a swot analysis evaluating the strengths, weaknesses, opportunities, and threats of own workplace IMKM operations. 




2.3 Swot Analysis 
	Strengths 
	Weaknesses 

	· Efficient data management software 
-MO Storage systems and ACOMBA software 
· Leverage technology, security/encryption systems. 
· IT and HR 
· IM and KM sharing tools
-Our lounge, McDonald’s App 
· Digital systems 
-Digital menus, kiosks etc. 
· Globally successful
· Knowledge sharing 
	· Widespread company 
-software attacks, malware, hackers 
· Procedural knowledge 
-Its variety among employees 
· Need for updating Long-term employee data

	Opportunities 
	Threats 

	· Competitive advantage 
· Knowledge sharing 
-Communities of practice CoPs
· Improved accuracy of long-term data


	· Malicious software attacks, malware, and hackers
· Competing competitive advantage 




It appears that McDonald’s encompass many strengths regarding IM and KM for example, software/ storage systems for data due to the high volume of data intake from being a global company, identified under strengths are data management databases/software storage systems Microsoft Office, used for the general function/operation of the workplace as well as ACOMBA software used for accounting purposes alongside security/encryption systems and leverage technology which are valuable strengths as they are supporting a largely databased organisation. The company also show strengths concerning IM and KM sharing tools, digital systems, and knowledge sharing. The identified weaknesses are procedural knowledge and its variety among employees along with the need for updating long-term employee data and being a widespread company, implying that the data held may be of value, making the business a potential target, this is also seen as a threat. Improving on these weaknesses can be seen through a rotation in job-roles/workstations for advancing company knowledge among individuals as well as a re review of long-term data held on workers assuring adequacy. The opportunities discovered are knowledge sharing for example communities of practice, McDonald’s apply this through analysing health and safety measurements however applying an IMKM concept to the CoPs within the restaurant will further present the workplace with opportunities and competitive advantage. Lastly the threats identified are threats most organisations are faced with, through this personal workplace analysis its discovered that McDonald’s manage threats with highly advanced security/encryption systems and the application of IMKM within the workplace for achieving competitive advantage. 
2.4 Conclusion  
Workplaces that efficiently manage data, information and knowledge to the relevant standards of GDPR, organisational values/principles alongside knowledge management practices and the models assessed, results in meeting company goals/set tasks alongside gained knowledge and competitive advantage. Analysing McDonald’s, it is concluded that the company’s strengths are mainly digitally centred implying strong/ reliable software is utilised for operation of the workplace however efforts for knowledge sharing regarding communities of practice can be improved for further workplace productivity and efficiency, 
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