Internet Business Ethics Abstracts: 5 May 2011

Do not print as the formatting could mean printing 100s of pages

Toward an Ethical Understanding of the Controversial Technology of Online Reverse Auctions.
Charki, Mohamed1 mohamed-hedi.charki@edhec.edu
Josserand, Emmanuel2
Charki, Nabila3
Journal of Business Ethics; Jan2011, Vol. 98 Issue 1, p17-37, 21p, 4 Charts
B2B online reverse auctions technology (ORAs) emerged as a popular tool for large buying firms in the late 1990s. However, its growing use has been accompanied by a corresponding increase in unethical behaviors to a point that it has been described as the technology that has triggered more ethical concerns in the e-commerce arena than in any other segment of activity. Our findings first indicate that the establishment of formal ethical criteria based on the restrictive interpretation of ethics as honesty is not enough to resolve the ethical issues that surround the introduction of a technology because it ignores the ethical values shared by most actors in the sector in terms of fairness. We show the extent to which lobbying, rumor, technical problems, and public discourse can impact on the interpretations of the technology regarding ethics. Highlighting the importance of incorporating ORAs into the broader context of relationship management that integrates ethics as fairness and not only ethics as honesty serves to illustrate why the future of ORAs might not be as bright as predicted by a theoretical interpretation of the technology that is sometimes disconnected from the realities of the field
Global Ethics of Collective Internet Governance: Intrinsic Motivation and Open Source Software.
Choi, Chong1
Kim, Sae2 bluelion98@naver.com
Yu, Shui3
Journal of Business Ethics; Dec2009, Vol. 90 Issue 4, p523-531, 9p
The ethical governance of the global Internet is an accelerating global phenomenon. A key paradox of the global Internet is that it allows individual and collective decision making to co-exist with each other. Open source software (OSS) communities are a globally accelerating phenomenon. OSS refers to groups of programs that allow the free use of the software and further the code sharing to the general and corporate users of the software. The combination of private provision and public knowledge and software, and the seeming paradox of economic versus social motivations have stimulated a wide debate between researchers and policymakers. In this article, we analyze OSS communities from the viewpoint of “intrinsic motivation,” knowledge creation, and collective Internet governance. We believe that the growth of global OSS has fundamental implications for business ethics and the governance of the global Internet in the twenty-first century. 
Ethics vs. IT Ethics: Do Undergraduate Students Perceive a Difference?
Molnar, Kathleen1 kathy.molnar@snc.edu
Kletke, Marilyn2 marilyn.kletke@okstate.edu
Chongwatpol, Jongsawas2 jong.chongwatpol@okstate.edu
Journal of Business Ethics; Dec2008, Vol. 83 Issue 4, p657-671, 15p, 3 Ch

Do undergraduate students perceive that it is more acceptable to ‹cheat’ using information technology (IT) than it is to cheat without the use of IT? Do business discipline-related majors cheat more than non-business discipline-related majors? Do undergraduate students perceive it to be more acceptable for them personally to cheat than for others to cheat? Questionnaires were administered to undergraduate students at five geographical academic locations in the spring, 2006 and fall 2006 and spring, 2007. A total of 708 usable questionnaires were returned including 532 from students majoring in business-related disciplines and 139 from students majoring in non-business related disciplines (37 were undecided). It appears that in terms of intellectual property violations, undergraduate students in general find cheating using IT more acceptable than cheating without the use of IT. It also appears that undergraduate students perceive that it is relatively more acceptable for them to personally cheat when using IT than for others to cheat when using IT, although this is reversed when IT is not involved. No significant differences on these issues were found between undergraduate students having business discipline-related majors and those having non-business discipline-related majors.
Online privacy as a corporate social responsibility: an empirical study.
Pollach, Irene1
Business Ethics: A European Review; Jan2011, Vol. 20 Issue 1, p88-102, 15p
Information technology and the Internet have added a new stakeholder concern to the corporate social responsibility (CSR) agenda: online privacy. While theory suggests that online privacy is a CSR, only very few studies in the business ethics literature have connected these two. Based on a study of CSR disclosures, this article contributes to the existing literature by exploring whether and how the largest IT companies embrace online privacy as a CSR. The findings indicate that only a small proportion of the companies have comprehensive privacy programs, although more than half of them voice moral or relational motives for addressing online privacy. The privacy measures they have taken are primarily compliance measures, while measures that stimulate a stakeholder dialogue are rare. Overall, a wide variety of approaches to addressing privacy was found, which suggests that no institutionalization of privacy practices has taken place as yet. The study therefore indicates that online privacy is rather new on the CSR agenda, currently playing only a minor role

Discussion of "Determinants of Revenue- Reporting Practices for Internet Firms"
Chaberlain, Sandra L.1,2
Contemporary Accounting Research; Winter2002, Vol. 19 Issue 4, p563-572, 10p, 2 Diagrams, 1 Chart
This article presents a discussion of the paper "Determinants of Revenue-Reporting Practices for Internet Firms." The author believes that the biggest contribution made by this paper is the analysis of how accounting is carried out at Internet firms. The author discusses some of the methods used by firms to maximize their revenue on financial statements in an attempt to drive up the value of the firm. The author notes that the paper refers to these as aggressive reporting measures and examines how these aggressive practices are actually defined.
Ethics of Global Internet, Community and Fame Addiction.
Choi, Chong1 russell_choi@hotmail.com
Berger, Ron2
Journal of Business Ethics; Mar2009, Vol. 85 Issue 2, p193-200, 8p, 2 Diagrams

Robert Putnam in his book Bowling Alone and subsequent works has analysed the phenomenon that American society increasingly avoids various community driven activities, such as civic associations, activities with friends and family (Putnam, Bowling Alone. Simon and Schuster, New York; 2006). In this paper we introduce the idea that a counterpart to this social trend is a global addiction to fame and celebrity. We believe that the global internet is one of the major drivers of this search for fame for the sake of being famous. However, most people aspiring to be famous celebrities will not succeed in this quest, and become disappointed. The purpose of this paper is to analyse the ethical implications of such social contagion, bandwagon effects in today’s global business environment towards fame and celebrity. The contribution of this paper is to provide a future direction for research on business ethics in terms of this growing global phenomenon of fame and celebrity addiction
IS THERE A SPECIAL E-COMMERCE ETHICS?
Kracher, Beverly
Corritore, Cynthia L.
Business Ethics Quarterly; Jan2004, Vol. 14 Issue 1, p71-94, 24p

The speed and degree to which e-commerce is infiltrating the very fabric of our society, faster and more pervasively than any other entity in history, makes an examination of its ethical dimensions critical. Though ethical lag has heretofore hindered our explorations of e-commerce ethics, it is now time to identify and confront them. In this paper we define e-commerce and describe the characteristics that set it apart from traditional brick and-mortar business. We then examine the ethical foundation of e-commerce, focusing on the question, "Is there a special e-commerce ethics?" Our answer is "no." We support our answer by showing that the current issues in e-commerce ethics and brick-and-mortar business are fundamentally the same, but that e-commerce issues have different manifestations and scope. We then demonstrate that ethical principles and rules in e-commerce and brick-and-mortar business are fundamentally the same, but have different manifestations at the most specific level. We elucidate this point by discussing the use of personal information and the opt-in, opt-out debate. We conclude with a call for research on trust, a key value in the success of e-commerce
Research ethics in the virtual world.
Nairn, Agnes1
International Journal of Market Research; 2009, Vol. 51 Issue 2, p276-278, 3p
This article reports on issues of privacy and research ethics related to the use of computers and the internet. The article discusses how the concept of privacy has shifted legally and socially in the 21st century. The availability of personal information on the internet has created issues related to who controls information online, its rights and protections. Information is also provided on social networking websites, message board postings, and blogs and whether their content is protected published material.
Employer’s Use of Social Networking Sites: A Socially Irresponsible Practice.
Clark, Leigh1 laclark@mtsu.edu
Roberts, Sherry1
Journal of Business Ethics; Sep2010, Vol. 95 Issue 4, p507-525, 19p, 2 Charts

The Internet has drastically changed how people interact, communicate, conduct business, seek jobs, find partners, and shop. Millions of people are using social networking sites to connect with others, and employers are using these sites as a source of background information on job applicants. Employers report making decisions not to hire people based on the information posted on social networking sites. Few employers have policies in place to govern when and how these online character checks should be used and how to ensure that the information viewed is accurate. In this article, we explore how these inexpensive, informal online character checks are harmful to society. Guidance is provided to employers on when and how to use these sites in a socially responsible man
Exploring the ethicality of firing employees who blog.
Valentine, Sean1
Fleischman, Gary M.2
Sprague, Robert2
Godkin, Lynn3
Human Resource Management; Jan/Feb2010, Vol. 49 Issue 1, p87-108, 22p, 1 Diagram, 4 Charts

This exploratory study evaluates the ethical considerations related to employees fired for their blogging activities. Specifically, subject evaluations of two employee-related blogging scenarios were investigated with established ethical reasoning and moral intensity scales, and a measure of corporate ethical values was included to assess perceptions of organizational ethics. The first scenario involved an employee who was fired because of innocuous blogging, while the second vignette involved an employee who was fired because of work-related blogging. Survey data were collected from employed college students and working practitioners. The findings indicated that the subjects' ethical judgments that firing an employee for blogging was unethical were negatively related to unethical intentions to fire an employee for blogging. Moral intensity was positively related to ethical judgments and negatively related to unethical intentions to fire an employee for blogging, while individual perceptions of ethical values were negatively associated with unethical intentions. Finally, subjects perceived that terminating an employee for innocuous blogging that did not target an employer was more ethically intense than was firing an employee for work-related blogging. The implications of the findings for human resource professionals are discussed, as are the study's limitations and suggestions for future research
Internet Technologies in China: Insights on the Morally Important Influence of Managers.
Martin, Kirsten1 martink@cua.edu
Journal of Business Ethics; Dec2008, Vol. 83 Issue 3, p489-501, 13p, 2 Diagrams, 4 Charts

Within Science and Technology Studies, much work has been accomplished to identify the moral importance of technology in order to clarify the influence of scientists, technologists, and managers. However, similar studies within business ethics have not kept pace with the nuanced and contextualized study of technology within Science and Technology Studies. In this article, I analyze current arguments within business ethics as limiting both the moral importance of technology and the influence of managers. As I argue, such assumptions serve to narrow the scope of business ethics in the examination of technology. To reinforce the practical implications of these assumptions and to further illustrated the current arguments, I leverage the recent dialog around U.S. Internet technologies in China. The goal of this article is to broaden that which is morally salient and relevant to business managers and business ethicists in the analysis of technology by highlighting key lessons from seminal STS scholars. This article should be viewed as part of a nascent yet burgeoning dialog between business ethics and Science and Technology Studies – a dialog that benefits both fields of study
Relationships among Perceived Organizational Core Values, Corporate Social Responsibility, Ethics, and Organizational Performance Outcomes: An Empirical Study of Information Technology Professionals.
Jin, K.1 jing@wcsu.edu
Drozdenko, Ronald1 drozdenkor@wcsu.edu
Journal of Business Ethics; Mar2010, Vol. 92 Issue 3, p341-359, 19p, 1 Diagram, 3 Charts, 2 Graphs

This study is an extension of our recent ethics research in direct marketing (2003) and information technology (2007). In this study, we investigated the relationships among core organizational values, organizational ethics, corporate social responsibility, and organizational performance outcome. Our analysis of online survey responses from a sample of IT professionals in the United States indicated that managers from organizations with organic core values reported a higher level of social responsibility relative to managers in organizations with mechanistic values; that managers in both mechanistic and organic organizations which were perceived as more socially responsible were also perceived as more ethical; and that perceived ethical attitudes and social responsibility were significantly associated with organizational performance outcome measures. Our article discusses research premises, conceptual framework, hypotheses, research methodology, data analysis, recommendations for further research, and conclusions.
Google, Human Rights, and Moral Compromise.
Brenkert, George1 brenkg@georgetown.edu
Journal of Business Ethics; Apr2009, Vol. 85 Issue 4, p453-478, 26p
International business faces a host of difficult moral conflicts. It is tempting to think that these conflicts can be morally resolved if we gained full knowledge of the situations, were rational enough, and were sufficiently objective. This paper explores the view that there are situations in which people in business must confront the possibility that they must compromise some of their important principles or values in order to protect other ones. One particularly interesting case that captures this kind of situation is that of Google and its operations in China. In this paper, I examine the situation Google faces as part of the larger issue of moral compromise and integrity in business. Though I look at Google, this paper is just as much about the underlying or background views Google faces that are at work in business ethics. In the process, I argue the following: First, the framework Google has used to respond to criticisms of its actions does not successfully or obviously address the important ethical issues it faces. Second, an alternative ethical account can be presented that better addresses these ethical and human rights questions. However, this different framework brings the issue of moral compromise to the fore. This is an approach filled with dangers, particularly since it is widely held that one ought never to compromise one’s moral principles. Nevertheless, I wish to propose that there may be a place for moral compromise in business under certain conditions, which I attempt to specify

	Cyberspace security management 

	Author(s): David C. Chou, David C. Yen, Binshan Lin, Philip Hong-Lam Cheng 

	Journal: Industrial Management & Data Systems 

	ISSN: 0263-5577 

	Year: 1999 Volume: 99 Issue: 8 Page: 353 - 361 

	DOI: 10.1108/02635579910301793 

	Publisher: MCB UP Ltd 

	Abstract: Through the tremendous growth of Internet users during the last few years, organizations now realize the potential market of the information highway. However, these organizations now face the problem of Internet security. The open environment of the Internet contributes greatly to its success, but also plants inherent security problems. Discusses the security frameworks implemented in the cyberspace environment and the current developments and future trends involving this issue.


	Ethical perspectives on the erotic in retailing 

	Author(s): Tony Kent 

	Journal: Qualitative Market Research: An International Journal 

	ISSN: 1352-2752 

	Year: 2005 Volume: 8 Issue: 4 Page: 430 - 439 

	DOI: 10.1108/13522750510619788 

	Publisher: Emerald Group Publishing Limited 

	Abstract: Purpose – To define erotic retailing in the context of shops selling sexually arousing products to women, and the ethical implications of High Street “porno-chic”. Its purpose is to assess the moral implications of access to sexual imagery and products in the High Street and examines the boundaries of its acceptability in society. 
Design/methodology/approach – The approach is inter-disciplinary, with two objectives; firstly to demonstrate the value of archived source materials to explore and structure the research problem in depth and secondly to turn directly to a primary philosophical source, to provide a new ethical approach to the research problem. 
Findings – The findings demonstrate a typology of erotic retailing, the interrelatedness of the commercial opportunity with social and cultural developments in the late twentieth century and propose a philosophical answer to the ethics of erotic retailing. 
Research limitations/implications – It is concerned with the development of new theoretical frameworks through the use of complementary research methods. 
Practical implications – Its practical implications concern the future opportunities for a rapidly expanding field of commercial activity and a solution to the ethical problem of “selling sex”. 
Originality/value – It engages with an emerging area of retailing, exploring and defining an emerging problem concerning the marketing and selling of erotic products and the ethical evaluation of the problem using a philosophical analysis. 



	Protecting personal privacy on the Internet 

	Author(s): S.E. Kruck, Danny Gottovi, Farideh Moghadami, Ralph Broom, Karen A. Forcht 

	Journal: Information Management & Computer Security 

	ISSN: 0968-5227 

	Year: 2002 Volume: 10 Issue: 2 Page: 77 - 84 

	DOI: 10.1108/09685220210424140 

	Publisher: MCB UP Ltd 

	Abstract: The rapid advance of technology has permitted the creation of vast amounts of information, both on and off the Internet. The public is only just beginning to realize how this information, especially personal information, may be used in ways that may not be acceptable. Laws across different countries are often conflicting, making it difficult to control how personal information is being used and how individual privacy is being violated. The solution to this problem lies somewhere between government, industry, and the individual. This paper discusses the current state of personal privacy in each of these three areas


	Who owns the online consumer? 

	Author(s): Paul R. Prabhaker 

	Journal: Journal of Consumer Marketing 

	ISSN: 0736-3761 

	Year: 2000 Volume: 17 Issue: 2 Page: 158 - 171 

	DOI: 10.1108/07363760010317213 

	Publisher: MCB UP Ltd 

	Abstract: Powerful emerging technologies, fierce competition in the marketplace, more sophisticated consumers and the relentless drive for higher corporate earnings are at the root of online consumers’ information privacy concerns. The issue of consumer privacy could be a defining element in the battle for the ownership of online consumers. Businesses have a choice in how they respond to this matter. They can see it as a threat and simply react defensively. Or they can treat this as an opportunity and be proactive in maximizing the gains. Clearly, businesses that add value to their offerings by leveraging Internet technology in coordination with a proactive policy to preserve consumer privacy will be the success stories of the future. The goal of this research is to identify the strategic and tactical opportunities created by online consumers’ privacy concerns. Approaches to treating the privacy concerns as a source of competitive advantage are clearly discussed. 




	

	Title: E-thics: the new moral methodology for business 

	Author(s): Paul Johns 

	Journal: Journal of Investment Compliance 

	ISSN: 1528-5812 

	Year: 2006 Volume: 7 Issue: 1 Page: 83 - 90 

	DOI: 10.1108/15285810610690260 

	Publisher: Emerald Group Publishing Limited 

	Abstract: Purpose – The purpose of this paper is to describe a new methodology called E-thics, how it can be applied to an investment company, and how it can be used as a catalyst to develop an ethical corporate culture. 
Design/methodology/approach – Discusses recent events that have led the general public to expect improved corporate behaviour; what compels companies toward ethical behaviour; recent legislation designed to prevent the harm caused by corruption, greed, and fraud; how ethics are turned into E-thics; and the apparatus, promise, and limitations of E-thics. 
Findings – E-thics applies policy-based review and control to electronic communication. It acts like a virtual conscience, sitting on the edge of all your computer screens. An effective E-thics system should detect all messages that contain breaches of ethics and also should educate the sender about the nature of the breach and other corrective instructions. E-thics requires the full participation of everyone in the firm, not just lip service. Its greatest value may be that it will act as a catalyst for the evolution of a corporate culture based on shared ethical values, fairness, responsibility, and stewardship. E-thics can help the investment community move from a culture of compliance to one of true ethics. 
Originality/value – While recommending a system to screen potential harmful electronic messages, an explanation is also given as to how such a system can fit into a broader effort to develop an ethical corporate culture.


	Factors motivating people toward pirated software.

	Source:
	Qualitative Market Research: An International Journal; 2006, Vol. 9 Issue 4, p404-419, 16p

	Document Type:
	Article

	Subject Terms:
	*COMPUTER software industry
*PRICES
*QUALITATIVE research
*SOFTWARE piracy

	Geographic Terms:
	ASIA

	NAICS/Industry Codes:
	443120 Computer and Software Stores

	Abstract:
	Purpose ? The costs of software piracy are enormous. According to Business Software Alliance, it was estimated that the software industry lost $34 billion globally due to software piracy in 2005. The present study was an exploratory attempt to analyze software piracy at individual level, using a qualitative approach. Design/methodology/approach ? A qualitative research study with few, if any, theoretical preconceptions would seem to be justified in the Asian context. An internet online survey and a content analysis of internet newsgroups were conducted. Data were transcribed, coded and interpreted so as to generate main predictors of the reported leniency toward software piracy. Findings ? Using extensive qualitative data from two studies, marketing, individual and situational variables are examined as a set of predictors of respondents' reported leniency towards software piracy. The results of the content analysis suggested that the cost of original software was extremely important in software piracy. Respondents commented that excessive price of original software was the key factor pushing them to commit piracy. Originality/value ? This is the first piece of qualitative research to study software piracy. The results of the content analysis suggested that the cost of original software was extremely important in software piracy. It provides new insights to software companies and government officials who are developing programs to promote the concept of anti-piracy.


	Citizenship in the Age of the Internet.

	Authors:
	Hermes, Joke1 joke.hermes@inholland.nl

	Source:
	European Journal of Communication; Sep2006, Vol. 21 Issue 3, p295-309, 15p

	Document Type:
	Article

	Subject Terms:
	*INFORMATION technology
*INTERNET
*JOURNALISM
*MASS media
*REPORTERS & reporting
*SOCIAL change
CITIZENSHIP -- Social aspects
COMMUNICATION & technology
ONLINE journalism

	NAICS/Industry Codes:
	518111 Internet Service Providers
711510 Independent Artists, Writers, and Performers

	Abstract:
	New information and communication technologies (ICTs) have allowed for changes in media content and in practices of media reception. How these changes have impacted on practices of citizenship, is the key question for this article. It starts by showing how notions of citizenship are closely related to public opinion formation, which, in turn is felt to be nurtured by journalism. The demise in newspaper readership is in that regard a worrying phenomenon. By first looking more closely at how the news itself has changed (the inclusion of vox pop segments; the wide use of polls) and by then turning to how practices of representing ordinary people point to the possibility of more inclusive notions of citizenship, the article proposes 'cultural' citizenship as a sensitizing concept. As ICTs are most visibly embodied by the Internet, a number of examples are discussed from this perspective. The article concludes that ICTs do not necessarily produce new citizens but that they do provide for new and important citizenship practices.
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	Ethical Issues in the Music Industry Response to Innovation and Piracy.

	Authors:
	Easley, Robert F.1 reasley@nd.edu

	Source:
	Journal of Business Ethics; Dec2005, Vol. 62 Issue 2, p163-168, 6p

	Document Type:
	Article

	Subject Terms:
	*BUSINESS ethics
*INTERNET
*MUSIC trade
*PIRACY (Copyright)
*SOUND recording industry
COMPUTER files

	Author-Supplied Keywords:
	disruptive innovation
music piracy
recording industry

	NAICS/Industry Codes:
	5122 Sound Recording Industries

	Abstract:
	The current conflict between the recording industry and a portion of its customers who are involved in illicit copying of music files arose from innovations involving the compression and electronic distribution of files over the internet. This paper briefly describes some of the challenges faced by the recording industry, and examines some of the ethical issues that arise in various industry and consumer responses to the opportunities and threats presented by these innovations. The paper concludes by highlighting the risks associated with responses that threaten further innovation, ultimately reducing the chances of finding solutions that hold appeal for all parti


	Title:
	A Typology of Communicative Strategies in Online Privacy Policies: Ethics, Power and Informed Consent.

	Authors:
	Pollach, Irene1 irene.pollach@wu-wien.ac.at

	Source:
	Journal of Business Ethics; Dec2005, Vol. 62 Issue 3, p221-235, 15p

	Document Type:
	Article

	Author-Supplied Keywords:
	cookies
critical linguistics
data handling practices
electronic commerce
information privacy
language
privacy policies
trust
websites

	Abstract:
	The opaque use of data collection methods on the WWW has given rise to privacy concerns among Internet users. Privacy policies on websites may ease these concerns, if they communicate clearly and unequivocally when, how and for what purpose data are collected, used or shared. This paper examines privacy policies from a linguistic angle to determine whether the language of these documents is adequate for communicating data-handling practices in a manner that enables informed consent on the part of the user. The findings highlight that corporate privacy policies obfuscate, enhance and mitigate unethical data handling practices and use persuasive appeals to increase companies’ trustworthiness. The communicative strategies identified provide starting points for redesigning existing privacy statements with a view to communicating data handling practices in a more transparent and responsible manner, laying the groundwork for informed consent. [ABSTRACT FROM AUTHOR


	The "Digital Divide" is Not a Problem in Need of Rectifying.

	Authors:
	Block, Walter1

	Source:
	Journal of Business Ethics; Sep2004 Part 2, Vol. 53 Issue 4, p393, 14p

	Document Type:
	Article

	Subject Terms:
	*EDUCATION
*INFORMATION resources management
*TECHNOLOGY
Social aspects
ELECTRONIC information resources

	Author-Supplied Keywords:
	computers
digital divide
egalitarianism
Internet
coercion

	NAICS/Industry Codes:
	61 Educational Services

	Abstract:
	An oft heard complaint is that there is a digital divide: that some racial, ethnic and gender groupings have more than their fair share of access to computers than others. Commentators who articulate this perspective offer as Solutions to this problem the subsidization of such technology for those who are supposedly underprivileged in it. The present paper denies that there is any such problem in need of rectification


	Generation Y Attitudes Towards E-ethics and Internet-related Misbehaviours.

	Authors:
	Freestone, O.1
Mitchell, V. W.2

	Source:
	Journal of Business Ethics; Oct2004 Part 1, Vol. 54 Issue 2, p121, 8p

	Document Type:
	Article

	Subject Terms:
	*BUSINESS ethics
*CONSUMER behavior
*CONSUMERS -- Attitudes
*ETHICS
*PIRACY (Copyright)
*ELECTRONIC commerce

	Author-Supplied Keywords:
	internet
consumers
generation Y

	NAICS/Industry Codes:
	4541 Electronic Shopping and Mail-Order Houses

	Abstract:
	Aberrant consumer behaviour costs firms millions of pounds a year, and the Internet has provided young techno-literate consumers with a new medium to exploit businesses. This paper addresses Internet related ethics and describes the ways in which young consumers misdemean on the Internet and their attitudes towards these. Using a sample of 219 generation Y consumers, the study identified 24 aberrant behaviours which grouped into five factors; illegal, questionable activities, hacking related, human Internet trade and downloading. Those perceived as least wrong were: "Downloading movie and music files from the Internet for free". The consequences of these behaviours have implications for educators, consumer policy and marketers. [ABSTRACT FROM AUTHOR]


	A Model Integrating the Multidimensional Developmental Theory of Privacy and Theory of Planned Behavior to Examine Fabrication of Information Online.

	Authors:
	Lwin, May O.1 maylwin@nus.edu.sg
Williams, Jerome D.2 Jerome.williams@mail.utexas.edu

	Source:
	Marketing Letters; Dec2003, Vol. 14 Issue 4, p257, 16p

	Document Type:
	Article

	Subject Terms:
	*CONSUMER behavior
*INTERNET
*PERSONAL information management
PRIVACY

	Author-Supplied Keywords:
	online behavior
fabrication
Internet ethics
personal information privacy

	Abstract:
	We investigate the antecedents behind online consumers' attempts to disguise their identities through fabrication. We first develop a general conceptual model that draws on two extant theoretical frameworks: (1) Laufer and Wolfe's Multidimensional Approach to Privacy, and (2) Ajzen's Theory of Planned Behavior (TPB) with Perceived Moral Obligation. Next we conduct an empirical study using SEM to test the portion of the conceptual model based on the TPB framework. Results demonstrate that Attitudes, Perceived Behavioral Control, and Perceived Moral Obligation are significant drivers of fabrication, while Subjective Norms are not. Anonymity, one of the unique characteristics of the Internet compared to in-store environments, likely contributed to the intention to fabricate information. In the concluding section we discuss the implications of our empirical results, industry self-regulation and public policy considerations, and how future research can draw upon the conceptual Laufer and Wolfe framework, particularly the "calculus of behavior" construct, to further enrich our understanding of fabrication behavior on the Internet.

	Social, Ethical and Policy Implications of Information Technology

	Author(s): Linda L Brennan; Victoria E Johnson 
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	Global e-commerce: a framework for understanding and overcoming the trust barrier

	Author(s): Hassan A Aljifri; Alexander Pons; Daniel Collins 

	Journal: Information Management & Computer Security 

	Year: 2003 Volume: 11 Number: 3 Page: 130 -- 138 

	DOI: 10.1108/09685220310480417
	
	
	

	Publisher: Emerald Group Publishing Limited 
	
	
	

	Abstract: As the Internet revolution moves into full swing, those countries that have not embraced e-commerce technology will face new hurdles as they seek to develop their economies. Standing in the path of these countries' attempts to adapt e-commerce technologies are several key issues that can be broadly defined as trust barriers. Rather than think of the trust issues as barriers one must think of them as assets. Presents a conceptual model and framework that highlight the key factors in business trust relationships within developing countries; information security, technical and industrial infrastructure, education, government, and socio-cultural factors. These factors are considered in the light of different types of e-commerce business transactions taking place within and across borders such as business-to-business (B2B), business-to-consumer (B2C), consumer-to-business (C2B), and consumer-to-consumer (C2C).
	
	
	

	Squaring online reverse auctions with the Caux Round Table Principles for Business

	Author(s): M.L. Emiliani; D.J. Stec 

	Journal: Supply Chain Management: An International Journal 

	Year: 2002 Volume: 7 Number: 2 Page: 92 -- 100 

	DOI: 10.1108/13598540210425849
	
	
	

	Publisher: Emerald Group Publishing Limited 
	
	
	

	Abstract: Examines if online reverse auctions are consistent with the Caux Round Table Principles for Business. Identifies numerous contradictions that contribute to the perpetuation of divisive business practices. Concludes that buyer behaviors must evolve from focusing on short-term tactics designed to reduce purchase price and instead pursue collaborative cost reduction practices with key suppliers.
	
	
	

	Are we losing trust through technology?

	Author(s): Michael K Rich 

	Journal: The Journal of Business and Industrial Marketing 

	Year: 2002 Volume: 17 Number: 2 Page: 215 -- 222 

	DOI: 10.1108/08858620210419826
	
	
	

	Publisher: Emerald Group Publishing Limited 
	
	
	

	Abstract: The field of marketing has had a history of individuals and organizations attempting short-term gain through less than ethical means. The advent of the Web and other technological advances has placed powerful resources in the hands of practitioners. Coupled with that power is an acute public awareness of marketing abuses that have adversely hindered subsequent marketing efforts. Marketers need to address basic marketing skills through old-fashioned personal contact and personal relations that probably never will be effectively replaced with modern IT methodology. Additionally, marketing should take a proactive approach to defining marketing responsibilities to the public it serves to overcome the reputation that is established by a few who are unethical in their approach to the craft.
	
	
	

	Targeting children online: Internet advertising ethics issues

	Author(s): M Jill Austin; Mary Lynn Reed 

	Journal: Journal of Consumer Marketing 

	Year: 1999 Volume: 16 Number: 6 Page: 590 -- 602 

	DOI: 10.1108/07363769910297579
	
	
	

	Publisher: Emerald Group Publishing Limited 
	
	
	

	Abstract: Provides a set of guidelines that will assist Internet marketers in maintaining ethical marketing practices. Information about regulation of Internet marketing to children based on Federal Trade Commission regulations and guidelines developed by the Direct Marketing Association, Center for Media Education, and Council of Better Business Bureaux are also explained. Review of some of the Internet sites commonly visited by children provides additional guidelines for Internet marketers. Some of the issues discussed include: the use of kids' clubs to sell products, appropriateness of content and terminology on the Web pages, information gathering/information sharing practices, and marketing practices.
	
	
	


	Corporate reputation: Anything but superficial - the deep but fragile nature of corporate reputation

	Author(s): Ronald J Alsop 

	Journal: Journal of Business Strategy 

	Year: 2004 Volume: 25 Number: 6 Page: 21 -- 29 

	DOI: 10.1108/NO_DOI
	
	
	

	Publisher: Emerald Group Publishing Limited 
	
	
	

	Abstract: Corporate reputation has never been more valuable - or more vulnerable. All of the corporate malfeasance of the past few years in the US not only showed how precious and fleeting reputation is, but it also demonstrated how one company's misdeeds taint an entire industry. Some businesses with superb reputations have found themselves unfairly lumped with the pack of fraudulent companies, and some executives have been dismayed to learn that they are viewed as greedy and unprincipled. One of the most important rules of reputation management is the need for constant vigilance. Companies today are exposed to unprecedented scrutiny through the Internet and 24-hour all-news television channels. Business is truly global and information, especially gossip, travels fast. Many people mistakenly equate reputation with corporate social responsibility and ethical behavior. While certainly of growing importance, ethics and social responsibility are but two elements of the equation. Financial performance, the workplace, quality of products and services, corporate leadership, and vision also figure into reputation. There's also that elusive emotional bond between a company and its stakeholders that is central to the most enduring reputations. If they ever hope to maximize the value of their reputations, companies must make reputation management a fundamental part of the corporate culture and value system. Companies must spread the message of reputation management throughout the organization and make employees cognizant of how each and every one of them affects reputation on a daily basis. Reputation must be central to the corporate identity, not merely clever image advertising and manipulative public-relations ploys
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Abstract: Many authors have identified fears about a lack of personal privacy online as a major disincentive to the take-up of e-commerce by private consumers. The publication of a privacy policy is encouraged by information and communications technology industry groups such as the Online Privacy Alliance, and by online certification bodies such as TRUSTe. Privacy policies are taken to reassure the wary, and thereby to overcome the disincentive to trade. This paper offers an account of an ongoing research project into the practical measures taken by organisations to publish their online privacy policies. Late in 2000, a total of 113 disparate web sites were identified that included some kind of explicit privacy policy and the visibility and content of the policy was analysed. The primary research into privacy policies is set in context by relating it to a discussion of the nature and role of trustworthiness in online relationships. This highlights a number of issues that need further attention on the part of some of the organisations in the survey.
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	Abstract: Netiquette is derived by merging the words network and etiquette. More specifically the term netiquette has been described as the conventions of politeness recognized on Usenet and in mailing lists. In the context of the new Internet global culture, attempts are being made to identify common standards of etiquette. Literally hundreds of specific netiquette suggestions are published. Identifies the following most frequently cited specific suggestions for online users: think first; write in upper and lower case; avoid abbreviations; be concise; avoid smileys; don't flame; don't take offense easily; don't evangelize; and know the audience. Netiquette breaches do not always bring retribution. Most breaches of politeness and courtesy may do no more than reflect poorly on the individual user. One who knows the rules of this new culture may well have an advantage over one who does not.
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	Abstract: Observes the extensive legal implications in conducting business on the Internet and looks also at the pitfalls which are involved. Gives a clear run-down on the dos and don'ts and rights and wrongs and gives clear advice for both business and personal transactions.
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	Abstract: This article addresses many new problems facing educators with regard to integrating the Internet in to the marketing curriculum. Traditional modes of education and research have led to abuses of academic integrity by a small percentage of undergraduate students. Recent findings indicate that the Internet has led to an explosion of sites designed to provide research and term papers for a fee to students. This article begins by examining the current state of integration and research regarding the use of the Internet in marketing education. Then it explores current issues of concern facing educators relating to the use of the Internet by students. Areas of interest include student research and reference techniques, plagiarism and accessibility to custom and off-the-shelf term papers.
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	Abstract: The increasing use of Internet-based qualitative and quantitative research is based on both "pull" and "push" factors. "Pull" factors include research clients' demand for faster turnaround and low cost, while marketing research agencies' naturally competitive endeavours represent the "push". Attempts "to clear the e-mist" regarding research on the Internet and examines the main types of Internet based research (qualitative and quantitative) as well as seven "sins" for Internet researchers - based on interviews with leading providers of Internet market research and IT specialists. Concludes that there is a need for both practitioners and academics to ensure their houses are kept in order and to respect the rights of respondents and clients and, just as importantly, be seen to be doing this and so keep possible interference by governments at bay
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	Abstract: The Internet has important ethical connotations for retailing. This paper briefly provides examples of retailers' difficulties in this respect, before considering use of the Internet for ethical scrutiny of retailers by a spectrum of activists and agencies. Positive use of the Internet to publicise retailers' social responsibility contrasts with questionable exploitation of the Web's anonymity. The Net not only offers freedom of speech, but also widens opportunities for irresponsible activity, with low barriers to entry. Thus tensions exist between rights and freedoms, on the one hand, and abuses of freedoms, provoking calls for regulation, on the other. Ethical issues relating to e-commerce are identified, and privacy is highlighted both as central to the ethics of e-retailing and as a critical factor in its development. While retail interest in the Internet thus far has focused around e-commerce, impacts on retailer image - both positive and negative - should also be recognised.
	
	
	

	Design and implementation of a campus computer ethics policy

	Author(s): Michael A Covington 

	Journal: Internet Research: Electronic Networking Applications and Policy 

	Year: 1995 Volume: 5 Number: 4 Page: 31 -- 41 

	DOI: 10.1108/EUM0000000006758
	
	
	

	Publisher: Emerald Group Publishing Limited 
	
	
	

	Abstract: As the set of people using computers becomes larger and less cohesive, it is becoming important to educate users about their ethical responsibilities. Design of an effective campus computer ethics policy requires awareness of numerous cultural, technical and legal issues. Especially important are the cultural splits between power users and utilitarian users, and between "old world" and "new world" philosophies of computer ethics. Discusses those issues and presents the University of Georgia's ethics policy as a model to aid those developing similar policies at other institutions
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	Abstract: This paper examines some of the ethical problems involved in undertaking Internet research and draws on historical accounts as well as contemporary studies to offer an analysis of the issues raised. It argues that privacy is a misleading and confusing concept to apply to the Internet, and that the concept of non-alienation is more resourceful in addressing the many ethical issues surrounding Internet research. Using this as a basis, the paper then investigates the Free/Libre and Open Source research model and argues for the principles of "open source ethics" in researching the online world, which includes a participatory and democratic research method.
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	Author(s): Hassan A Aljifri; Alexander Pons; Daniel Collins 

	Journal: Information Management & Computer Security 

	Year: 2003 Volume: 11 Number: 3 Page: 130 -- 138 

	DOI: 10.1108/09685220310480417

	Publisher: Emerald Group Publishing Limited 

	Abstract: As the Internet revolution moves into full swing, those countries that have not embraced e-commerce technology will face new hurdles as they seek to develop their economies. Standing in the path of these countries' attempts to adapt e-commerce technologies are several key issues that can be broadly defined as trust barriers. Rather than think of the trust issues as barriers one must think of them as assets. Presents a conceptual model and framework that highlight the key factors in business trust relationships within developing countries; information security, technical and industrial infrastructure, education, government, and socio-cultural factors. These factors are considered in the light of different types of e-commerce business transactions taking place within and across borders such as business-to-business (B2B), business-to-consumer (B2C), consumer-to-business (C2B), and consumer-to-consumer (C2C).
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	Abstract: Netiquette is derived by merging the words network and etiquette. More specifically the term netiquette has been described as the conventions of politeness recognized on Usenet and in mailing lists. In the context of the new Internet global culture, attempts are being made to identify common standards of etiquette. Literally hundreds of specific netiquette suggestions are published. Identifies the following most frequently cited specific suggestions for online users: think first; write in upper and lower case; avoid abbreviations; be concise; avoid smileys; don't flame; don't take offense easily; don't evangelize; and know the audience. Netiquette breaches do not always bring retribution. Most breaches of politeness and courtesy may do no more than reflect poorly on the individual user. One who knows the rules of this new culture may well have an advantage over one who does not
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	Abstract: The field of marketing has had a history of individuals and organizations attempting short-term gain through less than ethical means. The advent of the Web and other technological advances has placed powerful resources in the hands of practitioners. Coupled with that power is an acute public awareness of marketing abuses that have adversely hindered subsequent marketing efforts. Marketers need to address basic marketing skills through old-fashioned personal contact and personal relations that probably never will be effectively replaced with modern IT methodology. Additionally, marketing should take a proactive approach to defining marketing responsibilities to the public it serves to overcome the reputation that is established by a few who are unethical in their approach to the craft.
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	Abstract: Examines if online reverse auctions are consistent with the Caux Round Table Principles for Business. Identifies numerous contradictions that contribute to the perpetuation of divisive business practices. Concludes that buyer behaviors must evolve from focusing on short-term tactics designed to reduce purchase price and instead pursue collaborative cost reduction practices with key suppliers.
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	Abstract: Examines the influence of computer guidelines and the belief in universal moral rules on ethical intentions regarding the use of computers in the workplace. The results revealed that the interaction between computer guidelines and belief in universal moral rules was significant. Business professionals with a strong belief in universal moral rules exhibited high ethical intentions, regardless of whether or not their organization had clear guidelines concerning the use of company computers. However, for business professionals with a low belief in universal moral rules, the presence of clear computer guidelines had a positive effect on ethical intentions. This investigation provides evidence that computer guidelines are positively related to ethical intentions only for individuals who do not adhere to a belief in universal moral rules.
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	Abstract: As the LIS field is being restructured world-wide, a survey of key institutions and relevant literature confirms that ethics and its information age derivative "infoethics" are becoming important components of LIS research and teaching. LIS scholars and educators need to train students in value-based skills appropriate for many information age challenges. In Europe LIS research and teaching will in addition need to adapt to the converging forces of the Bologna Agreement's "European Higher Education Area".
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	Abstract: This paper presents a literature review of, and classification scheme for, Internet marketing (IM) research. The review covers 270 journal articles published between 1987 and 2000 in three types of journals: marketing; economics, business and management; and information systems and information technology. The results show that an increasing volume of IM research has been conducted in a diverse range of areas. A total of 96 percent of the papers were published in the last five years (1996-2000) of this 14-year study, and the significance of IM to e-commerce will increase in the future. The 270 articles are classified into five distinct categories: the IM environment, IM functions, special IM applications, IM research, and other topics. A comprehensive list of references is presented. This review will provide a source for anyone interested in IM research, and will help to simulate further interest in the area.
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	Abstract: Previous research suggests that perceived risk is an important ingredient in the consumer decision-making process. The purpose of the present study is to investigate what are the perceived barriers to Internet usage and e-marketing by both users and non-users. By understanding these potential obstacles, more efficient marketing strategies will become available that will drive Internet use and e-commerce. A detailed perceived risks map has been developed using a qualitative research paradigm. We suggest a model with the factors affecting the Internet's perceived risk elements. The factors are demographic traits and usage behavior characteristics. The model is tested against a sample of 465 employed adults.
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	Abstract: Although very much in vogue in both academic discourse and practitioner rhetoric, presents a case for a need to be concerned over the use of the "R" (relational) word in marketing. But even this needs to be implemented with caution and sensitivity as evidence on how consumers react to the approach shows. In an era of self service and disintermediation, marketers are increasingly turning to customer data instead of the tacit understanding of customers they used to possess when interaction was on a more personal basis. There are, however, concerns over the nature of the data collected and the way in which it is used, that lead to a proposition that relationship marketing can be an oxymoron. Also, however, suggests a number of compromise solutions in an era in which marketers are unlikely to abandon the paradigm. If marketing reverted to earlier paradigms rather than promising cynical consumers a "relationship", perhaps all parties might actually start to gain more trust in each other. Personal rather than relational interaction would indeed be more pragmatic.
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	Abstract: The role of trust encompasses the exchanges and interactions of a retail bank with its customers on various dimensions of online banking. Specifically lays stress on the bank-to-customer exchanges taking place through the technological interface. Hypothesizes shared value, communication and opportunistic behaviour as antecedents to trust. Trust and commitment also have a causal relationship. Proposes and empirically tests five hypotheses with a sample of 510 Internet users of various profiles in India. Develops a structural equation model (Lisrel) and establishes all hypotheses. Observes that shared value is most critical to developing trust as well as relationship commitment. Communication has a moderate influence on trust, while opportunistic behaviour has significant negative effect. Also finds higher perceived trust to enhance significantly customers' commitment in online banking transaction. An important contribution concerns how trust is developed and sustained over different levels of customer relationship in online banking. The future commitment of the customers to online banking depends on perceived trust.
	
	
	


	A descriptive model of online shopping process: some empirical results

	Author(s): Su-Jane Chen; Tung-Zong Chang 

	Journal: International Journal of Service Industry Management 

	Year: 2003 Volume: 14 Number: 5 Page: 556 -- 569 

	DOI: 10.1108/09564230310500228
	
	
	

	Publisher: Emerald Group Publishing Limited 
	
	
	

	Abstract: Since early 1990s, tremendous growth of e-commerce has transformed the world retail infrastructure rapidly. Although the Internet burst between 2000 and 2002 which slowed down the rage in the financial market, the Internet infrastructure continues to grow and becomes an integral part of market strategic portfolio for many organizations. In order to be successful in the Internet niche, many retailers engage in business model reengineering to keep up with changes in how customers acquire goods and services. Based on in-depth interviews and a follow-up survey, the present study depicts a common online shopping process and identifies three common online shopping components: interactivity, transaction, and fulfillment. These components and their respective factors form one's online shopping experience. Managerial implications and future research directions are offered.
	
	
	


	Protecting personal privacy on the Internet

	Author(s): S.E. Kruck; Danny Gottovi; Farideh Moghadami; Ralph Broom; Karen A Forcht 

	Journal: Information Management & Computer Security 

	Year: 2002 Volume: 10 Number: 2 Page: 77 -- 84 

	DOI: 10.1108/09685220210424140
	
	
	

	Publisher: Emerald Group Publishing Limited 
	
	
	

	Abstract: The rapid advance of technology has permitted the creation of vast amounts of information, both on and off the Internet. The public is only just beginning to realize how this information, especially personal information, may be used in ways that may not be acceptable. Laws across different countries are often conflicting, making it difficult to control how personal information is being used and how individual privacy is being violated. The solution to this problem lies somewhere between government, industry, and the individual. This paper discusses the current state of personal privacy in each of these three areas.
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	Abstract: Trust is important to all marketing transactions, yet there is a paucity of research of the phenomenon in an online environment. This paper provides a comprehensive review of the trust literature and forwards the findings of focus group research that has useful implications concerning factors causing trust and how trust is best manifested in Websites selling travel-related commodities.
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	Abstract: Powerful emerging technologies, fierce competition in the marketplace, more sophisticated consumers and the relentless drive for higher corporate earnings are at the root of online consumers' information privacy concerns. The issue of consumer privacy could be a defining element in the battle for the ownership of online consumers. Businesses have a choice in how they respond to this matter. They can see it as a threat and simply react defensively. Or they can treat this as an opportunity and be proactive in maximizing the gains. Clearly, businesses that add value to their offerings by leveraging Internet technology in coordination with a proactive policy to preserve consumer privacy will be the success stories of the future. The goal of this research is to identify the strategic and tactical opportunities created by online consumers' privacy concerns. Approaches to treating the privacy concerns as a source of competitive advantage are clearly discussed.
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	Abstract: Many Internet researchers state that computer networks provide an egalitarian forum where users are not labeled by gender, race, age, national origin or disability. This assertion ignores the experiences of many women using electronic communication systems. Focusses on several legal issues of special relevance to women, including pornography and hate speech, stalking and sexual harassment, and exclusionary practices. Suggests that the conceptual models used in this research and Internet work may help to determine future legal practices.
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	Abstract: Reports the findings of an investigation carried out in Slovenian public libraries, which was designed to determine whether librarians would be reluctant to provide information or materials on ethically disputed topics. The three topics used in the test were: suicide, necrophilia, and photographs or pictures of corpses. The conclusions were that the issue was a matter of quality of reference services, 
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	Abstract: This article addresses many new problems facing educators with regard to integrating the Internet in to the marketing curriculum. Traditional modes of education and research have led to abuses of academic integrity by a small percentage of undergraduate students. Recent findings indicate that the Internet has led to an explosion of sites designed to provide research and term papers for a fee to students. This article begins by examining the current state of integration and research regarding the use of the Internet in marketing education. Then it explores current issues of concern facing educators relating to the use of the Internet by students. Areas of interest include student research and reference techniques, plagiarism and accessibility to custom and off-the-shelf term papers.
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	Abstract: The Internet has been welcomed by educators as a great tool for use in the classroom or to create virtual classrooms. It can be used to connect students in disparate countries as well as an increase in student comfort with technology. This paper highlights some of the unplanned and unanticipated consequences that might be encountered as the use of the Internet in education increases. These consequences are discussed as potential problems, categorised as problems of judgement, distance, and ethics. Implications for educators and administrators are addressed by suggesting course design, pedagogical, and student activity solutions.
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	Abstract: The Internet has important ethical connotations for retailing. This paper briefly provides examples of retailers' difficulties in this respect, before considering use of the Internet for ethical scrutiny of retailers by a spectrum of activists and agencies. Positive use of the Internet to publicise retailers' social responsibility contrasts with questionable exploitation of the Web's anonymity. The Net not only offers freedom of speech, but also widens opportunities for irresponsible activity, with low barriers to entry. Thus tensions exist between rights and freedoms, on the one hand, and abuses of freedoms, provoking calls for regulation, on the other. Ethical issues relating to e-commerce are identified, and privacy is highlighted both as central to the ethics of e-retailing and as a critical factor in its development. While retail interest in the Internet thus far has focused around e-commerce, impacts on retailer image - both positive and negative - should also be recognised.
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	Abstract: Presidential Decision Directive 63 concerning critical infrastructure protection, was signed on May 22, 1998. This order created a Presidential Commission charged with formulating policy recommendations to the President on measures to protect the critical infrastructures of the USA from cyber-based attack. These initiatives were advanced in the Bush Administration with Executive Order 13231 - Critical Infrastructure Protection in the Information Age, October 16, 2001. Critical infrastructures are defined as those that are so vital that their incapacity or destruction would have a debilitating impact on the defence or economic security of the country. Among these are finance and banking, and telecommunications, the pillars of commerce and the nascent electronic commerce (e-commerce) industry. Subsequent to this, the new century began with the publication of Defending America's Cyberspace: The National Plan for Information Systems Protection, the distributed denial of service attacks on Yahoo!, and other major sites, and the hundreds of millions of dollars in damage due to the Code Red and Nimda viruses. One month after the publication of The National Strategy to Secure Cyberspace was distributed for comments (September 2002), the core domain name system root servers were attacked. In spite of these events, the reality is that market forces will continue to fuel the interest in e-commerce regardless of concerns over security. Additionally, it will also remain difficult to encourage private sector openness and investment in security solutions in the absence of a major commercial catastrophe even in the face of rising customer expectations in service, security, and privacy. This paper explores these issues as they affect e-commerce and suggests strategies to limit the potential impact of the array of threats facing critical infrastructures and e-commerce. In doing so the paper discusses the importance of e-commerce, the critical infrastructures, the threats to e-commerce, and policies for protecting the organizations' e-commerce operations.
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Description
The phenomenal growth in Internet commerce in recent years has brought privacy concerns to the fore. Although privacy as a concept has been well understood with respect to brick and motor businesses, there is limited research in identifying major issues of concern related to Internet privacy. This paper systematically identifies the major Internet privacy concerns. Data for the study was collected through two panels and subjective evaluation. 

Introduction to the Special Issue: Developing the Business Components of the Digital Economy
Georgios I. Doukidis, Guest Editor 
International Journal of Electronic Commerce,
Volume 3, Number 3, Spring 1999, pp. 3. 


Abstract: This Special Issue is devoted to the creation of components of the digital economy on levels ranging from the individual business to a national economy. The authors analyze several nodal aspects of the business infrastructure of electronic commerce. The issue has seven papers, selected from the best of those presented at the Eleventh International Bled Electronic Commerce Conference, which was convened in Bled, Slovenia, on June 8-10, 1998. Considered one of the major international events in electronic commerce, the annual conference attracts more than 300 participants from academia, business, and government. The research track consisted of 45 research papers, presented by more than 100 authors from 15 countries. 

The authors of the first paper, Stefan Klein of the University of Münster and Robert M. O'Keefe of Brunel University, assess the progress made in the field of electronic auctions on the Web. By analyzing several classes of auctions, the authors begin to identify the impact that the Web is having on the viability, operation, and diffusion of auctions. In addition, they produce an agenda for further research on the way in which Web-based markets relying on auction mechanisms would evolve. The results address important aspects of electronic markets, such as trust and quality, as well as the new market structures built by cybermediaries and possible extensions of the supply chain. 

The next paper, by Simpson Poon of Murdoch University and Paula Swatman of the Royal Melbourne Institute of Technology, challenges some of our current thinking about the competitive use of the Internet. The authors discuss the findings of a longitudinal study carried out on a sample of small firms active online in Australia. The results show that sales increases due to entry into electronic commerce were far lower than initially expected, and that many of the small firms were disappointed with the performance of the Internet as a virtual marketplace. However, the Internet did help them save time in scouting resources, in building business networks, and in sharing expertise. The paper also provides an interesting insight into the effectiveness of marketing via the Internet, which has proved to be highly industry-sector dependent. 

The paper by George M. Giaglis and Ray J. Paul of Brunel University and the guest editor reexamines contemporary thought on the assessment of real business value prior to the adoption of electronic commerce in organizations. The authors analyze the problem of evaluating E-commerce investments and explain why Business Process Modeling (BPM) constitutes an effective mechanism for overcoming many evaluation problems. The case study presented reports on a practical application of the theory in a real-life, interorganizational setting. The results of the case study suggest that in order for a simulation to be an effective vehicle for investment evaluation, it should explicitly incorporate the expected effect of E-commerce adoption on business performance. 

The paper by Ettore Bolisani (University of Padua), Enrico Scarso (University of Modena), Ian Miles (University of Manchester), and Mark Boden (University of Manchester) treats a subject that has emerged during the past decade as a particularly important issue in a wide range of innovation studies. The topic is that of organizational knowledge and knowledge management. The authors analyze the different types of knowledge (from technical or codified knowledge to practical or tacit knowledge) and the complex processes of knowledge transfer and conversion that occur between the different actors involved in E-commerce (such as business partners, service providers, and third parties). More specifically, the paper examines the utility of a "knowledge-based" approach in the examination of service innovation. It also draws on the results of a series of recent empirical studies of different kinds of E-commerce applications (including EDI, on-line catalogues, etc.) conducted by the authors. 

The paper by Roman Brandtweiner and Arno Scharl of the Vienna University of Economics and Business Administration reflects upon issues associated with the identification of the major structures, processes, and players in real markets, and on the transformation of these elements into the virtual domain in order to design a conceptual model of an electronic market. Specifically, the authors provide an abstraction of a particular form of marketplace, the Oriental Bazaar. Their central argument is that E-commerce tools primarily have to meet human wants and needs, and only secondarily answer to the technical system's requirements. To support this contention, the authors design a conceptual model of a virtual bazaar, employing the data and navigational object types of their modeling framework, called eW3DT. 

Gaby Herrmann and Günther Pernul of Essen University analyze E-commerce security and integrity from a business-process perspective. They propose an integrated framework for viewing and analyzing a business process that combines five different perspectives. What makes their framework so special is that, in addition to the four perspectives previously described in the literature, they propose a fifth (the business-process perspective), consisting of an integration of the functional and dynamic perspectives. The importance of this paper is that it deals with two essential aspects of E-commerce: security assurance and process modeling. The paper illustrates the modeling of security requirements by focusing on the example of the legal binding of contracts. 

The final paper, by Margaret Tan of the National University of Singapore, provides an analysis of how Singapore is creating its digital economy, with an E-commerce hub, through the provision of one-stop, nonstop business and government services, cybershopping, on-line banking, Internet trading, etc. The author argues that Singapore's example is very encouraging for developing countries that are undertaking major initiatives based on E-commerce. To this end, using Singapore as an example, the paper presents and analyzes a model of how to develop, at a national level, the appropriate infrastructure to "digitize" an economy. The model interrelates initiatives and stakeholders' roles, and provides a "stages-of-growth" perspective in order to serve as a true model for developing countries. 

A Longitudinal Study of Expectations in Small Business Internet Commerce 
Simpson Poon and Paula Swatman 
International Journal of Electronic Commerce,
Volume 3, Number 3, Spring 1999, pp. 21. 


Abstract: This paper examines the gap between expectation and realization among a group of small Australian firms that engaged in small business Internet commerce (SBIC) over a 20-month period. Essentially, small firms on-line believed that the Internet is important in terms of competitiveness, although some of their early expectations about the ability of SBIC to generate instant competitive advantage had began to wane. The most useful effects of the Internet were in information gathering and time savings, but results in advertising and sales were less encouraging. Internet marketing effectiveness was found to be industry-sector-dependent.

The Economics of Freebies in Exchange for Consumer Information on the Internet: An Exploratory Study
Ai-Mei Chang, P.K. Kannan, and Andrew B. Whinston 
International Journal of Electronic Commerce,
Volume 4, Number 1, Fall 1999, pp. 85. 


Abstract: A recent phenomenon in Internet advertising is the evolution of Web-based organizations that provide free e-mail services, or promotional rebates, or even cash to "qualified" on-line consumers who are willing to interact with them and view the advertisements. In order to qualify for such free services, consumers provide information on their demographics, life-styles, and preferences for products/services. The organizations use the information to target interactive advertisements of their corporate clients to the appropriate users. Different terms have been used to describe the concept, but from a business transaction viewpoint, these Web-based organizations act as intermediaries in collecting information from the consumers, paying for the information using freebies, and, in turn, selling it to corporate clients. Recently, several such "cybermediaries" have been the subject of takeovers by Microsoft and other Internet "portal" organizations. This paper describes the various business models that have been adopted by these cybermediaries, examining the economic issues of the models and the implications for consumer welfare. The continued viability of the market is explored in light of recent concerns regarding breaches in privacy of consumer information. Finally, the impact of different schemes used for pricing advertisements on the business models adopted by the organizations is discussed.

Toward a Generic Model of Trust for Electronic Commerce
Yao-Hua Tan and Walter Thoen 
International Journal of Electronic Commerce,
Volume 5, Number 2, Winter 2000-2001, pp. 61. 


Abstract: The authors present a generic model of trust for electronic commerce consisting of two basic components, party trust and control trust, based on the concept that trust in a transaction with another party combines trust in the other party and trust in the control mechanisms that ensure the successful performance of the transaction. This generic trust model can be used in designing trust-related value-added services in e-commerce. To illustrate its design use, two e-commerce activities that require trust are compared: electronic payment and cross-border electronic trade. The model shows that each of these activities requires a different type of trust, created by completely different services.

E-Service and the Consumer
Roland T. Rust and Katherine N. Lemon 
International Journal of Electronic Commerce,
Volume 5, Number 3, Spring 2001, pp. 85. 


Abstract:Many Internet applications do not fully utilize the unique nature of the Web, which in its purest form involves interactive, personalized information service. The true nature of the Web, here termed e-service, will be the key to marketing most effectively to the consumer, for it is the logical continuation of a 100-year trend toward information service in the economy. This paper examines the aspects of e-service that are critical in effectively interacting with consumers in interactive, networked information environments like the Internet. It discusses three central changes brought about by the advent of the Internet (true interactivity with the consumer, customer-specific, situational personalization, and the opportunity for real-time adjustments to a firm's offering to customers), as well as changes in consumer expectations regarding firm service strategies that flow from these developments. Based upon these changes in technology and consumer expectations, important elements of the e-service experience are defined. The paper concludes by showing how e-service strategies will play a significant role in growing the overall value of the firm. In each of these areas, a set of research questions is proposed that will lead to a stronger understanding of e-service and consumer behavior.

Introduction to the Special Section: Refining the Measurement of E-Commerce
Stefan Klein and Bob O'Keefe, Guest Editors 
International Journal of Electronic Commerce,
Volume 6, Number 1, Fall 2001, pp. 9. 


The development and diffusion of electronic commerce has entered a new century and a new period of maturity. The Thirteenth Bled International Conference on Electronic Commerce included a number of papers that focused on how to measure and assess the use and impact of electronic commerce. Of particular interest were the papers that provided methods for refining and improving current systems and methodologies. Two of the best papers presented at the conference are published here. In "An Evaluation of Cyber-Bookshops: The WebQual Method," Stuart Barnes and Richard Vidgen present a method for evaluating Web sites. Based on the SERVQUAL methodology, the WebQual method aims to provide a customer-focused evaluation of Web sites. The method is tested on three British book stores, showing that subtle differences in how the stores interact with customers can be measured. Since presentation at Bled, the WebQual method has moved into the commercial world: see www.webqual.co.uk. 

Many studies of electronic commerce usage, particularly the Georgia Tech and Wharton studies, rely upon on-line survey methods, on the assumption that the large number of responses obtained will outweigh some of the bias due to self-selection by respondents. In "Sensitivity of E-Commerce Measurement to the Survey Instrument," Vasja Vehovar, Katja Lozar Manfreda, and Zenel Batagelj show that Web-based surveys with e-mail contact can be far more sensitive to the instrument than traditional paper surveys with phone contact. Since errors in estimates of measures can be substantial as compared to other survey methods, the method deployed in an e-survey has to be stated with great precision. 

A Trust Model for Consumer Internet Shopping
Matthew K. O. Lee and Efraim Turban 
International Journal of Electronic Commerce,
Volume 6, Number 1, Fall 2001, pp. 75. 


Abstract: E-commerce success, especially in the business-to-consumer area, is determined in part by whether consumers trust sellers and products they cannot see or touch, and electronic systems with which they have no previous experience. This paper describes a theoretical model for investigating the four main antecedent influences on consumer trust in Internet shopping, a major form of business-to-consumer e-commerce: trustworthiness of the Internet merchant, trustworthiness of the Internet as a shopping medium, infrastructural (contextual) factors (e.g., security, third-party certification), and other factors (e.g., company size, demographic variables). The antecedent variables are moderated by the individual consumer's degree of trust propensity, which reflects personality traits, culture, and experience. Based on the research model, a comprehensive set of hypotheses is formulated and a methodology for testing them is outlined. Some of the hypotheses are tested empirically to demonstrate the applicability of the theoretical model. The findings indicate that merchant integrity is a major positive determinant of consumer trust in Internet shopping, and that its effect is moderated by the individual consumer's trust propensity.

What Trust Means in E-Commerce Customer Relationships: An Interdisciplinary Conceptual Typology
D. Harrison McKnight and Norman L. Chervany 
International Journal of Electronic Commerce,
Volume 6, Number 2, Winter 2001-2002, pp. 35. 


Abstract: Trust is a vital relationship concept that needs clarification because researchers across disciplines have defined it in so many different ways. A typology of trust types would make it easier to compare and communicate results, and would be especially valuable if the types of trust related to one other. The typology should be interdisciplinary because many disciplines research e-commerce. This paper justifies a parsimonious interdisciplinary typology and relates trust constructs to e-commerce consumer actions, defining both conceptual-level and operational-level trust constructs. Conceptual-level constructs consist of disposition to trust (primarily from psychology), institution-based trust (from sociology), and trusting beliefs and trusting intentions (primarily from social psychology). Each construct is decomposed into measurable subconstructs, and the typology shows how trust constructs relate to already existing Internet relationship constructs. The effects of Web vendor interventions on consumer behaviors are posited to be partially mediated by consumer trusting beliefs and trusting intentions in the e-vendor.

The Role of Trust and Deception in Virtual Societies
Cristiano Castelfranchi and Yao-Hua Tan 
International Journal of Electronic Commerce,
Volume 6, Number 3, Spring 2002, pp. 55. 


Abstract:In hybrid situations where artificial agents and human agents interact, the artificial agents must be able to reason about the trustworthiness and deceptive actions of their human counterpart. Thus a theory of trust and deception is needed that will support interactions between agents in virtual societies. There are several theories on trust (fewer on deception!), but none that deals specifically with virtual communities. Building on these earlier theories, the role of trust and deception in virtual communities is analyzed, with examples to illustrate the objectives a theory of trust should fulfill.

Bidding Behavior in On-line Auctions: An Examination of the eBay Pokemon Card Market 
Sidne G. Ward and John M. Clark 
International Journal of Electronic Commerce,
Volume 6, Number 4, Summer 2002, pp. 139. 


Abstract:eBay is the most successful of the many consumer-related on-line auction sites on the World Wide Web. Single-item auctions on eBay share characteristics with both English auctions and a hybrid combination of first-price and second-price sealed-bid auctions. Auctions on eBay allow bidders to choose between two different methods of bidding. A field study was conducted to determine the effects of bidding strategy on revenue realized in auctions conducted under the eBay market structure. The research draws on traditional auction theory derived from an examination of "live" auctions not mediated by computers. The results indicate differences between predicted and observed behavior. Two groups of bidders pay "insurance" premiums to ensure that their bidding is successful. These findings should generalize to other auction Web sites with similar market structures and have implications for bidders, sellers, and managers of auction Web sites.

Customer Relationship Management for the Web-Access Challenged: Inaccessibility of Fortune 250 Business Web Sites
Authors 
International Journal of Electronic Commerce,
Volume 7, Number 2, Fall 2002, pp.81. 


Abstract: Companies increasingly employ the World Wide Web to gather information from and disseminate information to actual and potential customers and for end-consumer business transactions and interactions. The challenge of attracting and keeping economically valuable customers while repelling and eliminating those who are not economically valuable is the focus of Electronic Commerce Customer Relationship Management (ECCRM). Many companies consider traditional usability when designing customer-oriented aspects of their Web sites, but they may not consider the critically important aspect of accessibility. On-line barriers may limit or preclude Web accessibility for potential customers with access challenges. ECCRM requires that companies communicate with current and potential customers to establish, develop, and manage relationships. However, this may be difficult or impossible for customers unable to access the company's Web site for information, let alone to place orders or interact with company representatives. Web site accessibility is an important aspect of usability for ECCRM that is being overlooked by most firms. 

This article describes the background of Web site accessibility from economic, market-oriented, legal, and usability perspectives. Then it presents the results of an evaluation of the accessibility of the top 250 2002 Fortune 500 company Web site home pages (actually, as will be explained below, only 248 home pages were evaluated). The Bobby accessibility validation program quantified the number and severity of accessibility errors and problems for each site. The majority (182/247, i.e., 75%) of the Fortune 250 Company Web sites have Priority 1 accessibility errors, and many of these problems are so severe that the firms should give a high priority to correcting them. The study illustrates the need for companies to go beyond traditional usability testing to examine the accessibility of their Web sites so that they can successfully employ ECCRM and comply with ADA and other legal guidelines and requirements. The economic aspects of ECCRM should be enough to encourage firms to make their sites accessible to all current and potential customers. Suggestions for improving the accessibility of Web sites are provided as well as future research directions.

Privacy and Anonymity Protection with Blind Threshold Signatures
Wen-Shenq Juang, Chin-Laung Lei, and Horng-Twu Liaw 
International Journal of Electronic Commerce,
Volume 7, Number 2, Fall 2002, pp.143. 


Abstract: A set of group-oriented blind (t, n) threshold signature schemes is proposed based on the discrete logarithm problem. Using these schemes, any t out of n signers in a group can represent the group in signing blind threshold signatures. A threshold signature in the proposed schemes is the same size as an individual signature, and the signature verification process is simplified by means of a group public key. The schemes are suitable for single-authority applications in privacy protection, secure voting systems, and anonymous payment systems for distributing the power of a single authority. The assistance of a mutually trusted authority is not required. In addition, individual signers can choose their own private keys, and all the members together decide on the group public key.

Consumer Acceptance of Electronic Commerce: Integrating Trust and Risk with the Technology Acceptance Model
Paul A. Pavlou 
International Journal of Electronic Commerce,
Volume 7, Number 3, Spring 2003, pp. 101. 


Abstract:This paper aims to predict consumer acceptance of e-commerce by proposing a set of key drivers for engaging consumers in on-line transactions. The primary constructs for capturing consumer acceptance of e-commerce are intention to transact and on-line transaction behavior. Following the theory of reasoned action (TRA) as applied to a technology-driven environment, technology acceptance model (TAM) variables (perceived usefulness and ease of use) are posited as key drivers of e-commerce acceptance. The practical utility of TAM stems from the fact that e-commerce is technology-driven. The proposed model integrates trust and perceived risk, which are incorporated given the implicit uncertainty of the e-commerce environment. The proposed integration of the hypothesized independent variables is justified by placing all the variables under the nomological TRA structure and proposing their interrelationships. The resulting research model is tested using data from two empirical studies. The first, exploratory study comprises three experiential scenarios with 103 students. The second, confirmatory study uses a sample of 155 on-line consumers. Both studies strongly support the e-commerce acceptance model by validating the proposed hypotheses. The paper discusses the implications for e-commerce theory, research, and practice, and makes several suggestions for future research.

Consumer and Business Deception on the Internet: Content Analysis of Documentary Evidence
Stefano Grazioli and Sirkka L. Jarvenpaa 
International Journal of Electronic Commerce,
Volume 7, Number 4, Summer 2003, pp. 93. 


Abstract: Internet deception threatens the sustainability of Internet commerce because it undermines trust. This paper investigates the deceptive tactics available on the Internet and some of the factors that make them more or less likely to be adopted. An established theory of deception is applied to the Internet context to identify the deception tactics available on-line. The theory is then expanded with new hypotheses that link the selection of a specific tactic to the identity of the target and the purported identity of the deceiver. Content analysis of a broad range of documentary evidence published between 1995 and 2000 is used to build a database of 201 cases of Internet deception. Data from the database are used to test the hypotheses. The results suggest that deceivers select tactics as a function of their targets as well as their own purported identities. Practical implications for deterrence, prevention, and detection of Internet deception are discussed.

Contextual Marketing and Customer-Orientation Strategy for E-Commerce: An Empirical Analysis
Xueming Luo and Mojtaba Seyedian 
International Journal of Electronic Commerce,
Volume 8, Number 2, Winter 2003-4, pp. 95. 


Abstract: Theories from information systems and strategic marketing are integrated to develop a framework for understanding the direct, mediated, and moderated influences of contextual marketing and customer-orientation strategy on site satisfaction. Empirical testing shows that customers' perceived contextual marketing and customer-oriented strategies are associated with site satisfaction and loyalty. Departing from the simple linear-association approach, the study also investigates the moderating role of privacy concerns and site design complexity and the mediating role of perceived site value. It finds that the influence of contextual marketing and customer-orientation strategy on site satisfaction is moderated by the perceived complexity of the site design but not by consumer privacy concerns. These influences may also be mediated by perceived site value. Overall, the contextual marketing approach of providing personalized, real-time information to customers at the point of need will obtain competitive advantage in e-commerce.
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Ethical issues involving the Internet
1994   Pages: 31 - 32  
Proceedings of the conference on Ethics in the computer age

ACM Press   New York,
During the 90's, the “Information Superhighway” has received widespread publicity. Many campuses have participated in this drive to an information based society by becoming participating nodes on the Internet. As an information provider, the Internet has the potential to change the college experience in many ways, both good and bad. It also poses a number of problems for college students in areas such as privacy, access, and honesty. It provides professors with a dynamic information storage and retrieval tool that offers the opportunity to modernize both curriculum experiences and pedagogical approaches. On some campuses, Internet access and capability has become so important that course modules and whole courses are being built. The panelists will each discuss a different issue involved with making the Internet more integral to the collegiate environment.The first panelist will consider risks and threats that an institution of higher learning must consider as it approaches Internet use will be presented. The steps an institution took to build policies and deal with “inevitable incidents” that will occur as the Internet is opened to full use by both students and faculty.The second panelist will present four computer ethics modules. Each module uses the abundance and dynamism of Internet information to provide challenging “Ethics in the Computer Workplace” experiences that could not easily be done by traditional means.The third panelist will discuss a course module that explores both the positive and negative potential of the Internet. The costs and ease of Internet access, as well as normally available Internet tools, are also presented. This module has been used in a course called “Ethical and Social Issues in Computer Science” and will be used in a general-education course to be offered beginning in 1994–95.

	Essai: weaving postmodernism

	Author(s): Pierre Berthon; Constantine Katsikeas 

	Journal: Internet Research: Electronic Networking Applications and Policy 

	Year: 1998 Volume: 8 Number: 2 Page: 149 -- 155 

	DOI: 10.1108/10662249810211610
	
	
	

	Publisher: Emerald 
	
	
	

	Abstract: As more and more organizations establish their presence on the World Wide Web, the question of interacting in the new medium presents challenges to practitioners and academics alike. How should economic and symbolic activity be conducted and conceptualized? Different assumptions about the new medium will result in disparate activities - and concomitantly varying degrees of success or failure. In this article we explore the phenomenon of the Web using themes which characterize postmodernism. Postmodernism is a rubric of praxes and thoughts that "dis-embodies" the information age, and thus offers unique insights into information-rich contexts such as the Web. The article is set out as follows. First, the signifiers of "modern" and "postmodern" are discussed. Second, the Web is explored using key themes of postmodernism. We conclude that a postmodern perspective will illuminate thinking in the new information medium, just as modernism facilitated thinking in traditional physical medium.
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	Abstract: In recent research, two views of the possible postmodern consumer have emerged. One view, advanced by Firat and Venkatesh, postulates that the consumer has increased expressive flexibility and is therefore liberated from prior ideologically-created restraints. A second view, provided by Thompson and Hirschman and based on an empirical study of bodily-related consumption, is less sanguine and argues that "long-standing cultural narratives" continue to inhibit the consumer. To further consider these two contrasting perspectives, this paper analyses downloaded, discussion texts which express the emic views of consumers who participate in NetGirl, a gender and relationship-oriented, online forum. The results provide some evidence supportive of both perspectives, i.e. the Net is more a mental, "hyperreal" and therefore more flexible phenomenon than the body, yet it also manifests the long-standing need of people to tangibilize online phenomena in "real" terms. Implications are drawn which reflect this finding, as well as the idea that online cyber-narratives and offline, real life narratives tend to mirror and be inscribed in each other.
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	Abstract: The widespread collection of data about individuals is increasing at dramatic rates as more and more organizations increase their desire for information in order to develop new markets for products, gain a competitive edge, or to expand their operations. The paramount concern today is not focused entirely on halting data collection but is primarily concerned with the disbursement and use of information. Information and activity are being monitored and sold to marketers, credit bureaus, insurance companies and government agencies, for their specific use. The misuse of this information and the concern for invasion of an individual's privacy are issues that are not being fully addressed and controlled. Legislation to monitor this information transfer is lagging far behind the rapid growth and disbursement of technology. Measures must be instituted to regulate this activity so that information is used for its intended, acceptable purpose and not freely distributed.
	
	
	


Title: Are we losing trust through technology? Author(s): Michael K Rich Journal: The Journal of Business and Industrial Marketing Year: 2002 Volume: 17 Number: 2 Page: 215 -- p222 DOI: 10.1108/08858620210419826 Publisher: Emerald Abstract: The field of marketing has had a history of individuals and organizations attempting short-term gain through less than ethical means. The advent of the Web and other technological advances has placed powerful resources in the hands of practitioners. Coupled with that power is an acute public awareness of marketing abuses that have adversely hindered subsequent marketing efforts. Marketers need to address basic marketing skills through old-fashioned personal contact and personal relations that probably never will be effectively replaced with modern IT methodology. Additionally, marketing should take a proactive approach to defining marketing responsibilities to the public it serves to overcome the reputation that is established by a few who are unethical in their approach to the craft.
	Title: Ethics, Law and Computer Hacking

	Author(s): Gerald Vinten 

	Journal: Managerial Auditing Journal 

	Year: 1990 Volume: 5 Number: 4 

	DOI: 10.1108/02686909010138061
	
	
	

	Publisher: Emerald 
	
	
	

	Abstract: Computer hacking is discussed sequentially with respect to: social and business ethics, fraud legislation, computer misuse legislation and computer controls. Enacting computer-specific statutes is the approach that is increasingly popular - UK, US and Canadian responses are described. But law can only serve as one plank in prevention and deterrence of hacking, while enforcement will present problems. Computer auditors and security specialists must play a more significant role. Security precautions are summarised.
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Abstract 

This paper examines the advent of the Web as a critical media tool in the promotion and sale of goods to consumers and the ethical questions it raises that are issues of public policy. We examine four traditional ethical rationales that guide organizational decision-making – utilitarianism, distributive justice, moral rights of man and relativism, further characterized as "ends-based", "equity-based", "rules-based" and "comparison-based" rationales – and we apply them to four moral dilemmas attributed to the proliferation of dot.com companies as they relate to consumer welfare. We find that ethical rationale in the New Media is largely non-existent, and where it exists, it is primarily reactive and driven by utilitarian or relativistic reasoning. We attribute this condition to the newness of the industry and to its economic context, representing, as it does, many characteristics embodied in the concept of the "perfect market." We offer some remedies to improve ethical conduct by e-business.
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Abstract 

The astonishing growth of the Internet coupled with its unique capabilities has captured the attention of the marketing community. Although many businesses are acknowledging the importance of a Web site, to date, little attention has been given to the business community‘s perceptions of the ethicality of this new medium. A national sample of marketing executives was surveyed regarding their perceptions of: (1) regulation of the Internet, (2) the potential ethical issues via Internet marketing facing their industry, and (3) the role of ethics and Internet marketing in their organization. Results and recommendations for incorporating Internet ethical guidelines into organizations are discussed.
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	This paper discusses the complex Microsoft anti-trust trial and the company 's questionable behavior during the browser wars with Netscape.It reviews the essentials of the legal case against Microsoft along with the company 's efforts to refute the charges against it, including the presumption of monopoly power. After laying the groundwork by providing conceptual background on the notion of fair competition, the paper turns to an ethical analysis of Microsoft 's conduct. We conclude that Microsoft 's behavior was excessively opportunistic during the browser wars.The company did not compete constructively or positively, but instead sought to undermine the competitive process.It also developed biased software code that tilted the playing ?eld in its direction.These actions caused harm to the company 's stakeholders by obstructing consumer choice and impeding innovation. 
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	Computer mediated communication, in particular email, is of particular importance in the Higher Education sector. In this paper, research at one Higher Education Institution on the ethical use of email is presented. Focus groups were used to gather data on the impact of email, on current patterns of use, and on perceptions of ethical use. Using the analogy of a new motorway, which everyone is expected to use but for which there are no established rules of behaviour or etiquette, the research demonstrates that some ethical guidelines for the acceptable use of email are necessary. It is argued that there needs to be a greater understanding of individual responsibility for computer mediated communication in the higher education sector. 
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	This paper examines the establishment and enforcement of codes of conduct governing the use of Internet technology as a means of providing a basis of trust in the e-business context. The discussion draws on the findings of a survey of 80 UK organisations, and considers the relationship between factors such as organisation size, type, use of IT, the length of time with an Internet connection and the use of a code of conduct, as well as the specific areas of Internet technology covered by codes of conduct. The paper also investigates the extent of disciplinary cases associated with the misuse of Internet technology, as well as the ownership and responsibility for implementing codes of conduct. The survey results suggest that the use of codes of conduct varies significantly from organisation to organisation, and that those who initiate such codes are not those seen as being responsible for implementing them. The results also indicate that a growing number of employees are disciplined for misuse of facilities offered by Internet technology. 
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	This article seeks to establish a link between the field of business ethics and information ethics by exploring the connection between responsibility and the Internet from an economic perspective. This link finds its expression in the moral theory of Discourse Ethics as suggested by German philosophers such as Juergen Habermas and Karl-Otto Apel. The term responsibility points in the direction of communication and therefore leads easily to discourse ethics. The economy in general and most economic practices also seem to be intimately linked to questions of responsibility. The growing spread and importance of the Internet poses new challenges and problems but also creates new possibilities for ethics as well as for the economy. Here several of these new developments are analysed and their impact on ethics as well as economy assessed. Consequences for the use and development of information technology are considered. 
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	The digital revolution has become the driver of world development. However, it has given rise to a number of concerns of an ethical nature. These include challenges to privacy, the protection of copyright, problems of cultural imperialism, effects on social and family life, the monopolisation of information, the pollution of information, informational cheating and the vulnerability to viruses and hackers. The article suggests that ethicists must think seriously about ways by which ethical consciousness can be raised and ethical behaviours encouraged in the network economy. 
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	Abstract: Netiquette is derived by merging the words network and etiquette. More specifically the term netiquette has been described as the conventions of politeness recognized on Usenet and in mailing lists. In the context of the new Internet global culture, attempts are being made to identify common standards of etiquette. Literally hundreds of specific netiquette suggestions are published. Identifies the following most frequently cited specific suggestions for online users: think first; write in upper and lower case; avoid abbreviations; be concise; avoid smileys; don't flame; don't take offense easily; don't evangelize; and know the audience. Netiquette breaches do not always bring retribution. Most breaches of politeness and courtesy may do no more than reflect poorly on the individual user. One who knows the rules of this new culture may well have an advantage over one who does not.
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	Abstract: Begins by reviewing relevant literature to identify some of the features that are said to appear exclusively in e-mails. Also highlights the main issues in the debate between those who embrace the new style of writing generated by e-mail, and those who feel it is detrimental to communication. A total of 300 examples of e-mails were obtained from a wide range of donors. Features counted included emoticons, acronyms and creative spelling. The lengths of texts and of sentences within them were amongst other calculations made. The data was grouped according to purpose: social, business personal and business impersonal. Users of e-mail appear to be generally unconcerned with formalities. Although the sample of e-mail texts was lucid, writers often dispense with traditions when opening their e-mail, and their closings are informal. Social e-mails involved the most creative sort of communication. Argues that the increased informality and lack of consistency of e-mail texts is because e-mail is a new medium where no clear guidelines exist. A standard for e-mail communication might usefully be established, but such a standard should remain flexible.
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	Abstract: Electronic mail (e-mail) has become one of the most indispensable means of communication of our times. One of its applications is discussion lists. The paper looks at discussion lists in general and academic discussion lists in particular. It further highlights some very important directories of discussion lists, including both electronic and print versions, pertaining, but not limited, to academic and scholarly discussion lists.
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	Abstract: In one of the written versions of netiquette, the first rule is "remember the human". This is intended to encourage more tolerant and considerate behaviour amongst Internet users. It could also be taken as a reminder to librarians that they should not let the attractions of new technology cause them to forget the human dimension. A major aspect of the relationship between the librarian and the user is the confidentiality of transactions and the librarian's commitment to preserving the user's privacy. Results from Loughborough University's Privacy in the Digital Library project suggest that users have very strong trust that their privacy is safe with librarians. However, the results also suggest that librarians are not well organised to protect user privacy against possible intrusions from commerce, government or other sources. Other evidence suggests computer system managers do not fully share the librarian's concern for human values, and tend to place technical considerations first, so there is a need for libraries to develop policy that emphasises human values in the technological context. The principles behind sets of guidelines on policy development drafted for the Council of Europe, the Loughborough project, and Library Association Publishing, are outlined.
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	Abstract: Explains how, with the Internet increasingly being used for the conduct of electronic commerce, organizations are now cognizant of the need to control their employees' usage of the Internet. Little research has been conducted to date into this important concern. Suggests that an Internet acceptable usage policy is one vehicle for providing this control, containing guidelines for employees indicating both acceptable and unacceptable Internet usages. The policy aims to control those employee behaviours and actions which contribute to the incidence and severity of internal and external Internet risks, while enabling employees and the organization to gain maximum business value from the Internet connection. Explores the issues to be considered in the development of an organization's Internet acceptable usage policy. Uses a case study of a large Australian organization to illustrate the issues. Proposes a set of criteria for an effective Internet acceptable usage policy as a result of this research.
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	Abstract: This paper examines the concept of the Internet as a virtual cultural region with its own demographics and psychographics. Longitudinal studies of the changing make up of Internet users have been running for much of the 1990s and market intelligence companies have been applying their proprietary segmentation models to this data and also creating new models specifically for the Internet. At a more sociological level, what are the cultural norms and cutoms of the population of the Internet cultural region? This paper complements the market intelligence research by an investigation into the applicability of cultural classification schemes as exemplified by Hofstede with a view to information extant and prospective Internet involvement. Finally, practical recommendations are made in order to reduce the risk of activities likely to cause irritation of and non-response from this burgeoning new market.
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	Abstract: The recent explosion of international business activity on the World Wide Web will have a profound impact on the study and practice of international marketing as we move towards the new millennium. Examines the implications of such developments for international marketing educators and for the mainstream literature on international marketing. Argues that the rapid commercialization of the Internet calls into question many of the fundamental tenets on which most international marketing research and teaching is based, especially the incremental, evolutionary school of internationalization. The Internet presents a fundamentally different environment for international marketing and new paradigms will have to be developed to take account of internationalization processes in an electronic age. This will require the launch of a major new research initiative to improve our understanding of Internet-enabled international marketing, especially the extent to which the "Net" provides a low cost "gateway" to global markets for small and medium-sized enterprises. In the absence of such an initiative, the mainstream academic literature will no longer accurately describe the reality of international business.
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	Abstract: Examines the balance between privacy and law enforcement and initiatives from central governments to retain control. Describes the computer security tools available and discusses the main threats to IT infrastructures.
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	Abstract: This paper investigates the availability of women's sites on the Internet in the light of the research that has been conducted into women, communications and technology. The paper draws upon a systematic evaluation of ten women's sites, covering a range of sectors including general sites, business, health and technology. The evaluation reveals that such sites offer useful sources of information on a range of subjects of potential interest to women and that they are stable and accessible resources. The sites tend to be freely accessible and apparently reputable, with little evidence of commercialism. However, there are concerns about the lack of security on the sites and a poor provision of the kind of information that is necessary to measure their authority and reliability. While all sites offer some form of interactivity, they tend to offer in each case only a small proportion of the interactive functions that might be enabled and demonstrate little awareness of the significance of these in helping women to network effectively.
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	Abstract: Discusses the emergence of virtual teams in the current business world. The issues posed by virtuality as opposed to proximity for group members and trainers and developers are raised. The stages of group processes - from formation/socialisation to the adjournment of virtual teams - are identified and considered in relation to virtuality and proximity. Examples are given from the Electronic Communication Forum (ECF) showing how the reality of working practices mirrors the theory offered. Some questions are posed which will need further research before answers can be generated.
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	Abstract: This paper reports on the transference to the UK of an online advisory service, developed and piloted in The Netherlands, targeted at small firms. The initiative is part of an ADAPT project funded by the European Social Fund. A pilot study was undertaken as a preliminary step to assess the compatibility of The Netherlands model with a UK market. Focus groups were used to explore the training and advice needs of owner-managers' in West London. An analysis is presented of the likely impact of such a service in the UK. The paper examines a number of common themes and issues concerned with training provision and SMEs, and assesses the potential of interactive distance learning, or "telementoring" to break down the barriers that owner-managers may have towards formal training.
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	Abstract: This paper is based on a review of current literature and addresses issues relating to communication and information technology (C&IT) provision in UK higher educational institutions from a number of perspectives. Suggests that potentially technology can improve the learning environment, but may not yet be the best medium for all situations.
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	Abstract: This paper argues that, by focusing on the use of the Internet for one-to-one communications, marketers are in danger of ignoring the many-to-many communications that are taking place as consumers interact with one another. The authors explore the increasing proliferation of Internet discussion groups and chat rooms that are often market-orientated in their focus and discuss how the study of virtual communities can provide rich insights for marketers. Detailing how ethnographic research methods can assist the understanding of such online environments, they consider the theoretical and methodological differences between offline and online ethnographic research.
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	Abstract: In recent years, awareness of liability for information products and services appears to have grown. Driving this are impulses as distinct as professionalism and fear of getting caught out. Legal and ethical issues are discussed. It is suggested that a commercialised information marketplace is one where individuals are more and more likely to have to take personal responsibility for what happens, good or bad.
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	Abstract: Telecommunications addresses the tyranny of distance for international and domestic trade communities by providing information linkages both internally and externally to an organization. These global networks give firms the opportunity to gain strategic advantages such as the strengthening of trading partner relationships and the redesigning of internal procedures to improve overall efficiency and cost effectiveness. The business community, however, has been slow to adopt telecommunications and its enabled technologies - electronic data interchange (EDI) in particular - owing to a general lack of understanding of the benefits available from their effective utilization. Describes an education-oriented approach designed to encourage greater acceptance of telecommunications and EDI by educating university students - the managers of the future - about applied telecommunications in an international environment. Discusses also the cultural and cross-cultural experiences of the students who participated in this pilot project. The results indicate that there is evidence to support the hypothesis that EDI is an appropriate exemplar technology for teaching applied telecommunications in an international environment; and that a laboratory-based strategy is an effective way of using EDI to achieve this objective and providing students with experience of the cultural and cross-cultural factors involved in international commerce.
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	Abstract: The Internet is increasingly used by management professionals to support information gathering and research activities. However, the different sources of information on the Internet (i.e. electronic journals, online databases, messages posted to groups of readers, and E-mail) must be carefully utilized by the prudent manager. In particular, examines three issues surrounding the use and citation of information received via the Internet. The first issue addresses problems surrounding the accuracy and recency of information obtained on the Internet. The second issue focuses on properly categorizing the type of information received. The last issue examines how to reference properly information obtained from the Internet that is used in academic and industrial research. Concludes with a section on ethical issues related to electronic media.
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	Abstract: This project explores some of the ways that companies are - or will be - using the Internet to improve the marketing of their commercial businesses. It focuses upon practical lessons that marketing professionals can use to match and customize the resources of their form to the needs of their customers. In particular, it shows how marketing professionals can begin to use the tools of the Internet - web sites, e-mail, newsgroup, and search engines - to move closer to their customers and add value to their products.
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	Abstract: The Internet is increasingly used by management professionals to support information gathering and research activities. However, the different sources of information on the Internet (i.e. electronic journals, online databases, messages posted to groups of readers, and e-mail) must be carefully utilized by the prudent manager. In particular, examines three issues surrounding the use and citation of information received via the Internet. The first issue addresses problems surrounding the accuracy and recency of information obtained on the Internet. The second issue focusses on properly categorizing the type of information received. The last issue examines how to reference properly information obtained from the Internet that is used in academic and industrial research. Concludes with a section on ethical issues related to electronic media.
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	Abstract: Self-regulation is widely considered to be a necessary complement - sometimes substitute - for traditional media-supervision legislation and practice, especially so when the regulatory object is the Internet, where national legislation meets global networks and content. An example of an internationally structured self-regulation initiative is provided by the Internet Content Rating Association (ICRA). Its filter for blocking Internet content must be seen within the context of a more extensive bundle of measures based on the principle of self-regulation. By choosing ICRA as a focal point, the authors set out to illustrate the new, user-centered paradigm that could become the rule rather than exception for all kinds of media.
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	Abstract: This article describes recent changes in the media landscape where companies and organisations operate. Such changes have numerous impacts on the basic tenets of public relations as well as its practice, education and further education. The impacts are described, new practices for PR practitioners are identified, and guidelines are given. In the future, there will no longer be two kinds of PR practitioners persisting side by side: those using traditional tools and those practising online communication. Instead, PR practitioners will be expected to integrate all means of communication to be a part of their professional qualifications.
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	Abstract: Throughout its history feminism has produced "grey" literature. This material has played an important part in communicating women's knowledge(s) and instigating activism. This paper considers the development of grey literature within feminism and its value to feminism, in brief. The key focus of the paper is in the potentials of the Internet as a communication mechanism and for feminist grey literature. Consideration is given to rapidly expanding forms of feminist grey literature on the Internet, and the potentials and concerns raised by this grey medium are discussed. Despite fears raised by some writers about the dangers and difficulties of cyberspace for women, overall this paper is optimistic about the potentials for feminist grey literature. Hence, it is suggested that grey literature on the Net offers global feminist sustenance; potential empowerment; and a means to challenge social inequalities.
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	Abstract: This paper explores the possible uses of online news discussions that emerge following the publication of news on the Internet. It is suggested that this medium provides those investigating consumer behaviour with a new, previously unavailable, source of information (at almost no direct cost). The unique attributes of this medium are presented, and examples of discussions are provided that emphasise possible implications for hotel managers and marketers.
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	Abstract: Aim of the present monograph is the economic analysis of the role of MNEs regarding globalisation and digital economy and in parallel there is a reference and examination of some legal aspects concerning MNEs, cyberspace and e-commerce as the means of expression of the digital economy. The whole effort of the author is focused on the examination of various aspects of MNEs and their impact upon globalisation and vice versa and how and if we are moving towards a global digital economy.
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	Abstract: E-MBAs are becoming an attractive option for career professionals and organizations in the hospitality and tourism industry to build competitive advantage. As core faculty in the distance MBA program in The School of Hospitality and Tourism Management at the University of Guelph, the development of the E-MBA has provided valuable lessons for leaders to understand how e-learning builds leadership competency and capability in hospitality and tourism organizations. The research behind the action learning leadership framework is founded on the extensive work of the author at the University of Guelph. The author has pioneered distance MBA and leadership programs using the Internet to link people, knowledge and strategy with IT to build leadership competencies and online learning communities for managing in the knowledge-based era. Evidence of this can be seen in a "virtual tour" of the distance MBA program at the following Website: www.emba.uoguelph.ca
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Unique ethical problems in information technology 

Walter Maner1 


(1) 
Department of Computer Science, Bowling Green State University, 43403 Bowling Green, OH, USA
Abstract  A distinction is made between moral indoctrination and instruction in ethics. It is argued that the legitimate and important field of computer ethics should not be permitted to become mere moral indoctrination. Computer ethics is an academic field in its own right with unique ethical issues that would not have existed if computer technology had not been invented. Several example issues are presented to illustrate this point. The failure to find satisfactory non-computer analogies testifies to the uniqueness of computer ethics. Lack of an effective analogy forces us to discover new moral values, formulate new moral principles, develop new policies, and find new ways to think about the issues presented to us. For all of these reasons, the kind of issues presented deserve to be addressed separately from others that might at first appear similar. At the very least, they have been so transformed by computing technology that their altered form demands special attention. 
	 
	

	
	
	
	


