


Tutorial:  L4 Computer Architecture:
RAID 0,1, 5 concepts and practical exercise.
Part A:
Note: This revision exercise; can be practiced in class/outside as a student activity).
RAID 0, 1 AND 5 (STUDENT PARTICIPATION GAME):
DEMONSTRATING RAID 0 (STRIPING):
RESOURCES REQUIRED:  
· A PEN, SEVERAL STICKY NOTES
· 1 STUDENT TO SIMULATE THE ROLE OF THE 'DISK CONTROLLER'.  
· 6 STUDENTS/PARTICIPANTS, FACING THE DISK CONTROLLER, EACH HOLDING A PIECE OF NOTEBOOK PAPER, ONE LABELLED D1, SECOND LABELLED D2 AND SO ON SO FORTH.  THESE STUDENTS ACT AS THE RAID 0 VOLUME.
· AUDIENCE/WITNESS (MINIMUM 1 PERSON), TO VERIFY VOLUME STATE, FOLLOWING FAILURE SCENARIO.
TO BEGIN:
THE 'DISK CONTROLLER' WILL BREAK DOWN THE MESSAGE:
THE CAT SAT ON THE MAT
INTO SMALLER COMPONENTS:
1. ON THE FIRST STICKY NOTE THEY WRITE: THE
2. ON THE SECOND THEY WRITE:  SAT
3. ON THE THIRD:  ON
4. ON THE FOURTH:  CAT
5. ON THE FIFTH: MAT
6. ON THE SIXTH:  THE
DISK CONTROLLER NOW HANDS EACH DISK THEIR NOTE, EXCEPT DISK 4 WHO HAS THEIR NOTE DESTROYED.
ONCE DONE THE CONTROLLER WILL ASK THE EACH OF THE DISKS TO WRITE THE INFORMATION TO THEIR PIECE OF NOTEBOOK PAPER; EXCEPT DISK 4, WHICH DOESN’T HAVE THE DATA.
EACH DISK IN THE VOLUME IS ASKED TO READ OUT THEIR PART OF THE MESSAGE TO THE AUDIENCE WHEN THEY’VE ALL RECEIVED IT.
THE RESULT IS THAT BECAUSE DISK 4 IS LOST, THE MESSAGE IS NOT READABLE:
“THE [CAT: DATA LOST] SAT ON THE MAT”
NB:  THE OBJECTIVE OF THE EXERCISE IS TO NOTE THAT THAT THE DISK WRITE OPERATIONS ARE FASTER, AND THE DISKS HAVE MORE CAPACITY FOR MORE INFORMATION, BUT THE MESSAGE (E.G. DATA FILE) IS NOT READABLE IF ONE DRIVE (IN THIS CASE D4 FAILS) NON-FAULT TOLERANT.
RAID 0 ADVANTAGES:
· DATA CHUNKS ARE SPLIT INTO SMALLER BLOCKS, AS THE NUMBER OF STRIPED DRIVES INCREASES WE CAN ACHIEVE MUCH FASTER READ/WRITE SPEEDS.

· DRIVES WORK IN PARALLEL MEANING THAT THE TOTAL WORKLOAD IS DIVIDED BETWEEN THE NUMBER OF DRIVES WHICH WORK SIMULATENOUSLY AT THE COMBINED SPEED OF ALL DRIVES IN THE STRIPED SET.  

· RETAINS 100% OF STORAGE CAPACITY; SINCE NO OVERHEAD IS REQUIRED FOR ‘REDUNDANCY’ OR ‘PARITY INFORMATION’. THE TOTAL CAPACITY OF THE RAID 0 VOLUME, IS THE SUM OF THE CAPACITY OF ALL DRIVES IN THE ARRAY.

· RAID 0 IS A COST-EFFECTIVE METHOD OF INCREASING STORAGE CAPACITY BY CREATING A SINGLE LARGE, HIGH READ/WRITE SPEED VOLUME
LIMITATIONS:  
· NO FAULT TOLERANCE, IF ONE DRIVE IN THE RAID 0 VOLUME DIES.  IT OPERATES AS A SINGLE VOLUME, THERE IS NO MIRRORED COPY OF THE DATA AND NO PARITY INFORMATION TO RESTORE DATA/FILES.

· CHANCES OF FAILURE IS DETERMINED BY THE NUMBER OF DRIVES USED IN THE ARRAY, REMEMBER ONLY ONE DRIVE IN THE RAID 0 SET HAS TO FAIL FOR ALL DATA ACROSS ALL DRIVES TO BE LOST. AS NUMBER OF DRIVES INCREASES, THE RISK OF FAILURE INCREASES.  THE RAID IS ONLY AS GOOD AS THE PROBABLILITY OF ALL DISKS BEING OPERATIONAL.

· IF ALL DISKS IN RAID 0 SET ARE CONNECTED TO THE SAME DISK CONTROLLER, THROUGHPUT IS LIMITED BY THE SPEED OF THE CONTROLLER.  WHERE SEPARATE DISK CONTROLLERS ARE USED, THIS PROVIDES MORE DEDICATED I/O BANDWIDTH TO EACH DRIVE.

· IF DISKS (DIVERSE IN SPEED) ARE PART OF A SINGLE VOLUME RAID 0 SET, SPEED IS RESTRICTED TO THE SLOWEST DRIVE, WHEREAS IF THIS RAID O SET ARE SEPARATED ONTO DIFFERENT PCIe CHANNELS (E.G. NO BOTTLENECK FROM ONE CONTROLLER) THEN EACH DRIVE CAN PEFORM, INDEPENDENTLY, TO ITS MAXIMUM CAPABILITY.  

BEST USE CASES:
1. APPLICATIONS WHERE A HIGH AMOUNT OF DATA NEEDS TO BE READ/RETRIEVED WITH MINIMAL TURNAROUND TIMES (E.G. VIDEO EDITING AND RENDERING SYSTEMS, DATA DRIVEN SCIENTIFIC/NUMBER CRUNCHING SYSTEMS).
2. GAMING SYSTEMS RUNNING SEVERAL SSDS (E.G. FASTER LOAD TIMES AND GAMING DATA ACCESS).
RAID 1 (IS REFERRED TO AS 'MIRRORING' IT IS FAULT TOLERANT TO +1 DISK).
· A PEN, SEVERAL STICKY NOTES.
· 1 STUDENT TO SIMULATE THE ROLE OF THE 'DISK CONTROLLER'.  
· 6 STUDENTS/PARTICIPANTS, FACING THE DISK CONTROLLER, EACH HOLDING A PIECE OF NOTEBOOK PAPER, ONE LABELLED D1, SECOND LABELLED D2 AND SO ON SO FORTH.  THESE PARTICIPANTS THIS TIME ACT AS THE RAID 1 VOLUME.
· AUDIENCE/WITNESS (MINIMUM 1 PERSON), TO VERIFY VOLUME STATE, FOLLOWING FAILURE SCENARIO.
TO BEGIN:
THE 'DISK CONTROLLER' WILL WRITE DOWN THE MESSAGE:
THE CAT SAT ON THE MAT, AS A FULL MESSAGE ON 6 SEPARATE STICKY NOTES
· THE CONTROLLER WILL HAND ALL DISKS THEIR STICKY NOTE EXCEPT D2 AS THIS TIME, DISK 2 ENCOUNTERS FAILURE.
· ONCE DONE THE CONTROLLER WILL ASK THE EACH OF THE DISKS TO WRITE THE INFORMATION TO THEIR PIECE OF NOTEBOOK PAPER; EXCEPT D2 WHICH DOESN’T HAVE THE DATA.
· ONCE FINISHED THE REMAINING DISKS WILL READ OUT THEIR MESSAGE ALOUD TO THE AUDIENCE, WHO WILL VERIFY THE AVAILABILITY/RELIABILITY OF THE MESSAGE.
THIS EXERCISE SHOWS THAT THE DATA IS STILL READABLE' FOLLOWING THE FAILURE OF ONE DRIVE.  LESS OF THE STORAGE SPACE (PIECE OF NOTEBOOK PAPER) IS AVAILABLE FOR TOTAL CAPACITY, BUT THE VOLUME DOES NOT FAIL WHEN ONE DRIVE FAILS.



ADVANTAGES OF RAID 1:  
· PROVIDES FOR PHYSICAL DRIVE FAILURE TO +1 DRIVE LEVEL AVAILABILITY/FAULT TOLERANCE.
· MANY SYSTEMS USING RAID 1 WILL PROVIDE AN 'AUTOMATIC FAILOVER SYSTEM' WHEREIN NO USER INTERVENTION IS REQUIRED TO SWITCH DATA OVER TO THE REDUNDANT DISK.
· MODERN SYSTEMS WILL PROVIDE WARNINGS/TRIGGERS VIA CLEAR DISK DRIVE 'HEALTH MONITORING' SYSTEMS WHICH CAN HELP PREPARE TO REBUILD A RAID 1 ARRAY.  
LIMITATIONS OF RAID 1: 
· WRITE SPEED IS SIGNIFICANTLY SLOWER AS ALL DATA IS WRITTEN TO BOTH DRIVES
· DISK CONTROLLER MUST MANAGE THE MIRRORING OPERATION RESULTING IN MORE 'PERFORMANCE COST/OVERHEAD'.
· ANY CORRUPTED DATA SETS, OR VIRUSES ARE MIRRORED TO REDUNDANT/MIRRORED DRIVES
· WHERE A RAID 1 VOLUME REQUIRES REBUILDING, THE DATA FROM THE REMAINING DRIVE MUST BE RE-COPIED TO THE NEW DISK IN THE SET. THIS CAN REDUCE SYSTEM PERFORMANCE.  
· ALSO BEAR IN MIND THAT THERE IS NO REDUNDANCY IN PLACE UNTIL THE RAID 1 ARRAY IS REBUILT AND MORE IMPORTANTLY IF THE NEW DRIVE FAILS DURING THE REBUILD OPERATION, ALL DATA IS LOST.
· MIRRORING IS NOT A SUBSTITUTE FOR BACKUPS, IT PROVIDES REDUNANT 'AVAILABILITY'.  IF FILES ARE DELETED, THEY ARE REMOVED FROM BOTH DISKS, SIMULATENOUSLY.  
· STILL NOT RESILIENT TO NATURAL DISASTERS SINCE FILES ARE USUALLY PHYSICALLY STORED TOGETHER.
· TO INCREASE RESILIENCE, MORE THAN ONE DISK CONTROLLER SHOULD BE USED, A PROCESS REFERRED TO AS DUPLEXING.  
BEST USE CASES:
1. HIGHLY SUITED FOR HIGH AVAILABILITY AND HIGH RELIABILITY SYSTEMS, SUCH AS BACKING UP OPERATING SYSTEM DRIVES, BOOT VOLUMES NEEDED TO START THE O/S.
2. CRITICAL DATA READ APPLICATIONS THAT COMPRISE LOW DATA STORAGE; E.G. FINANCIAL DATA, SMALL DATABASES AND CONFIGURATION FILES.
3. HYPERVISORS USE RAID 1 FOR THE OS THEY USE, ENSURING THAT THE SERVER/HOST IS AVAILABLE IF ONE OF THE STORAGE DRIVES IT USES FAILS.

NB:  REVISION AID TASK:  

Think about how to design a similar game for representing how RAID 5 (STRIPING WITH PARITY) works?  

Part B: Deploying RAID as a service in the Windows Operating System.
There are several types of RAID array that can be configured and deployed when using a computer that has a Windows Client/Server operating system installed.  It is possible to configure RAID 0 (referred to as a Striped Volume), RAID 1 (Referred to as a Mirrored Volume), RAID 5 (Referred to as Parity Volume) and RAID 10 (Nested Volumes).  
Typically, this is either done via system utilities and features in the OS software including Disk Management or Storage Spaces or via specific Hardware/BIOS capabilities. 
Since higher end capabilities such as RAID 5 and RAID 10 are available in Windows Server systems, so for demonstration purposes, in this practical component, a Virtual Machine (VM) running Windows server 2022 will be deployed installed and RAID services deployed.  
A virtual Machine (VM) is a software emulation of a full working computer system.  It runs as a piece of software, upon a specific platform/environment referred to as a Hypervisor.
A hypervisor is software that facilitates virtualisation and makes it possible to run virtual machines upon host hardware.  It does this by pooling resources from the physical hardware, such as Memory, Processing and Storage, and managing/dispensing them to virtual machines that run on the host.  This allows for multiple different Virtual machines, of various specifications and types to run on a host system.  The role of the hypervisor is critical within Virtualisation. It requires the use of some ‘core operating system level’ components to perform this role.  These include input/output stacks, memory management, CPU/processor scheduling and networking stacks (e.g. TCP/IP protocol stack), amongst others.  The hypervisor has to manage scheduling each virtual machines resource requirements against the physical resources.  Since the physical hardware still does the task that the virtual systems require (e.g. CPU instructions, memory access), the Hypervisor is responsible for managing the schedule. 
There are two main types of Hypervisors, Type 1: Bare metal Hypervisors and Type 2 Hosted Hypervisors.  
Type 1 Hypervisors are referred to as bare metal as it runs on the host hardware as the actual Operating system.  It replaces the host OS and manages access to the hosts resources directly for the Virtual Machines running on the host.  Since there is no broker between hardware and the VMs, these types of Hypervisors are more powerful providing higher performance for Virtual Machines.  Example of Type 1 Hypervisor software include Microsoft Hyper-V, Citrix Xen and VMWare vSphere. 
Type 2 Hosted-hypervisor software is installed as a self-contained application on the Hosts operating system.  It functions by having several abstract operating systems installed on VMs. These resources are scheduled within the host operating system, which is then executed against the host hardware.  Since the Hypervisor does not have direct hardware access, these systems generally are not as powerful as their type 1 variants.  They are ideal though for efficiently running and testing various flavours of Operating systems on a host PC.  The most common examples of Type 2 Hypervisor software include VMWare Workstation and Oracle VirtualBox.
The type 2 hypervisor software utilised here is a software application called Oracle VirtualBox. 
Building an optimal VM system configuration for Windows Server 2022. 
The download link and Installation steps for VirtualBox and the VirtualBox Extension Pack, can be found here:
https://www.virtualbox.org/wiki/Downloads
https://download.virtualbox.org/virtualbox/7.2.6/UserManual.pdf

Creating a Virtual Machine in VirtualBox.
1.  In VirtualBox – from the main menu select New – you will see the following dialogue window.
[image: ]
Complete the fields, as instructed below:
VM Name:  WinSRV2022
VM Folder:  <Leave as default>
ISO Image:  Browse to the ISO file of the Windows Server installation we copied into Downloads folder.
OS: Windows
OS Version: Windows Server (64-Bit).
Skip Unattended Installation: Uncheck this option, we don’t want an unattended installation on this occasion.
Click to expand Specify Virtual Hardware
Base Memory (RAM): Allocate at least 8192 MB (8GB) as we will be using a Desktop (GUI) experience Windows Server installation. 
Processors: Allocate at least 2 CPUs.
[image: ]
Now click to expand Specify Virtual Hard Disk
Hard Disk: Select "Create a new Virtual Hard Disk" (25GB, VDI format, dynamically allocated).
EFI: Ensure "Enable EFI" is checked.
[image: ]
Click Finish, the VM creation itself done at this stage.
Some optimisation tweaks for ‘fine tuning’ our Virtual Machine:
·  Right-click the VM in the left-hand side of the window and go to Settings.
[image: ]
· System > Motherboard: Set to EFI.
· Display > Video Memory: Maximize to 128 MB.
· Display > Graphics Controller: Select VBoxSVGA.
· Display > Acceleration: Enable 3D Acceleration for smoother graphics.
· Storage: Choose NVMe for the controller type to improve I/O throughput.
[image: ]
In RAID systems such as RAID 0, RAID 1, RAID 5 and RAID 10, multiple disks must be used.  It is possible to install more virtual hard drives into the VM we have built.  This way the Operating System will be able to utilise these disks when we configure the RAID service.  RAID 0 and RAID 1, which we will be looking at in this tutorial require a minimum of two disks.  RAID 5 requires 3 disks as a minimum and RAID 10 (since it nests striping within a mirrored set).  It is important to remember that the VM uses resources from the host system it runs upon, and we are limited by host disk capacity available.  RAID 10 is a more advanced type of configuration for high availability enterprise level services (e.g. Failover clusters), so here we will provision 3 additional disks of identical capacity.  NB:  RAID 5 isn’t setup in this tutorial, but with 3 additional drives this is an activity that it is possible to build into the configuration at a later time.
To add in additional disks to the VM:
Right click on the VM in the left-hand console window – choose Settings
Choose Storage
[image: ]
Click on the green plus sign Next to Controller which states Add Hard Disk.
[image: ]
Click Create and make the new Virtual Hard disk the identical size (25gb) as the first disk we used when creating our VM. Click Finish.

[image: ]
Repeat this process for another 3 hard disks.
Now we need to add all the disks into the SATA controller so that it recognises the hardware upgraded.
We do this by clicking Add Hard Disk as before and then selecting the disks we have created, repeating this process to add all 4 new disks in, one by one.
[image: ]
Click each disk and then then the Choose button to add all disks into our system to make them available for the array.
[image: ]
Once added you can close the Settings window.
All disks should now be listed, similar to below on the main console window for the VM under Storage:
[image: ]
We now need to start up the Virtual Machine and install the abstracted operating system within our type 2 hypervisor software.
[image: ]


Installing Windows Server 2022 on the VM:
1. With the System selected as above click on the Start button
2. Follow along with the Windows Server 2022 installation (if not present in tutorial you can find these steps outlined in this URL: 
3. https://vladdba.com/2022/12/29/setting-up-a-windows-server-2022-vm-in-virtualbox/
Building a RAID 0 array in Windows Server 2022.
The setup process for initialising disks for a RAID 0 array would wipe data, therefore it is essential that any systems that propose using RAID arrays are pre-configured as a RAID array before using any of the disks part of the array, as storage.
1. Login to your Server, from the main menu options at the top of the window, to do this, choose Input – Keyboard – Insert Ctrl-Alt-Del
[image: ]

2. You can build RAID arrays in the Disk Management OS utility, or in the Storage Spaces utility.
3. Here we will use Disk management to demonstrate the steps to configure when deploying a RAID 0 service.
4. Close the Server Manager window
[image: ]
5. Right click the Windows Start button and choose Disk Management
[image: ]
6. Since the disks are all new disks, Disk manager will ask to initialise them so they can be accessible in the operating system.
[image: ]
Choose OK to initialise all the additional disks into the system.
7. In the lower part of the Disk Management window, we can see our disks now initialised. 
[image: ]
Right click on the white space in Disk 1 next to the 25.00GB disk label, you will note the following menu:
[image: ]
8. Choose Striped Volume.
9. Disk 1 is the first disk we choose to create a Striped Volume on, select Disk 2, and click Add to add it into the Array to create the Striped Volume, recall Striping (RAID 0) requires a minimum of 2 disks. Choose Next.
[image: ]
10. Assign a Drive letter for the Striped Volume (accept default, choose Next).
[image: ]
11. Now Format the Volume using the NTFS (file system).  This file system is a stable file system utilised and accessible to the Windows O/S. This allows us to access the volume (as a means of storage) within the Operating system. We can check on Perform a quick format here for quicker task completion, note though this isn’t advised, but it is ok for demonstration purposes.  Choose Next.
[image: ]
12. From the Summary dialogue, review the options setup and when satisfied, choose Finish
[image: ]
13. Note the following warning, since creating a Dynamic volume to create RAID 0 is required all data on the disks will be lost, therefore O/S is only available from the MBR (Master Boot Record file) that we are using on the first disk we setup when we initially created the VM and configured its first Virtual Disk. Choose Yes.

[image: ]

14. Note that Disks 1 and 2 that we selected for the striped volume, now begin the process of Formatting.

[image: ]
15. Note when the process is complete Disk management presents the disks as a logical volume, it is also possible to see this striped volume as a means of storage in This PC.

[image: ]
[image: ]
Note the following characteristics from the screen capture above:
· F:  is a ‘Striped’ Volume, of disk type Dynamic with the NTFS file system.
· Importantly: note that the Capacity of the Striped Volume is approximately 50GB.  This is the full capacity of the two 25GB disks we added in.
Additional student task:
Attempt to build a RAID 1 array (Mirroring) using the two remaining disks (Disk 3 and Disk 4) in the VM.
Note the differences between the type of Volume and the total capacity. 
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Select Disks.
You can select the disks and setthe disk size forthis voume.
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Assign Drive Letter or Path
For easier access, you can assign a diveleter or dive path 0 your volume.

® Assign the following dive letter:
O Mount in the following empty NTFS foider:

O Do not assign a dive letter or dive path
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Format Volume
To sore data on this vokume. you must format fs

Choose whether you want toformat this volume. and f so, what setfings you want to use.

O Do not format this volume
(® Format this volume with the folowing settings:
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Completing the New Striped
Volume Wizard

You have successfully completed the Wizard.

You selected the folowing sefings:

X

Voume type: Sirped
selected: Disk 1. Disk 2
Volume size: 51194 MB
Drive ltte orpath: F:

Fe system: NTFS

Alocation unt size: Default
Volume label: New Volume
Quick format: No

To cose this wizard, clck Finish.
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The operation you selected will convert the selected basic
disk(s)to dynamic disk(s). If you convert the disk(s) to dynamic,
You will not be able to start installed operating systems from.
‘any volume on the disk(s) (except the current boot volume).
Are you sure you want to continue?
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> Virtual machine name and operating system
> Set up unattended guest OS installation

> Specify virtual hardware

v/ Specify virtual hard disk

© Create a New Virtual Hard Disk
Hard Disk File Location and Size

Ci\Users\ellie\VirtualBox VMs\WinSRV2022\WinSRV2022.vdi

Disk Size 4000 GB

4,00 MB

Hard Disk File Type and Format

VDI (VirtualBox Disk Image) ~ () Pre-allocate Full Size
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(O Use an Existing Virtual Hard Disk File
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(O Create Virtual Machine Without a Virtual Hard Disk

Commit all wizard data.
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