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Figure 1 Image of Gantt chart created in Microsoft Excel




1. Introduction

The project I will be carrying out will start with scanning and stress testing a network to find potential
vulnerabilities, find potential solutions for the network weakness and demonstrate how dangerous
these vulnerabilities can be for an individual or an organisation. IoT devices have improved
significantly over the years due to technological advancements with AI and breakthroughs in terms of
design and software.

At the beginning of the project, it will begin by explaining the latest cybersecurity news about recent
data breaches, security holes found in the technology of IoT devices and the most common
cybersecurity threats that affect all types of computers. A section of the project will cover the security
measures that should be in place for most devices and [oT gadgets and which measures are not there.

I am planning to perform a thorough literature study of the body of knowledge regarding IoT security
and cybersecurity to accomplish these goals. I will also run several tests to check the security of
various [oT devices and assess the efficacy of various security precautions.




2. Background to the Proposed Research

IoT device development has created more cybersecurity challenges, though. IoT devices frequently
lack adequate security protections, leaving them open to cyberattacks. [1] Data breaches, financial
losses, and in some cases, physical injury are just a few of the serious repercussions that these attacks
may have. [2] To safeguard IoT devices and their users, it is crucial to establish appropriate
cybersecurity solutions. [1]

For the upcoming project there are several other researchers in the field that have studied and
published their work about loT devices their names are “Giuseppe Bianchi, Roberto Di Pietro, and
Antonio Vetrd” [3], after reading through their paper it grasps a great understanding of [oT devices,
how they have become popular in the last few years and how they can be dangerous when exploited.
(3]

Another great few researchers are named “Armin Ziaie Tabari, Xinming Ou, Anoop Singhal” [4] this
paper demonstrates the importance of proper security protocols which was also mentioned in [3], this
paper mentions a popular but complicated security practise called honey pots [4], honey pots are
separate from a companies or users main network which is used to lure in attackers and trick them
into thinking they have breached the main network when in fact it’s a dummy network which contains
useless files. This is used to capture the traffic of the attacker to understand what tools and hardware
they may be using. [3] [5]

One of the first few big theories in IoT security is called “Defence-in-Depth,” this involves
implementing many different layers of security that are needed to protect an organisation's network
from future attackers and regular internal network security testing. [6] The benefit of having multiple
layers of security in place can be beneficial, if one of the layers were to fail there would be many
other layers that would still be active and defend against an active attack. Due to there being multiple
layers, this allows a network administrator to have detailed controls of the network, [7] [8] such as
being able to control a firewall to stop an employee or guest from accessing certain websites or
blocking specific traffic from coming in and from going out. [9] An IDS system (Intrusion Detection
System) is like a firewall in which its purpose is to monitor network traffic, but it has a unique ability
to flag any unauthorised or malicious activities that may pass through the network and the network
administrator may act upon. [9] [10]

In the cybersecurity space, there is also a big theory called “Zero Trust” [11], this word has become
very popular in recent years due to the ever-increasing number of data breaches, data leaks and poorly
secured hardware. [12] The whole purpose of this new security model is to never trust anything, such
as treating every other device and user as an attacker (Guilty until proven innocent). [13] By default, a
zero-trust device and or service also needs verification to be unlocked, this can be done using
biometric authentication, security keys and or iris scanners to bypass the security. A downside but
also an upside to this security model is it requires constant verification when being accessed, this is
beneficial for security purposes but for convenience, this is very unproductive due to an employee or
user constantly needing to re-authenticate to regain access to a device or service. [14]

Lastly, the biggest and most important theory for any security professional is “Attack Surface
Theory.” This involves trying to minimise an attack service as much as possible by implementing
backups, finding vulnerabilities in a network, and eliminating unnecessary features that may act as a
backdoor. A paper published by [15] demonstrated the importance of reducing the attack surface by
reducing the number of entry points to the network [15], it lowers the risk of a future security breach
and or a network getting compromised. [15]




3. Aims & Objectives

Aim: To demonstrate the effectiveness of modern cybersecurity on IoT devices and recommend
potential improvements to protect a network from a possible cyber-attack.

¢ To identify several types of vulnerabilities in LoT devices and how demonstrate how to
secure a network from them.

e Observe and analyse the security risks, threats and privacy violations that may occur
with these vulnerabilities.

e Analyse and go in depth of the different security protocols and methods that IoT devices
may or may not already be using.

¢ Carry out a task to perform a scan and investigate a preset loT device to understand
how secure they may be.

4. Methodology
4.1 Research Methodology

In the first section of the project will be a literature review, this will involve analysing and discussing
already published literature, understand their findings, and improve upon what they have leamed. To
find this information the researcher will need to use keywords to find the appropriate papers such as
“IoT” and “Security Breaches.”

There will be a data collection section which will involve screenshots of the network the researcher
will use and the physical room they will carry out the scans, they will carry out a few different
scanning and analysis methods such as network scanning which will be done to identify the IoT
devices on a given network and report back the findings. After the network scanning section has been
finished will move on to vulnerability scanning, capture packets on a network and a small sample of
penetration testing.

When the data has been collected it will be analysed to determine if the network was secure in the first
place and was the researcher able to compromise the network, the researcher will then compare the
findings to industry standards and if they need to be improved upon.

Lastly the researcher will give a recommendation of potential security improvements if anywhere
discovered during the project.

4.1.1 Philosophy
For this project Positivism is the best approach, this allows a researcher to analyse and collect data
with being influenced by any biases the researcher may have, this is extremely important when
discussing issues about security vulnerabilities or risks on a network as they may have a personal
preference on equipment used.

The researcher may use the advantages of the philosophy by using many different methods to collect
diverse types of data from [oT devices on a network, they will utilise statistical to analyse the data that
has been collected and measure the severity of the risks.

To combat the disadvantages the philosophy may bring is to use a mixed methods approach. Use
qualitative data to provide a description to the quantitative findings, which will result in understanding
the limitations and exceptions to generalizations easier.

The data collection aspect of the project will use qualitative data, storing and using lots of data that
may or may not benefit the research may increase the chances of data privacy issues if the data that
was collected was stolen by a cybercriminal.




4.1.2 Approach
For the approach for the project, the research will use a Deductive approach, this the best approach for
this project, before this project begins it will need a hypothesis and then evaluate that hypothesis to
see if it is true or false.

4.1.3 Strategies
The researcher will implement a literature review as part of the project, this would allow them to
examine real world cybersecurity attacks that were written and published by other trusted authors,
another strategy is to perform a case study which will involve studying an in-depth knowledge of real
risks and vulnerabilities. Lastly a document review to focusing on specific documents that are related
to [oT risks and weak points.

4.1.4 Risks & Limitations
An external factor that might make the project more difficult if the testing hardware which is the
router does not work properly or cannot initiate a handshake with the researcher’s device resulting in
a more challenging task. This can be prevented by using a different router.

4.15 Ethical Issues
The same issue persists with the risks, due to using network scanners and such data logs will be
collected although they do not hold or contain any personal information.

4.1.5 Validity, Reliability & Generalisability

4.1.6.1 Validity
Performing the research itself will provide a more accurate image of the data and its quality.

4.1.6.2 Reliability
It a different researcher were to perform the problem the outcome will be the same as there is only |
or 2 possibilities.

4.1.6.3 Generalisability
The results can be applied to problems related to IoT security, like finding backdoors or security
issues.

4.1.6 Data Evaluation Methods

4.1.7.1 Data Collection
The data that the researcher is planning to collect are data logs from the computer network using
specialised software.

4.1.7.2 Data Evaluation
The data will be evaluated using Microsoft excel to show a better understanding of the different threat
levels.




5 Resources and Planning

5.1 Hardware Resources
The hardware that will be used to create this project will we a DELL Windows 11 Laptop and a
Windows 11 Desktop computer.

5.2 Software Resources

In the project the researcher will be using kali linux on virtual box with their laptop which will be
running Windows 11

5.5 Project Plan

Task Mame Start Dale End Date Duration {Days)
Interim Viva 011122023 17/01/2024 47.00
Introduction 20/01/2024  21/01/2024 1.00
Researching loT History 21/01/2024  23/01/2024 2.00
Analyse security breaches 23f01/2024  25/01/2024 2.00
Literature Review 25/01/2024  01/02/2024 7.00
Complete Section 1 01/02/2024  ©03/02/2024 2.00
Network Scanning 03/02/2024  10/02/2024 7.00
wvulnerability Analysis 10/02/2024  15/02/2024 5.00
Data collection 15/02/2024  22/02/2024 7.00
screenshots 22/02/2024  23/02/2024 1.00
Case Study 23/02/2024  29/02/2024 6.00
Complete Section 2 29/02/2024  12/03/2024 12.00
Discuss findings 12/03/2024  1&/03/2024 6.00
Summarise 18/03/2024  19/03/2024 1.00
Final Review OF Document 20/04/2024  22/04/2024 2.00
Final Viva 22/04/2024  30/04/2024 8.00
Exhibition Materials 30/0a/2024  07/05/2024 7.00
123.00 Total
Exhibition Materials —
Find Viva —
Final Review Of Document -
Summariss .
Discuss findings —_—
Complete Section 2 —
Case Study —
Screenshots L
Data collection —
viliy Analysis —

Rescarching laT History -
Introduction n
Interim Viva

01/12/2023 21/12/2003

19/02/2024 10/03/2024 30/03/2024 18/04/20240 09/05/2024 25/05/2024

Figure 1 Image of Gantt chart created in Microsoft Excel

In this document, several different topics were discussed such as the different methods of data
collection, data analysis to demonstrate vulnerabilities and security risks. The evaluation of qualitative
data collection and technical data collection. The next section will delve into the history to help shape
the research process.
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