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[bookmark: _Toc78195470]Abstract
Data Privacy concept, nowadays, seems to be a utopia due to the impossibility by the end-user of a web service to leave digital tracks behind.
This, because almost every communication means, starting from their device, be it a Personal Computer, a smartphone etc. collects a vast amount of data in every moment.
Data privacy is achievable thanks to the development and the use of digital technologies based on network architectures such as Peer-to-Peer that grant higher online anonymity level due to their decentralised nature.

This dissertation aims to introduce some Information Privacy concepts, supply an overview of the Peer-To-Peer (P2P) network architecture that, although is not a new technology, has recently taken place into the financial field due to its implementation under the name of Blockchain (with online cryptocurrencies such as Bitcoin, Ethereum etc.), to discuss the analysis and development of an online anonymous and safe email service based on it and to show its implementation with a basic email client software, developed to test the reliability of the system.

To carry out the development of the software, a study to determine in which way the system can grant Confidentiality, Integrity and Reliability has been conducted. This includes but it is not limited to:

· File storage and Data Recovery strategies
· Data validation
· Encryption
· Security mechanisms to grant the fairness of the system
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[bookmark: _Toc78195474]Chapter 1 – Introduction
1.1 [bookmark: _Toc78195475]Introduction
This project was conducted with the aim to get an in-depth knowledge of how the current email infrastructure works, to apply it for the design and the development of an email service that could grant online anonymity and the safety of the user.

The advent of Cloud Computing Technologies and the growth of services/applications that have moved online due to businesses’ digitalization, signed the beginning of the digital era.
The personal data of millions of customers around the world is nowadays in the cloud.

The average user, however, is unaware of how and how much data is collected and mined by companies, where this is stored, who has access to it and for which purpose.
We live in a world where data-collection made every day by tech companies, state-sponsored agencies with mass surveillance intents and black-hat hackers, mine users’ privacy.

Big tech firms such as Facebook, Google, Apple, Amazon etc. as well as governments and bad actors, collect users’ information for marketing or tracking purposes, studying and taking advantage of their habits, to get a more in-depth knowledge of their targets, whatever their intent is.

Although data privacy and security are important topics, we often see that are difficult to achieve due to factors that sometimes are not under the control of the final user. Geographical location, laws and systems sophistication can play an adverse role when developers try to implement safe systems and software.

Data privacy is about having control over their personal data and the way this is collected and used. Therefore, this project focused not only on the study and development of a service that takes advantage of hybrid P2P network architecture but also on the study of cryptography and techniques, comparing them and making use of the most suitable one/s to the author’s goal.

Moreover, this report compares similar projects that can have been taken as examples to study the most common difficulties and strategies implemented by other researchers and being able to overcome them while implementing the system that accompanies this report.

The report ends with testing of the developed system to demonstrate the feasibility of the project and the final prototype of the web and client apps, developed using the NodeJS framework.

1.2 [bookmark: _Toc78195476]Aim
The author aims to develop a semi-decentralized e-mail service capable of overcoming some security problems that current communication systems present. 

To do so, the system will be:

•	Anonymous and Privacy-Oriented

•	User and Security-Oriented Storage System (The data is always stored encrypted and can only be decrypted just by the user, that has total control over it).
1.3 [bookmark: _Toc78195477]Objectives
Although the P2P network model initially gained popularity in the early 2000s thanks to file-sharing services such as Napster, eMule, BitTorrent etc. [4], it has successively evolved to suit the business field due to a particular characteristic that makes it a great way to guarantee security over a network. This characteristic takes the name of Decentralisation.

To achieve the development of the service and develop a client app able to connect and make use of the system, is therefore needed:

· To demonstrate the effectiveness of decentralized network model.

· To find out and overcome the security problems that the current email architecture presents.

· To develop a safe and privacy-oriented system able to overcome security issues such as non-repudiation, spam, spoofing and lack of encryption.

· To develop the necessary skill set for the development of networking software.

· To test and deploy the system simulating a real-life scenario and tools used in software deployment pipelines.

[bookmark: _Toc78195478]1.4 Structure of the project
This report is organised in 8 main chapters, in which the author introduces the background research carried out on topics such as privacy, security, e-mail architecture and protocols, carrying on with a discussion of the literature, where are compared findings and issues that other researchers highlighted during their studies and development of applications based on the same principles, and explaining the various phases seen by the project development.

In the final part of the report the conclusions are drawn by discussing the results of the previous phases and the improvements that could be brought during the future development of the service are identified.

[bookmark: _Toc78195479]Chapter 1
Provides the reader with the synopsis of the report, highlighting aims and objectives that the author considered necessary for the development of the project.

[bookmark: _Toc78195480]Chapter 2
Provides the reader with an introduction on the conducted research on the literature, by explaining, examining and successively comparing the different topics that compose the background knowledge required for the achievement of the set goals. This chapter introduces the methodology used for the development and implementation of the project. Methodology in which only secondary data collection was made, since all the required information is related to the literature and similar existing projects.

[bookmark: _Toc78195481]Chapter 3
Here, the analysis of the requirements is conducted, highlighting the needs and resources needed for the accomplishment of the project. The chapter also provides information regarding the design of the user interface.

[bookmark: _Toc78195482]Chapter 4
Dedicated to the implementation of the software. In this chapter are demonstrated the functionalities developed during the last phase of the study.

[bookmark: _Toc78195483]Chapter 5
Where the testing of the system is conducted. In this chapter it is possible to find the table containing the results of the tests performed on the developed software artefacts.

[bookmark: _Toc78195484]Chapter 6
This chapter is dedicated to the results obtained during the development and testing of the system developed for the project and in which a personal evaluation to the findings is given by the author.

[bookmark: _Toc78195485]Chapter 7
This section is dedicated to the discussion of the future improvements that can be made to the service infrastructure and software system, based on the additional findings the author collected during the realization of the project.

[bookmark: _Toc78195486]Chapter 8
The last chapter holds the conclusions. Here can also be found the references to the material used during the research on the literature.


[bookmark: _Toc78195487]Chapter 2 – Research and review of literature

[bookmark: _Toc78195488]2.1 Introduction
This section introduces the reader to the review of the literature used to study fields and topics on which the project is based on.
It is split into different subchapters, each of which represents the findings on different areas. The first one introduces the main concepts related to the safety of the current Internet Mail architecture. Here, concepts such as encryption and decentralisation are discussed and an introduction to the topic is carried out.
The second section is dedicated to the introduction of the various studies carried out by the researchers of the literature. These are compared and used to get an idea of the lack the current email infrastructure has and to develop the necessary knowledge, used in the following chapter to design the system the author aimed to create with this project. The third one is dedicated to the research on the domain problem. Here the different solutions currently available on the market are compared, assessing their functionalities and characteristics that could be improved.
The fourth section discusses the tools the author has utilised during the development of the project, while the fifth one gives a brief introduction to the hardware requirements needed for the deployment of the service.

Finally, the sixth section discusses the methodology used in the project.

To build up the literature, the author made use of sources such as IEEE (Institute of Electrical and Electronics Engineers), IETF (Internet Engineering Task Force) and other digital academic resources referenced at the end of the document.

[bookmark: _Toc78195489]2.2 Research and review of literature
Electronic mail, more commonly known as e-mail, is a communication medium used every day by millions of privates and organisations around the world. Described for the first time almost 40 years ago [21] as a method to send text messages over the internet, it has lately become the standard for communication services thanks to its continuous evolution, that addressed some of its weaknesses, mostly due to the fact that the original system was not designed with security in mind.
The standards on which this service is based are mostly defined in [30][33][34], where the SMTP (Simple Mail Transfer Protocol) is introduced, [31][35] where the IMF (Internet Mail Format) is discussed and [25] where the enhancements that allow the exchange of multimedia attachments are defined.

Email messages are used in both professional and private contexts and therefore they usually carry business or personal information with them.

Thus, it is important to understand the crucial role that safety plays in this communication system, especially now, during the COVID-19 pandemic that has seen a surge in cyberattacks since people around the world started to work from home [48][52].

Although in recent years, big tech companies such as Google, Microsoft, Amazon etc developed and deployed safer infrastructures, allowing the end-user to protect their communications with MSPs’ (Mail Service Providers) endpoints, this is just an illusion that makes users think their data is safe somewhere in the Cloud. It is important to note in fact, that even though emails are sent making use of secure protocols such as SMTPS, POP3S and are sent and received using TLS encryption, these travel through the Internet and are stored on Service Providers Servers in plain text [53].

Moreover, even if in some cases data is stored in an encrypted manner, like in the case of services such as Protonmail & Tutanota, which use end-to-end encryption and promise to store data in locations outside of governments jurisdictions [72] or at least countries with strict Data Privacy Regulations [56], this is not always the case. What in fact if the SP (Service Provider) is located in one of the countries belonging to the 5, 9 or 14 Eyes countries? [60][81] This would allow governments to access customers emails and data without any trouble.

Although the typical user thinks to be safe thanks to security measures put in place by Service Providers, he/she is often unaware of being daily subject to data leakages and hacking attempts. 
The literature is indeed full of facts regarding emails data leaks [61][66]. 

One of the most recent cases regards Microsoft and is happened in 2021.On this occasion, a large number of organisations, cities local governments and businesses around the world have been hacked after a set of zero-day exploits were found in Microsoft Exchange Server and Calendar [68][73].

During the hack, a state-sponsored hacking group that, according to the US government belongs to China [82], took advantage of the above-mentioned security flaws to hack into vulnerable servers and downloading emails and users’ account credentials, getting access to corporate and businesses data which was stored unencrypted on those servers.

[bookmark: _Toc78195490]2.3 Review of literature
Nowadays, users’ online safety is a must. Tech companies should guarantee safer software and infrastructures and should be able to prevent similar situations. Users on the other side, should be educated to understand and recognise the most common cybersecurity threats out there and should be provided with easy-to-use solutions with integrated end-to-end encryption functionalities, to guarantee data confidentiality.

To confirm this, a study conducted on 52 people by academics from the University of Maryland, the University of New Mexico and Clemson University demonstrated that, if properly instructed, users can improve their awareness in the online security field and can therefore choose the most appropriate service that suits their needs [49].

The study was focused on the fact that even though data leakages happen on a daily basis, email services still do not implement end-to-end encryption solutions, mostly due to the fact that doing it transparently might be challenging, as it would require a great effort by companies that would have to invest a large amount of money in security and development.

The authors argue the various ways which may be used to implement encryption in emails systems, analysing the possible attack surfaces of each method. They then introduce to participants a partially centralised and a completely decentralised approach. To make sure users wouldn’t base their opinions on products with a better UI, researchers minimised it, leaving just the main functionalities required to handle the encryption aspect of the apps.

The first one uses a registration model and simulates a key-directory service. Key-directories are servers that handle archives of users’ public keys. In this model, a software application generates a keypair which is then partially stored on the server (only the public key is stored). Each time a user needs to get in touch with another one who uses the service, this would have to query the directory, retrieving the public key of the recipient which would be then used to encrypt the message to send.

The second one uses a completely decentralised model, in which users would be responsible to generate their keypair through the use of an application and publish their public keys in a public place which could be used to retrieve them by those who would like to get in touch with them.

A few considerations that should be done here are:

· The first solution would be completely automatable, reducing the interaction between end-user and underlying software/infrastructure.

· Public keys would be completely handled by an external organisation which should be trusted by each user.

· The second solution, although automatable for the most part, would require the intervention of the user to publish the key on the web, increasing the number of operations a user should technically do to set up an account.

As imaginable, most of the participants were inclined to the use of the registration model, since more convenient and faster than the decentralised approach.
Most of the participants found it indeed tedious and time-consuming to set up an app based on the second method.

Despite this, participants in the study perceived the key differences between the two presented models and understood that the decentralised one was safer than the key-directory based one but that the second one would protect their privacy as well.

To conclude the study, the researcher also included a third model which would improve the security of the registration one. In this, another authority works in cooperation with the service provider, auditing the database, to make sure that users’ public keys would not be altered by bad actors.

Accordingly, participants agreed on the fact the audited model would be safer than the one previously introduced, as it would be difficult for two (but even more) organisations to collude, to hack an account.

Although some of the participants in the study still had some misconceptions regarding the effective security of the proposed models, they demonstrated their interest in exploring and understanding encryption-related concepts, bringing to the conclusion that the average user is interested in securing his/her communications.

During the past decade, researchers and academics all around the world, conducted more and more studies, focusing on the common issues email medium still carries after more than 40 years since its conception.
They studied the lack of encryption as well as problems such as non-repudiation, which is the impossibility to verify the real sender of a message, and spoofing.
They also focused on the implementation of different architectures which could be used to improve security, by studying the effectiveness of different encryption methodologies like in the study carried out by Wei & Co [58], where the authors argue the “…so called forward secrecy...” which can guarantee the confidentiality of encrypted emails even if the user’s secret key gets compromised.

In this study, PGP (Pretty Good Privacy), OpenPGP [74], IBE (Identity Based Encryption) [75][76] are compared and evaluated under different aspects to serve as a reference for the development of a framework for cloud email encryption.
Likewise, another research [54] studies the differences between asymmetric and symmetric cryptographic algorithms to find out the most appropriate in real-life software deployment scenarios.

In [14], RSA encryption is studied as a means to digitally sign messages, overcoming issues such as spoofing and non-repudiation.
Finally, in [15][80], different authors explore new architectures, mostly based on P2P, to build a decentralised email infrastructure.

[bookmark: _Toc78195491]2.4 Research on the problem domain

Although a few companies out there offer end-to-end encrypted email solutions, they often use common network architectures associated to the fact that their servers are located in countries characterised by a strong data protection legislation. E-mails continue to be stored in the cloud which, in the end-user mind, continues to be perceived as a safe place, far from the prying eyes of bad actors.

As previously introduced with the discussion of the literature, the internet is not the safest place where to store important information and as we know, Cloud Infrastructures, due to their nature, must be dislocated in more than one place to grant disaster recovery features.

Users must rely on Service Providers, who promise to keep their data safe, thanks to the use of cutting-edge technologies and practices.

To make a comparison of the most popular services used by computer literates, journalists and people who nowadays want to keep their data safe, we find:

· ProtonMail [78], from the Proton company, that offers different privacy-oriented services, such as secure email and VPN. ProtonMail is a service that promises zero access to user data. This, according to the company [72], is achieved by making sure that encryption keys are not stored on their servers, to ensure high privacy levels, over the user’s content. The service makes use of AES, RSA and OpenPGP standards, using opensource libraries, that allows better auditing and cooperation with third people, in case of security issues, but also ensure to the end-user the absence of backdoors and malicious code. The company promises to keep high-security standards by having total control over the infrastructure used to store customers’ data and relying on full disk encryption, in case hardware is seized. Moreover, it offers a no-logs policy, avoiding collecting data that may be used to identify and track their customers. It is important to note that, although this company puts a lot of effort to grant customers anonymity and safety, it expressly states that there may be the risk their hardware would be seized by law enforcement.

· Tutanota [79], that similarly to the first analysed app, allow to send and receive encrypted emails. The service ensures a high level of security thanks to its implementation. First, user credentials are never sent to the server. This is to protect them from possible MitM attacks that, although rare due to TLS encryption, may occur in less safe network environments. Tutanota offers two types of encryptions for messages content and cryptographic keys: AES 128 and RSA 2048. Email messages are decrypted on the client-side, to avoid any kind of data leakage. Even in the case of this service, the company promises to store data in Europe, most precisely in Germany where, thanks to GDPR, it is illegal collecting users’ data without their consent. Finally, the service promises a no-ads business model since, being the company unable to access emails content, these cannot be scanned to understand the user’s preferences, targeting him/her with personalised ads.

· Mailfence [77], that similarly to the first two options, aims to deliver a private email service, thanks to a no-tracking policy, good security features and the help of European data protection law. Like its contenders, the service uses a mix of symmetric and asymmetric encryption techniques coupled with digital signatures and TLS encryption, to deliver a secure email service.

The above-mentioned services are the most important among privacy enthusiasts and help them to keep their communications private. The author was inspired by these, in particular by ProtonMail, to develop the encrypted email service created for this project.
Analysing the common functionalities that these services bring to the user, the author has chosen to design a product that could in future compete with these companies.
This by implementing not only the necessary encryption features to safely exchange messages among the subscribers of the service, but also by implementing it in a more decentralised way, by storing messages directly on user devices and communicating with recipients in a P2P fashion.

[bookmark: _Toc78195492]2.5 Required Tools
Developing a web service or app able to bring a good experience to the end-user, means choosing the right technologies that accompany the development of an idea. But first, it is important to point out a few concepts regarding the most common development processes, tools and practices.
Software development is a huge field that ranges from mobile app development to AI, networks apps, embedded system development etc and can be achieved using different languages and frameworks. Before diving into the description of the tools used during the implementation of the project, it is important to understand the key differences between the various types of approaches and the pros and cons which these bring to the developer during the design of a software system.

Since the project is focused on the deployment of a new email infrastructure, based on the personal idea of security that the author matured during the research of the literature, and that this would be implemented in a different way from the current email architecture, the author considered appropriate the use of a technologies stack used in Web Development. This is because a better integration between the web and desktop environments would be achievable. Moreover, there would be no need to learn different programming languages, which would prolong the learning phase, giving less space to the implementation phase.

Furthermore, using this stack would be a good way to improve and extend the knowledge acquired in the field of Cloud Computing and Web Development over the course of this study path.

Although the use of JavaScript for the implementation of the client app would not be comparable to the result in performances that a native app developed with a compiled language might have, its use would guarantee great flexibility and easy deployment of the software on different types of hardware and OSes (Operating Systems).

For the development of the infrastructure, the author found out two different typologies of software which should be developed:

· A web app, which includes two instances (One for the website and another one for the P2P functionalities)
· A desktop client app

The idea was to create a more decentralised infrastructure, deploying a web app that would be used for the user’s registration process and, similarly to a key-directory approach, for the storing of the subscribers’ public information.

The client app instead, would be used to interact with the service, helping the user to create send and receive encrypted emails in an intuitive and simple manner.

As previously mentioned, the use of web technologies would allow reaching out to more customers as the app could be built for different OSes. For this reason, one of the frameworks used in this project has been represented by Electron [55]. Electron allows the creation of Desktop applications thanks to the use of HTML, CSS and JavaScript.

The integration with Chromium and Node.js allows using the same JavaScript codebase for the creation of cross-platform applications [63].

Node.js [67] is a runtime that allows the development of backend applications; therefore, it has been used for the development of the above-mentioned web app.

Electron-based applications, like every interactive web app nowadays, is composed of two processes: front-end and back-end. The frontend takes the name of renderer and is represented by a Chromium instance, used to render the pages passed by the backend.
The backend process is represented by a Node.js instance and is used by the developer for the implementation of the core app functionalities. Using Node.js as a backend allows to speed up the development phase, as there is no need for the programmer to write everything from scratch. Thanks to NPM (Node Package Manager) it is in fact possible to get access to thousands of open-source libraries, that facilitates the implementation of complex functionalities, such as API, encryption and P2P networking. This also brings another advantage over proprietary solutions, because all the modules available for the development are audible from everyone, guarantying the use of safe software, written by the community.

Both the web app instances have been developed using the same toolset, in fact, they are also based on Node.js and follow the same development patterns used during the coding of the Client app.

Although for the deployment of the web apps, the author decided to take advantage of Docker, another framework used in the real-life software industry, which allows creating virtual machines that run on the same server by sharing the same underlying kernel, this would have added more complexity to the project, as it would have required more effort while taking care of the cloud infrastructure. The project has been deployed online using the Heroku cloud platform [50], which allows to get a service up and running in just a few steps. The Heroku URL of the app has been paired to the domain https://loki-mail.com through the use of DNS. This is to simulate a real-life scenario and possibly continuing the development of the service in the near future.

To carry out the development of the project and write the necessary source code for all the artefacts, the author has chosen to use Visual Studio Code, which is a cross-platform source code editor really popular among web developers. The choice of the IDE has been dictated by the fact it offers an integrated terminal, useful to test the code during the development, and the possibility to extend its functionalities thanks to the use of the thousands of extensions available within its package manager.

[bookmark: _Toc78195493]2.6 System Requirements
Since the network infrastructure involves the implementation of two web app for the deployment of all the required functionalities, two Heroku instances have been used to make sure the prototype works properly.

The table below shows the server characteristics used for both apps.

	
	Website
	P2P Relay

	CPU
	1
	1

	RAM
	512MB
	512MB

	Scalability
	None
	None

	Always on
	Yes
	No

	Dyno type
	Hobby
	Free

	SSL
	Yes (domain certificate)
	Yes (Heroku)

	DNS Redirect
	Yes
	No




[bookmark: _Toc78195494]2.7 System Development Life Cycle
Modern Systems/Software Development require approaches that give the developer the freedom to build fast porotypes, which can be improved based on feedback received by customers.
Continuous Integration is the key to modern apps’ success because it allows to develop and deploy solutions following a set of steps that can be repeated until the product end of life.

For the development of the project, the author has chosen to make use of the Agile Methodology, as this reflects the above-mentioned characteristics.

Thanks to its iterative approach, it allows dividing the development into small sprints composed of different phases that go from the Planning to the Deployment of the product. These short iterations aim to continuously deliver small improvements while putting the right effort to fix all the bugs reported by the end-user. Moreover, this methodology remarkably speeds up the development process, as it allows the programmer to deliver small sets of functionalities as soon as they are ready, without requiring the application to be fully implemented.

The picture below represents the various phases of the Agile methodology, including the different iterations needed to the CI of the system/app.
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[bookmark: _Toc77935597][bookmark: _Toc78195553]Figure 1. Agile Methodology phases. Credits: [84]

Since the study makes use of secondary data collected from the literature and the similar projects developed on the topic, the author decided not to undertake any questionaries.

[bookmark: _Toc78195495]Chapter 3 – Analysis & Design
[bookmark: _Toc78195496]3.1 Introduction
Following the review of literature, this chapter aims introduces the reader to the analysis and design phases that took place during the development of the software artefacts the project has seen developed.

In this section are explored the theoretical concepts behind the implementation of the infrastructure and the email client of the service and an introduction to the working of the current email infrastructure is given, to bring the reader to better understand why the author chose to implement certain solution in regard to encryption mechanisms and utilised resources.

Also, the chapter introduces the functional and non-functional requirements needed for both the backend and the frontend, showing them through the use of different figures and diagrams. Moreover, the section shows how the risk assessment has carried out to guarantee the correct development of the project. 

[bookmark: _Toc78195497]3.2 Requirements
Since the service is defined by the cooperation of three different Software solutions which run different tasks, this section has been split in three different sub-sections to better explain these functionalities based on the examined service.

[bookmark: _Toc78195498]3.2.1 – Website

The website is used by subscribers to register to the service. It does not require advanced functionalities, but it should just allow registration, login and password changing for users who have the need to regenerate their keypairs.

The functional requirements for this software are:

· The user credentials must be validated on the backend, to avoid any hacking attempt.

· User input must be validated and sanitized, to make sure that the passphrase used to unlock the user’s private key cannot be easily cracked and to reduce the website attack surface. 

· Cookies generated for users’ login sessions must be validated checking their expiry date and making sure they’ve been signed by the service backend (they are not forged).
· The server should not allow a user with expired session cookies.

· The RSA keypairs generated when a user signs up to the service or reset his/her password must use RSA4096.

While the non-functional ones are:

· The user interface should be kept as simple as possible, to guide the user through the website.

· The Database should be fast and scalable

· The backend code should be clear and manageable.

· The website must use an SSL certificate to guarantee encrypted communications between users’ devices and the server.

[bookmark: _Toc78195499]3.2.2 – P2P Relay

The online infrastructure relies on a second web app that let subscribers to start P2P communications. The server is used as a relay, to give peers who want to join the network an ID that can be used to communicate with them.

The functional requirements for this app are:

· When a user starts the client app, the server has to assign the user a peer ID.

· When a user tries to communicate with another subscriber, the server must act as a STUN (Session Traversal Utilities for NAT) server, to help the two peers to set up a communication channel which can be used by these to communicate encrypted messages.

· The server must handle peer IDs collisions so that two users cannot get the same peer ID.

The related non-functional requirements are instead:

· The server should have a 99.99% of uptime, to grant the right working of the service communication functionality.

[bookmark: _Toc78195500]3.2.3 – Client App

Passing to the client app, which is used to access, store and send the encrypted emails the service promises to deliver, this should allow users to work in both an online and offline manner.
The app must be reliable under different aspects, for example, it must handle network errors to ensure safe communications between two or more subscribers. It must guarantee that no data is being lost during the transmission of a message and it needs to make sure that sensitive data is stored in an encrypted manner on users’ devices.

For these reasons, the author found out that the following requirements are a must to ensure the right working of the app.

Functional requirements:

· The app must be user friendly, delivering a simple interface and an easy way to create and send encrypted messages.

· All data stored on disk must be encrypted, to guarantee a high level of security.

· Mailboxes Encryption / Decryption must be fast.

· User should be able to write and receive even long messages.

· The app should give the possibility to delete and recover emails and get access to the most common mailboxes (Inbox, Drafts, Sent, Trash).

· User must be notified when they receive a new message

· Notification must not include sensitive data if the user is logged out, but the app is still active in background.

· The app must protect the user private key, used to decrypt and sign email messages.

· Each message must be signed before being sent.


Non-functional requirements:

· User needs to be notified if a communication error happens during the sending phase

· A notification should be given to the user if the recipient is not online

· The app should be responsive, to work monitors with different resolutions.

· The app should be able to recognise a corrupted DB and should check who owns an account if a database is found on the machine.

· The system should give the opportunity to backup or delete a DB, in case a corrupted one is found.

[bookmark: _Toc78195501]Use Case Diagram

Once evaluated and defined the requirements of the three apps, the author, modelled a Use Case Diagram that represents the whole working of the system.

As visible in the figure below, the system includes just the main functionalities, as it will be improved in future revisions.

The diagram sees the use of two users, represented by the subscriber (user) and the administrator of the service (Loki Central Server).
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[bookmark: _Toc78195554]Figure 2. Use Case Diagram. Credits: Author

[bookmark: _Toc78195502]3.3 Risk Assessment
An important step during the development of the project has been identifying all the possible risks the author could have encountered during the various phases of the development.
As visible in the table below, these included not only technical aspects related to the analysis and system design but also to external factors such as health, family and work.

The risks assessed in the table below, represent the main causes of possible failures. Although not all of them have a huge impact on the development process, the author has studied a few mitigation techniques to limit and prevent serious consequences in case one or more of these situations would happen.
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[bookmark: _Toc78195555]Figure 3. Risk Assessment table. Credits: Author

Risk assessment study allows to respect the timing defined during the development of the Gantt Chart, a graphical representation of all the necessary steps to accomplish, in order to complete the whole project. The following set of pictures show the steps the author followed to calculate the timing each step required. The first one shows the WBS or Work Breakdown Structure, used to define the different steps. An important thing to note here is the fact that the whole process has been split in three main subsets. The second figure represents instead the Time Estimate table, used for the calculation of the above-mentioned timings. This has been achieved with the use of the Three-point Estimation technique, which takes into consideration the pessimistic, optimistic and most probable times that each task may require to be completed.
Finally, the last figure, that represents the final Gantt Chart, where tasks and timings are graphically coupled and where the main tasks subsets previously defined in the WBS, allow to graphically determine the starting and ending of each phase.
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[bookmark: _Toc78195556]Figure 4. WBS Representation. Credits: Author
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[bookmark: _Toc78195557]Figure 5. Time Estimate table. Credits: Author
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[bookmark: _Toc78195558]Figure 6. Gantt Chart. Credits: Author


[bookmark: _Toc78195503]3.4 LokiMail Design
After the Analysis and Evaluation of the system carried out by following the SDLC model, the author passed to the Design phase, which is the second step of the chosen methodology. Here, is where a high-level design of the system is conducted and where the main architecture is defined.
The section aims also to introduce the design of both frontend and backend of the developed software artefacts and the various cryptography and decentralisation related ideas the system is based on. The next figure represents the overall design of the infrastructure. As visible in it, users authenticate themselves using the backend and communicate with each other using P2P network technology.
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[bookmark: _Toc78195559]Figure 7. LokiMail infrastructure. Credits: Author

LokiMail is a hybrid email system, born to bring a secure communication medium to people around the world who have the need to, due to legislations or working reasons, keep their privacy level high. The aim of the project is to keep communications among users encrypted and to collect as less information as possible, to guarantee their anonymity in case a bad actor compromises the system.

To better understand the choices made during the design phase, the author considered appropriate giving to the reader a detailed explanation of how the current email infrastructure works.

The next few sections group all the necessary knowledge needed to understand the various steps and email message takes to get from the sender to its recipient. It starts by exploring the main concepts of the first-generation email infrastructure and it after passes to how this have evolved over the years, to arrive to the one we rely on during our everyday lives.
 
[bookmark: _Toc78195504]3.5 Internet Mail Architecture Analysis
To briefly explain how the first standardised architecture worked, it is possible to imagine two different layers. The first one is composed by users while the second one by the service handlers. In this scenario, what represents a user is the MUA (Mail User Agent) that is a software to interface the user with the machine. It is what nowadays we commonly call e-mail client. To name just a few: Outlook, Thunderbird, Gmail etc.
The second layer is represented by the MHS (Message Handling System) where the MTA (Message Transfer Agent) software is run to allow the transfer of the message from one computer to another.
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[bookmark: _Toc77935598][bookmark: _Toc78195560]Figure 8. Basic Mail architecture representation. Credits: Author

The above figure represents a basic implementation of the previous explained concepts. In modern architecture things work in a different way, since the infrastructure grew in complexity over the years due the always increasing popularity that the service achieved. Another diagram that shows an in-depth representation of modern architecture is available in the next pages, after a brief introduction of the different components the 2 layers are made up by.
The delivery of messages among users is accomplished by the cooperation of multiple instances and services. According to [36] the main ones are:

· Email Object (Users)
· Global Addressing (MHS)
· An asynchronous sequence of Point-To-Point transfer agents over the internet (ADMD)

When a user, Bob, wants to send a message to another user, Alice, this is prepared on Bob’s device using a client program that forwards the message to the MTA. On the other side, Alice can retrieve the message by querying her MTA. What happens in the between is that the MTA communicates with local users and other MTAs using different protocols that will be explained in later sections. A thing to note is that in early implementation of Mail architecture, no authentication was required to send a message. This was required only on receiver’s side. Authentication mechanisms on both sides have been made mandatory with successive revisions due to the fact that this could be exploited by attackers that could impersonate any users.

Internet Mail Infrastructure is built on the top of a variety of components that act differently, based on their role. The following subsections aim to explain who these are. 

[bookmark: _Toc78195505]3.5.1 Users
Starting from the top it is possible to find the User.
Users are the sources/receivers of any message. They can be represented by individuals, companies and organisations or specialised software services. Their responsibility is related to the creation and receipt of the content they create, and this content can be delivered to one or more of them.

[bookmark: _Toc78195506]3.5.2 Message Handling Service

We then find MHS actors. According to [33], where the command .RcptTo is specified, MHS performs messages transfers on behalf of the user. As [36] writes: “Transfers typically entail one or more Relays...” and continue “...However, direct delivery from Originator to Receiver is possible”. This in case of internal organization exchange, where is usually present only one relay.

As visible in the next figure, these are the relationships between the different components.
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[bookmark: _Toc77935599][bookmark: _Toc78195561]Figure 9. MHS components relationships. Representation of the author. Credits: [36]

Starting from the left, we can find the Originator, that checks the validity of the created message, ensuring conformity to e-mail standard and successively transmit it to the Relay.
This component ensures that there are no issues with the message created by the author. It is the only accountable for issues related to the transmission and can often the same as the author entity. Going forward, we then find the Relay.

A relay is a node that perform routing operations among the recipients. According to [29] and [36] it does not alter the content of the message. It only adds trace information. MHS is composed by a set of 2 or more Relays. We then find the Gateway, that is the Relay whose duty is to connect different mail services. Finally, the Receiver, whose duty is to perform filtering operations and deliver the message to the final Recipient.

[bookmark: _Toc78195507]3.5.3 Administrative Management Domain (ADMD)

Administrative Management Domains are entities that operates one or more computer under a single or a groups of internet domains they control. They are represented by organisations and often include internet providers.
It is possible to classify them into 3 different categories that take the name of Edge, Consumer and Transit.
The first one, Edge, is represented by any independent organisation that operates between the open internet and a private network.
This is followed by the Consumer and Transit ones respectively associated to Web Mail Services and Mail Service Providers.

Since e-mails transfer often happens over the Internet (unless the message needs to be sent to an internal recipient), ADMSs may implement proprietary standards into their Edge Networks to filter content and manage the traffic.

Every organisation delivering mail services to their customer base is associated to a domain name (gmail.com, outlook.com, yahoo.com etc).
E-mails are identified over the network thanks to a set of attributes that allow addressing them properly while in transit. The first one, more commonly know when talking about e-mails, is the Mailbox.
According to the definition given in [35] a mailbox is an entity that receives e-mail messages. Back in the days, it was not bind to any storage location, since receivers could choose printing a paper copy of messages to deliver them to their receivers. Nowadays, this is something wired to think about, as storage memories are big enough to store huge amount of data.

Mailboxes can be associated to records of Mail Service Providers’ databases and are basically composed of two parts.

Taking as a reference the following e-mail address: username@company.com we notice that the identifier string is split in half by the “@” symbol.

On the left side it is indeed possible to find the unique identifier assigned to every user on the provider’s database. This takes the name of local part and is an alphanumeric string that, according to the RFC5321 [33], can have a maximum length of 64 characters. However, according to some tests made during the research for this project, the author found out that some Internet Mail Providers (gmail.com and yahoo.com) limit this to a maximum of 30 and 32 character. Others instead (Microsoft), allows the full length.
To conclude with the local part, it is worth noting how some local names have been standardises for business purposes [28].

The right side of the “@” symbol is left for the global domain associated to the service provider and it is followed by the top-level domain. Even in this case a length restriction is applied as previously shown for the local name. To be more specific, we can say that the maximum length of the full address, that represents the path must not exceed the 256 characters [33].

The second attribute is the Domain Name (DM). A DM is the mnemonic representation of the IP address associated to the server/s it points to. Email services use indeed DNS queries to handle the traffic over the internet [22][23]. Domain names are usually administered by organisations. As previously explained, different domain levels are separated by a “.” And they are read from the right to the left.

In the figure below it is possible to find a recap of what explained until now.
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[bookmark: _Toc77935600][bookmark: _Toc78195562]Figure 10. Domain name and full path representation. Credits: Author

The third attribute is the Message Identifier. As reported in [38], message identifiers are globally unique and are represented in a similar format of mailbox addresses. They are composed by two parts. The right one represents the host that generates the message, while the right one is a unique string that identifies the message. It is not possible therefore for two messages to have the same ID. It is assumed that if two messages have the same ID, they represent the same one and therefore one of them will be deleted.
The last attribute regarding messages identity is the Envelope ID (ENVID). Similar to Message IDs, they allow to uniquely identify a message during its transfer phase. They follow a message from sending to delivery phases, but they always change, unlike the Message ID. For instance, if the same message is re-sent, this keeps the same Message ID, but not the ENVID.

[bookmark: _Toc78195508]3.5.4 Message delivery and Protocols

Internet Mail architecture has become more complex over the years. Many of the standards that ensure its working have indeed been reviewed and updated with the time to comply to the ones of the current web. This section tries to explain in a simplistic way the main parts an e-mail message is composed of and the protocols and commands used to ensure its transit through the complex infrastructure that allows users to communicate over the internet.

Starting from the message content, it is possible to say that is composed of two main parts: header and body. The header groups a set of fields that allow MTAs to forward the message over the network. The body is the part that contains the information sent by the sender and can be made of text as well as multimedia files and other types of objects, commonly known as attachments [25] [26] [27].

In the beginning, e-mails content was generated using NVT 7-bit ASCII. It was therefore impossible to represent languages such as German, Russian, Chinese etc or include attachments, as they didn’t support this encoding.
To overcome this limitation, MIME format, that stands for Multipurpose Internet Mail Extension, has been introduced. MIME allows using 8-bit non-ASCII characters [18] and can convert from Non-ASCII to ASCII and vice versa.

MIME makes use of five additional fields, that can be placed within the Header section, to communicate different information useful to facilitate the message handling by the receiver.
These fields include information such as Version, Content Type, Content Encoding, Content ID and Content Description.

Once a message is sent, it is handled by the MHS. Here it is put in a virtual envelope and is transferred from server to server using the SMTP protocol. To note that SMTP is not the only protocol involved during mail transfer. Several more, such as POP (currently POP3) and IMAP4 are used between the user and the Mail Service Provider.

The following image is a representation made by the author that aims to show the full path of an email message that is sent from Alice to Bob, considering they are users under two different ADMDs.
During the explanation below, the author made two assumptions:

· The two users are both using an email client application installed on their devices.
· They are required to authenticate themselves to the respective ADMDs to use the service.

This clarification is needed as in the past authentication was only required for the recipient of the message, allowing different typologies of attacks that are explained later in the report.
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[bookmark: _Toc78195563]Figure 11. E-mail message path. Credits: Author
As visible in the above figure, when Alice wants to send an e-mail to Bob, a message is created on her device (MUA) and a communication with the ADMD is established to ensure that Alice is a genuine user. Once both the steps of authentication and message creation are completed, the message can be sent. The two protocols that allow a user to forward an e-mail to the belonging ADMD are:

· IMAP4
· SMTP

IMAP stands for Internet Message Access Protocol and allows sending and retrieving e-mail messages from a mail server. Initially specified in [32] and revised over the years until the current version, IMAP4, the protocol allows users establishing a direct connection with the mail server, that is used to synchronize the local mailbox with the one on the ADMD side but not only. This allows being more reactive indeed, because the server is constantly queried to check whether a new message is received. Moreover, as explained in [18], IMAP4 allows users to create, categorise and arrange messages using a folder hierarchy, otherwise impossible using POP.
Initially, the protocol worked on port 143 and used to exchange data in plain text. Successively, with the implementation of TLS, port 993 has been used to securely transfer encrypted messages.

SMTP instead, stands for Simple Mail Transfer Protocol and, although it is used to transfer content among the various MTAs, it can also be used between Client and ADMD to send messages. SMTP communication is unencrypted and happens on port 25. Its secure variant, SMTPS uses port 465 to transfer encrypted content between MTAs. 

Assuming that Alice’s client app is connected to the mail server using IMAP, we can start following the message path through all the different transfer phases.

Once left Alice’s device, the message reaches the ADMD, where is received by the Mail Submission Agent (MSA) that start the transfer to the internal MTAs in the Service Provider network. MDA, MTA and MSA are software installed on servers and can therefore be installed on the same host, depending on the SP setup. The transfer between the various MTAs though, happens over SMTP.

If the message is directed to an address that does not belong to the ADMD, Relay/Gateway MTA, that uses DNS to look up the domain name of the recipient to find a way to the right ADMD. Once found the right MTA to forward the message to, it proceeds passing it to this, from where, the message will start a reverse path to get to the recipient. If the domain of the recipient address is not found, the sender is notified of the failed sending attempt and the SP will try again a few times. The sender receives a final error message if the delivery fails during these attempts.

When Alice’s e-mail reaches the destination ADMD, the Gateway MTA starts forwarding it to the local ones. From there, the message is then forwarded to the Mail Delivery Agent (MDA) saves a copy of the message in the recipient mailbox.

When Bob’s client app contacts the ADMD he belongs to, the message is downloaded into his device. To achieve this, two protocols can be used. These are: POP3 and IMAP.

As previously explained, IMAP allows a continuous connection between the user and the mail server and gets a copy of the message on user’s device. POP3 instead, retrieves the message from the user’s mailbox and then deletes it from there.

[bookmark: _Toc78195509]3.5.5 Security considerations

Once understood the working of the Internet Mail infrastructure and after having analysed the main Protocols used in during messages transfer, some consideration regarding its safety.

According to some studies regarding e-mail protocols security [1], Internet Mail has been developed without security in mind. It is worth noticing indeed, that during its early days of life, only the recipient of a message needed to be logged in in order to access a mailbox and read its content. Moreover, since SMTP, the main protocol involved in messages transfer and routing was not born to deliver message encryption, issues regarding Integrity, Confidentiality and availability arose. The list below, aims to show some of the main security problem that Internet Mail still carries on nowadays. 

· Spoofing
· Repudiation
· Unencrypted backups

As explained in [46], Spoofing is a technique that involve sending an e-mail message, forging the sender e-mail address to impersonate a legit user.

Repudiation instead is related to the fact that since a message can be forged, the sender of an e-mail could deny having sent that particular message. In [18], the author explains that this could be particularly bad for e-mails regarding business contracts and communications.

Finally, Unencrypted backups. This is a particular topic, as recently Microsoft has been involved in a series of attacks in which bad actors have managed to access unencrypted users’ data, stored on the company’s mail servers [43]. In fact, still nowadays, e-mail messages are stored in plain text on SP infrastructures, putting at risk the security of the customer that most of the time is unaware of threats out there, that could mine their privacy.

[bookmark: _Toc78195510]3.6 Interface design
After having defined the working of the system and decided the main feature to implement and how doing it, the project has seen the creation of the first interface sketches, used to implement the final product.
The next set of images present introduce the various graphical details that have been taken into consideration for the creation of the final user interfaces of both the Web and the Desktop apps.
The first ones, refer to the website signup, login, dashboard and info/error pages, while the second ones represent the various screens, menu and functionalities of the client app.






[bookmark: _Toc78195511]Website design sketches

In this first screenshot, it is possible to see how the homepage of the web app has been implemented. Starting from the top, we can see the navbar, which includes the links to the main area of the website. The left side groups the various pages accessible without the need for a user to log in, while the right side groups the links to the area of the website which require authentication.
Passing to the central area, the page presents a carousel containing various images regarding cybersecurity news and the service logo. For conveniency reasons, the final version of the page includes only the logo since, as explained in the requirements section, the website has been developed to give the user the possibility to sign up and edit some account details.

Finally, on the bottom part of the page are located a security tips section and the footer.
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[bookmark: _Toc78195564]Figure 12. Website homepage. Credits: Author

Passing to the next draw, that represents the registration page of the website, this present like for the homepage and the other webpages of the site, a navbar which contains the same links and a footer where the name of the author can be found. The central part instead, is dedicated to the registration form. The registration form presents two buttons used for the registration or, if the user landed mistakenly, a quick link for the login page.
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[bookmark: _Toc78195565]Figure 13. Website registration page. Credits: Author
The picture below represents a typical error page, in which an information / error is shown in the middle of the screen. For simplicity, the message includes a link that redirect to the homepage, so that a user can quickly tap on it after have read the message.
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[bookmark: _Toc78195566]Figure 14. Website info/error message page. Credits: Author

Like for the registration page, the login one includes a form used to enter the user’s credential. This page has no other messages in it, as it is used for demonstration purposes only. 
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[bookmark: _Toc78195567]Figure 15. Website login page. Credits: Author

Finally, the Dashboard page, which is the most important of the website.

This page includes some user information, such as the username, which can be found on top bar (where also the home and logout buttons are located), the account ID, and the last login date and time. But the most important section of the page is located in the middle. Here it is possible to find the user’s Keypair, used by the client app to encrypt and decrypt emails.

In the lower part of the form, it is also possible to find a text box, used to change the user password. When the user types a password that respects the desired pattern, another textbox where the current password must be entered appear, and the submit button is activated, to allow sending the request to the backend.
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[bookmark: _Toc78195568]Figure 16. Website User Dashboard. Credits: Author

[bookmark: _Toc78195512]Email client sketches

The creation of the Client app interface is where the author put more effort during the design phase. As visible in the next set of figures, the client app has been developed in a more professional manner, as this is the main interface, used by the user when using the service.

The first sketch represents the main screen of the app. The top of the window includes a navigation bar, where the main buttons are located.

The central part of this bar includes the name of the page visualised, a search bar and a button for the draft of a new email.

On the left side instead, it is possible to see a side menu, with the links to the various app sections.

The top section of the menu contains the links to the different types of mailboxes, while the bottom one, the links that allow to access different types of resources such as contacts, settings etc.

The central part, finally, is the area of the screen where all the messages appear. Although they are not visible in this first screenshot, they can be seen in the following ones. 
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[bookmark: _Toc78195569]Figure 17. Email client – Mailbox page representation. Credits: Author
Passing to the second figure, it is possible to notice a few things, in the specific that the left side menu is foldable and that tapping on the pencil icon, make the message editor appearing.
The editor follows the same philosophy of the side menu. In fact, it also appears and disappears from the right side of the screen.

As the reader can notice, the interface of the editor has been kept simple, to make sure it is straightforward to use. As per image, the top part of the interface includes the main fields that allow to choose the recipient and create the subject of the message. The central part instead, includes a control bar, in which are located all the text control buttons and the editor, where it is possible to type the email message.
Finally, on the bottom part are present the three buttons that allow to Send, cancel or attach a document/image to the message.
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[bookmark: _Toc78195570]Figure 18. Email client – New message / draft editor interface. Credits: Author
The third figure shows how the Trash section of the app looks like. To respect the way the app accesses to the various mailboxes and to keep the interface clean, so that the user can quickly find an email that has mistakenly been moved to the trash, its interface is divided in three sections. The first one, where all the inbox messages are located. The second one, where all the drafts are located and the third one, which sees all the messages coming from the sent mailbox.

Finally, on the top right corner of the screen, it is possible to notice the “Empty” button, that the user can use to shred the trash messages.
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[bookmark: _Toc78195571]Figure 19. Email client – Trash page representation. Credits: Author
Finally, the last figure of this chapter. This shows how the account settings page has been thought to be developed. Although this has not been linked to any functionality during the creation of the first prototype, due to time constraints and the fact it does not belong to the functional requirements of the software, this has been thought to group all the important settings a user may decide to edit.
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[bookmark: _Toc78195572]Figure 20. Email client - Account Settings page representation. Credits: Author
As visible in the figure, the interface includes a set of buttons that group different functionalities. Among these, it is possible to find, the changing of the account password, the setup of the recovery email and the emails’ signature.

Also, in the bottom part of the interface, it is possible to see some other options related to the privacy level a user might want to keep while reading his/her messages. These include remote code blocking, the possibility to blacklist other users and the checking for tracking pixels.

These options will be included in a future revision of the app.


[bookmark: _Toc78195513]Chapter 4 – Implementation

[bookmark: _Toc78195514]4.1 Introduction
Following the Agile methodology model used to accomplish the various phases of the SDLC, the project came to the implementation phase. This step expects the coding of the real-world application/s of frontend and backend of the infrastructure as well as the client application.

In the following sections, the author tried to give an explanation to the main techniques used for the achievement of the objectives, while implementing the code present in the software artefacts.

The first part of the chapter is focused on the system working and the explanation of how the Databases have been conceived and how the encryption mechanisms work. Moving along, the next sections give a brief explanation of how other functionalities such networking and notifications have been implemented and show, thanks to a set of figures, how this look like.

[bookmark: _Toc78195515]4.2 System Implementation
After having understood how the current email infrastructure works and having examined its security shortfalls, it is possible to introduce the system design solutions the author kept into consideration during the completement of the project.

The figure below highlights the user point of view of the service logic, most specifically, the set of tasks needed to get started with it.
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[bookmark: _Toc78195573]Figure 21. System working representation. Credits: Author
Wanting to compare the proposed design with most of the current email services, it is possible to note a key difference. Although the registration process works in a similar manner, once a new user signs up to the service, a new keypair is generated using the password the user has chosen. From now on, this will be the passphrase the user will use to accomplish encryption/decryption operations.

Another important difference to note regards the collected data during the registration process.
Current Service Providers (SP), collect for security purposes lot of users’ details, which could be identify an individual in case of necessity. Unfortunately, this is not always done for good reasons. In fact, governments and law enforcements around the world often impose SPs the sharing of these information.

To overcome this, LokiMail stores only the necessary amount of data to allow other service subscribers to reach out other users when needed. Moreover, all stored data is encrypted.

[bookmark: _Toc78195516]4.3 Database Implementation
The next figure shows how the Database has been implemented in both the backend of the infrastructure and locally, on the user’s device once he/she downloads and installs the client app.
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[bookmark: _Toc78195574]Figure 22. Databases Design. Credits: Author

Starting from the left, it is possible to find the database used by the backend of the service.
As previously mentioned, this has been kept simple and contains just the necessary data needed for the working of the current implementation of the system.

The typology of database used for the service backend is MongoDB [47], which is a NoSQL database.

The reason of the choice was dictated by the fact that this allows to have a flexible, fast and scalable storage solution, which can be used by multiple users at the same time.
The difference between a classical Relational Database and a NoSQL one resides in the fact that the second uses a set of collections and documents, that can be compared to Tables and records of the other typology and can be modelled in different means than the relations used in classical Databases such as MySQL, MariaDB etc.

The next figure shows how data looks like in the MongoDB instance just described.
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[bookmark: _Toc78195575]Figure 23. MongoDB backend database content. Credits: Author

To note that in this picture, the “peerID” attribute is empty since the two represented users are not logged in using the client app.

On the contrary, the below picture, shows how this attribute is filled up once the users are online and have received an ID by the STUN server.
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[bookmark: _Toc78195576]Figure 24. MongoDB instance when users are logged in using the client app. Credits: Author
On the contrary, the local database used by the client app to locally store all emails and users’ details has seen the use of a relational database, more specifically an SQLite3 database that does not require the implementation of a server to get interaction with.
SQLite databases are storage structures which can be interacted with thanks to the use of a library. This allows having a powerful storage that does not require the installation of further software to deliver its functionalities.

As previously mentioned, the local database contains all the emails a user creates, sends and receives, all encrypted using a mix of symmetric and asymmetric encryption.

Every time a message needs to be sent in fact, this is encrypted using AES-256 [57], a symmetric encryption algorithm that allows to perform fast data encryption/decryption using the same key (from this the term symmetric). After being encrypted, the used encryption key and its Initialisation Vector (IV) are encrypted using RSA-4096, which on the contrary is an asymmetric encryption algorithm. This allow to encrypt the payload with the recipient public key, so that the recipient only would be able to decrypt the received message.

Due to its higher encryption times and payload length limitations, the author considered appropriate using both these typologies of encryption to guarantee the maximum security without impacting the software performances. RSA encryption is also used to sign each email message, so that the recipient can verify the authenticity of each message.

The following set of figures represents the phases of encryption and decryption each message is subject to when is sent to the recipient.
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[bookmark: _Toc78195577]Figure 25. Sent messages encryption mechanism. Encryption with recipient public key. Credits: Author
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[bookmark: _Toc78195578]Figure 26. Sent messages encryption mechanism. Encryption with sender public key. Credits: Author
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[bookmark: _Toc78195579]Figure 27. Received messages decryption mechanism. Decryption with recipient private key. Credits: Author

Messages encryption has been one of the key points during the development of the system and carried some issues in the first version of the app. This because, while AES-256 allows the encryption of large amount of data thanks to the way it has been thought (the plaintext payload is divided in blocks 128 bits long, therefore allowing to encrypt data independently from its length), RSA allows the encryption of a payload <= to the key length.

This made possible the sending of fewer characters, bringing a limitation to the application.
Luckily, this has been solved by changing the encryption algorithm used and making a minor change to the code block that handled the encryption.

The code snippets below, show some of the code implemented in the encryption module of the client app, giving a more in-depth explanation of how the above diagrams work.
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[bookmark: _Toc78195580]Figure 28. AES-256 algorithm Key and IV generation. Credits: Author
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[bookmark: _Toc78195581]Figure 29. Sent messages encryption routine. Credits: Author
As visible in the first figure, before the encryption of a message, a new Key and its corresponding IV (Initialisation Vector) are randomly generated, to make sure that all emails are encrypted using a different set of keys.

Once the user decides to send a message, this is passed to the encryptMessage function, which takes care of generating a signature for the message, adding it to the tail of the unencrypted message, encrypting the whole payload using the AES-256 algorithm and then returning an object that contains two instances of the encrypted encryption keys and the payload to send to the recipient.

To note, that the message encryption keys are protected by encrypting them again using the public keys of the recipient but also of the sender, that would otherwise be unable to decrypt the message again when loading the Sent mailbox within the app.

To conclude with the encryption mechanism, the next code snippet shows how the decryption is performed by the recipient when a new message is received.
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[bookmark: _Toc78195582]Figure 30. Inbox messages decryption routine. Credits: Author
As visible in this last figure, once a message is received, the function tries to decrypt its content and verify its signature to make sure that the message is really sent from the user in the “From” field.

The next set of figures show how data is stored within the database to protect sensitive information which could be compromised in case of an unauthorised user or virus would try to steal data from a compromised machine.
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[bookmark: _Toc78195583]Figure 31. Local database - Inbox content. Credits: Author

[image: A computer screen capture

Description automatically generated with medium confidence]
[bookmark: _Toc78195584]Figure 32. Local database – Drafts mailbox content. Credits: Author
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[bookmark: _Toc78195585]Figure 33. Local database – Sent mailbox content. Credits: Author
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[bookmark: _Toc78195586]Figure 34. Local database – User details table content. Credits: Author

Passing to the networking aspect of the system, each time the client app is started, it communicates with the backend (through an API developed specifically for the client app) to retrieve an ID which is used to communicate with other subscribers of the service.

LokiMail users communicate in a decentralised manner thanks to the implementation of a hybrid P2P network architecture.

Although in the beginning the plan was to make the system fully decentralised, by implementing Kademlia [8][11], a popular DHT in the p2p network architecture, the author quicky realised that this would have required too much effort, since the use of libraries coming from project such as libp2p [69] were not mature enough and that, implementing the necessary stack from scratch would have required long time.

The development saw then the implementation of WebRTC [70], which allowed a faster implementation, while keeping the infrastructure decentralised enough to allow users communicating with each other respecting the main objectives of the project.

The idea in this case was to use a STUN server, to find and start communications with the various users of the service and let them transfer data on a direct data channel to avoid messages from passing from it.

The diagram in the figure below, shows the working of the above-mentioned system, which has been implemented in a third artefact.
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[bookmark: _Toc78195587]Figure 35. LokiMail WebRTC implementation. Credits: Author

Finally, the notification system. The implementation of an efficient notification system was necessary to keep the user updated during the use of the application. To achieve this, the in the client app, the author took advantage of the API offered by the used framework, Electron JS, and developed the system in a way it does not disclose any sensitive information, if the user receives an email, while the app is locked.

The screenshots below show the differences between a notification received when the user is actively using the app and another when the app status is locked.
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[bookmark: _Toc78195588]Figure 36. Unlocked app notification. Credits: Author
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[bookmark: _Toc78195589]Figure 37. Locked app notification. Credits: Author

[bookmark: _Toc78195517]4.4 System working diagrams
Continuing with the explanation of the system working, the report shows the various working diagrams used during the development of the different artefacts. The first two pictures represent the registration, login and password changes functionalities of the website, while the third, represents the working of the client app.


[image: Diagram

Description automatically generated]

[bookmark: _Toc78195590]Figure 38. Website registration diagram. Credits: Author
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[bookmark: _Toc78195591]Figure 39. Website working diagram. Credits: Author
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[bookmark: _Toc78195592]Figure 40. App working diagram. Credits: Author
[bookmark: _Toc78195518]Chapter 5 – Testing
The penultimate stage of the SDLC model involves the testing of the system. Although this would require the creation of an appropriate test suite, which would allow to run a series of automated tests against the system, to make sure that the application expected output would not change in the next sprints required by the Agile Methodology, these have been conducted in a different way. This mostly due to time and workforce constraint, as the project has been developed by an individual only.

The tables below refer to the manual tests carried out against the infrastructure and the Email client app developed for the completion of the project. These include the main functionalities developed by the author, during the implementation of the requirements.

[bookmark: _Toc78195519]Website testing
	Registration API

	Test ID
	Description
	Input
	Expected Result
	Real Output
	Status

	1
	Username respects the specified format
	Good username
	The username textbox should not turn red
	[image: Graphical user interface

Description automatically generated with medium confidence]
	PASSED

	2
	Username does not respect the specified format
	Bad username
	The username textbox should turn red
	[image: Graphical user interface, application

Description automatically generated]
	PASSED

	3
	The username does not exist in the database
	New username
	A success message should be displayed
	[image: Graphical user interface, text, application

Description automatically generated]
	PASSED

	4
	The username is already registered
	Existing username
	An error message should be displayed
	[image: Graphical user interface, text, application

Description automatically generated]
	PASSED

	5
	Password does not respect the specified format
	Bad password
	The password textbox should turn red
	[image: Graphical user interface, application, Teams

Description automatically generated]
	PASSED

	6
	Password respects the specified format
	Good password
	The password textbox should not turn red
	[image: Graphical user interface, application

Description automatically generated]
	PASSED

	7
	Passwords do not match
	Different passwords
	The “Re-type password” textbox should turn red
	[image: Graphical user interface, application

Description automatically generated]
	PASSED

	8
	Passwords match each other
	Same passwords
	The “Re-type password” textbox should not turn red
	[image: Graphical user interface, application

Description automatically generated]
	PASSED

	
Login API

	11
	The credentials identify an existing user in the database
	Right credentials
	The user should be redirect to the dashboard
	[image: Graphical user interface, text, application

Description automatically generated]
	PASSED

	12
	The credentials do not identify any existing user in the database
	Wrong credentials
	The user should be redirect to the login page again
	[image: A picture containing chart

Description automatically generated]
	PASSED


[bookmark: _Toc78195520]Client App testing
	Test ID
	Description
	Input
	Expected Result
	Real Output
	Status

	1
	Loki Server is offline
and the user didn’t login for the first time yet (No user data is present in the local DB)
	The app is started while the server is offline
	Login button is disabled and the status message at the bottom of the page indicates that the server is offline
	[image: Graphical user interface, application, Teams

Description automatically generated]
	PASSED

	2
	Loki Server is online
and the user didn’t login for the first time yet (No user data is present in the local DB)
	The app is started while the server is online
	Login button should be enabled and the status message at the bottom of the page indicates that the server is online. A P2P ID generated by the backend should be present at the bottom of the window
	[image: Graphical user interface, application, website

Description automatically generated]
	PASSED

	3
	User enters wrong credentials during the first login
	Wrong username/password
	The login form should present an error message
	[image: Graphical user interface, application

Description automatically generated]
	PASSED

	4
	User enters the right credentials during the first login
	Good username/password
	The app should redirect the user to the inbox page
	[image: Graphical user interface, text, application

Description automatically generated]
	PASSED

	5
	A corrupted database is found on the device
	Corrupted DB
	The app should present an error message
	[image: Graphical user interface, text, application

Description automatically generated]
	PASSED

	6
	The recipient of the message does not exist
	Recipient is not a LokiMail subscriber
	The app should show an error message, notifying the sender of the error
	[image: Graphical user interface, website

Description automatically generated]
	PASSED

	7
	The recipient of the message is offline
	Offline recipient username
	The app should show an error message, notifying the sender that the recipient might be offline
	[image: Graphical user interface, application, Teams

Description automatically generated]
	PASSED

	8
	Sender tries to send a message to him/herself
	Sender email address is typed in the recipient field of a message
	The app should present an error message
	[image: Graphical user interface, application

Description automatically generated]
	PASSED





[bookmark: _Toc78195521]Chapter 6 – Evaluation
After having successfully developed and deployed the system and the infrastructure that this project aimed to realize following the requirements specified in chapter 3 and the design and implementation documented in chapter 4 and 5, it is necessarily making an evaluation of the results achieved.

Starting from the author’s personal perspective, it is worth mention that the challenges brought by the COVID-19 pandemic have been real obstacles for the completement of this project. The stressing period faced during the 3 terms due to personal problems and the online teaching environment have in fact been really challenging and demanded lot of effort. Despite this, the support received in both academic and private fields, made possible the completement of the different tasks needed to accomplish the project, allowing to mature a better awareness regarding the management of possible adverse situations.

Although the developed system needs to be improved, to extend and get more complete in functionalities, it demonstrated not only the security lacks that the current email architecture still present, but also that these can be addressed by implementing an additional security layer between the user and the Service Provider infrastructure, without impacting stability and usability.

The project saw the achievements of all the objectives and has brought to the author a wider view on CI/CD pipeline, thanks to the use of the Agile Methodology. Moreover, it allowed him to get the necessary knowledge to approach the Software Development field with more confidence.
[bookmark: _Toc78195522]Chapter 7 – Further enhancements
The System developed in this project tried to bring a few security enhancements the current email architecture, adding a good level of encryption and try to decentralise it by implementing a hybrid Client/Server – P2P network architecture. However, more could be done in future to improve its working and making it even safer.

The following list represents the key points which could be worked out to do so.

· Making a public and audible list of the users’ public key, to reduce the risks brought by the possibility to change them in the Web App database, if this is compromised by a bad actor.

· Improving the decentralisation of the infrastructure by removing the STUN server and implementing a DHT instead.

· Storing offline users’ emails in the network nodes, to make the system more elastic and allow to send messages even if message recipients are offline when an email is sent out. 

· Allowing the client app to store a list of known public keys, which can be used for additional audit purposes (The client app would compare the online and offline list to alert the sender if a public key changes).

· Implementing additional security features to avoid malicious code execution, if this is present in an encrypted email (This before rendering the message on the frontend of the app).

· Encrypting the content of the “accountDetails” table in the local Client App database to avoid that the session token stored in it could be stolen/compromised in case the user machine is infected by a virus.

· Processing login credentials on the user’s machine, to reduce the server workload and avoid sending them directly to it, as these may be stolen if the server is compromised.
[bookmark: _Toc78195523]Chapter 8 – Conclusions
Data privacy in modern systems/software development is an important requirement that must not be underestimated. Service providers should guarantee their subscribers high privacy level and data protection. Although Data Protection Regulations around the world try to maintain the internet a safe place, this is not always taken for granted. As seen in the report, the current email infrastructure can be compromised by potential attackers, if they get access to the infrastructure. 

This project aimed to develop a safer service which could be used in future as an alternative to the current ones offered by most Email Service Providers around world.
Creating an end-to-end encrypted, decentralised email service is achieved in the project by making use of multiple encryption algorithms and a hybrid P2P network architecture. The author aims to continue the development of the system in the immediate future and hopes to make its codebase opensource, so that people around the world could help improving it, helping people who live in countries where privacy and freedom of speech are threaten or at risk. 
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const express = require('express'); // Including module
const app = express(); // creating Express type Object (app)

const mongoose = require('mongoose’);

const authRouter = require('./routes/auth');

const regRouter = require('./routes/registration');

const uUserRouter = require(./routes/update-user-settings');

const appLoginRouter = require("./routes/app_api/login');

const appLogoutRouter = require( . /routes/app_api/logout');

const appProfileRouter = require('./routes/app_api/profile');

const appGetUserRouter = require("./routes/app_api/getuser');

const appUpdatePeerTDRouter = require("./routes/app_api/updatePeerIn');
const authenticate = require(./middlevare/authenticate');

const jut = require('jsonwebtoken')

const cookieParser = require(cookie-parser');

const User = require('./models/user’)
const { findone } = require('./models/user');
const appConfig = require('./app_config');

/1 Widdleware and Routes
app.use(express.urlencoded({ extended: false })); // Allows accessing form data from the routes
app.use(express. static(_dirnane + '/assets')); // Using assets folder

app.use('/assets/inages', express.static(_dirname + '/assets/images')); // Using images folder
app.use(cookieParser());

app.use('/auth’, authRouter);

app.use('/registration’, regRouter);

app.use(' /update-user-settings', uUserRouter);

app.use('/app_api/login', appLoginRouter);

app.use('/app_api/logout’, appLogoutRouter);

app.use('/app_api/profile’, appProfileRouter);

app.use('/app_api/getUser', appGetUserRouter);

app.use('/app_api/updatePeerID', appUpdatePeerIDRouter);

/1 View engine
app.set('view engine’, 'ejs');

/1 Routes
app.get(/', (req, res) = {

res.render(*index', { token: req.cookies.jwt });
i

app.get(‘/signup’, (req, res) = {
res. render('users/signup*, { domain: appConfig.domain, token: req.cookies.jwt });
i

app.get('/login', async (req, res) = {
if (req.cookies.jwt = null) {
const token = jwt.verify(req.cookies. jwt, appConfig.sessionvalidator);
if (token != null) {
return res. redirect ("/user-dashboard");
}else {
res.render( 'users/login', { domain: appConfig.domain, token: req.cookies.jwt });
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53 }
54 v Yelse {

55 res. render (*users/login', { domain: appConfig.donain, token: req.cookies.jwt });
56 b

57

58

59 v app.get("/logout”, function (req, res) {

60 /1 req.logout();

61 res.cookie(*jut', '*, { maxAge: 1 });

62 res. redirect ("/");

63 1

64

65 v app.get("/user-dashboard", authenticate, async (req, res) = {
66

67 v if (req.cookies.jwt
68

) {

69 17 update last login and then show the dashboard
70 const filter = { _id: jwt.decode(req.cookies. jwt).user };

7 const update = { lastLogin: Date.now() };

7 await User.findOneAndupdate(filter, update)

v .then(async (result) => {

74 console.log(" [+] Last login updated.');

75 const userData = await User.findById(filter

76 res. render ("users/user-dashboard", { user: userbata });

7 n

78 v .catch((err) = {

79 console.log(* [!] Couldn\'t update user last login');

80 console. log(err);

81 i

82

8 v Yelse{

84 console.log(*[!] Cam't find a valid token. Redirecting to the login page.')
85 return res.redirect(*users/login’, { domain: appConfig.donain, token: req.cookies.jwt });
8 b

87

88

89 v app.get("/about", function (req, res) {

9% res.send('One day I will inplement it. I promise!');

9

92

93 v app.get("/support”, function (req, res) {

9 res.send('One day I will inplement it. I promise!');

95

9%

97 // 0B stuff
98 const port = process.env.PORT || 5000; // Using port if already setup or port 5000 otherwise

99 const dbUri = “mongodb://${appConfig. dbUsername}: ${appConf ig. dbPud}@clustere-shard-60-00. ana7r. mongodb. net: 27017, clustero-shard-00-01.ana7 . nongodb. net :

100 27017, clusterd-shard-00-02. ana7r.nongodb. net: 27017/ LokiMail7ss =t ruesrepl icaset=at las-wa6cj-shard-8authsource=adninSretryWrites=truesw=najority";
101

102 // Connect to the DB and start the application

103 mongoose.connect{dbUri, { useNewUrlParser: true, useUnifiedTopology: true, useCreateIndex: true, useFindAndModify: false })
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109
110
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112
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~then((result) => {
app. Listen(port, () = {
console. log(* [+] Connected to the DB');
console. log(* [+] Server listening on port ${port}.

n

n

~cateh((err) = {
console.log(*[!] Couldn\'t connect to the DB');
17 console.log(err);

n;
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const express = require('express');
const router = express.Router();

const User = require('../models/user');

const { Mongoose } = require(‘mongoose');

const { findone } = require('../models/user);
const berypt = require('berypt');

const jut = require('jsonwebtoken');

const appConfig = require('./../app_config.json');

router.post(*/', async (req, res) = {
console.log(' [+] Login request received');
let areParametersOK = validateInputParameters(req.body.username, req.body.password);

if (tareparanetersoK) {
console.log(*[!] Error! Wrong parameters passed in input. Is somebody trying to hack me?');

console.log('  Redirecting to the index page.');
return res.render("index', { token: '' });
¥ else {

console. log(* [OKI Input parameters checked.');
const isRegistered = await User.findone({ emailAddress: (req.body.username + appConfig.domain) 3, function (err, obj) {
17 console.log(obj);
if (err) {
console. log(err);

i

if (isRegistered != null) {
if (await berypt.compare(req.body.password, isRegistered.password)) {

let token = jwt.sign({ user: isRegistered._id }, appConfig.sessionvalidator, { expiresIn: '1800s' });
res.cookie('jwt', token, { httpOnly: true, maxAge: 1800000 /+ Expressed in ms +/, sameSite: true, secure: true });
17 console.log("User T0: *,isRegistered. id);
17 res.status(200).json({user: isRegistered._id});
console. log(* [0K] Session token generated. ')
17 res.json({
1/ token
ek
17 console.log(* [0K] Redirecting user to dashboard.
res. redirect('/user-dashboard');

}else {
console. log(* [!] Wrong password');
res. redirect('/login');

b

}else {
console. log(*[!] Wrong username');
res. redirect(*login');
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function validateInputParaneters(usernane, password) {

if (usernane == undefined || password
return false;

undefined) {
b3

/1 Check usernane
if (hasSpecialChar(usernane) || hasUpperCase(usernane) || username.length <5 || username.length > 20) {
71 console.log(*[!] Wrong username');
return false;
¥ else {
17 check password
if ((password. length < 8 & password. length > 20) ||
17 console.log(* [!] Wrong password'
return false;
}else {
return tru

asUpperCase(password) || !hasLowerCase(password) || thasNunber(password) || thasspecialChar(password)) {

function hasLowerCase(str) {
return (/[a-2]/.test(str));

function hasUpperCase(str) {
return (/[A-Z1/.test(str));
b

function hasumber(str) {

return (/[0-91/.test(str));

function hasspecialChar(str) {
return !(/~[a-2A-Z0-9\.1$/.test(str)); // Returns true if a special character is found.
b

nodule.exports = router;
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const jwt = require('jsonwebtoken')
const appConfig = require(’./../app_config.json'

const authenticate = (req, res, next) = {
tryd
//const token = req.cookies. jwt.split(’. ") [1];
const token = req. cookies. jwt;
17 console.log("The authenticate function received this token: ", token);
if(token){
11 verify token
jwt.verify(token, appConfig.sessionvalidator, (err, decodedToken) => {
if(ern{
console.log("[!] Token validation failed!');
res. redirect('/login');
Yelse{
17 const decoded = jwt.verify(token, appConfig. sessionvalidator);
17 console.log('Decoded token: ', decoded. user);
console.log(" [0K] Token validated! Redirecting to dashboard");

next();
¥
¥
Yelse{
res. redirect(*/login');
b
17 next();
Yeatchlerror){
11 res.json({
/7 message: 'Authentication failed'
2l

console. log(error)
res. redirect(*/login');

module.exports = authenticat
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/1 Takes in input session token, user email address and returns user Public Key and peerID

const
const
const
const
const
const
const

express = require('express');
router = express.Router();

User = require('../../models/user');

{ Mongoose } = require('mongoose');

jut = require('jsonwebtoken');

berypt = require('berypt');

appConfig = require(’./../../app_config.json');

router.post(*/*, async (req, res) => {
/1 res.json({ message: 'App getUser API' });
console. log(" [+] App user Public Key request received');
const sessionToken = req.body. sessionToken;
const enailAddress = req.body.enailAddress;
let isEnailok = false;
let isTokenOK = false;

/1 console. log(sessionToken) ;
/1 console. log(enailAddress);

if (sessionToken != null && emailAddress

nul)

17 Check Token signature
jwt.verify(sessionToken, appConfig.sessionvalidator, (err, decodedToken) => {
if (terr) {
console. log(* [0K] Token validated!');
userID = decodedToken. user;
isTokenOK = true;

i

77 split username and domain nane
const usernane = enailAddress.split('@') [0l

const donainName = '@' + emailAddress.split(‘e') [11;
17 console.log(*usernane: ', usernane);

11 console.log(*hostanne: ', domainNane) ;

17 Check username
if (thasSpecialChar(usernane) && !hasUpperCase(usernane) & username.length >= 5 && username.length <= 20) {
77 Check domain name
if (domainNane == appConfig.domain) {
isEnailok = true;
b

17 console. log (isTokenoK)
11 console. log(isEnailok) ;

if (isTokenOK && isEmailok) {
7/ Check for the user in the DB and return public key
const userExists = await User.findOne({ emailAddress: (emailAddress) }, function (err, obj) {
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58

59 if (userExists != null) {

60 console. log(* [0K] Returning user public key');

61 res.json({ publicKey: userExists.publicKey, peerID: userExists.peerID });
62 }else {

63 console.log(*[!] User not found!');

64 res.json({ message: 'User not found!' });

65 b

66

67 }else {

68 console. log(* [!] Wrong token or email received in input!');
69 res.json({ message: ‘Generic error!' });

70 b

7

7 ¥ etse {

7 res. json({ message: 'Wrong parameters passed in input!' });
74 b

75

7% M

7

78 function hasLowerCase(str) {

79 return (/[a=z1/.test(str));

8 )

81

82 function hasUpperCase(str) {

8 return (/[A-Z1/.test(str));

8}

85

8  function hasNumber(str) {

87 return (/[0-91/.test(str));

8 )

89

90 function hasSpecialChar(str) {

91 return !(/~[a-2A-Z0-9\.1$/.test(str)); // Returns true if a special character is found.
2 3

9

9  module.exports = router;
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// App login APL
user can login, write session token in DB, updates last login and sends back session token and keypair of the user

118

const
const
const
const
const
const
const

express = require('express');
router = express.Router();
User = require('../../models/user');

{ Mongoose } = require('mongoose');
jut = require('jsonwebtoken');

berypt = require(’berypt');

appConfig = require(’./../../app_config.json');

router.post('/*, async (req, res) => {

console. log(' [+] App login request received');

let areParametersOK = validateInputParaneters (req.body.usernane, req.body.password);

if (lareparametersok) {

res.json({ message: 'Wrong parameters passed in input' });

¥ else {

console. log(* [OKI Input parameters checked.');

const isRegistered = await User.findone({ emailAddress: (req.body.username + appConfig.domain)

17 console.log(obj);
if (err) {
console. log(err);

i
if (isRegistered = null) {

res.json({ message: 'User not found' });
}else {

if (await berypt.compare(req.body.password, isRegistered.password)) {

3, function (err, obj) {

let token = jwt.sign({ user: isRegistered. id }, appConfig.sessionValidator, { expiresIn: '30d' });

console. log(" [0K] App session token generated. It will expire in 30 days.');

const filter
const update
await User.findOneAndupdate(filter, update)
~then(async (result) => {
if (result) {

{ _id: isRegistered.id };

console.log(' [+] App session token and lastLogin updated in the DB');
console.log(' [+] App session token and keypair sent back to the user');

{ sessionToken: token, lastLogin: Date.now() };

res.json({ sessionToken: token, publickey: isRegistered.publicKey, encPrivateKey: isRegistered.encPrivateKey });

¥ else {

console.log(*[!] Couldn\'t update the session token and last login.');

console. log(err

res.json({ message: 'Couldn\'t update the session token and last login.' });

»
«catch((err) = {

console.log(*[!] Couldn\'t update the session token and last login.');

console.log(err)
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hi
}else {
console. log(* [!] Wrong password'
res.json({ message: 'Wrong password' });

if (usernane == undefined || password
return false;
b

/1 Check usernane
if (hasSpecialChar(usernane) || hasUpperCase(usernane) || username.length <5 || username.length > 20) {
71 console.log(*[!] Wrong username');
return false;
¥ else {
17 check password
if ((password. length < 8 && password. length > 20) || thasUpperCase(password) || hasLowerCase(password) || !hasNumber(password) || thasSpecialChar(password)) {
17 console.log(* I!] Wrong password');
return false;
}else {
return true;

function hasLowerCase(str) {
return (/[a-2]/.test(str));

function hasUpperCase(str) {
return (/[A-Z1/.test(str));
b

function hasumber(str) {

return (/[0-91/.test(str));

function hasspecialChar(str) {
return !(/~[a-2A-Z0-9\.1$/.test(str)); // Returns true if a special character is found.
b

nodule.exports = route
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// App logout APT
/1 Takes in input a session token and, if this is not expired, deletes it from the DB

const express
const router

quire('express');

const User

express.Router()
require(*../../models/user');

const { Mongoose } = require(‘mongoose’);

const jut

require(*jsonwebtoken');

const berypt = require('berypt');
const appConfig = require(’./../../app_config.json');

router.post('/*, async (req, res) => {
console. log(' [+] App logout request received');

try {

const token

req. body. sessionToken;

/1 console.log("The authenticate function received this token: ", token);
if (token) {

11 verify token
jwt.verify(token, appConfig.sessionvalidator, (err, decodedToken) => {
if (err) {
console.log(*[!] Token validation failed!');
res.json({ message: 'Wrong or expired token'
} else {
const userID = decodedToken.user;
const filter
const update = { sessionToken: null

User. findOneAndupdate(filter, update)
~then(async (result) => {
if (result) {
console.log(' [+] Token deleted from the DB.');

res.json({ message: “Token deleted for the user: ${userID}’ });

3 else {

res.json({ message: 'Couldn\'t remove token from DB' });

»

.catch(err) => {
console.log(’ [t
console.log(err)
res.json({ message: 'Couldn\'t remove token from DB' });

Couldn\'t find/remove token from DB');

b
i

} else {

}

res.json({ message: 'Wrong or expired token' });

} catch (error) {
res.json({

n

console. log(error)

message: ‘Generic error.'

{ $and: [{ _id: { $eq: userID } }, { sessionToken: { $eq: token } }I };
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module.exports = router;
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const express = require('express');
const router = express.Router();

const User = require('../../models/user');

const { Mongoose } = require(‘mongoose’);

const jut = require('jsonwebtoken');

const berypt = require('berypt');

const appConfig = require(’./../../app_config.json');

router.post('/", (req, res) => {
res.json({ message: 'Nothing to see here.' });
i

/1 Takes in input the session token + new user password, writes into the DB new password, keypair, session token, last login and returns session token and keypair.

router.post(*/password-edit', async (req, res) = {
console. log(' [+] App password change request received. ')

const sessionToken = req.body. sessionToken;
/1 const password = req.body.password;
const newpassword = req.body.newPassword;
let userId =

let isTokenOK = false;

/1 let ispasswordoK = false;
let isNewpasswordoK = false;

if (sessionToken != null /+&& password != nulls/ && newPassword != null) {
17 Check Token signature
jwt.verify(sessionToken, appConfig.sessionvalidator, (err, decodedToken) => {
if (terr) {
console. log(* [0K] Token validated!');
userID = decodedToken. user;
isTokenOK = tru

i

1/ Check new password

if ((newPassword. length > 8 && newPassword. length < 20) && hasUpperCase(newPassword) & hasLowerCase(newpassword) & hasNunber(newPassword) && hasspecialChar (newPassword)) {

console. log(* [0K] New password validated:');
isNewPasswordoK = true;

b
b
if (1isTokenOK /+ || !isPasswordOK %/ || !isNewPasswordok) {
res. json({ message: 'Wrong parameters passed in input!' });
¥ etse {

17 Generate new keypair, session token and password
const keyPair = await newserKeyPair(newPassword:

const newSessionToken = jwt.sign({ user: userId }, appConfig.sessionValidator, { expiresIn: '38d' });

const newEncPassword = await bcrypt.hash(newPassword, 10);
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100

101

102

103

104

const filter = { $and: [{ _id: { $eq: userID } }, { sessionToken: { S$eq: sessionToken } } };
const update = { publicKey: keyPair.publicKey, encPrivatekey: keyPair.privateKey, password: newEncPassword, sessionToken:

await User.findoneAndupdate(filter, update)
.then(async (result) => {
console.log(' [+] Password, keypair, session token and last login updated);
res.json({
newPubKey: keyPair.publicKey,
newEncPrivkey: keyPair.privateKey,
sessionToken: newsessionToken
»i
n
.catch((err) = {
console.log(* [!] Couldn\'t update password, keypair, session token, last login');
console. log(err);

i

const newUserkeyPair = async (userpwd) = {
const { generateKeyPair } = require('crypto’);

return new Pronise((resolve, reject) => {
generateKeyPair('rsa’, {
modulusLength: appConfig.modulusLength,
publicKeyEncoding: {
type: ‘spki’,
format: ‘pen’
h
privateKeyEncoding: {
type: 'pkess’,
format: ‘pen
cipher: ‘aes-256-cbc’,
passphrase: userPud
b
}. lerr, publicKey, privateKey) => {
if (err) return rejectlerr);
resolve({ publicKey, privatekey })

function hasLowerCase(str) {
return (/[a-2]/.test(str));

function hasUpperCase(str) {
return (/[A-Z1/.test(str));
b

function hasNumber(str) {

newsessionToken, lastLogin: Date.now() };
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return (/[0-9]/.test(str));

function hasspecialChar(str) {
return !(/~[a-2A-Z0-9\.1$/.test(str)); // Returns true if a special character is found.
b

nodule.exports = route
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const express = require('express');
const { Mongoose } = require(‘mongoose’
const { findone, validate } = require(*
const router = express.Router();

const User = require('../models/user');
const berypt = require('berypt');

const appConfig = require('./../app_config. json');

-/models/user');

router.post('/*, async (req, res) => {

console. log(' [+] New registration request received');

let areParametersOK = validateInputParaneters(req.body.usernane, req.body.password);

if (lareparametersoK) {

console.log(*[!] Error! Wrong parameters passed in input. Is somebody trying to hack me?'
console.log('  Redirecting to the index page.');
return res.render("index’, { token: '' });

¥ else {

console. log(* [OK] Input parameters checked. '

const isRegistered = await User.findOne({ emailAddress: (req.body.username + appConfig.domain) 3, function (err, obj) {

17 console.log(obj);
if (err) {
console. log(err);
i
if (isRegistered = null) {
console. log(* [+] Generating keypair...');
const keyPair = await newUserKeyPair(req.body.password);

1/ console. log('Public key:
1/ console.log(*Private key

, user.publickey);
', user.encPrivatekey);

const user = new User({
emailAddress: req.body.usernane + appConfig.domain,
password: await bcrypt.hash(req.body.password, 10,
sessionToken: null,
userRegistrationbate: Date.now(),

Date.now(),

keyPair.publicKey,
encPrivateKey: keyPair.privateKey,
peerIp: null

i

user. save()
Lthen((result) = {
console.log(' [OK] User data saved in the DB');
res.render('users/registration-message', { 'hl_message'

‘Congratulation! Your account has been created.', 'p_message’
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}. lerr, publicKey, privateKey) => {
if (err) return rejectlerr);
resolve({ publicKey, privatekey });

function hasLowerCase(str) {
return (/[a-2]/.test(str));

function hasUpperCase(str) {
return (/[A-Z1/.test(str));
b

function hasumber(str) {

return (/[0-91/.test(str));

function hasspecialChar(str) {
return !(/~[a-2A-Z0-9\.1$/.test(str)); // Returns true if a special character is found.
b

nodule.exports = router;
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const
const
const
const
const
const
const

express = require('express');
{ Mongoose } = require('mongoose');
{ findone, validate } = require('../models/user');

router = express.Router();
User = require('../models/user');
berypt = require('berypt');

appConfig = require(’./../app_config. json'

router.post('/*, async (req, res) => {

console. log("[+] User settings request received.");

if (ivalidateInputParameters(req.body.userID, req.body.password, req.body.cPassword)) {

b3

console.log(*[!] Bad parameters passed in input');
res. json({
message: 'Bad parameters passed’
i
11 res.redirect(*/login');
else {
17 Check if user password is ok and if the user exists

const currentUser = await User. findById(req.body.userID);

if (currentuser = null) {
17 Check the password and update
if (await berypt.compare(req.body.cPassword, currentUser.password)) {
11 Generate new keypair and update the password
const keyPair = await newUserKeyPair(req.body.password);

/7 update password and keypair and redirect back to the dashboard
const newEncPassword = await bcrypt.hash(req.body.password, 10);
const filter = { _id: req.body.userID };
const | Ny » = { publicKey: keyPair.publicKey, encPrivateKey: keyPair.privateKey, password: newEncPassword
await User.findOneAndupdate(filter, update)
~then(async (result) => {
console.log('[+] Password and keypair updated');
res. redirect('/user-dashboard") ;

»

«catch((err) => {
console.log('[
console.log(err);

»;

Couldn\'t update password and keypair');

}else {
console.log(*[!] Can\'t match the current password')
res.redirect('/user-dashboard');

}else {
res.json({
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106 modulusLength: appConfig.modulusLength,
107 publicKeyEncoding: {

108 type: ‘spki’,

109 format: ‘pen’

10 L

m privateKeyEncoding: {

12 type: 'pkess’,

113 format: ‘pen

114 cipher: ‘aes-256-cbc’,

15 passphrase: userPud

116 b

17 (err, publickey, privatekey) = {
18 if (err) return rejectlerr);

19 resolve({ publicKey, privatekey });
120 i

121 i

2 kn

123

124 module.exports = router;
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const express = require(‘express');
const router = express.Router();

const User = require('../../nodels/user"
const { Mongoose } = require(‘mongoose’);
const jut = require('jsonwebtoken');
const berypt = require('berypt');

const appConfig = require(’./../../app_config.json');
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/1 Takes in input userID, sessionToken and peerID and update the peerID on MongoDB
router.post('/", async (req, res) = {

console. log(' [+] App peerID update request received');

const userID = req.body.userID;
const sessionToken = req.body. sessionToken;
let isUserIDOK = false
let isTokenOk = false;

if (sessionToken != null & userID != null) {

1/ Check Token signature

jwt.verify(sessionToken, appConfig. sessionvalidator, (err, decodedToken) => {

if (tern) {
console. log(* [0K] Token validated!');
7/ userID = decodedToken.user;

isToken0K = true;

17 Checking peerID

let peerId = req.body.peerID;

if (peerID == undefined || peerId == '*) {
peerId = null;

}

const isRegistered = await User.findone({ _i
17 console.log(obj);
if (err) {
console. log(err);

if (isRegistered = null) {
res.json({ message: 'User not found' });
}else {

if (isRegistered.sessionToken == sessionToken) {

const filter = { _id: isRegistered.id };

const update = { peerID: peerId }

await User.findOneAndupdate(filter, update)
.then(async (result) => {

req.body.userId }, function (err, obj) {
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console.log(' [+] peerID updated in the DB');
res.json({ completed: true });

console.log("[!] Couldn\'t update the peerID.‘);
console.loglerr);
res.json({ completed: false });

«catch((err) = {
console.log(*[!] Couldn\'t update the peerId.');
console.log(err);

res.json({ message: 'You have no permissions to update this profile!' });

res. json({ message: 'Wrong parameters passed in input!' });

nodule. exports
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// const { string, date } = require('joi');
const mongoose = require('mongoose’);

const userSchena
emailAddress: {
type: String,
required: true,
unique: true

new mongoose. Schema({

n

password: {
type: String,
required: true

n

sessionToken: {
type: String,
required: false

n

userRegistrationbate: {

type: Date,
required: true,

type: Date,
required: true,

n

publ (property) type: StringConstructor
type: String,
required: true

n

encPrivatekey: {
type: String,
required: true

n

peerIn: {

type: String,
required: false

nodule. exports

mongoose.model( 'User’, userSchema)
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// P2P Server configuration

const { PeerServer } = require(’peer’
const p2pPort = process. env.PORT || 900
let peerserver;

try {
peerserver = Peerserver({ port: p2pPort, path: '/' });
console. log(* [INFO] P2P server started on port ${p2pPort}
} catch (error) {
console. loglerror);

peerserver.on(’ connection’, (client) => {

console. log(" [INFO] New peer with ID = [${client.id}] joined the network.');

b}
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CREATE TABLE "accountDetails" (
“userID"  TEXT NOT NULL UNIQUE,
“emailAddress" TEXT NOT NULL UNIQUE,
"sessionToken" TEXT NOT NULL UNIQUE,
“publicKey" TEXT NOT NULL UNTQUE,
“encPrivateKey" TEXT NOT NULL UNIQUE,
PRIMARY KEY("userID")

%

CREATE TABLE "inbox" (
“emaillD"  INTEGER NOT NULL UNIQUE,
“receivedon"  TEXT NOT NULL,
“encryptedContent” TEXT NOT NULL,
“encryptionKeys"  TEXT NOT NULL,
“trashed"  INTEGER NOT NULL,
PRIMARY KEY("emaillD" AUTOINCREMENT)

%

CREATE TABLE "drafts" (
“emaillD"  INTEGER NOT NULL UNIQUE,
“createdon" TEXT NOT NULL,
“encryptedContent” TEXT,
“encryptionKeys"  TEXT NOT NULL,
“trashed"  INTEGER NOT NULL,
PRIMARY KEY("emaillD" AUTOINCREMENT)

%

CREATE TABLE "sent" (
“emaillD"  INTEGER NOT NULL UNIQUE,
“sent0n"  TEXT NOT NULL,
“encryptedContent” TEXT NOT NULL,
“encryptionkeys"  TEXT NOT NULL,
“personalEncryptionkeys”  TEXT NOT NULL,
“trashed"  INTEGER NOT NULL,

PRIMARY KEY("emaillD" AUTOINCREMENT)

)
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To = Optimistic Time
Tm = Most Probable Time Te=(To +4Tm + Tp)/6
Tp = Pessimistic Time

Three-Point Estimation To Tm Tp Te
Brainstorming 5 10 30 12.50
Scope definition, Aim & Objectives 3 5 7 5.00
Research on the existing literature 25 30 60 34.17
Find similar applications 2 5 7 4.83
Compare solutions 2 3 7 3.50
Determine functionalities 4 7 10 7.00
Determine client and server Requirements 2 3 5 3.17
Find right tools for the system development 3 5 7 5.00
Website DB Design 1 2 3 2.00
Client app DB Design 1 2 3 2.00
System Flowchart & Use Case Diagram design 1 2 3 2.00
Website storyboard design 5 7 10 7.17
Client App storyboard design 5 7 10 7.17
Website Backend Coding 10 15 20 15.00
Website Frontend Coding 7 10 14 10.17
Client App Backend Coding 20 30 40 30.00
Client App Frontend Interface Coding 7 10 14 10.17
Test suite development 7 10 14 10.17
Website & Client App testing 4 5 7 5.17
Server environment creation 2 7 10 6.67
Application deployment on macOS, Windows & Linux 1 2 3 2.00
Total* 117.00 177.00 284.00 184.83

*Cells content is expressed in days
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1 const knex = require('./knex');
2

3 v function resetDB(dbPath, dbName) {

. // delete the DB and return true if the operation is complete, false otherwise
5

6

7 v function updateAccountDetails(email) {

8 // Tobo

9}

10

11 v function getAccountDetails() {

12 return knex(“accountbetails").select("+");

13}

1

15 v function newAccountDetails(userID, emailAddress, sessionToken, publicKey, encPrivatekey) {
16 v return knex("accountDetails").insert({

7 userID: userI,
18 emailAddress: emailAddress,
19 sessionToken: sessionToken,
2 publicKey: publickey,

2 encPrivatekey: encPrivateKey
2

23 3

2

25 v function writeToInbox( receivedon, encryptedContent, encryptionkeys, trashed) {
26 v return knex("inbox").insert({

27 receivedon: receivedon,

28 encryptedContent: encryptedContent,
2 encryptionkeys: encryptionkeys,

30 trashed: trashed

E

2 3

3

34 v function writeTosent(sent0n, encryptedContent, encryptionkeys, personalEncryptionkeys, trashed) {
35 v return knex("sent").insert({

E senton: senton,
37 encryptedContent: encryptedContent,

38 encryptionkeys: encryptionkeys,

39 personalEncryptionKeys: personalEncryptionkeys,
) trashed: trashed

a

2 3

3

44 v function writeToDrafts(createdon, encryptedContent, encryptionKeys, trashed) {
45 v return knex("drafts").insert({

46 createdon: createdon,

a7 encryptedContent: encryptedContent,
48 encryptionkeys: encryptionkeys,

49 trashed: trashed

50

51}
52
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53

~[DesktopllokiMail - Michel
Chiarelo(1805745)/lokil

createdon, encryptedContent, encryptionKeys) {
macOS-client_v2/ re('enaillD’, emaillD).update({ createdOn: createdOn, encryptedContent: encryptedContent, encryptionKeys: encryptionkeys });

app/components
57

58 function getAllinbox() {

59 return knex("inbox"). select (*+").orderBy("receivedon”, “desc");

60}

61

62 function getAllbrafts() {

63 return knex("drafts").select("+").orderBy("created0n”, “desc");

64}

65

66 function getAllsent() {

67 return knex("sent").select ("+").orderBy("sent0n", “desc");

68 )

69

70 function getInboxTrash() {

7 return knex("inbox").select (*+").where( trashed', 1).orderBy("receivedon", "desc");
7}

7

74 function getbraftsTrash() {

75 return knex("drafts").select ("+").where( trashed', 1).orderBy("createdon", "desc");
7% )

7

78 function getsentTrash() {

79 return knex("sent").select ("+").where('trashed’, 1).orderBy("senton

8 )

81

82 function TrashOne(mailboxType, emailid) {

8 return knex(mailboxType) .where ('emailID’, emaillb).update({ trashed: 1 });
8}

85

8  function RestoreOne(mailboxType, emailib) {

87 return knex(mailboxType) .where ('emailID’, emaillD).update({ trashed: 0 });
8 )

89

90 function TrashALL(mailboxType) {

91 return knex(mailboxType) .where (1, 1).update({ trashed: 1 });

2 3

9

94 function deleteOne(mailboxType, enailid) {

9 return knex(mailboxType) .where (*emailID’, emaillb).del();

% )

97

98 function deleteAll(mailboxType) {

9 return knex(mailboxType) .where(1, 1).del();

100}

101

162 // ToDo: add other functions
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104 module.exports = { resetDB, getAccountDetails, newAccountDetails, updateAccountDetails, getAllinbox, getAllDrafts,
105 fpetAliSent, getInboxTrash, getbraftsTrash, getSentTrash, writeToInbox, writeToSent, writeToDrafts, updateDraft, TrashOne, Trashall, deleteOne, deleteAll, RestoreOne J;
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const algoritha = ‘aes-256-che s

const key = crypto.randoabytes (32);
const v = crypto. randondytes(16);

11 vecrypts the private ey passed in input
async function decryptPrivateey (encPrivkey, passphrase)
et privatekey;
¢

privateeyObject = crypto.createprivateKey({ format: ‘pen’, key: encPrivkey, passphrase:

privateKey - privatekeyobject.export({ format:
3 caten terr) €

11 consote. og(ern);

console.Log(* ERROR) Couldn\t decrypt Private Key');

pkess’ D). tostring();

»
return privatekey;
3

11 Encrypts message using the public key passed in input
async function publicEncCrypt(publickey, message) {
try ¢
const encryptedContent = crypto.pubLicERCrypE(publickey, Buffer. fron(nessage));
console.Log(* INO) Wessage encrypted using public Kkey. )i
return encryptedContent. toString ("basesd”);
» caten (err) €
consote.Loglerr);
11 consote. log(*[ERRIR] Couldn"t encrypt. the nessage’)

3

passshrase, type: ‘phes8”, clher

+ taes-2s-chet )i

17 Tokes in toput @ bases, encrypted message and a pUbLc key, creates a buffer from the message and decrypt 1t using the public key

function publicoecrypt(publickey, nessage) {
try €

const buf = Buffer.fron(sessage, "basesd"
const decryptedContent = crypto. pblicDecrypt (publickey, Buf);
17 consolelog(" LINFO] essage decrypted using public key.');
return decryptedContent. tostring("ascii®)

caten terr)
console.Loglerr);
console.Log(* ERROR) Couldn\'t decrypt. the message’);

17 Encrypts message using the private key passed in input
function privateEncrypt (privatekey, nessage) {
y
const encryptedContent = crypto.privateEncrypt (privateKey, Buffer. fronsessage);
console.Log(* (INFD) Wessape encrypted using private key."
return encryptedContent. tostring ("basesd");
3 caten (err) €
11 consote. log(ern);
console.log(" [ERROR] Couldm\'t encrypt the message’);
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105 /7 Takes in input User Private Key, o message from the sent table and fts respective Encryption Keys and return an object with the decrypted record
106 async function sentDecrypt(privatekey, sessage, personatEncryptionkeys) {

Wty d
108 Const keyPair = JSON.parse(privateDecrypt (privatekey, personalEncryptionkeys)); // Decrypt the encryption keys using the in-senory user private key and "Destringify" the object
)

1 Let 4 = Butfer. fron(keypair.iv, "hex');

m Lot encryptedText - Butfer. fros(sessage, hex');

m et daciohr » ot rastabecitaraa-8-ch, e frobmpar. ) 0

14 L6t decrypted = decipher.update encryptedtext)

ns et - tarscmen{ covteey, econe EnO3

18 17 consote. og(ecrypted. ostring);

w retun decrypted. tostring(

1) eaten tern) ¢

i console,Log(* [ERRGR] Cannot decrypt sent messager);

= consote. Log(err);

w )

oy

124

125 // Takes in input User Private Key, 3 message from the inbox table and its respective Encryption Keys and return an object with the decrypted record
126 asyne function inboxDecrypt(privatekey, sessage, personalEncryptionkeys) {

e
28 const keyPair = ISON.parse(privateDecrypt(privatekey, personalEncryptionkeys)); // Decrypt the encryption keys using the in-senory user private key and "Destringify” the object
1 L6t 1 = Butfer. fron(keypair.iv, “hex');

m Lot encryptedext = Butfer. frontnessage, hex');

m

m et decober - ot cratebcierivC ey 56, e o), 0

14 Lot decrypted = decipher.update(sncryptedTex

15 v = Buttar-come crptcey dcipber: a3

16

e const messageToCheck = (decrypted. tostring()) . spUAL(* (STGUTIRE}) (015

18

19 const senderPublickey = ((decrypted. toString()). spLLt("(END_SEIDER_PUB_KEY)") 01).spLLt (*{SENOER_PUS_KEV)*) [1];
10

101 const signature = ((decrypted. taString()).spLLE (" {END_STGUATURE)")[0). it ((STGWTIRE)") 1

102

10 const verdtier = crypto.createverdfy('sha2s');

10 verifier.update(sessageTocheck)

105 const verified = verifier.verify(senderPublickey, signature, 'basesd’);

16 if Gveritied) €

17 return decrypted. tostring(

108 3

109 return fatse;

B3 ) aten ern

152 console.Log(* [ERROR] Cannot decrypt. inbox nessage”);

15 consote. Loglerr);

5

85 )
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// Takes in input users' keys and a message and return an object {enctessage, signature}.
async function encryptMessage(senderPublicKey, senderPrivatekey, receiverPublickey, emailMessage) {
try {

J/5ign tha maccana
const s (method) Signer.update(data: crypto.BinaryLike): crypto.Signer (+1 overload)
signer. update (enailMessage) ;

const signature = signer.sign(senderPrivatekey, ‘basesd’);

/7 Concatenate message and signature
let messageToEncrypt = emailMessage + "{SIGNATURE}" + signature + "{END_SIGNATURE}";

17 Encrypt the message using randonly generated KEY and IV
let cipher = crypto.createCipheriv( ‘aes-256-cbc', Buffer.fron(key), iv);
let enchessage = cipher.update (messageToEncrypt) ;

enciessage = (Buffer.concat([encMessage, cipher.final()1)).tostring('hex');

17 Encrypt encryption keys using PUBLIC KEYS of sender and recipient
let encryptionKeys = await publicEncrypt(receiverPublicKey, JSON.stringify({ key: key, iv: iv.tostring('hex') });
let personalEncryptionKeys = await publicEncrypt(senderPublickey, JSON.stringify({ key: key, iv: iv.tostring(‘hex') });

return { encMessage: encMessage, encryptionkeys: encryptionKeys, personalEncryptionKeys: personalEncryptionkeys };
} cateh (err) {

11 console.log(err);

console. log(* [ERROR] Couldn\'t encrypt the message"

module.exports = { encryptMessage, publicEncrypt, privateEncrypt, publicDecrypt, privateDecrypt, decryptPrivateKey, draftEncrypt,

draftbecrypt, sentbecrypt,

inboxDecrypt };
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const
const
const
const
const
const
const
const

{ app, ipcMain } = require('electron')
{ Notification } = require(‘electron‘);
jut = require('jsonwebtoken');

requests = require("./../axios/requests"
db = require(’./../db/enails');

fs = require('fs’)

app_config = require('./../../../config/app_config. json');
enchodule uire('./../encryption/encryption-nodule');

let dbxists = false;

const
const

let currentUser =

appFolder
desktoppath

pp.getPath(“userbata");
PP getPath("desktop") ;

userID: ‘',
emailAddress: '

sessionToker

publicKey: "',
encPrivatekey: ',
peertn: '

let lastSentMessage = {
senton: ',

encryptedConten

encryptionkeys: ',
personalEncryptionkeys: '*,
trashed: '*

bl

let inMenoryPrivkey;

ipchain.on('db-error-channel’, (e, args) => {
if (args = 'backup-db') {

console. log( " [INFO] Backup DB and restart...');

fs.copyFile(* ${appFolder}/db.sqlite3’, ${desktopPath}/db.sqlite3", (err) => {

if (err) {
console. log(err);
}else {
console. log(* [INFO] DB copied to ${desktopPath}');
}
i
fs.rm(*${appFolder}/db.sqlite3’, (err) = {
if (err) {
console. log(err);
}else {

console. log(* [INFO] DB deleted from ${appFolder}');
}
i

console. log(" [INFO] Restarting app..."
app.relaunch();
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100

101
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103

app.quit();
b
if (args == 'delete-db') {
console. log(' [INFO] Delete DB and restart...');

fs.rm(*${appFolder}/db.sqlite3’, (err) = {
if (err) {
console. log(err);
}else {
console. log(* [INFO] DB deleted from ${appFolder}');
}
i

console. log(" [INFO] Restarting app..."
app. relaunch(
app.quit();

i

ipchain.on('process-event-channel’, (e, args) => {
if (args = 'exit') {
peerIDUpdate(true);
b
i

ipchain.on('login', async (e, args) => {

/1 check if the app DB exists

if (fs.existsSync(*${appFolder}/db.sqlite3")) {
console. log(* [INFO] DB found!');
dbExists = true;

¥ else {
console. log(* [INFO] No DB found! '

b3

if (1dbExists) {

fs.copyFile('./app/conponents/db/db. sqlite3', “${appFolder}/db.sqlite3", (err) = {

if (err) {
console. log(err);
}else {
console. log(* [INFO] DB copied to ${appFolder}');
}
i

b3
/1 console.log(args) ;

/1 send a request to the website and wait for the response
const userData = await requests. loginRequest( (app_config.websiteURL

+ ‘app_api/login'), args);




image99.png
104
105
106
107
108
109
110
1m
112
113
114
15
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155

// if username and password are wrong, send an error to the form
if (userData.sessionToken = undefined) {

e.sender.send(*login-errors’, 'Wrong usernane/password
¥ else {

const userID = jwt.decode(userData. sessionToken) .user;
const accountCreated = db.newAccountDetails(userID, args.username + app_config.domain,
.then(result => /sconsole. log(result)+/ {
console. log(* [INFO] User data written to DB');

currentuser.userID = userID;
currentuser. emailAddress = args.username + app_config.domain;
currentuser.sessionToken = userData. sessionToken;
currentuser.publicKey = userData. publicKey;
currentUser.encPrivateKey = userData.encPrivateKey;

1/ console.log(currentUser) ;

const password = args.password;

enchodule. decryptPrivateKey (currentUser. encPrivateKey, password)
~then(result => {
if (result != undefined) {
inMemoryPrivkey = result;
console.log(’ [INFO] Private Key saved in memory');

peerIDUpdate(false) ;

e.sender.send(' login2-success', 'inbox');
console.log(’ [INFO] Redirecting to inbox');

} else {
e.sender.send(' login2-errors', 'Wrong password');
/1 console. log(" [ERROR] Wrong password!');

»

e.sender. send(* login-success’, 'inbox');
console. log(* [INFO] Redirecting to inbox'

n
~catch(err =

console. log(err))
i

ipchain.on(' login2-user-request', (e, args) => {
const login2Usernane = db.getAccountDetails()
~then(result => {
currentuser = result[o];
1/ console.log(currentuser) ;
e.sender.send(* login2-user-request', currentUser.enailAddress);
n
i

userData. sessionToken,

userData.publicKey, userData.encPrivateKey)
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2020

15/10

09/11 04/12 29/12 23/01 17/02 14/03

13 days Brainstorming

5days Scope definition, Aim & Objectives

5 days [[1}) Find similar applications

ing literature

4days [[) Compare solutions

7 days Determine functionalities

4days  Determine client and server Requirements
5 days

2days | Website DB Design

2days  Client app DB Design

System Flowchart & Use Case Diagram design 2 days

Website storyboard design ~ 8 days
t App storyboard design 8 days

Cli

Final
Milesto
> ne

> Third Milestone
21Jun

29 Mar

03/05 28/05

2021

Find right tools for the system development

Website Backend Coding [ 15 days
Website Frontend Coding [ 11 days
Client App Backend Coding [ 30 days

Client App Frontend Interface Coding [ 11 days

Test suite development [ 11 days

Website & Client App testing [l 6 days
Server environment creation [ 7 days
Application deployment on macOS, Windows & Linux [} 2 days
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ipcMain.on('user-data-request', (e, args) => {
if (currentUser.enailAddress '= ') {
11 console.log(*sending this data: ', currentuser);
e.sender.send('user-data-request’, currentUser);
¥ else {
e.sender.send(user-data-request’, '');

i
ipchain.on('login2', async (e, args) => {

/1 console. log(args) ;
const password = args;

enciodule. decryptPrivateKey (currentUser. encPrivateKey, password)
~then(result => {

if (result != undefined) {
inMenoryPrivkey = result;
peerIDupdate(false);
console. log(* [INFO] Private Key saved in memory');
e.sender. send(* login2-success’, 'inbox');
console. log(* [INFO] Redirecting to inbox'

}else {
e.sender.send(* login2-errors’, 'Wrong password');
17 console. log(* [ERROR] Wrong password!');

n
i

ipchain.on('logout’, (e, args) = {
intenoryPrivkey
e.sender. send (" logout-success', 'Successfully logged out');
console. log(' [INFO] In-Hemory Private Key deleted');
console. log(' [INFO] Redirecting to login2');

i

ipchain.on('peer-id-request', (e, args) => {
if (currentUser.peerID != undefined) {
mainwindow.webContents. send('got-peer-id', currentUser.peerID);
¥ else {
mainwindow.webContents. send('got-peer-id', 'No connection to P2P relay');

i

ipchain.on('inbox-delete’, (e, args) => {
// console. log("inbox message deletion request received. I
db.Trashone(*inbox", args)
.then(result => /+console. log(result)+/ {
if (result =1) {
e.sender. send( " inbox-delete-success', 'Message deleted. '
} else {

, args);
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e.sender.send(" inbox-delete-error', 'Cannot delete the message.');

n
.catch(err => console. log(err))
i

ipchain.on('inbox-request’, (e, args) => {

db.getALLinbox()
.then(result => /+console. log(result)/ {
77 console.log(* [RESULT] ', result[0]);
if (result[o] != undefined) {
decryptInbox(result)
~then(result2 = {
11 console.log(result2) ;
if (result2 1= '*) {
console.log(’ [INFO] Inbox decrypted. Sending it back to the renderer.');
e.sender.send('inbox', result2);
¥ else {
e.sender.send('inbox-empty’, 'No mail found in Inbox');

»
} else {
e.sender. send('inbox-empty', 'No mail found in Inbox');

n
.catch(err => console. log(err))

i

async function decryptInbox(inbox) {
let decryptedInbox = [1;

for (let i =0; i < inbox. length; i+t) {
17 Decrypt entries, check signature, check if they are trashed, add them to the decryptedInbox array
if (inbox[il.trashed == 0) {
let decryptedentry = await encodule. inboxDecrypt (inMemoryPrivkey, inbox[il.encryptedContent, inbox[il.encryptionKeys);

77 1f message signature can't be verified, delete the entry from the DL
if (idecryptedentry) {

console. log(* [ERROR] The signature of the message cannot be verified. Deleting the message.');

console. log(* [INFO] Deleting record with ID = ', inbox[il.emaillD);

db.deleteOne( inbox’, inbox[il.enailID)

~then(result => /xconsole. log(result)+/ {
if (result t=1) {
console.log(' [ERROR] An error has occurred while deleting the entry');

»
.catchlerr => console. log(err))
} else {
decryptedInbox[i] = new Array();
decryptedInbox [i].push(inbox[i].emailID, inbox[il.receivedon, decryptedntry);
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b
return decryptedInbox;

async function decryptbrafts(drafts) {
let decryptedorafts = [1;

for (let i = 0; i < drafts. length; i++) {
17 Decrypt entries, check if they are trashed, add them to the decrypteddrafts array
if (drafts[il.trashed = 0) {
let decryptedentry = *';
letto="'";
if (drafts[il.encryptedContent = '*) {
1/ console.log(* [DECRYPTING] ', drafts[il.privKeyEncryptedContent)
decryptedEntry = await encHodule.draftDecrypt(inHenoryPrivkey, drafts[il.encryptedContent,

b
decrypteddrafts[i] = new Array()
decrypteddrafts[il.push(drafts[il.enaillb, drafts[il.createdon, decryptedentry);

b
return decryptedbrafts;

ipchain.on('drafts-request’, (e, args) = {

db.getAllDrafts()
.then(result => /+console. log(result)+/ {
77 console.log(* [RESULT] ', result[0]);
if (result[o] != undefined) {
decryptbrafts(result)
~then(result2 = {
if (result2 1= '*) {
console.log(’ [INFO] Drafts decrypted. Sending it back to the renderer.');
/1 console. log(result2) ;
e.sender.send('drafts’, result2);
} else {
e.sender.send('drafts-enpty', 'No mail found in Drafts');

»
} else {
e.sender.send('drafts-empty', 'No mail found in Drafts');

n
~catch(err =

console. loglerr))
i

ipchain.on('drafts-delete’, (e, args) => {
console. log("Drafts message deletion request received. ID:
db.Trashone(*drafts', args)
.then(result = /xconsole. log(result)+/ {

s args);

drafts[i].encryptionkeys);
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312 if (result ==1) {
313 e.sender. send('drafts-delete-success', 'Message deleted.');

314 } else {

315 e.sender. send(‘drafts-delete-error, ‘Cannot delete the message.');

316 b

37 n

318 .catch(err => console. log(err))

19

320

321 ipcMain.on(‘draft-autosave', async (e, args) = {

322

323 const createdon = parseInt(args.createdon, "10");

324 const draftiessage = *{T0}${args. toHEND_TOHSUBJECT}${args. subject }{END_SUBJECTHMESSAGE}${args. nessage}END_MESSAGE} ;
325 const trashed = false;

)

327 encifodule. draftEncrypt (currentUser. publicKey, draftMessage)

328 ~then(result => {

329 11 console.log("New Draft Data result);

330 if (result t= undefined) {

331 console. log(* [INFO] Draft encrypted'

332 if (args.id = ') {

333 console.log('Updating draft with ID = ', args.id);

334 db.updateDraft(args.id, createdon, result.encryptedContent, result.encryptionkeys)
335 ~then(result => {

336 if (result = 1) {

337 e.sender. send(‘draft-autosave-success', { id: args.id, action: ‘update’ }
338 ¥ else {

339 e.sender.send('draft-autosave-failed', 'Draft cannot be saved');

340 ]

341 »

342 .catchlerr = console. log(err))

343 ¥ else {

344 console. log(*Creating new draft');

345 db.writeToDrafts(createdon, result.encryptedContent, result.encryptionkeys, trashed)
346 Lthen(result => {

347 e.sender. send('draft-autosave-success', { id: result, action: ‘create’ });
348 »

349 .catchlerr = {

350 console.loglerr);

E e.sender.send('draft-autosave-failed', 'Draft cannot be saved');

352 »

353

354 ¥

355 b

356 n

E

358 3

359

360 ipchain.on(‘sent-request’, (e, args) = {

£

362 db.getAllsent ()

363 .then(result => {
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/1 console.log(' [RESULT] ', result[0]);
if (result[o] != undefined) {
decryptsent (result)
~then(result2 = {
11 console.log(result2) ;
if (result2 1= '*) {
console.log(* [INFO] Sent decrypted. Sending it back to the renderer.
/1 console. log(result2) ;
e.sender.send('sent’, result2
¥ else {
e.sender.send('sent-empty’, 'No mail found in Sent');

»
«catch(err = { console.log(err); })
}else {
e.sender.send('sent-enpty', 'No mail found in Sent');

n
.catch(err => console. log(err))

i

async function decryptsent(sent) {
let decryptedsent = [1;

for (let i = 0; i < Sent.length; i++) {
17 Tobo: Decrypt entries, check if they are trashed, add them to the decryptedSent array
if (Sent[il.trashed == 0) {
let decryptedentry = await encModule. sentDecrypt(inMemoryPrivkey, Sent[il.encryptedContent, Sent[il.personalEncryptionkeys);

77 1f message signature can't be verified, delete the entry from the DL
if (decryptedentry = ‘undefined’) {

console. log(* [ERROR] The message cannot be decrypted. Deleting the message.

console. log(* [INFO] Deleting record with ID = ', Sent[il.enaillD);

db.deleteone('sent’, Sent[il.emailb)

~then(result => /«console. log(result)+/ {
if (result 1= 1) {
console.log(* [ERROR] An error has occurred while deleting the entry');

»
.catchlerr = console. log(err))
¥ else {
decryptedsent[i] = new Array();
decryptedsent[1].push(Sent[i].enaillb, Sent[il.sent0n, decryptedentry);

return decryptedsent;
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ipcMain.on('sent-delete', (e, args) => {
/1 console. log("sent message deletion request received. ID: “, args);
db.Trashone (' sent*, args)
.then(result => /+console. log(result)+/ {

if (result = 1) {
e.sender. send( ' sent-delete-success', 'Message deleted.');
} else {

e.sender.send('sent-delete-error, 'Cannot delete the message.')

n
.catch(err => console. log(err))
i

ipchain.on('trash-request’, (e, args) => {
let trashArray = [1;

db.getInboxTrash()
~then(result = {
77 console.log(* RESULT] ', result[o]);
if (result[o] != undefined) {
decryptInboxTrash(result)
~then(result2 = {
if (result2 1= '") {
console.log(’ [INFO] Collected inbox trash');
for (let 1= 0; i < result2.length; i++) {
result2[1l.unshift(*inbox');
trashArray. push(result2[il);

]

//console. log(trashArray);

e.sender.send( ' inbox-trash', trasharray
¥ else {

/1 e.sender.send('inbox-empty’, No mail found in Inbox');

/7 e.sender.send(' inbox-trash-enpty’, 'No trash found in inbox');

»
¥ else {
11 e.sender.send( " inbox-trash-empty', 'No trash found in inbox');
console. log(* [INFO] No trash found in inbox');
b
db.getbraftsTrash()
Lthen(result => {
17 console. log(" [RESULT] ', result[o]);
if (resultlo] != undefined) {
decryptbraftsTrash(result)
~then(result2 => {
if (result2 1= ') {
console. log(' [INFO] Collected drafts trash')
for (let 1 i < result2.length; i++) {
result2[il.unshift("drafts'
trashArray.push(result2[i])
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/1 console.log(trashArray);
e.sender.send(' inbox~trash', trashArray);

¥ else {
/1 e.sender. send('drafts-trash-enpty', No mail found in drafts')

»
} else {
17 e.sender.send('drafts-trash-enpty', 'No trash found in drafts');
console.log(* [INFO] No trash found in drafts');
]
db.getsentTrash()
~then(result => {
/1 console. log(" [RESULT] ', result[o]);
if (result[0] != undefined) {

decryptsentTrash(result)
{

~then(result2 =
if (result2 1= ') {
console. log(' [INFO] Collected sent trash');
for (let i = 0; i < result2.length; i++) {
result2[i].unshift('sent');
trashArray.push(result2[i]);

b
console. log(' [INFO] Sending data back to trashRenderer"
e.sender.send("trash', trashArray);

¥ else {
console. log(' [INFO] Sending data back to trashRenderer"
e.sender.send("trash', trashArray);
// e.sender. send( ' inbox-enpty', 'No mail found in Inbox')

n
¥ else {
console. log(* [INFO] No trash found in sent');
console. log(* [INFO] Sending data back to trashRenderer');
e.sender.send('trash', trashArray);

»
.catch(err = console. log(err))
»
.catch(err = console. log(err))
n
.catch(err => console. log(err))

async function decryptInboxTrash(inbox) {
let decryptedInboxTrash = [1;

for (let 1

i 1 < inbox.length; i++) {

7/ ToDo: Decrypt entries, check signature, check if they are trashed, add them to the decryptedInboxTrash array

if (inbox[i].trashed = 1) {

let decryptedentry = await encModule. inboxDecrypt (inMemoryPrivkey, inbox[il.encryptedContent, inbox[il.encryptionKeys

// If message signature can't be verified, delete the entry from the DI
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if (!decryptedEntry) {
console. log(* [ERROR] The signature of the message cannot be verified. Deleting the message.');
console. log(* [INFO] Deleting record with ID = ', inbox[il.emaillD);
db.deleteone( inbox’, inbox[il.enailIn)
~then(result => /«console. log(result)+/ {
if (result 1= 1) {
console.log(* [ERROR] An error has occurred while deleting the entry');

»
.catchlerr = console. log(err))
¥ else {
decryptedInboxTrash[i] = new Array();
decryptedInboxTrash[il.push(inbox[i].enailId, inbox[il.receivedon, decryptedentry);

b
return decryptedInboxTrash;

async function decryptbraftsTrash(drafts) {
let decrypteddraftsTrash = [1;

//console. log(drafts)

for (let i = 0; i < drafts.length; i++) {
77 Tobo: Decrypt entries, check signature, check if they are trashed, add them to the decryptedDraftsTrash array
if (drafts[il.trashed = 1) {
let decryptedentry = **
if (drafts[il.encryptedContent = ‘') {
1/ console.log(* [DECRYPTING] ', drafts[il.privKeyEncryptedContent)
decryptedEntry = await encHodule.draftDecrypt(indemoryPrivkey, drafts[il.encryptedContent, drafts[il.encryptionkeys);

b
decrypteddraftsTrash[il = new Array();
decrypteddraftsTrash[i].push(drafts[il.enaillD, drafts[il.createdon, decryptedEntry);//drafts[il.decryptedentry);

b
return decrypteddraftsTrash;

async function decryptsentTrash(sent) {
let decryptedsentTrash = [1;

for (let i = 0; i < Sent.length; i++) {
77 Tobo: Decrypt entries, check if they are trashed, add them to the decryptedsentTrash array
if (Sent[il.trashed = 1) {
let decryptedentry = await encModule. sentDecrypt(inMemoryPrivkey, Sent[il.encryptedContent, Sent[il.personalEncryptionkeys);

77 1f message signature can't be verified, delete the entry from the DB;
if (decryptedentry = ‘undefined’) {
console. log(* [ERROR] The message cannot be decrypted. Deleting the message.'
console. log(* [INFO] Deleting record with ID = ', Sent[il.enaillD);
db.deleteOne('Sent’, Sent[il.emailID)
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then(result => /+console.log(result)*/ {
if (result 1= 1) {
console.log(* [ERROR] An error has occurred while deleting the entry');

»
.catchlerr = console. log(err))
¥ else {
decryptedsentTrash[i] = new Array()
decryptedsentTrash[i].push(Sent[i].enailID, Sent[il.sent0n, decryptedEntry);

b
return decryptedsentTrash;

ipchain.on('shred-message’, (e, args) => {
/1 console. log("Message destruction request received. Mailbo

, args.mailbox, ", emailld: ", args.emaillb);
db.deleteone(args.mailbox, args.emaillb)
.then(result => /+console. log(result)+/ {
if (result = 1) {
console. log(" [INFO] Record with ID = ${args.enailID} deleted from "${args.nailbox}" table.)
e.sender. send('delete-success', { mailbox: args.nailbox, emailD: args.emailld })
} else {
e.sender.send('delete-error’, ‘Cannot delete the message.'

n
~catch(er:

console. loglerr))

ipchain.on('restore-nessage', (e, args) => {
/1 console. log("Message destruction request received. Mailbo

, args.mailbox, ", emailld: ", args.emaillb);
db.Restoreone (args.mailbox, args.emaill)
.then(result => /+console. log(result)+/ {
if (result = 1) {
console. log(" [INFO] Record with ID = ${args.enailID} restored to "${args.mailbox}" table.")
e.sender. send(* restore-nessage-success', { mailbox: args.nailbox, emaillD: args.emaillD });
} else {
e.sender.send(* restore-nessage-error', 'Cannot delete the message.');

n
.catch(err => console. log(err))

ipchain.on(‘empty-trash’, (e, args) => {
console. log("[INFO] Empty trash request received.
/1 console. log(args. trashArray) ;
for (let i i < args. trashArray. length; i++) {
db.deleteOne (args. trashArray[i].mailbox, args.trashArray[il.enailiD)
.then(result => /sconsole. log(result)+/ {
if (result == 1) {





image109.png
624 console.log(" [INFO] Record with ID
625 } else {

626 e.sender.send(*empty-trash-error’, * [ERROR] Record with ID = ${args.emailID} cannot be deleted from "${args.mailbox}" table.’
627 ¥

628 n

629 .catch(err => console. log(err))

630 b

631 e.sender.send (*empty-trash-success', 'Trash emptied'
632
633
63¢  function validateMessageFields(message0bj) {

635

636 recipientLocalAddress = message0b;. to. split ("

${args.trashArray[i].emailID} deleted from "${args.trashArray[i].mailbox}" table.’)

V1013

637 recipientDonain = message0b;.to.split("e") [1]
638

639 if (recipientbonain == undefined || recipientbomain == '* || recipientDomain == app_config.donain.split("g") [11) { // No domain found

640

641 if (thasUpperCase(recipientLocalAddress) & !hasspecialChar(recipientlocalAddress) & (recipientLocalAddress. length >= 5 6& recipientLocalAddress. length <= 20)) { // usernane is ok
642 17 check subject

643 if (message0bj.subject. includes('{SUBJECT}') || messageObj.subject.includes('{END_SUBJECT}') || message0bj.subject. includes('{MESSAGE}') ||
644 message0b;.subject. includes (' {END_MESSAGE}') || message0bj.subject. includes('{OBJECT}') || message0bj.subject. includes('{END_OBJECT}')) {
645 return false; // error! the subject field contains keywords

646 } else {

647 11 check message

648 if (message0bj.message. includes('{SUBJECT}') || messageObj.message.includes('{END_SUBJECT}') || message0bj.message. includes('{MESSAGE}') ||
649 message0b; .message. includes (' {END_MESSAGE}') || message0bj.message. includes('{0BJECT}') || messageObj.message. includes('{END_OBJECT}')) {
650 return false; // error! the message field contains keywords

651 } else {

652 return true; // Fields are ok

653 ¥

654 b

655 } else {

656 return false; // errort The username is wrong

657 b

658 } else {

659 return false; // error! The domain is different from loki-nail.com

660 b

661}

662

663 async function prepareMessageForSending(message0bj) {

664

665 console. Log(nessage0bj

666

667 let finalMessage;

668

669 const requestParans = {

670 enailAddress: message0bj.to.split("g") [0] + app_config.domain,

671 sessionToken: currentUser. sessionToken

672 b

673

674 // send a request to the website and wait for the response

675 const receiverData = await requests.getUserRequest((app_config.websiteURL + 'app_api/getUser'), requestParams);
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676 // console. log(" [DEBUG] " + receiverData)

677 if (receiverbata != undefined & receiverdata.publickey != undefined & receiverbata.publicKey.includes("~—--BEGIN PUBLIC KEY--—")) {
678

679 77 1X] Add necessary information, encrypt & sign the message.

680 const message = *{FROM}${nessage0bj . from}{END_FROM}TO}${requestParans.enailAddress + app_config. domain}{END_TO}SENDER_PUB_KEY}${currentUser.publicKey}
681 END_SENDER_PUB_KEY}SUBJECT}${message0b; . subject HEND_SUBJECTHMESSAGE}${nessage0bj .nessage HEND_MESSAGE}"
682 await enchodule.encryptiessage(currentUser.publicKey, inMemoryPrivKey, receiverdata.publickey, message)
683 .then(result => {

684 7/ SEND THE STRINGIFIED MESSAGE AND RECORD THE LAST SENT MESSAGE

685 /#const /finalMessage = JSON.stringify({ "encMessage": result.encMessage, "encryptionkeys”: result.encryptionkeys }); //send encrypted content and encryptionkeys only
686

687 11 console.log(finalMessage) ;

688

689 lastsentMessage. sent0n = Date.now(

690 lastSentMessage. encryptedContent = result.enchessage;

691 lastsentMessage. encryptionKeys = result.encryptionkeys;

692 lastsentMessage. personalEncryptionkeys = result.personalEncryptionkeys;

693 lastsentMessage. trashed = false;

694

695 /7 return {"enchessage": finalMessage, "receiverPeerID": receiverbata.peerID};

696

697 b terr) = {

698 console. log(" [ERROR] " + err);

699 return fals

700 n

701 return { "message": finaliMessage, “receiverPeerID": receiverData.peerID };

702 ]

703}

704

705 function hasUpperCase(str) {

706 return (/[A-Z1/.test(str));

707}

708

709 function hasspecialChar(str) {

710 return !(/~[a-2A-Z0-9\.1$/.test(str)); // Returns true if a special character is found.

mo o}

2

713 ipcMain.on(‘send-message’, async (e, args) => {

714

715 if (ivalidateMessageFields(args)) { // if message fields are ok

716 console. log(" [ERROR] Fields contain error/si");

7 1/ e.sender.send('nessage-send-error', 'One or more fields contain error. Please check them and try again.
718 ¥ else {

719 console. log(" [INFO] Fields are OK");

720

721 17 Can prepare the message for sending

72 preparetlessageForsending(args)

723 .then(result => {

724

725 if (tresult) {

726 console. log(" [ERROR] Error while preparing the message!");

727 sender. send('message-send-error', 'An error has occured while preparing the message. User may not exist or no Backend connection.')
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n

}else {
console. log(" [INFO] Message ready to be sent.")
17 console. log(result.message) ;
17 console. log(result. receiverpeerI) ;

if (result.receiverPeerID
77 Message ready to be sent. Sending it via WebRTC

'' & result.receiverpeerID

null 6 result. receiverPeerID

p2pHindow. webContents. send('WebRTCsendMessage", result);

¥ else {
/7 tell user that the recipient is offline

e.sender.send('nessage-send-error', ‘The user may be offline. Please try again later.

n

~ ipchain.on('update-peer-id', (e, args) = {

n

console. log('Peer ID: ", args:
currentUser. peerId = args;
mainwindow.webContents. send('got-peer-id', args);

~ ipchain.on('p2p-data-received’, (e, args) => {

n

/7 console. log('Data received: ', args)
console. Log(" [INFO] New message reveived");
saveToInbox(args);

// Takes in input a paraneter (true or false) to update or reset the peer ID in the online DB.
~ async function peerIbUpdate(quittingApp) {

let requestparans = {
userID: currentUser.userI,
sessionToken: currentUses
peerID: ‘'

essionToken,

if (lquittingApp) { // If the app is quitting, reset the peerlD.
requestParans. peerID = currentUser.peerID;
b

console. log(' [INFO] Updating Peer ID in the online DB');
requests. updatePeerID( (app_config.websiteURL + 'app_api/updatepeerID'),
~then(result => {
17 console.log(result);
if (result != undefined & result.completed = true) {

if (quittingApp) {

requestparans)

undefined) {
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console. log(* [INFO] Peer ID deleted from Online DB');

app.quit();
~ } else {
console.log(' [INFO] Peer ID updated successfully');
¥
~ }else {

console. log(* [ERROR] Peer ID couldn\'t be updated'

mainWindow.webContents. send( 'no-backend-connection', ‘Impossible to connect to the backend.');

b
n
v ~catch(err = {
11 console.loglerr);
console. log(* [ERROR] Peer ID couldn\'t be updated");
mainWindow.webContents. send( ' no-backend-connection’, ‘Impossible to connect to the backend.');
i

~ ipchain.on('p2p-error’, (e, args) = {
console. log(" [ERROR] Error with P2P connection);
mainWindow.webContents. send( 'message-send-error', args);
n

~ ipchain.on('p2p-info’, (e, args) => {
console. log(" [INFO] Message sent’

db.uriteTosent (lastsentMessage.sent0n, lastSentMessage. encryptedContent, lastsentMessage. encryptionkeys,
v ~then(result => {
console. log(" [INFO] New sent message saved successfully");

lastsentMessage. sent0n = *';
lastsentMessage. encryptedContent
lastsentMessage. encryptionkeys = '';
lastsentMessage. personalEncryptionkeys = '';
lastsentMessage. trashed = '

mainWindow.webContents. send( 'message-send-success', ‘Message sent');

n
v ~catch(err = {
11 console.loglerr);
console. log(" [ERROR] Couldn\'t save sent message in the DB");
mainWindow.webContents. send('sent-save-failed', 'Failed to save sent message');
n

n

« ipcHain.on(*test-channel", (e, args) => {
console. log(args);
n

lastsentMessage. personalEncryptionkeys,

lastsentMessage. trashed)
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async function saveToInbox(message) {

cons| let messageFrom: string [nessage);
let messageFrom = '';

let inboxtessage = {
emailip: ',
receivedor
message:

Date.now(),

db.uriteToInbox(Date.now(), messageObj.encHessage, message0bj.encryptionkeys, false)
.then(async (result) => {
inboxMessage. enailld = result;
console. log(" [INFO] New inbox message saved successfully"

if (inMemoryPrivKey != '' && inMemoryPrivkey != undefined) {
let decryptedentry = await encModule. inboxDecrypt(inMemoryPrivkey, messageObj.enchessage, JSON. stringify(message0bj.encryptionkeys));

7/ Tf message signature can't be verified, don't save the entry;

if (!decryptedentry) {
console.log(" [ERROR] The signature of the message cannot be verified. The message will be deleted from the DB.');
db.deleteOne('inbox', inboxtessage. enailiD)
~then(result => /«console. log(result)+/ {
if (result t=1) {
console. log(* [ERROR] An error has occurred while deleting the entry');
]
»
.catchlerr = console. log(err))
} else {
11 console.log(decryptedentry)
messageFrom = (decryptedEntry. split("{END_FROM}") [01). split("{FROM}") [1];
inboxtessage.nessage = decryptedentry;
¥
¥ else {

console. log(" [INFO] New message received but not decrypted since the user is not logged in.');

const NOTIFICATION_TITLE = 'New message';
let NOTIFICATION_BODY;
if (messageFrom = '') {
NOTIFICATION_BODY = 'New message from ' + messageFrom;
11 console. log(decryptedentry) ;
mainWindow.webContents. send(* inbox-save-success', inboxessage);
¥ else {
NOTIFICATION_BUDY = 'New message received. Unlock the app to read it';

function showNotification() {
new Notification({ title

NOTIFICATION TITLE, body: NOTIFICATION_BODY }).show()
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app.whenReady (). then(showNotification)

n
~ .catch(err => {
11 console.loglerr);
console. log(" [ERROR] Couldn\'t save inbox message in the DB");
mainWindow.webContents. send(' inbox-save-failed', 'Failed to save inbox message');|

b

~ ipckain.on(' force-app-quit', (e, args) = {
app.quit();
»n

module.exports = { peerIDUpdate
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const { app }
const knex = re

require('electron’
uire('knex');

const dbpath = *${app.getPath(*userData") }/db. sqlite3

~ const connectedknex = knex({
client: “sqlite3",
v connection: {
7/ tilename: "db.sqlite3"
filename: dbPath
// change to the home/<user>/. loki/db.sqlite3

i

module. exports = connectedKnex;
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const axios =

equire('axios')

async function loginRequest(url, parameters) {
const params = new URLSearchParans();
parans.append(‘usernane', paraneters.usernane);

parans. append('password’, paraneters.password);

return (await axios.post(url, params)).data;

async function getUserRequest(url, parameters) {

const params = new URLSearchParans();
parans.append(‘sessionToken', parameters.sessionToken);
parans.append(‘enailaddress’, parameters.emailAddress);

return (await axios.post(url, params)).data;
async function updatePeerID(url, paraneters) {
const params = new URLSearchParans();
parans.append(‘userID', paraneters.userId);
parans.append(‘sessionToken', parameters.sessionToken);

parans. append('peerID’, paraneters.peerId);

return (await axios.post(url, params)).data;

module.exports = { loginRequest, getUserRequest, updatePeerID };
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const electron = require{‘electron’)
/1 const jwt = require('jsonwebtoken')
/1 const requests = require("./app/components/axios/requests');

const db = require("./app/conponents/db/enails');

const fs = require('fs');

// const ipcMainHandler = ('./app/components/ipcMainHandler/ipcMainkandler');
/1 const app_config = require("./config/app_config.json');

const url = require(‘url')
const path = require('path’)

const { ipchain } = require('electron’);

const ipcFile = require('./app/components/ipcHainHandler/ ipcMainHandler®) ;

const { app, BrowserWindow, Menu/x, webContents, session +/ } = electron;
let dbExists = false:
let ispBPopulated = false;

const appFolder = app.getPath(*userData");

/1 set Environment
process. env.NODE_ENV = 'production’;

/1 let mainWindow;
/1 let aboutWindow; // Software Info window

const mainMenuTemplate = [

{
label: app.getNane(),
subnenu: [
{
label: ‘About',
click() {
createswaboutWindow();
¥
h
{
label: 'settings',
click() {
11 changesettings();
¥
h
{
tabel: ‘Quit’,
accelerator: process.platform = 'darwin' 7 ‘Comnand+Q' : 'Ctrl+Q,
click: O = {
ipcFile.peerIDUpdate(true); // Reset Peer 1D in the online DB and
17 app.quit();
¥
b
1
%
{
‘File',
submenu: [

quit the app.
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53 {

54 label: 'New E-mail',
55 click() {

56 17 newEmail();
57 ¥

58 b

59 1

60 b

61
62
63 // Listen for app to be ready
64 app.on('ready’, function () {

65
66 /1 check if the app DB exists

67 if (fs.existsSync(*${appFolder}/db.sqlite3")) {

68 console. log(* [INFO] DB found!');

69 dbExists = tru

70 ¥ else {

7 console. log(* [INFO] No DB found!');

7 b

7

74 if (dbExists) {

75 /7 check if the Account table is populated

76 db.getAccountDetails()

7 ~then(result => {

78 17 console.log(* [INFO] Account info: ', result);

79 if (resultlo] = undefined) {

80 console. log(" [ERROR] Corrupted DB found! Terminating the app...');
81 mainWindow. LoadURL (url. fermat({

82 pathnane: path.join(_dirnane, 'app/views/error.htal'),
8 protocol: ‘file:’,

84 slashes: true

85

8 ¥

87 n

88 .catch(err => console. log(err))

89 b

9%

91 /1 Create main window

92 mainWindow = new BrowserWindow({

9 width: 800,

9 height: 600,

9 minWidth: 800,

9% minHeight: 600,

97 maxwidth: 1920,

98 maxHeight: 1080,

9 useContentsize: true,

100 /7 titleBarstyle: 'hidden’,

101 webPreferences: { nodelntegration: true, contextIsolation: false }
102 i

103

104 mainWindow.maximize();
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105 createP2PConnectionWindow() ;

106 if (!dbExists) {
107 7/ Load htnl file into the main window using file://<dirnane>/mainWindow. html
108 mainwindow. L0adURL (ur . fermat ({

109 pathname: path.join(__dirnane, ‘app/views/login.htal'),

10 protocol: 'file:,
m

12

113

114 mainwindow. L0adURL (ur . fermat ({

15 pathname: path.join(_dirnane, ‘app/views/login2.html'),
116 protocol: 'file:,

17

18

19 b

120

121 /1 Close all windows when quit app

122 mainwindow.on(*closed’, function () {

123 console. log(* [INFO] Quitting app.');

124 app.quit();

125 i

126

127 /1 Create and Insert the Menu

128 const mainMenu = Menu. buildFronTenplate(mainMenuTenplate) ;
129 Menu. setApplicat ionMenu (mainttenu) ;

130

131 B

132

133 // Create Software Info window
134 function createSwAboutWindow() {

135 /1 Create main window
136 aboutWindow = new BrowserWindow({

137 parent: mainWindow,

138 modal: true,

139 frane: false,

140 width: 250,

141 height: 300,

142 resizable: false,

143 77 minimizable: false,

144 17 movable:false,

145 useContentsize: true,

145 webPreferences: {

147 preload: path.join(_dirnane, ‘app/assets/js/preload.js’)
148 b

149 i

150

151 // Load html file into window

152 aboutiindow. LoadURL (url. fermat({

153 pathnane: path.join(_dirnane, ‘app/views/about.htal'),
154 protocol: 'file:',

155 true

156
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157
158 //Garbage Collection

150 v aboutWindow.on('close’, function () {
160 aboutWindow = null;

161 i

162

63}

164

165  // Create P2P connection hidden window
166 v function createP2PConnectionWindow() {
167

168 v if (process.env.NODE_ENV.
169

*production’) {

170 17 Create main window
7 v p2pWindow = new Browserindow({

2 parent: mainWindow,

173 frane: true,

174 width: 500,

175 300,

176 false,

177 show: true,

78 v 77 minimizable: false,

179 17 movable:false,

180 useContentsize: true,

181 webPreferences: { nodelntegration: true, contextIsolation: false }
182 i

183

184 v Pelse{

185

186 17 Create main window

187 v p2pWindow = new Browserindow({

188 parent: mainWindow,

189 frane: true,

190 500,

191 300,

192 resizable: false,

193 show: false,

194 v 77 minimizable: false,

195 17 movable:false,

196 useContentsize: true,

197 webPreferences: { nodelntegration: true, contextIsolation: false }
198 i

199

200 b

201

202 // Load html file into window

203 v p2pWindow. LoadURL (url. fermat({

204 pathnane: path.join(__dirnane, ‘app/views/p2p-connection.htnl'),
205 protocol: 'fil

206 slashes: true

207 ni

208
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209 //Garbage Collection
210 v p2pWindow.on('close’, function () {

m p2pWindow = null;

12 i

213

214}

215

216

217 // Show Dev Tools

218 v if (process.env.NODE_ENV '= 'production’) {

219 v mainMenuTemplate. push({

220 label: 'Developer Tools',

21 v subnenu: [

22 v {

23 label: 'Toggle Deviools',

224 accelerator: process.platforn = 'darwin' 7 ‘Comnand+I' : 'Ctrl+I',
225 v click(iten, focusedwindow) {

226 focusedWindow. toggleDevTools(
227 ¥

228 v h

229 role: 'reload",

230 b

231 1

232 i

233}

234

235 // require("./app/components/ipcMainHandler/ ipcainHandler*) ;
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(SQLite 3)
( inbox |
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receivedOn - Text, Not Null
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(NosQL)
accountDetalls ( e \
emailAddress - string [ [[emaaaaress - ex, Unque, Not Nt eatedOn ext, Not Nul
password - Sting sessionToken - Text, Unique, Not Null encryptedCantent ~Text
sessionToken - Sting publickey - Text, Unigue, Not Nul encryptionkeys - Text, Not Nul
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+ Create Database lokiMail.users

COLLECTION 5126 13.68KB

DTALDOCUMENTS: 8 INDEXES TOTAL SIZE: 72KB

Find Indexes Schema Anti-Patterns () Aggregation Search Indexes o

QUERY RESULTS 1-3 OF 3

bjectId("60c8db7adBadsa327dsbdegs"
WAddress: "cicciogloki-nail.con”
password: "$2b$10$5fgXDZGAHiARN A2ukS 2wuUbr UCBUKTXKISpKA1PERt Zu0uqSFHZE
sessionToken: "eyJhbGe 01 TUZTINITs INRSCCIBTKPXVCIS. eyJ1c2Vy1j0iNjB] 0GRIN2EOOGFKNWEZM .
userRegistrationdate: 2021-06-15T16:55:22.763+00:00
TastLogin: 2021-07-17T11:17:40.258+00:08.
pubtickey ~BEGIN PUBLIC KEY——

MIICLj ANBgkahkiG9wOBAQEFAROCAGBAMTICCGKCAGE

BEGIN ENCRYPTED PRIVATE KEY-

bject 1d("60cobdc9121266076ae2bese")
WAddress: "nichele. chiarello@loki-nail. con"
$2b$108CQBRIF IRnSO1cFv Ft CSV9.WET/V1Bh274] iQayGebDaPAD. SE/Oba"
sessionToken: "eyJhbGe 01 TUZLINITs INRSCCIBTKPXVCIS. ey J1c2Vy ] oiNjB] ONIKY ZkoHEYN Yidl.
userRegistrationdate
TastLogin: 2021-07-18T0s:
I ~BEGIN PUBLIC KEY——
MIICLj ANBgqhkiG9wOBAQEFAROCAGBAMTICCOKCAGE. ... "
BEGIN ENCRYPTED PRIVATE KEY-
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1-30F3

_id: ObjectTd("60cadb7a48ad5a327d5bd099" )

‘emailAddress: " cicciogloki—nail. con”

ssword: "$2b$10$5fgXDZGAHiARN A2ukS 2wuUbrUCBUKTXKJSpKA1PERt ZuBuqS FHZE"

essionToken: "eyJhbGci0iITUZTIN TS InRS cCT6 IKXVCI9. eyJ1c2VyTj0iNjB0GRIN2EBOGFKNWEZM,

userRegistrationdate: 2021-06-15T16:55:22.763+00:00

TastLogin: 2021-07-18T08: 18:40..558+00:08.

—BEGIN PUBLIC KEY-—

HLICTANBokahk{ GOWOBAQEF AAOCAGBAMTCCOK CAGE
“BEGIN ENCRYPTED PRIVATE KEY——

publicke

vio
- When a user uses the client app,
hisiher peerID is updated on the main DB,
allowing him/her to become reachable by other users

id: ObjectTd("60cobdc9121266076ae2bese" )
‘emailaddress: "michele. chiarellogloki-nail. con”
assword: "$2b$10$CQbROF IRNSOLCFV FCSV9.wET/V1Bh274] i0ayGubDaPAD. SE/Oba
essionToken: "eyJhbGci0iITUZTIN TSInRS cCT6IKXVCS. eyI1c2VyTjoiNjBjOHIKYZkxt] EYN) V. .. "
userRegistrationdate: 2021-06-16T09:00:57.231+00:00
TastLogin: 2021-07-18T08:13:33.631+00:08
—BEGIN PUBLIC KEY—

P Ky 13 ANBgkahk LGOWOBAQEFAAOCAGBAMI CCOKCAGE.

"~ BEGIN ENCRYPTED PRIVATE KEY-—r
encPrivateKey: | T

gk iGWOBBODWS | ApBaka.
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const key = crypto.randomBytes(32);
const iv = crypto.randomBytes(16);
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// Takes in input users' keys and a message and return an object {encMessage, signature}.
v async function encryptMessage(senderPublicKey, senderPrivateKey, receiverPublicKey, emailMessage) {
v try {

//5ign the message

const signer = crypto.createSign('sha256');
signer.update(emailMessage);

const signature = signer.sign(senderPrivateKey, 'base64');

// Concatenate message and signature
let messageToEncrypt = emailMessage + "{SIGNATURE}" + signature + "“{END_SIGNATURE}";

// Encrypt the message using randomly generated KEY and IV

let cipher = crypto.createCipheriv('aes-256-cbc', Buffer.from(key), iv);
let encMessage = cipher.update(messageToEncrypt);

encMessage = (Buffer.concat([encMessage, cipher.final()])).toString('hex');

// Encrypt encryption keys using PUBLIC KEYS of sender and recipient
let encryptionKeys = await publicEncrypt(receiverPublicKey, JSON.stringify({ key: key, iv: iv.toString('hex') }));
let personalEncryptionKeys = await publicEncrypt(senderPublicKey, JSON.stringify({ key: key, iv: iv.toString('hex') }));

return { encMessage: encMessage, encryptionKeys: encryptionKeys, personalEncryptionKeys: personalEncryptionKeys };
v } catch (err) {

// console.log(err);

console.log(' [ERROR] Couldn\'t encrypt the message');
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// Takes in input User Private Key, a message from the inbox table and its respective Encryption Keys and return an object with the decrypted record
async function inboxbecrypt(privateKey, message, personalEncryptionkeys) {
try {
const keyPair = JSON.parse(privateDecrypt (privateKey, personaléncryptionkeys)); // Decrypt the encryption keys using the in-memory user private key and "Destringify" the object

let iv = Buffer. from(keyPair.iv, 'hex');
let encryptedText = Buffer. fron(message, 'hex');

let decipher = crypto. createDecipheriv(‘aes-256-cbc', Buffer.from(keyPair.key), iv);
let decrypted = decipher.update (encryptedText) ;
decrypted = Buffer.concat([decrypted, decipher.final()1);

const messageToCheck = (decrypted.toString()).split("{SIGNATURE}") [0];
const senderPublicKey = ((decrypted.toString()).split("{END_SENDER_PUB_KEY}") [0]).split("{SENDER_PUB_KEY}") [1];
const signature = ((decrypted. toString()).split("{END_SIGNATURE}") [0]) .spLit("{STGNATURE}") [1];

const verifier = crypto.createVerify('sha2s6');
verifier.update(messageToCheck) ;
const verified = verifier.verify(senderPublicKey, signature, ‘basesd');
if (verified) {

return decrypted. tostring();
b
return false;

} catch (err) {
console. log(" [ERROR] Cannot decrypt inbox message");
console. log(err);
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