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Kindly note that all marks are subject to 2nd verification and exam board verification as outlined by 
the University's Quality Assurance procedures. 

Student Name: Kai Probert 

Engagement with Literature Skills 4 7 
Knowledge and Understanding Skills 7 13 
Cognitive and Intellectual Skills 15 25 
Practical Application Skills 16 40 
Transferable Skills for Life and Professional Practice 9 15 
Round-up Mark 51 100 

 

Engagement with Literature Skills  

To achieve a high mark in this section, you must demonstrate a comprehensive and diverse 
engagement with literature, a clear understanding of Blue Team operations based on real-
world examples, case studies, critical appraisals of the literature, and consistent referencing 
throughout the report (Part 2) and for your Proposed Mitigations (Part 3). The assessment 
encourages you to demonstrate how current cybersecurity practices and research can be 
applied to your proposed network mitigations. 

+ More academic credible literatures required.  
+ Very limited engagement with academic literatures.  
+ Critical evaluation of the literature is missing 
+ In-text citations done 

Knowledge and Understanding Skills  

To achieve high marks in this section, you must demonstrate a comprehensive understanding 
of both advancements and challenges in Blue Team operations. The discussions include real-
world examples, critical analysis of current methodologies, tools, and strategies, highlighting 
both their effectiveness and limitations. Note that your Part 1, CBT marks are added here as 
well. 

+ Good understanding of the key areas of blue team operations 
+ More detailed technical explanations could have added value to the work.  
+ Lacks depth in proposing actionable solutions other than training.  
+ Limited exploration of future trends and innovations 
+ CBT - Knowledge based 2/5 

Cognitive and Intellectual Skills 

You are expected to propose basic and advanced security measures that form the foundation 
of any secure network. These measures are essential for minimizing risks from common 
vulnerabilities and ensuring that user access and activities are properly monitored. The 
proposed measures must be benchmarked against industry standards to show an 
understanding of best practices in securing networks. You must also provide justifications for 
their choices and practical demonstrations during the demonstration. Note that your Part 1, 
CBT marks are added here as well. 
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+ CBT - Analysis:10/15 
+ Basic and Advanced Mitigations proposed. Could have justified well. 
+ More understanding on concepts required.  
+ Mitigations are not just following steps in an network, rather it is a process to overcome 

vulnerabilities. Understanding the basics is the key.  
+ Industry Standards and Best Practices could have been considered during mitigation 

Practical Application Skills  

To achieve high marks in this section, you must demonstrate practical skills in configuring, 
assessing, and securing a network environment. This involves setting up a working network, 
conducting a thorough vulnerability assessment, exploiting vulnerabilities, and implementing 
both basic and advanced mitigations. You are expected to demonstrate clearly showcasing a 
strong understanding of practical cybersecurity measures.  

+ Network Setup is done. Video Snippets submitted 
+ Reflected on Information Gathering aspects.  
+ Vulnerability Assessment: Could have used automated vulnerability assessment tools.  
+ Vulnerability Exploitation:. More focus and practice on Exploits, Payloads and its 

security enhancement required. 
+ Demonstration done on GPOs and BitLocker. 
+  Lack of understanding on the GPO's. Working on GPO's with proper understanding 

could have avoided the issues during mitigation. 
 

Transferable Skills for Life and Professional Practice  

To achieve high marks in transferable skills, you must produce a well-structured report and 
present your demonstration with in-depth analysis of current methodologies, deliver a clear 
and reflective demonstration, and professional communication skills. You should showcase 
resource management, and fluency in technical aspects throughout the report and 
demonstration process. 

+ Flow of the Report and demonstration is ok 
+ Reflected on Technical concepts.  
+ Demonstration requires more clarity and strong arguments to justify your mitigation 

steps.  
+ Attending lectures is the key. 


