


Enhancing Website Server Infrastructure Security through Vulnerability Assessment and Remediation

Research Proposal

David Cornelius
2023506
CDSM


[bookmark: _Toc145074432]Contents

Table of Contents
Contents	2
1. Introduction	3
2. Background to the Proposed Research	4
3. Aims & Objectives	6
4. Methodology	8
4.1 Research Methodology	8
4.1.1 Philosophy	9
4.1.2 Approach	10
4.1.3 Strategies	11
4.1.4 Risks & Limitations	12
4.1 5 Ethical Issues	12
4.1.6 Validity, Reliability & Generalisability	13
5 Resources and Planning	15
5.1 Hardware Resources	15
5.2 Software Resources	15
    5.3 Information Resources……………………………………………………………………………………………………………15
5.4 Budget	16
5.5 Project Plan	16
6. Potential Impact and Future Research	18
7. Personal Reflection	18
8. References	19



[bookmark: _Toc145074433]1. Introduction

In today’s dynamic digital landscape, the security of the website server infrastructure environments emerges as a critical concern. As cyber threats escalate in both frequency and sophistication, organizations across industries find themselves at the frontlines of a relentless battle. Vulnerabilities within software configurations, and web applications have become prime targets for malicious actors, posing risks that span from finacial losses to data breaches and privacy infringements. 
This project seeks to address these challenges, with a specific focus on enhancing the security posture of a real-world website server infrastructure environment through vulnerability assessment and remediation. 
The motivation behind the chosen research lies in a practical necessity to accomplish the stated objective for real-world purposes. Working for a company that develops and distributes Learning Management Systems via web infrastructure there is the utmost necessity for strategic deployment of robust security measures. 
Further motivation lies in the opportunity to help identify and bridge gaps in the current cybersecurity practices while building an academically based repository of industry contextual knowledge that can contribute directly to my current industry but also the wider cybersecurity community. 
The aim is to shed light on vulnerability management within a real-world context, specifically homing in on CVEs, hardware misconfigurations and remediation techniques for different types of servers. Furthermore, the projects seeks to quantify the overall impact of the deployed strategies utilising an evidence-based approach. Providing analytical feedback on the overall impact of implementation illustrating its net benefit effect on the overall security posture of a target environment. 

In doing so the research strives to align closely with the current threat landscape, where cyber incidents and breaches continue to make headlines. The practical implications of the findings aim to add value, offering organizations the information and context they need for successful vulnerability management. 
However, there is a need to acknowledge the scope and limitations of the research effort. Recognizing that the focus will be on a specific environment, and each organization may require a tailored approach specific to their needs.
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The following preliminary background literature review offers a concise overview of the history, essential concepts, and theories in vulnerability management, helping to lay the foundation for the proposed research.  
 
Vulnerability management, the practice of identifying, assessing, and mitigating security vulnerabilities, plays a pivotal role in fortifying digital assets in today's modern business environments.  

Evolved over decades through means of trial and error, its historical development is deeply connected with the evolution of the internet and computing. 

Having origins which can be traced back to the early days of computing when researchers and system administrators began recognizing the presence of vulnerabilities and their potential exploitation [1] and becoming mainstream during 90s where the internet expanded exponentially. 

Tripling its users in only a couple of years [2]. The startling urgency to which the need for effective vulnerability detection and remediation became of paramount importance.  

As a direct consequence of the emerging landscape, the CVE system was introduced [3]. The CVE (Common Vulnerability and Exposures) system aspired to provide a standardised and logical approach to categorising and logging vulnerabilities while providing a repository of shared knowledge to address vulnerability collectively [3].  

Following on from the successful adoption and implementation of the CVE system to the wider community, there was still a need to develop further tools and resources to combat the constantly evolving threat landscape. Expanding on research completed by The National Infrastructure Advisory Council . CVSS Scores were introduced in 2005 [4].
 
Providing a severity-based rating system [5] CVSS attempts to bring a layer of quantification to the data collected. By assigning scores, it enables logical and consistent categorisation of threat types [5]. In doing so provides research and practitioners with the standardisation and generalization required to make the next logical step in the domain of vulnerability management.  
 
That next step involved the mainstream adoption and deployment of Automated assessment tools. At the forefront of this category is Nessus. Developed by Renaud Deraison [6] and initially adopting an open-source model. Nessus has built itself a reputation over the years as being the leader in the industry [6]. Utilizing a combination of the previously mentioned CVE and CVSS Systems while also introducing automated assessments and plethora of widely adaptable plugins [7] Nessus continues to evolve detection techniques and increase the scope of its usability into 2023.   
 
Further to the steps taken to address vulnerability assessment techniques outlined above there has been parallel progress made around remediation. Remediation refers to the practical mitigation of a vulnerability or threat [8].
 
In the early days of cyber security remediation would have been primarily accomplished in a reactive manner with organizations addressing vulnerabilities as they became an issue [1]. However, the dynamic nature of the landscape facilitated the necessity for a systematic and structured pro-active approach.  
 
A major milestone in remediation was achieved with the introduction of patch management. Patch management introduced an efficient software updating process [9]. By doing so vulnerabilities could be "Patched" fixing key areas of concern helping to impact the overall vulnerability landscape for the better. 
 
Another such milestone was the advent of configuration management tools. These tools as the name suggest allowing for strategic and targeted configuration of systems to meet specific standards [10] doing so, the aim is to ultimately reduce the surface from which an attack can be launched. Furthermore, by adhering to standardised configurations, the overall chance of hardware misconfiguration is reduced [10]. 
 
As remediation continues to evolve the focus has shifted more in favour of vulnerability prioritization [11] This is primarily due to the consistent barrage of new threats. To manage these dynamically evolving threats a new level of strategy needs to be employed in the remediation efforts. Aiming to remove all vulnerabilities is not always a practical and achievable goal and most environments focus on vulnerabilities which have a direct impact on the environment in question.  
 
Lastly, in the discourse on vulnerability management its essential to understand the role of continuous monitoring. Extending beyond the assessment and remediation techniques outlined. Monitoring is a rooted in the requirement for a continuous and responsive approach [12] by employing regular vulnerability scans, the intention is foster a level of proactivity in identifying emerging vulnerabilities and misconfigurations [13] Furthermore continuous monitoring offers the ability to track changes over time offering insight into trends, which if utilised properly can be leveraged for deeper insight when aiming to increase security posture [13].  
  
Overall, the cybersecurity landscape has evolved drastically and dynamically over the last 20 years generally in response to the emerging landscape. From recognizing the need for categorisation and structured systems to the implementation and mainstream deployment of automated testing tools and remediation strategies. 

Previous research and case studies have significantly contributed to vulnerability management practices as demonstrated above however, the requirement for ongoing research is clear.  While existing literature provides valuable insights, it may not fully address the unique challenges and requirements specific to web server infrastructure security in 2023.  
 
This preliminary background literature review sets the stage for the proposed research which aims to explore and contribute to overall discourse of vulnerability management in the modern era.   
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Aim: 
Enhancing website server infrastructure security through vulnerability assessment and remediation. 
 
Research Question: 
Evaluating the effectiveness of vulnerability management processes and remediation strategies in improving the security posture of a website server infrastructure. 
 
Objective 1: Conduct Comprehensive Vulnerability Assessment 
Conduct a systematic and thorough vulnerability assessment of the environment infrastructure:
· Utilize industry-standard vulnerability assessment tool Nessus, to scan and analyse the infrastructure, including web servers, database servers, and service servers. 
· Identify and categorize vulnerabilities, focusing on CVEs and misconfigurations that could potentially pose security risks. 
· Prioritize identified vulnerabilities based on severity ratings and potential impact on the security posture. 
· Document and maintain a detailed inventory of vulnerabilities for reference and analysis. 
 
Objective 2: Develop and Execute Effective Remediation Strategies 
Develop and execute a plan for addressing identified vulnerabilities and misconfigurations. The remediation strategies will be designed to: 
· Prioritize remediation efforts based on the severity and potential impact of vulnerabilities. 
· Include detailed procedures for patch management, configuration changes, and other remediation techniques. 
· Establish timelines for remediation tasks to ensure timely and efficient resolution. 
 
Objective 3: Evaluate the Impact on Security Posture 
Assess the impact of vulnerability assessment and remediation efforts. The evaluation will include: 
· Quantitative analysis to measure the reduction in the total number of vulnerabilities. 
· Qualitative analysis of reporting documentation utilising thematic examination to identify patterns.  
· Comparison of report results against 3rd party (Pen tester) results to increase validity of findings. 
· Evaluation of the success of remediation efforts in minimizing the attack surface and enhancing the security posture. 
 
Objective 4: Establish Ongoing Security Monitoring 
To ensure the sustainability of security enhancements, this objective focuses on establishing continuous monitoring processes: 
· Implement recurring vulnerability scans on a regular basis to identify emerging vulnerabilities and potential misconfigurations. 
· Track changes in the security posture over time, maintaining historical data for trend analysis. 
· Adapt remediation strategies based on the evolving threat landscape and the findings from ongoing monitoring. 
 


Objective 5: Provide Actionable Recommendations 
Based on the research findings and evaluation generate actionable recommendations: 
· Identify best practices, procedural enhancements, and potential tool enhancements based on the research's practical insights.
· Develop guidance for sustaining vulnerability management and remediation efforts.
· Compile a comprehensive report summarizing the research findings.
· 

[bookmark: _Toc145074436]4. Methodology
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Objective 1: Vulnerability assessment 
 
Data Collection:  
To commence the study, a vulnerability assessment will be conducted using Nessus. 

This process aims to gather data on security vulnerabilities existing within the web servers, database servers, and service servers of the infrastructure. 

Essential data points to be collected include vulnerability names, severity scores, and detailed descriptions of their impact.
 
Data Analysis: 
Following data collection, the identified vulnerabilities will be analysed. Prioritization will occur based on CVSS scores, and vulnerabilities will be categorized into high, medium, and low-risk groups. 
 
Objective 2: Remediation strategy
 
Development of Remediation Plan:  
Post-vulnerability assessment, a comprehensive remediation plan will be developed. This plan will encompass procedures for patch management, configuration changes, and any other remediation techniques utilised. Furthermore, it will specify timelines to ensure efficient execution. 
 
Execution of Remediation:  
The remediation plan will be put into action. Progress will be monitored; any encountered issues will be addressed immediately. Thorough documentation of all remediation activities will be maintained for accountability and reporting purposes. 
 
Objective 3: Evaluation 
 
Quantitative Analysis:  
To assess the effectiveness of our remediation efforts, a quantitative analysis will be conducted. This analysis will measure the reduction in the total number of vulnerabilities post-remediation compared to the initial assessment. Statistics and percentages will be utilised to illustrate a snapshot of the reduction in overall vulnerabilities. 
 
Qualitative Assessment:  
Qualitative analysis will be dedicated to thematic examination. Examination of reports will aim to identify patterns and evolving trends in vulnerability management. 

Objective 4: Continuous monitoring 
Recurring Vulnerability Scans:  
To ensure sustained enhancements, a process of recurring vulnerability scans will be implemented to identify emerging vulnerabilities and misconfigurations. 
 
Trends:  
Historical data of scans will be kept facilitating trend analysis. This will help track changes in the security posture over time and identify recurring patterns in vulnerability discovery and remediation.
 
Adaptation:  
Based on findings from ongoing monitoring, remediation strategies will be adapted as required. 
 
Objective 5: Reporting and recommendations 
 
Report Compilation: 
At research conclusion, a report will be developed to summarize the findings. This report will encompass vulnerability, assessment results, remediation outcomes and their overall impact on the security posture. Visual representations, including charts and graphs, will be included for clarity. 
 
Actionable Recommendations: 
Based on practical insights from the research, best practices and procedural enhancements will be identified and developed to serve as actionable recommendations. 
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The project seeks to adopt a mixed methods approach combining elements of positivism and interpretivism. 

Positivism is used in the quantitative aspects, such as vulnerability assessment, analysis of vulnerabilities, and monitoring the reduction in vulnerabilities. These areas call for an objective, data-driven approach. Positivism meets these requirements as demonstrated by the following key advantages:

· Empirical Rigor: Positivism ensures that the research is grounded in empirical evidence, enhancing the credibility of findings. The use of an industry-standard tool like Nessus for vulnerability assessment increases the validity of the data collected. 
 
· Objective Measurement: Positivism facilitates objective measurement of the effectiveness of vulnerability management processes and remediation strategies. This enables the project to provide quantifiable results, such as the reduction in vulnerabilities and improved security posture. 
 
· Systematic Approach: Positivism emphasizes systematic and structured methodologies. This systematic approach is well-suited to the cybersecurity domain, where clear processes and documentation are critical for identifying and mitigating security risks. 

While positivism does offer advantages, it is essential to acknowledge the limitations and take practical steps to address them: 

· Qualitative Analysis: Positivism may struggle to capture subjective aspects. To mitigate this qualitative analysis is incorporated, bridging the gap between objective and subjective perspectives. 

· Dynamic Nature of Cybersecurity: Cybersecurity is a dynamic field with evolving threats. To address this challenge, the project adopts a continuous monitoring approach. Ongoing vulnerability scans and adaptation of remediation strategies ensure responsiveness to emerging threats.  

By incorporating Interpretivism to negate the disadvantages of positivism we open a new avenue of exploration.

Thematic examination of reports will aim to identify patterns and evolving trends considering the subjective human element. 

By incorporating the different approaches variation and contrast has been introduced providing the research with an alternate and unique perspective providing additional insight.
 
[bookmark: _Toc145074439]4.1.2 Approach

As the project seeks to be clear and concise in its findings is necessary to establish a framework for data collection and analysis. 

The adoption of a deductive approach is perfectly placed to meet these requirements by providing a structured and hypothesis-driven research approach.
  
By adopting a deductive approach, we can leverage the following key advantages:

· Hypothesis Testing:  We can formulate specific hypotheses related to our objective and systematically collect data to either support or refute the hypotheses. This approach will enhance the ability of the project to draw meaningful and actionable conclusions. 

· Quantitative Emphasis:  The project places a significant emphasis on quantitative analysis, including measuring the reduction in vulnerabilities. A deductive approach generally aligns with quantitative research methodologies.

· Structure:  A structured framework for conducting vulnerability assessments, developing remediation plans, and evaluating security posture. This structured methodology ensures that all steps are carried out systematically, minimizing the risk of overlooking critical aspects.
.
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4.1.3.1 Literature Review

The literature review serves as a foundational cornerstone of the research project. It provides an understanding of the existing body of knowledge in vulnerability management and remediation strategies, offering a theoretical foundation for the research to follow. 

By establishing an understanding of the theoretical underpinnings in vulnerability assessment and remediation and taking into consideration any key gaps identified that may need be addressed.  The project will be better placed to succeed in its aim to contribute to overall repository of knowledge currently available

Furthermore, the literature review will serve as a key step in identifying established best practices and frameworks which can be utilised to successfully deploy assessments, develop and execute remediation strategies (Objective 2) and provide valuable insights which can inform our actionable recommendations (Objective 5) enhancing the overall relevance and applicability of the project. 

4.1.3.2 Experiment
 
Following the literature review, an experiment strategy will be employed. Conducted to systematically assess website server infrastructure security by scrutinizing the effectiveness of vulnerability assessment and remediation strategies.

By utilising an experimental methodology, we aim to remain empirical and asses the practical utility of the deployed vulnerability management strategies, helping to satisfy the requirements of Objective 3 which seeks to quantify the reduction in vulnerabilities post remediation. Furthermore, experiments offer quantitative data which will prove essential when illustrating the effectiveness of the vulnerability management strategies deployed. 

4.1.3.3 Action-Research

Action research works in tandem with the experimental phase, taking on a dynamic and iterative role. Grounded in practical problem-solving, it aims to fortify the website server infrastructure security through the development and execution of ongoing remediation strategies (Objective 2) and the establishment of ongoing security monitoring (Objective 4). 

Furthermore, action research helps to introduce a qualitive element to the research by enabling the exploration of practical challenges and illustrating success through continue observations and reflections. This qualitive approach is perfect for complimenting the experiment strategy. 
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As with any project there are always inherent risk and limitations in the context of this project most of the risk is in the practical application of assessment and remediations. Some of the main considerations are demonstrated as follows: 
Network Disruptions: Remediation activities, such as applying patches or reconfiguring servers, may temporarily disrupt network services, affecting business operations. 

To address this point clear lines of communication will be established between administrators and stakeholders ensuring remediation is deployed when optimal for minimal network disruption. 
Not Effective: A further risk is in relation to the assessments, there is a possibility that the scans are ineffective in their pursuit of identifying vulnerabilities. However, this can be counteracted by implementing a robust literature review and building the assessment methods of tried and tested examples

Scope: The project's effectiveness may be limited to the specific environment under study, and findings may not apply directly to different environments. 

The project seeks to counteract this providing an academic approach showing the overall usefulness of the methods employed. While they may not be replicated exactly inspiration can be drawn which can be applied in its own context. 

Dynamic Threat Landscape: The project's findings may become quickly outdated due to the ever-evolving threat landscape. New vulnerabilities can emerge, requiring continuous monitoring and updates. 

The project attempts to address this via Objective 4 which introduces continuous monitoring as a means of ongoing protection. 
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4.1 5 Ethical Issues

Due to the multifaceted nature of cybersecurity research, involving experimentation and practical interventions, a conscientious approach to ethical considerations is required. Some key areas of consideration are:
  
Consent: In scenarios involving live infrastructure, it is imperative to ensure that all stakeholders are adequately informed about the research objectives and the potential impact on their systems. In the context of this project consent has been established prior to the research.
  
Data Privacy: The collection and analysis of data, especially when dealing with vulnerabilities and system configurations, demand a stringent commitment to data privacy and confidentiality. Anonymization of data, encryption during transmission and storage, and restricted access to sensitive information are crucial.
  
Minimization of Harm: The experimentation and remediation phases may involve the manipulation of vulnerabilities, which carries inherent risks. A minimization of harm approach will be adopted, striving to minimize potential disruptions or adverse consequences. 
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4.1.6.1 Validity

The project's approach enhances validity through its focus on real-world testing and practical assessments. By implementing vulnerability mitigation strategies within a real-world environment. Validity is achieved through its practical application. Further validity will be achieved by comparing internal results to external 3 party results. Further adding weight to our overall conclusions

4.1.6.2 Reliability

The project's methodology contributes to reliability by employing a systematic process for vulnerability assessment and mitigation strategy testing. Automated vulnerability scanning tools provide consistent and repeatable results, enhancing the reliability of data collection. 

The documentation of procedures, data collection methods, and analysis techniques ensures transparency, enabling other researchers to replicate the research and achieve consistent results.  

4.1.6.3 Generalisability

While the project's focus is on a specific environment, its findings can offer insights with a degree of generalizability. The real-world environment allows for the development of actionable and practical knowledge. While full external generalizability might be limited, the transferability of lessons learned will still provide useful to the broader community.   

4.1.7.1 Data Collection

By collecting data effectively, we can facilitate a robust evaluation and analysis. This section outlines the types of data to be acquired, the methods employed. 
 
Data Types:

Vulnerability Data: This includes information about identified vulnerabilities, their severity ratings, CVEs, and detailed descriptions. 
  
Remediation Data: Information related to the execution of remediation strategies, such as patch management records, configuration changes, and timelines for resolution. 
  
Server Infrastructure Data: Details about the servers and the overarching environment.
  


Collection Methods: 
  
Vulnerability Assessment Tool: Data will be collected through Nessus, which will scan and analyse the infrastructure, identifying vulnerabilities and hardware misconfigurations. 
  
Documentation: Detailed documentation will be maintained throughout the project, including vulnerability reports generated by Nessus, records of remediation efforts, and configuration change logs. 

Minimum Amount of Data Required for the Project:  A baseline assessment of vulnerabilities in the initial state, records of remediation efforts, and post-remediation vulnerability assessments. This data is essential for assessing the impact of remediation strategies (Objective 3). However, collecting data should not be an issue as previously mentioned there is a real-world necessity for the research and the accomplishment of the overall goal. 

4.1.7.2 Data Evaluation

In the realm of cybersecurity, data evaluation serves as the linchpin that transforms raw information into actionable insights. 

This section illustrates how collected data will be assessed, whether through statistical analysis or thematic examination, to extract valuable findings.
 
Data Evaluation Methods
Data will be evaluated through a combination of quantitative and qualitative methods. Quantitative analysis will involve measuring the reduction in the total number of vulnerabilities pre- and post-remediation. Qualitative analysis will include thematic examination of reporting documentation to identify patterns and trends. 

Statistics will be utilised to summarize and present quantitative findings, such as mean reductions in vulnerabilities and percentage changes in vulnerabilities by severity. Qualitative findings from thematic analysis will be presented using data and key excerpts from the reporting documentation.

To further bolster the statistical analysis the project will employ the hypothesis of: 

The application of comprehensive vulnerability assessment followed by targeted remediation strategies will result in a statistically significant reduction in the total number of vulnerabilities in the website server infrastructure.

By analysing data with this hypothesis in mind we can further evaluate our findings for meaningful insights and while providing another level of academic rigor to research. 

Data will be presented using a combination of tables, charts, annotations, and graphs to enhance overall clarity. 
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5.1 Hardware Resources

Computers/Workstations: Essential to conduct vulnerability assessments, execute remediation strategies, and analyse collected data.  
 
Server Infrastructure: A real-world server infrastructure environment will be used for vulnerability assessment and applying remediation strategies. 

The infrastructure environment consists of web servers, database servers, and service servers utilising a combination of Windows and Linux. The hardware is virtualized by Amazon Web Services (AWS).  
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5.2 Software Resources

Vulnerability Assessment Tool:  Nessus 
 
Data Analysis Software: Microsoft Excel will be employed to process and analyse data collected during vulnerability assessments and remediation efforts. 
 
Documentation and Reporting Tools: Microsoft Word will be used for creating project reports, documenting procedures, and presenting research findings. Data Visualization tool Power BI will be used enhance data presentation and provide visual elements. 
 
Programming and Scripting Languages: Programming languages such as PowerShell or Ruby will be utilized to implement remediation.  

5.3 Information Resources

The external data required for the project will be generated from a real-time web infrastructure environment via means of vulnerability assessments. 

Data will also be required to facilitate the literature review. Information can be gathered from data sources such as:
 
Online Databases, Repositories and Institutional Libraries: Databases like IEEE Xplore, Google Scholar or the university library can be utilised to derive knowledge.
 
Government and Industry Guidelines: Government agencies, such as the National Institute of Standards and Technology (NIST) and industry organizations like the Centre for Internet Security (CIS), publish guidelines and best practices for cybersecurity.

Security Documentation: official documentation and guides provided by software and hardware vendors for the tools and technologies utilised in the project. 
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All the hardware and software requirements for the project are already in place so there are no financial requirements necessary to outline. 
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Phase 1: Project Initiation and Software Configuration 
  
Literature Review & Objective 1: Conduct Comprehensive Vulnerability Assessment 
  
· Activity 1: Comprehensive review of the current literature.

· Activity 2: Define the scope of the vulnerability assessment, incorporating considerations specific to the infrastructure, configure the hardware and software resources ready for the assessment.  

· Activity 3: Develop a detailed plan for executing the vulnerability assessment, including procedures and metrics. 

· Deliverable: A comprehensive literature review and a project initiation report, outlining the scope and a detail of the assessment plan. 
 
Phase 2: Data Collection and Initial Vulnerability Assessment 
  
Objective 1: Conduct Comprehensive Vulnerability Assessment 
  
· Activity 1: Execute vulnerability scans using Nessus across the server infrastructure environment. 

· Activity 2: Collect and categorize data on identified vulnerabilities and hardware misconfigurations. 

· Activity 3: Prioritize vulnerabilities based on their severity ratings and potential security impact. 

· Deliverable: Comprehensive vulnerability assessment results and a structured data inventory. 
 
Phase 3: Remediation Implementation 
  
Objective 2: Develop and Execute Remediation Strategies 
  
· Activity 1:  Develop and implement remediation strategies closely monitoring progress and responding to issues as they arise. 

· Activity 2: Maintain a detailed record of all executed remediation activities, ensuring transparency, accountability, and documentation of potential deviations or re-remediation. 

· Deliverable: Detailed documentation of the executed remediation strategies, outlining the specifics of the remediation process. 

Phase 4: Data Evaluation and Analysis 
  
Objective 3: Evaluate the Impact on Environmental Security Posture 
  
· Activity 1: Undertake a quantitative analysis to measure the reduction in vulnerabilities.

· Activity 2: Engage in qualitative analysis by conducting an examination of reporting documentation, identifying patterns and trends. 

· Activity 3: Complete a comparative analysis by comparing the initial security posture against the post-remediation assessment. 

· Deliverable: An evaluation report illustrating key findings, trends, and observations.
 
Phase 5: Ongoing Monitoring and Reporting 
  
Objective 4: Establish Ongoing Security Monitoring 
  
· Activity 1: Implement recurring vulnerability scans at predetermined intervals to identify emerging vulnerabilities and potential misconfigurations. 

· Activity 2: Document historical data of security posture changes over time to facilitate impact analysis. 

· Activity 3: Continue to adapt remediation strategies based on findings from ongoing monitoring, ensuring their alignment with evolving threats. 

· Deliverable: Periodic monitoring reports with historical comparison, updated remediation plans, and recommendations for ongoing vulnerability management. 
 
Objective 5: Provide Actionable Recommendations 
  
· Activity 1: Identify best practices and actionable recommendations informed by practical insights established during the research. 

· Activity 2: Develop guidance for sustaining ongoing vulnerability management and remediation efforts, emphasizing continual enhancement of website server infrastructure security.

· Activity 3: Compile a comprehensive final report.

· Deliverable: A conclusive project report summarising all findings from the research. Encompassing vulnerability assessment trends and history, remediation results and success rates, analysis and statistical findings, guidance, insights, and recommendations while concluding with the overall impact on security posture.   
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As demonstrated  by the outlined research aims, research question and objectives the project seeks to be twofold in its impact. Primarily the goal is the successful overall improvement in the security posture of a real-world environment through successful assessment and remediation techniques. 

The secondary goal established seeks to build an academic repository of knowledge which can be useful in the wider context of cybersecurity vulnerability management and seeks to establish actionable insights which can be applied to a wide range of scenarios. 

In terms of future research, the field of cybersecurity is highly dynamic. By its very nature it necessitates the requirement of ongoing research in response to the constantly evolving threat landscape.
Further research could be undertaken and explore complimentary techniques to enhance security posture. An example could be the addition of manual penetration testing. Comparisons could be drawn via a similar research method to establish which technique is most effective. Expanding on that same idea, further research could be undertaken to determine whether a combination of the two techniques is a better approach to utilising them individually. 
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Throughout the development of the research proposal there have been several different challenges and obstacles to overcome which have in turn giving practical insights that I can utilise moving forward for example:
· Taking a small idea and developing it in a logical manner utilising research methodologies, strategies, philosophies, and approaches. This academic approach helps develop a robust overall proposal and helps to maintain structure. 

· It’s very easy to get carried away with the scope of the project. Adding new objectives or continually expanding them. I found I actively had to resist the urge to do this and can see why a lot of projects can sometimes reach beyond their grasp.  

· Further to the above point, solidifying objectives early and developing a research question helps to establish a framework to build upon and helps to avoid going too broad. 

· In relation to the subject matter of the project I have learned from the literature review and accompanying research the urgent necessity for robust security measures to implemented across the board. Researching in this field only further enhances the anxiety in relation to cyber-attacks as you realise the startling prominence to which vulnerabilities exist. 

· Lastly, Cybersecurity is ultimately a continual battle. There is unlikely to come a moment where all threats cease to exist, and cybersecurity’s knowledge base comes to completion. 


Overall, the development of research proposal has heightened my enthusiasm to undertake the project for my final year. Already having a keen interest in the topic, the additional research and outlining of the proposal has further inspired me to provide a meaningful contribution where I can. 

Using the project as more than just an academic exercise I look forward to gaining real-world experience while furthering my knowledge overall in the field of cybersecurity.
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