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Abstract
This research proposes the development of a machine learning-based Intrusion Detection System (IDS) to enhance cybersecurity by improving the detection of network threats. Traditional IDS approaches face limitations such as high false positive rates, inability to detect unknown attacks, and poor performance with imbalanced datasets. This study adopts a Design Science Research and experimental approach to design, implement, and evaluate multiple machine learning models, including Random Forest, Support Vector Machine, and Neural Networks. Using benchmark datasets, the proposed system aims to achieve higher detection accuracy and improved real-time performance. The findings are expected to contribute to more efficient and reliable IDS solutions in modern network environments. [Keywords: Intrusion Detection System (IDS), Machine Learning, Cybersecurity, Network Security, Anomaly Detection]
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[bookmark: _heading=h.71pzg5no1c6l][bookmark: _Toc228468641]1.1 Context and Background 
One of the elements of modern technology that can no longer be dispensed with is cybersecurity, especially with the augmented use of digital systems in industries. There is an urgent need to secure networks due to the influx of cyberattacks. Impregnable tools that are vital in detecting possible threats include the Intrusion Detection System (IDS) to give early warnings to avoid causing damage. IDS may be generally divided into two, signature-based IDS and anomaly-based IDS systems. The signature-based systems are effective in terms of the known threats, but struggle with the identification of new or emerging attacks, and hence, they cannot be effective in the ever-changing environment of cyber threats. Anomaly-based systems, on the other hand, are created to identify the deviations from normal operation and thus have a wider coverage in the identification of an attack that has never been identified before.
Machine Learning (ML) as a means to enhance IDS has become an important subject in the last ten years. Conventional methods of IDS are usually restricted to predefined patterns or rules. ML, and specifically supervised learning, can complement and empower IDS to learn and find new attack patterns by itself. The recent developments in the fields of deep learning and neural networks have advanced the functionality of IDS slightly, which can be used to identify complex and high-dimensional attack vectors. In spite of these achievements, issues such as false positives, unbalanced datasets, and real-time implementation are still important issues. Machine learning provides an opportunity to overcome these constraints by creating more flexible, precise, and learning models based on changes in the patterns of threats.
[bookmark: _heading=h.2mpxp3vugev5][bookmark: _Toc228468642]1.2 Research Problem 
Various challenges limit the effectiveness of the IDS that is currently in place. Fast and effective, signature-based IDS systems have a shortcoming in their capability to detect new threats, which means that they are more likely to fail to detect the new threat as it evolves, used by attackers. Slightly more adaptable are the anomaly-based systems, which have high rates of good positives since it is not so easy to define what is considered normalbehaviourr [1]. This has led to alert fatigue, wherein security personnel have simply disregarded important notifications in favour of an overwhelming number of false alarms. Also, the existing ML-driven IDS models are constrained by unbalanced data, with many normal traffic examples dwarfing malicious activity, which causes models of training to be biased, and do not accurately classify rare attacks as malicious[Referred to Appendix 1].
A considerable gap in real-time detection is observed. The majority of IPS are designed to analyze attacks once they happen and this restricts their capability to prevent attacks. The blending of deep learning models has achieved great milestones, but issues like overfitting and limitations on computational resources do not allow these models to be realistic to use across the board in live settings [3]. The key issue that has to be resolved with respect to these problems is how well these issues can be addressed by improving the detection accuracy, minimizing the false positives, and having scalability that is addressed in this research.
[bookmark: _heading=h.519schyquit][bookmark: _Toc228468643]1.3 Research Aim and Objectives 
Aim:
The primary aim of this research is to design a state of the art machine learning based intrusion detection system (IDS) to elevate the reliability, decrease false positives and maximize in real-time intrusion detection of the network.
Objectives:
· To examine drawbacks of existing IDS methods, it is necessary to pay attention to such aspects as false positive rates and detection accuracy.
· To investigate and choose appropriate machine learning algorithms in order to improve intrusion detection features.
· To create and deploy a machine learning-driven IDS that is able to discriminate the normal and the malicious traffic.
· To measure the performance of developed IDS using standard evaluation measures, including accuracy, precision, recall and F1-score.
[bookmark: _heading=h.j4dmk59esb9l][bookmark: _Toc228468644]1.4 Significance of the Research 
The proposed study is important because it will deal directly with the constraints of the current intrusion detection systems that are also weak in managing the dynamic threat environment. This study has the potential of designing more resilient systems that can adjust to new attack vectors and detect malicious activities more accurately by integrating machine learning in IDS . The real-life uses of this study are numerous, especially in the banking, healthcare, and cloud computing areas where the security is the number one priority [2]. This research can result in increased protection of critical infrastructure by enhancing the working of IDS to lessen the effects of a cyber-attack. In addition, the results might help to create standardized ML-based IDS systems in industries and improve the general cybersecurity systems.
[bookmark: _Toc228468645]2. Literature Review 
[bookmark: _Toc228468646]2.1 Introduction to the Literature Review 
The literature review will critically assess the current studies of Network Intrusion Detection Systems (IDS), especially the use of machine learning (ML). With the changing landscape of cybersecurity threats, traditional IDS solutions are less equipped to keep up with the increased complexity and types of attacks. This chapter is a summary of the studies that look into different methods of IDS, especially those that incorporate the use of ML models, their strengths, weaknesses, and future developments. The focus on a critical review of new developments highlights the possibilities and constraints of the existing methodology, which preceded the bridging of the gap in research to build a better IDS.
[bookmark: _Toc228468647]2.2 Thematic Review 
2.2.1 Traditional IDS Approaches
The conventional methods of IDS can be majorly divided into signature-based and anomaly-based systems. Signature-based IDS identify familiar attack patterns by comparing network traffic with a set of well-defined signatures, and therefore,e they are extremely effective in detecting attacks that have been previously reported. Their primary weakness is, however, that they cannot identify zero-day attacks or new attacks that follow new patterns [4]. The signature-based methods are costly to maintain, too, since new signatures need to be provided continuously to match new threats. Normally, based IDS detects abnormal activities in the network traffic, giving it an edge in the detection of unknown attacks.
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Figure 1: Machine Learning and Deep Learning in Intrusion Detection
(Source: https://www.scirp.org/journal/paperinformation?paperid=141759)
These systems have statistical models or machine learning algorithms to establish a normal set of behaviour, which they consider deviations as a potential threat [15]. Normally-based IDS are more adaptable and can be used to identify new kinds of intrusions; they typically have the problem of false positives because there is no easy way to define what normal behaviour is, especially in a dynamic network setting. Recent research has been conducted on the domain of hybrid systems, which integrate both signature-based and anomaly-based systems in order to exploit the advantages of both. The trade-off between a low number of false positives and high detection is a continuing problem [Referred to Appendix 2].
2.2.2 Machine Learning Approaches in IDS
The use of machine learning methods has become more and more popular to boost the effectiveness of the IDS, which gives them the ability to study data and adapt to the changing patterns of attacks. Different algorithms of supervised learning, such as decision trees, random forests, and support vector machine (SVM), have been applied to IDS to categorise network traffic as either being normal or malicious. Such models learn to identify similar patterns using labelled data, which enables them to generalise and identify similarities in new, unseen data.
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Figure 2:Hybrid Features Selection Approach With ML Classifier
(Source: https://www.finalyearprojects.in/project/an-improved-design)
Among the key benefits of machine learning-based IDS is that they are capable of identifying attacks that are unfamiliar to them and learning the intrinsic patterns present in network traffic [5]. The success of these models is, however, very dependent on the quality of training data. Commonly used datasets include NSL-KDD and CICIDS2017, which are found in research studies, although these datasets are frequently poorly balanced, with normal traffic outnumbering malicious traffic. Such an unbalanced nature results in models that are skewed towards predicting usual traffic, which decreases attack detection accuracy. Also, convolutional neural networks (CNNs) and recurrent neural networks (RNNs) have been suggested as approaches to training machine learning models to overcome these limitations by automatically identifying hierarchical features based on raw data and by human-designed features [6]. These models are computationally heavy and might need large, well-labelled datasets to train. In addition, deep learning models are not easily interpretable due to their black-box nature, which has been an issue when it is important to understand how decisions are made, hence the importance of such models in security-sensitive settings.

	Technique
	Description
	Strength
	Limitation

	Decision Trees
	Tree-based classification model
	Easy to interpret
	Prone to overfitting

	Random Forest
	Ensemble of multiple decision trees
	High accuracy and robustness
	Increased computational complexity

	SVM
	Finds optimal boundary for classification
	Effective in high-dimensional data
	Sensitive to parameter tuning

	Deep Learning (CNN/RNN)
	Learns complex patterns automatically
	Detects advanced and unknown attacks
	Requires large data and high resources


Table 1: Comparison of Machine Learning Approaches in IDS
(source: self created)
2.2.3 Evaluation Metrics in IDS
The analysis of the IDS models is performed by using a range of measures, such as accuracy, precision, recall, and F1-score. An accurate model will be commonly used, but it can be misleading with the imbalanced data (favouring the majority), as the model could then score high accuracy, yet on the majority class (normal traffic) only [7]. The two values, precision and recall, give more insight into how well the model can label malicious traffic, where precision is the percentage of correct positives out of all positive predictions that the model makes, and recall is the percentage of correct positives that the model successfully identifies. The F1-score is the product of the two measures: precision and recall, and is frequently regarded as the most moderate measure of evaluation of an IDS, particularly when imbalanced groups are employed [8]. The evaluation metric used, however, depends on the context of the application, as some applications are more interested in minimising false positives (to help prevent alert fatigue) whilst others are interested in maximising the detection rate (to help it not miss an attack).
2.2.4 Datasets for IDS Research
Choosing a suitable dataset is a significant issue in training and testing the IDS models. The most popular datasets are NSL-KDD, CICIDS2017, and UNSW-NB15, all of which have both advantages and disadvantages. Examples such as the NSL-KDD data set have been widely utilised in the study of IDS since it constitutes a complete set of attack scenarios, but some feel that the data has become obsolete and no recent attack patterns are present [13]. Conversely, CICIDS2017 has a larger portion of up-to-date traffic statistics, including up-to-date attack vectors; thus, it can be used in more contemporary studies. Both datasets continue to experience the following problems: class imbalance and non-real-time data. Other than these datasets, unsupervised learning techniques are also under consideration to address the limitations of datasets [10]. Auto encoders and k-means clustering are unsupervised methods with the benefit of not needing labelled data, which may be challenging and costly to acquire. Such methods have demonstrated future potential in the detection of anomalies, but still have difficulties in dealing with complex and high-dimensional data.
[bookmark: _Toc228468648]2.3 Critical Analysis and Research Gaps 
Machine-learning-based IDS has made big strides in development, but there are still a number of critical gaps that exist. Unbalanced datasets are still an issue, because they result in models that will tend to favour the normal traffic detection to the expense of genuine malicious traffic detection. Though a number of methods have been suggested to overcome this problem, including SMOTE (Synthetic Minority Over-sampling Technique), the issue continues to be a problem in practical studies where malicious data that has been labelled is frequently limited. The other area of gap is real-time use of ML-based IDS [12]. The majority of current research revolves around offline detection, in which the data will be batch processed and analysed. This strategy cannot be applied to a highly sensitive setting where quick response is a necessity, as in the case of intrusion prevention systems (IPS) or real-time threat mitigation. The incorporation of machine learning models to real-time IDS is a less-explored area, especially regarding the maximisation of computational efficiency and latency.
[image: ]
Figure 3:Lifecycle of FL for IDS.
(Source: https://dl.acm.org/doi/10.1145/3687124)
Finally, although deep learning models have demonstrated encouraging outcomes, their elucidability remains a huge issue. Stakeholders who want to use IDS on a large scale should have knowledge of decision-making methods, especially in applications that are important to security [16]. The fact that deep learning models do not have transparency is a challenge to the industry of cyberspace in terms of being able to trust and accept them [Referred to Appendix 3].
	Research Gap
	Description
	Impact
	Existing Limitation

	Data Imbalance
	Unequal distribution of normal vs attack data
	Poor detection of rare attacks
	Sampling methods not fully effective

	Real-time Detection
	Limited real-time implementation of IDS
	Delayed threat response
	High latency and resource constraints

	Model Complexity
	Deep learning requires high computational power
	Limits practical deployment
	Expensive hardware requirements

	Explainability
	Black-box nature of ML models
	Reduced trust in decisions
	Lack of transparency tools


Table 2: Key Research Gaps in Machine Learning-Based IDS
(source: self created)
[bookmark: _Toc228468649]2.4 Relation to Your Study 
The study will correct the research gaps found in the literature by coming up with a better machine learning-based IDS that will solve the problem of false positives, uneven data, and detection in real-time. The proposed study aims to help refine the accuracy of the detection by focusing on the merging of the effective ML algorithms with the effective, real-time architecture, to reduce the amount of resources spent. The study will investigate model explanation tools, keeping the IDS vigorous and comprehensible to the team of cybersecurity specialists. This will also help in the further development of machine learning-driven IDS and their functioning in real-world network environments [14]. This study will examine the scalability and adaptability of the proposed IDS in dynamic network environments where traffic patterns continuously evolve. The integration of efficient feature selection techniques and optimisation methods will further enhance model performance while reducing computational complexity. Moreover, the research will consider the balance between detection accuracy and processing speed, which is essential for real-time applications. By addressing these aspects, the study aims to provide a more practical and deployable IDS solution. This will strengthen the applicability of machine learning-based intrusion detection systems in real-world cybersecurity scenarios and support organisations in improving their overall security posture.
[bookmark: _heading=h.nkp6ttj7eo28][bookmark: _Toc228468650]3. Research Design and Methodology
[bookmark: _heading=h.tzwc1kmiodjb][bookmark: _Toc228468651]3.1 Research Design
In this study, the research design is a Design Science Research (DSR) approach coupled with an experimental research design to create and test an Intrusion Detection System (IDS) based on machine learning. The Design Science Research is suitable for the present study because it is concerned with the creation of artefacts which solve the problems identified. In this case, an artefact can be understood as a machine-learning-based IDS model that aims to enhance the detection quality, decrease the false positives, and increase the detection potential of real-time intrusion models [15]. The experimental research design pairs up with the DSR approach by facilitating a systematic assessment of the model developed. The benchmark datasets are used to evaluate the effectiveness of various machine learning algorithms through controlled experiments. This enables objective comparison of the models in terms of fixed evaluation metrics, making the results reliable and valid.
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Figure 4:Application of ML in Cyber Security
(Source: https://www.geeksforgeeks.org/blogs/ml-in-cyber-security/)
A combination of Design Science Research and experimental design gives an all-embracing structure to this study. The DSR methodology helps in the creation of a novel solution that helps to remove constraints of current IDS systems, whereas the experimental design helps to test and prove the proposed solution in the most rigorous way possible. This two-sided strategy is especially applicable to the field of cybersecurity research, where the development of the system and the empirical assessment are crucial [25]. The research design is in line with the objective of the research, which is to come up with an effective and reliable IDS that employs machine learning methods. The research assures both theory and practice by designing, implementing and evaluating the system through an organised structure.

	Approach
	Purpose
	Justification

	Design Science Research
	Develop ML-based IDS artefact
	Solves identified cybersecurity problems

	Experimental Design
	Evaluate model performance
	Ensures objective and measurable results

	Combined Approach
	Integrate design and validation
	Enhances reliability and practical use


Table 3: Research Design Approaches in the Study
(source: self-created)
[bookmark: _heading=h.c4sdsyw4gz2r][bookmark: _Toc228468652]3.2 Research Methods and Materials
3.2.1 Research Approach
The study is quantitative, since it uses numerical data, which is obtained using network traffic, to assess the effectiveness of the intrusion detection system. This study is appropriate to be conducted using quantitative research as it allows objective measurement and statistical analysis of the system performance. Virtually all network traffic must be represented numerically to facilitate the use of machine learning algorithms in classifying between normal and malicious traffic [16]. Quantitative methods enable the study to measure the performance by measuring the results in measurable indicators like accuracy, precision, recall, and F1-score. These metrics offer an objective and clear way of comparing various machine learning models. Secondly, the quantitative method guarantees that the findings can be replicated and validated by other researchers, thus contributing to the credibility of the results.
3.2.2 Research Strategy
The research strategy used in the study is an experimental and simulation-based research in order to develop and evaluate the proposed IDS model. Experimental approach: The experimental approach is to train machine learning algorithms on labelled data and evaluate their capability to correctly classify traffic over the network. Through this process, comparison of the various models can be made systematically in controlled conditions.
Simulation is employed to reproduce network environments and test system performance without the associated risks of real-time deployment. This method is especially convenient in research on cybersecurity, in which experiments in real settings can subject systems to potential hazards [17]. Simulation allows the study to create a safe and controlled environment to conduct an experiment.
The research strategy comprises a number of phases that involve data preparation, model training, and performance evaluation. Each phase is well developed to be sure that the findings are reliable and consistent. This systematic method enables the evaluation of the efficacy of machine learning approaches in intrusion detection in a detailed manner.
3.2.3 Model Development
The process of model development includes the design and execution of several machine learning models to identify network intrusions. This paper will use the Random Forest, Support Vector Machine (SVM), and Artificial Neural Networks (ANNs) to assess their performance in intrusion detection [18].Random Forest is chosen because it allows working with high-dimensional data and minimises overfitting due to the use of ensemble learning. The Support Vector Machine has been selected due to its good performance in classification activities and its ability to deal with non-linear relationships. Artificial Neural Networks are added to investigate deep learning algorithms that are capable of detecting complicated patterns in network traffic [Referred to Appendix 3].
[image: ]
Figure 5: Classification of selected DL-based IDSs
(Source: https://www.semanticscholar.org/paper/)
The process of development starts by preprocessing data, which involves cleaning and preparing the data set into a form that can be analysed. This involves treating missing values, feature normalisation, and categorical variable encoding. Then, feature selection is done to remove the most irrelevant attributes and make the model computationally more complex, and enhance performance [24]. After preprocessing, the models are trained on labelled data and tested on unseen data to assess their generalisation abilities. To solve the problem of unequal datasets, methods like Synthetic Minority Over-sampling Technique (SMOTE) are implemented to make sure that the minority classes are represented with the required number. This enhances the detection of infrequent instances of attacks by the model.
	Model
	Strength
	Limitation

	Random Forest
	Handles high-dimensional data well
	Higher computational complexity

	SVM
	Effective for classification tasks
	Sensitive to parameter tuning

	ANN
	Detects complex attack patterns
	Requires large data and resources


Table 4: Machine Learning Models Used in IDS Development
(source: self created)
3.2.4 Evaluation Methods
The effectiveness of the developed IDS models is measured by various important measures, such as accuracy, precision, recall, and F1-score. Accuracy is a measure of the percentage of correctly classified instances and is used to give the general performance of a model. Nevertheless, accuracy in the case of intrusion detection is not enough because of the skewed datasets.
The precision indicates the rate of correctly identified instances of malicious out of all instances that are classified as malicious. The metric is useful in minimising false positives that may result in unnecessary notifications and workload on security analysts [19]. The recall is a measure of the ratio of the true cases of maliciousness to the correctly identified cases. Recall is paramount in making sure that the potential threats are not ignored.
The harmonic mean of precision and recall is the F1-score, and it gives a balanced assessment of the performance of the model. It is especially applicable in cases where there exists a trade-off between precision and recall. Alongside this, a confusion matrix will be used to give a breakdown of model performance in detail, i.e. true positives, true negatives, false positives, and false negatives. This can assist in determining where the model can be improved.
3.2.5 Data Collection and Preparation
The experiment involves publicly available benchmark data, such as CICIDS2017 and NSL-KDD, both well-known to the intrusion detection research community. These datasets have labelled network traffic data as normal activities and a variety of cyber-attacks. These datasets are chosen due to their full coverage of attack scenarios and their applicability to modern cybersecurity issues. Specifically, CICIDS2017 has a set of contemporary attack patterns and realistic traffic behaviour, which makes it appropriate to test state-of-the-art machine learning models [20]. The process of preparing data is one of the most important in research. The datasets are normalised to allow quality and consistency of data. These include: deleting records that lack or those that repeat, normalisation of numerical variables and the encoding of categorical variables. They also apply feature selection methods to help reduce the dimensions to enhance the efficiency of models. All these preprocessing procedures are fundamental towards improving the model and proper classification.
3.2.6 Tools and Technologies
The IDS model is implemented with the help of Python, which is widely applied in machine learning and data analysis. Python has many effective libraries available, which facilitate model development and evaluation.
[image: ]
Figure 6: Accuracy analysis
(Source: https://www.semanticscholar.org/paper/A-Hybrid-Intrusion-Detection-System)
Scikit-learn is employed in the application of classical machine learning techniques like Random Forest and Support Vector Machine [21]. TensorFlow and Keras are used for developing neural network models. Pandas and NumPy are used to manage and preprocess data, and to develop, Jupyter Notebook is used [Referred to Appendix 4].
These are chosen because of their versatility, effectiveness and ubiquity in both scholarly and industrial research. The rich documentation and support of the community also enable the process of development and make sure that the research is reproducible.
3.2.7 Hardware Requirements
The computation will also need sufficient computer power to facilitate model training and testing. To apply the traditional machine learning models, a system with a multi-core processor and adequate memory is appropriate. In the case of neural network models, it is advantageous to have access to a system with a rumoured time in terms of the presence of a graphics card (using this capability) or cloud-computing services. Such resources assist in training less time and enhancing the overall performance of the computations.
3.2.8 Ethical Considerations
Ethical considerations are an integral part of this research. The research employs publicly accessible datasets which do not identify any personally identifiable information, thus limiting privacy-related issues. Nevertheless, any data will be processed in a considerate and safe manner to act in accordance with ethical guidelines [23].The study also complies with principles of responsible artificial intelligence, so the created IDS model can be applied exclusively to cybersecurity aspects. Human beings are not used in the study, thus the risks to ethics are low. However, the study ensures transparency, integrity, and accountability of activities carried out.
[bookmark: _heading=h.gpjly9tp9osx][bookmark: _Toc228468653]4. Expected Outcomes
This study is also supposed to yield the desired result in terms of designing an effective and uninterrupted machine learning-driven Intrusion Detection System (IDS) that will significantly enhance the detection of cyber threats within network contexts. It is expected that the proposed system will offer a greater detection accuracy over traditional methods of IDS, especially in the detection of known and unknown attacks. the incorporation of intelligent machine learning algorithms should help decrease false positive rates, thus minimising alert fatigue among cybersecurity specialists [22]. The study also aims to prove enhanced performance when dealing with imbalanced datasets, which is the prevailing weakness of the current savant IDS models. The model is likely to increase the recognition of uncommon and advanced forms of attacks by implementing proper data preprocessing and sampling methods. Moreover, the research will most likely shed some light on how viable real-time intrusion detection can be, striking a balance between detecting speed and the efficiency of the computation [Referred to Appendix 5].
The results of the current research will also make a contribution to the academic literature as well as the field of application since they provide a scalable and effective IDS solution. The possible drawbacks, however, are a dependency on the quality of the data sets and the constraint of computational resources, which might affect the real-life implementation.
[bookmark: _heading=h.f831x0ofh7vm][bookmark: _Toc228468654]5. Timeline 
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Figure 7: Gantt chart
[bookmark: _heading=h.ch1f1zdedhzx](Source: self created in ms project)
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Appendix 1: Total frequency of usage of ML and DL algorithms.
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Appendix 2: Intrusion Detection System (IDS)
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Appendix 3: Machine Learning Systems for Enhancing Cybersecurity
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Appendix 4: IDS with Machine Learning
	Component
	Techniques / Tools
	Purpose

	IDS Types
	Signature & Anomaly-based
	Detect cyber threats

	ML Models
	RF, SVM, ANN
	Classify network traffic

	Dataset
	NSL-KDD, CICIDS2017
	Training and testing

	Preprocessing
	Normalization, Feature Selection
	Improve data quality

	Imbalance Handling
	SMOTE
	Detect rare attacks

	Metrics
	Accuracy, Precision, Recall, F1
	Evaluate performance

	Tools
	Python, Scikit-learn, TensorFlow
	Model development

	Goal
	Optimized ML IDS
	Better detection, fewer false alerts


(Source: Self-created)













Appendix 5: Taxonomy of Machine Learning Techniques
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(Source: https://www.cse.wustl.edu/~jain/cse570-19/ftp/ml_ids/index.html)
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