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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
[bookmark: _GoBack]This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

	Features of IPv6

	What is it?
Internet Protocol is a protocol used by devices connected by the internet, to assign an IP address to every single device that is connected to the internet, which is used to identify the device. IPv6, which stands for Internet Protocol version 6, is a successor to the 4th version of this protocol, IPv4.
It was developed by the Internet Engineering Task Force in 1998, when it created IPv6

What was wrong with IPv4?
The world has been using IPv4 as a standard internet protocol ever since RFC 791 published it in 1981, however, in the 80s, computers were not mainstream. People were simply unaware that computers would become substantially more mainstream in the future, meaning they’d become cheaper and more portable than ever. This was an issue, as IPv4 only had 4 billion IP addresses available, which seemed like a more than adequate number of devices at the time. However, more devices are connected to the internet now than ever, and 4 billion addresses was not enough as internet service providers slowly found themselves running out of available addresses.
Another issue with IPv4 is that it was an American intention, and that addresses for non-American devices had to be fragmented. Yet another issue with IPv4 is down to configuration issues. It’s extremely hard to configure properly, which might not be an issue for you as your router automatically sorts that out for you, but for your ISP, IPv4 is extremely ineffective.

How is IPv6 better?
IPv6, which was known as a “draft standard” in 1998, was made standard in 2017. It’s a 128-bit IP address, far larger than the original IPv4 IP address, allowing a substantial increase of available addresses. It’s a much more enhanced version as well, allowing performance boosting features such as automatic configuration and enhanced security.

Features of IPv6
Larger Address Space.
Thanks to the increased bit size, the new IPv6 now has 3.4×1038 more available addresses. According to Tutorialspoint.com, “1564 addresses can be allocated to every square meter of this earth”. [4]

Simplified Header
IPv6 removes the unnecessary clutter in the header of the packets when data is sent, which increases performance when sending the packet. The packet header in IPv6 only attaches crucial important data that’s required and not additional clutter that isn’t necessary.[5]

End-to-End Connectivity
All tech-based products now have their own unique individual IP address, which means devices can now connect with each other without the need of translating components. That means that a host can now connect to another host across the internet. [6]

Stateless address auto-configuration
Hosts no longer need to obtain addresses and other configuration information when using stateless, according to netapp.com, “Stateless auto-configuration in IPv6 features link-local addresses, multicasting, and the Neighbor Discovery (ND) protocol” This vastly improves performance on the ISP end as configurations are processed locally. [7]

Faster Forwarding/Routing
Because IPv6 puts all the unnecessary information at the end of the packet, when a terminal needs to find the address or other relevant important information they can adequately receive all important information from the header straight away without having to individually decide whether or not a particular line contains important information. [8]

IPsec
IPSec, a now optional security protocol, was used to ensure better security when transferring packets from one host to another. It used ESP, which stood for Encapsulating Security Payload, which was a protocol that encrypted the data in IP packets, and Authentication Header, which was a protocol that defined the method of digitally signing IP packets, and finally the Internet Key Exchange protocol, which was used to manage the keys used by the hosts when using IPsec. [8]

No Broadcast
Broadcast Addresses have been removed from the 6th version of internet protocol, they have been replaced by multicast. [9] Multicast is far superior, as it allows distributing data to multiple recipients at the same time. Multicasting diverts the data from a single multicast address, where a group of multiple recipients receive the data at once. [10]

Anycast Support
Anycast is a method of routing and addressing incoming requests and data that can be routed to different locations much like a Content Delivery Network. Anycast functions by routing incoming traffic to a data centre that’s closest to the client. [11]

Mobility
IP Addresses are typically based on the location of the host, which complicates things for mobile users. Mobility is a feature that solves this issue by enabling a mobile node to move from one link to another without changing the device’s IP address constantly, which is what would happen on IPv4 [12]

Smooth Transition
With IPv6, a large IP address scheme can distribute devices with their own globally unique IP addresses. This method reduces the amount of IP addresses wasted and does not require translating components such as NAT. This makes services that require vast amounts of data delivered in a fast amount of time such as VoIP software and gaming far more efficient. [13]

Enhanced and Improved Priority Support
With IPv4, services such as a 6 bit DCSP and 2 bit ECN was used to provide a better quality service, however it was limited as the devices utilizing it had to be supported.
With IPv6, a Traffic Class and a Flow Label are used to tell the router how to efficiently and effectively process and route the packet. This means that devices are better supported than traditional IPv4. [14]

Extensibility
All packets have embedded options allowing connections to extend the protocol, the Extensibility of IPv6 is much greater due to the amount of room for option extensibility available, which is far superior than IPv4’s tiny 40-bytes of options. According to Keycdn.com, “This allows users to extend the protocol without affecting the core packet structure.” [15]
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254     
	172.16.9.255

	C
	172.16.13.96/29
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	E
	172.16.13.0/26
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	F
	172.16.12.0/24
	255.255.255.0
	172.16.12.1
	172.16.13.62
	172.16.12.255
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