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[bookmark: _Toc37952366]Abstract	Comment by Carlene Campbell: 
Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.

Human hacking is widely used to describe Social Engineering, the art of tricking employees and consumers into disclosing their credentials. This sensitive data is being used to gain access to networks, accounts and may even lead to corporate’s network being infected. [1] User mobility, cloud computing and BYOD are new trends which are being used in many different corporations. All of them help businesses to scale and grow quickly, however they also increase the attack surface and diminish the effectiveness of traditional ways to protect a company’s network. [2] Therefore, the goal of this report is to implement the most efficient and secure network to protect organizations against cyber-attacks and threats they are facing every day.	Comment by Carlene Campbell: 
This could be part of your introduction. See previous comment, also you do not reference abstract.
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CoffeeCapulus is an international company which sells one of the best and most sought-after blends, the Blue Mountain Peak Coffee. It is estimated that 95% of this business’ network is wireless and uses cloud services to deliver IT services to its employees and clients. Protecting intellectual properties, which are worth billions is not an easy task to do for a company which is under pressure to allow staff and customers to use their personal devices to access business’ network. CoffeeCapulus is concerned about growing cyber threats and security of personal employees and client’s data is company’s major concern.
Bring Your Own Device (BYOD) policy that include smartphones and tables will play an important role in company’s technological enhancements. On many occasions, staff who use their devices for work do it without employer authorization and in most of cases there are no workplace rules regarding the use of those devices. People also overlook security concerns and if one of the employee’s personal devices is lost, it may lead to potential leaks of sensitive data. [3] Therefore, comprehensive security policy that covers all aspects of company’s enterprise network and Mobile Device Management Software needs to be in place.
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Mobile Management Software (MDM) is a type of security software used by Network Engineers to monitor, manage and secure employees’ mobile devices that are connected to company’s enterprise network and deployed across multiple mobile service providers and mobile operating systems. [4]
Cisco Meraki is the cloud-based enterprise software which has been chosen for managing mobile devices. It can create scalable, secure and easy to deploy networks that can be managed from any place in the world. This can be done using web-based Meraki Dashboard or Meraki Mobile App, but most importantly it supports almost every device and operating system used by people. [5]
Cisco Meraki offers solutions that provide unified management of devices and the entire enterprise network, such as:
· Unified multi-platform device management - Systems Manager monitors each of the company’s devices, showing useful data such as hardware and software information or recent location. Administrators have privileges to remotely lock and erase devices which can be helpful in case of device theft. [6]
· Robust security policy enforcement – protects devices and their data, controls usage and restricts access by enforcing policies across all of the mobile devices connected to the network. [6]
· Scalable endpoint configuration – defines and deploy network settings like wireless connectivity, VPN access and security settings to all devices at once instead of relying on the users to do so. [6]
· Secure support for BYOD initiatives – enforces data encryption, remotely wipes lost devices and restricts network access. [6]
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Figure 1 – The example of CoffeeCapulus’ enterprise network. Dual ISP configuration was used for network redundancy with Virgin Media as primary route and BT as secondary route.
[image: ]
Figure 2 – FTP was enabled in order to transfer files. Each department has different permissions, such as write, read, delete. Password should also be different for each user.
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Figure 3 – HTTP was disabled to prevent unencrypted data travelling thru the network. Enabling HTTPS is crucial to ensure data is protected by encrypting files.
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Figure 4 – DHCP helps to minimize configuration errors caused by manual IP address configuration, such as the same IP address assigned to more than one computer.
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Figure 5 – AAA is a framework used in the CoffeeCapulus to control access to computer resources, audit usage and enforce policies.
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Figure 6 – Using e-mail server helps to deliver internal e-mails faster and it is more secure. Owning e-mail server gives more control, such as enforcing usage policies or scanning e-mails for trigger words.
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Figure 7 – WPA2-PSK with AES encryption used to access CoffeeCapulus’ network is the most secure encryption standard, which has even been adopted by the US government.
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Figure 8 – Command Prompt showing successful connection between the CoffeeCapulus’ network and the remote worker.
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Figure 9 – Static IP routes which were created to allow multiple networks being connected together.
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Figure 10 – Command Prompt showing successful connection to the MDM/AAA/DHCP server and the file server.
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Figure 11 – Data Flow Diagram showing the implementation of BYOD management architecture in the CoffeeCapulus.
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Figure 12 – Marketing hierarchy.
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Figure 13 – Financial hierarchy.
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Figure 14 – Technology hierarchy.
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Figure 15 – Operating hierarchy.
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Figure 16 – Communications hierarchy.
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Figure 17 – Information hierarchy.
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Mobile devices such as smartphones, laptops and tablets are being used by students and employees not only for personal use, but also for work and study. Therefore, the idea of BYOD was created to allow people use their own devices instead of the schools or organizations providing technology for them. The BYOD policy is a way to achieve social activities in an institution or organization as most of the people depend so much on using any of their personal devices for study or work just because they are being considered more reliable by them. [7]
Successful implementation of the BYOD also requires that company modifies all policies and educates employees and clients as well as increases enterprise network security to comply with the new policies. An effective BYOD policy can lead to several benefits, such as: [8]
· Having up-to-date technology.
· Improved employee job satisfaction.
· Increased job efficiency and flexibility.
· Overall morale increase.
· Money saving.
However, there is still a lack of understanding risks related to BYOD and how to eliminate or mitigate them. Therefore, a comprehensive security policy that covers all aspects of CoffeeCapulus’ enterprise network must be in place. BYOD creates an immense challenge for Network Engineers who are asked to keep and protects company’s data and secure mobile devices. Risks of having BYOD include: [8]
· Data leak from mobile devices.
· Mobile malware.
· Possible loss of devices.
· Blurring of personal and business use.
· Device security capacities.
The right BYOD strategy must be implemented in CoffeeCapulus, an international company with 95% of the business’ network being wireless. Protecting intellectual properties, which are worth billions needs secure network, new policies and appropriate Mobile Device Management Software.
Securing company’s enterprise network is crucial when it comes to data processing and storage. Therefore, steps which have been taken to maximise CoffeeCapulus’ network security include:
· Disable file sharing – to avoid files being seen by all the users on the network it is essential to disable file sharing everywhere except on file servers.
· Up-to-date router firmware – outdated firmware may lead to loopholes, it is necessary to perform updates at least once a year.
· VPN – encrypts data transferred via business’ enterprise network and all Internet connections. When protected connection is lost, device will be automatically disconnected from the network.
· WPA2 – it is important to enable most advanced and secure encrypted protocol available on the routers.
· SLL certificates – to protect customers data there is a need to use reliable SSL certificates.
· Network name – changing default network name assigned by the provider which may contain sensitive data such as router model is essential.
· Double ISP internet connections – to increase throughput and avoid being disconnected from the Internet while ISP provider may have problems, two ISP are being used.
· Backup – it is essential to backup all files and being able to recover them, it can save business from going bankrupt.
· Firewall – control incoming and outgoing network traffic based on security policies applied. [9]
Possible issues with BYOD are that when data is kept in the staff’s personal devices it must be sent and received from them. Maintaining the integrity of data when it is on the public network and accessed by the public access point is very difficult. Therefore, VPN has been chosen to access corporate networks as it creates a secure channel between devices and provides protection to data travelling via public network. Another challenge is that employee privacy must be defined in policies as personal devices contains private content like photos, usernames or passwords. Organization’s must make employees aware of the privacy policy and expectations of privacy. For example, if monitoring or investigation to detect the security breach is needed, the private or personal information will be captured. However, CoffeeCapulus should design its efforts in a manner that will minimize the exposure of employees’ private data. [10]
If employee wants to upgrade their personal device, contents must be removed in order to avoid sensitive data being captured by the public or possible loss of data. Cisco Meraki has been chosen to remotely reset staff’s device, it is also capable of deleting only partitions of data. Remote wiping or blocking of a device could also permanently damage it or remove private data. Employee must be aware of possible consequences caused by Mobile Management Software and such conditions must be specified in terms of employment in order to perform hardware reset without surprising employee. [10]
It is important to understand that implementing CoffeeCapulus’ security policy where devices are owned by employees will be different than company owned devices. Policy must by clear when it comes to minimum device requirements, configurations, operating systems or services. Maintaining policy is crucial and must utilize the key technologies to avoid blurring of personal and business use. Business’ BYOD policy must also include clear instructions for: [10]
· Data encryption
· Wireless access
· Passwords and usernames
· Incidents and response
· Remote access
· Security of mobile devices
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1. General Provisions.
1.1. These regulations set out the rules for the operation and use of the CoffeeCapulus’ network.
1.2. The main role of the network is to help the CoffeeCapulus improve its growth.
1.3. Network administrator of the CoffeeCapulus’ network is the CoffeeCapulus’ Administration Team.
1.4. Only employees and clients have the right to use the CoffeeCapulus’ network.
1.5. Eating or drinking near the computer station is prohibited.
1.6. Users are required to comply with the CoffeeCapulus’ network policy.
1.7. CoffeeCapulus’ network policy must be attached to each employment contract and signed by the employee in order to grant the access to the CoffeeCapulus’ network.
1.8. CoffeeCapulus’ network policy must be attached to each visitors book and signed by the client in order to grant the access to the CoffeeCapulus’ network.

2. Administration of the CoffeeCapulus’ network.
2.1. Administration Team is responsible for coordinating activities ensuring the smooth functioning of the CoffeeCapulus’ network.
2.2. Tasks and permissions of the Administration Team include:
2.2.1. Overseeing the development and maintenance of the CoffeeCapulus’ network.
2.2.2. Management of the network logical structure.
2.2.3. Management of the CoffeeCapulus’ website.
2.2.4. Management of the employees’ email accounts on the CoffeeCapulus’ mail server.
2.2.5. Approving, enrolling and securing employees’ personal devices.
2.2.6. Monitoring and management of the employees’ personal devices which have been approved, enrolled and secured for use.
2.3. Administration Team has the right to limit the size of resources shared to the users and restrict access to individual network services.
2.4. Administration Team is required to comply with the recommendations of this policy.

3. Services of the CoffeeCapulus’ network.
3.1. User of the CoffeeCapulus’ network can be:
3.1.1. CoffeeCapulus’ employee.
3.1.2. CoffeeCapulus’ client.
3.2. Services of the CoffeeCapulus’ network can be used only for work, administrative activities or customer service.
3.3. It is unacceptable to use the CoffeeCapulus’ network for any other activities.
3.4. It is forbidden to perform activities that may disrupt the operation of the CoffeeCapulus’ network, such as:
3.4.1. Disconnecting cables.
3.4.2. Switching off network devices.
3.4.3. Replacing or reconfiguring network devices.
3.5. Administration Team has the right to block access to the CoffeeCapulus’ network for the user who violates the recommendations of this policy.

4. Security of the CoffeeCapulus’ network.
4.1. The right to use the CoffeeCapulus’ network cannot be rejected.
4.2. All logins and passwords for access to the shared resources of the CoffeeCapulus’ network provided to the users, may not be disclosed to the people without the rights to use of these resources.
4.3. Administration Team operating the CoffeeCapulus’ network is required to maintain professional secrecy.
4.4. User does not have the right to:
4.4.1. Attempting to access other users’ accounts.
4.4.2. Trying to decrypt passwords.
4.4.3. Conducting operations aimed at eavesdropping or interception of data transmitted in the CoffeeCapulus’ network.
4.4.4. Running software that may interfere with the CoffeeCapulus’ network or that may compromise the security of that network.
4.5. User is obliged to secure personal accounts in the network and manage its resources economically.
4.6. Administration Team has the right to block employee’s email account if the account security will be insufficient.
5. Registering, connecting and using devices in the CoffeeCapulus’ network.
5.1. Connecting the device to the CoffeeCapulus’ network requires the consent of the Administration Team.
5.2. Administration Team may refuse or withdraw its consent to connect the device if its use endangers the safety of the CoffeeCapulus’ network or is incompatible with the intended use of that network.
5.3. Cisco Meraki is the Mobile Device Management Software chosen to monitor and manage devices.
5.4. Operating systems supported by Cisco Meraki are:
5.4.1. Android 4.4.4 or higher (Android Enterprise requires 5.0 or higher).
5.4.2. iOS 5 or higher (SM app requires iOS 7 or higher).
5.4.3. Chrome OS.
5.4.4. tvOS.
5.4.5. macOS 10.7 or higher.
5.4.6. Microsoft Server 2016, 2012, 2008 R2.
5.4.7. Windows 10, 8.1, 8, 7.
5.4.8. Windows Mobile 10.
5.5. Administration Team is responsible for installing applications and antivirus software on all personal devices using Cisco Meraki.
5.6. A screen lock will be enforced on all personal devices if the device is left unattended for longer than 2 minutes.
5.7. Administration Team is responsible for the backup copy of the company’s information, which should be made on an external disk or network resource such as FTP server.
5.8. Account’s password must be created according to a special key that allows it to be secure. The password must not contain user login and must contain:
5.8.1. At least eight characters.
5.8.2. At least one lowercase character (a-z).
5.8.3. At least one uppercase character (A-Z).
5.8.4. At least one digit (0-9).
5.8.5. At least one symbol (? . , ! _ - ~ $ % + =).
5.9. User will be prompted to change the account password every 30 days.
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In conclusion, BYOD is an emerging market trend which raises a number of security concerns due to the fact that device is owned by the employee. However, Cisco Meraki which was chosen as Mobile Management Software is used to monitor, manage and secure employees’ personal devices. Furthermore, successful implementation of the secure BYOD environment requires that Network Engineers work together to increase security of the network, modify all policies and educate employees and clients. With a detailed and secure BYOD policy in place, CoffeeCapulus can eliminate the risks which come with BYOD while taking the full advantage of its benefits, such as remote working capabilities, improved employee job satisfaction, money saving and overall morale increase.
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