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[bookmark: _Toc132535581]Background
On 28/01/2023 a large balloon entered United States (US) airspace North of the Aleutian Islands in Alaska at an altitude of approximately 60,000 feet. It continued through Canadian airspace and then re-entered US airspace in Northern Idaho 31/01/2023. It proceeded over Montana, then Southeast through South Dakota and Nebraska. It continued flying over several states before being shot down by the United States Air Force (USAF) 04/02/2023. [1]
[image: ]
[bookmark: _Toc132535595]Figure 1 – Approximate flight path of balloon [2]
Over the course of its journey, the balloon passed several United States military bases and installations.
[bookmark: _Toc132535582]Issue
There are several sources of information about the balloons activities, most of them from news agencies. CNN reported a statement from a White House official who said: 
"We know the PRC used these balloons for surveillance. High-resolution imagery from U-2 flybys revealed that the high-altitude balloon was capable of conducting signals intelligence collection operations." [3] 
Whilst a spokesman from China’s Foreign Ministry stated: 
“It is a civilian airship used for research, mainly meteorological, purposes. Affected by the Westerlies and with limited self-steering capability, the airship deviated far from its planned course. The Chinese side regrets the unintended entry of the airship into US airspace” [4]
The issue is to attempt to separate the plausible from the implausible with regard to the potential spying capabilities of the balloon.
[bookmark: _Toc132535583]Recommendation
Reviewing the potential systems that the balloon may carry, it appears that there is nothing new or data that can’t be captured by the Chinese through means already at their disposal. The presence of the balloon in US airspace is likely to be more of a political statement than an act of subterfuge. Or it may be that Beijing wanted to test Washington D.Cs response to the event. There is also the unlikely scenario that the balloon was indeed a weather balloon that had unintentionally entered the air space.
The recommendation therefore, is to continue to review incidents involving balloons, how often they occur and if deemed prudent, develop a cheap anti-balloon munition that can be sold.
[bookmark: _Toc132535584]Timing
There is no dire urgency to this event.
[bookmark: _Toc132535585]Discussion
The geometry of the balloon shall be discussed to identify the lift capacity of the balloon and therefore the amount and nature of equipment which it may carry.
Each part of the electromagnetic spectrum shall be assessed in its usefulness and likelihood to be used for spying purposes on the balloon.
[bookmark: _Toc132535586]Balloon Geometry 
General Glen VanHerk, head of North American Aerospace Defence Command, said at a press conference: “The balloon assessment was up to 200 feet tall for the actual balloon. The payload itself, I would categorize that as a jet airliner type of size - Probably weighed in excess of a couple thousand pounds” [5]  
[image: ]As previously mentioned, the balloon predominantly flew at an altitude of 60000ft.
Figure 2 shows a close up of the balloon over Washington, Missouri on 03/02/23 taken by professional photographer Tyler Schlitt showing the size of the balloon and the undercarriage relative to it. It can be assumed that the large black squares are solar panels for providing power to whatever equipment that is on board. Panels can typically produce between 250 and 400 Watts [6] there appear to be 16 panels in the image giving a potential power output of between 4000 and 6400 Watts. 
Assuming the solar panels are 72-cell solar panels (to provide the higher wattage), each one weighs in at roughly 28Kg per panel [7]. Meaning the overall weight of solar panels alone is 448Kg not including the structure to fix the solar panels and other equipment to. With the overall weight of payload reported to be in the region of 1000Kg, the weight of solar panels plus the weight of the structure itself (estimate 100Kg), that leaves only 450Kg for surveillance equipment and ancillaries.[bookmark: _Toc132535596]Figure 2 - Close up of balloon [16]

[bookmark: _Toc132535587]Gamma Rays
Gamma rays have the shortest wavelengths and highest energy in the electromagnetic spectrum. Typically produced by the degradation of radioactive materials, they are used to sterilise medical equipment and act as tracers in medicine or to initiate nuclear reactions. Neither of these purposes are useful for subterfuge and as such it can safely be assumed that the balloon is not emitting any gamma rays and has no equipment on board capable of emitting gamma rays. 
[bookmark: _Toc132535588]X-Rays
X-Rays won’t be present on the balloon as they are completely impractical. The intensity of X-Rays (number of photons in a given area) follows the inverse square law. If the intensity of X-Rays 1m from the balloon was an arbitrary value of 1 photon per square meter, then the intensity at ground level would be 2.98x10-9 photons per square meter. This would be insufficient to get a good resolution radiograph of an object. Notwithstanding the fact that there would be no film for the X-Ray to hit and create an image on, or a way for the Chinese to recover and develop said film.
[bookmark: _Toc132535589]Ultraviolet
Ultraviolet light has been used in the USA to investigate the pour patterns of ignitable liquids as early as the 1970’s [8]. However this has only been useful at close ranges and involves the UV torch operator physically seeing the reflections. The balloon is operating so far away from ground level they will not be able to see reflections of the light, if there is enough even striking the ignitable liquid, same problem as the X-Rays and inverse square law. Another issue would be the size of camera required to capture an image of the reflections, which will be discussed in the next section.
[bookmark: _Toc132535590]Visible Light
Visible light is the region of the electromagnetic spectrum of which we are most familiar with although it is a tiny part of the electromagnetic spectrum, only occupying the 400 to 700 nanometre band of the spectrum. The usefulness of this part of the spectrum is the ability to capture both still and video footage from cameras. 
[image: ]There is a good chance that the spy balloon had surveillance cameras as part of its arsenal, as the cameras mounted on the balloon may be able to capture better quality and more up to date images than the satellite images that the Chinese undoubtably take.[bookmark: _Toc132535597]Figure 3 - Hycon Model 73 B camera [17]

The cameras required to take images from this height are extraordinary in their size, weight and photo lens required to get a high resolution photograph. The U2 spy plane, operated by the USAF and CIA from the 1950s, carried a camera system (figure )that could reportedly “record objects as small as two feet across from a height of more than 12 miles. - The cameras have 24-inch focal length f8 lenses. With film, the entire set weighed 339 pounds.” [9]  Although advances in technology would mean that the overall weight of modern systems would be reduced, the photo lens would have to be of similar size in order to capture enough light from the target to produce a high resolution image [image: ]and consideration into protecting the sensitive equipment from the elements at 60000ft would mean that there wouldn’t be a drastic decrease in weight, perhaps a third at best with the removal of wet film and the miniaturisation of electronics in general, meaning the weight of a camera system could be in the region of 125kg.
The issue with these visible light cameras are that they will be unable to take images of a target through cloud or fog. In temperate regions, such as the USA, the cloud base can be expected to form within 6500ft above ground level (AGL) with the top of the cloud cover potentially reaching as high as 45000ft AGL, see figure 4. [10]
The amount of cloud cover one would expect in late January early February would indicate that the balloon would not be able to take good pictures for the whole duration of its flight, thus limiting the usefulness of visible light cameras.[bookmark: _Toc132535598]Figure 4 - Cloud heights [10]

The file sizes of high resolution images can be quite large, in general anything over 3.5 megabytes (MB) would be classed as a high resolution image. [11] Video footage is even bigger, with 1 minute of full High Definition (HD) at 30 Frames Per Second (FPS) having a file size of approximately 124MB and Ultra HD for the same amount of time being approximately 384MB. [12]
This amount of data per photograph or video would have to be stored on a hard drive on the balloon for sending back to China. This presents a problem of being able to send this data back to China, which shall be discussed in the radio waves section.
[bookmark: _Toc132535591]Infrared
[image: A picture containing text, indoor

Description automatically generated]Infrared waves are essentially heat rays which are emitted from objects. [13] They are an invisible part of the electromagnetic spectrum but can be detected using IR cameras. These cameras shall face the same issue as discussed previously in the visible light section with regard to equipment weight and image size but they have one critical advantage, they are able to capture images at night and also through cloud cover. The type of image that is captured by an IR camera is shown in figure 5, with white being hot and block being cold.[bookmark: _Toc132535599]Figure 5 - Example IR image [18]

It is likely that the balloon would carry an IR camera in addition to the normal camera to enable it to capture images at night and through cloud.
[bookmark: _Toc132535592]Microwaves
Not just used for cooking ready meals, they are used in long range communication systems including satellite communications and mobile phone communications. If a receiver for these signals was on the balloon, then they could be intercepted and sent on to China for analysis. However, there are far simpler ways for the Chinese to get access to mobile phone information. The popular social media app TikTok, which has been downloaded willingly by millions of Americans, has access to the data shown in figure 6, according to a report published by internet2.0 [14] 
[image: ]
[bookmark: _Toc132535600]Figure 6 - TikTok data gathering [14]
It seems unlikely that a spy balloon would have equipment capable of capturing mobile phone data, when China is already adept at seizing uncountable amounts of information from Americans who have willingly downloaded an app which does it all and more already. 
[bookmark: _Toc132535593]Radio Waves
[image: Diagram

Description automatically generated]Radio waves are widely used in telecommunication and would be the method by which the balloon would send whatever data it had captured back to China. Whether that is photos, videos, or intercepted communications. Beijing and Washington DC are roughly the same distance apart (11000km) no matter which way round the globe you go. To be able to transmit data this far the Chines would have to make use of ionospheric propagation, commonly referred to as sky wave in order to bounce the sent radio waves off of the ionosphere and round the curvature of the earth, as shown in figure 7. [bookmark: _Toc132535601]Figure 7 - Sky Wave [19]

This would involve the use of an antennae fitted to the balloon in order to be able to transmit a radio wave at the required wavelength. For example, terrestrial television is sent in the Ultra High-Frequency band (300Mhz – 3Ghz) [15], to transmit this an antenna length of 0.48m and 0.048m respectively would be needed. This would not be to complicated or intrusive to fit to the balloon.
Another factor to consider is the amount of data that need to be sent, as discussed in the previous section about visible light cameras, there could be files up to 348MB in size. The data rate of data transmission could be a limiting factor of the equipment on board.
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Device Mapping. The application retrieves all other running applications on the phone
TikTok also gathers all applications that are installed on the phone. In theory this
information can provide a realistic diagram of your phone.

Location. TikTok checks the device location at least once per hour.

Calendar. TikTok has persistent access to the calendar.

Contacts. TikTok has access to contacts and if the user denies access, it continuously.
requests for access until the user gives access.

Device information. TikTok has code that collects the following device detailed
information on Android.

WiLFiSSID

Device build serial number

SIM serial number

Integrated Circuit Card Identification Number (this s global unique serial
‘number that s specifically tailored to your SIM card)

Device IMEI

Device MAC address

Device line number

Device voicemail number

GPS status information (updates on the GPS location)

Active subscription information

Allaccounts on the device

Complete access to read the clipboard (dangerous as password managers use
clipboards)

0000

60000000

Also of note is that TikTok 108 25.1.1 has a server connection to mainland China which is run by
2 top 100 Chinese cyber security and data company Guizhou Baishan Cloud Technology Co., Ltd.
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