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Abstract 
Businesses regardless of size or location pose a risk of not considering digital security measures in place regarding Ransomware, as well as Backup strategies. Crypto ransomwares, in particular Wannacry will be the highlighted Ransomware and the 3-2-1 Backup Strategy will be examined.

1. Introduction

Ransomware and Cybercriminals pose real threats to businesses and individuals on a global scale, with an increased target towards individuals who may not be aware of ransomware security. [1], [2].
Taking regular backups to a secure location is a good counter measure to reduce effects of ransomware infection [2].

2.Background

2.1 Ransomware

Ransomware is a type of malicious software that blocks access to a computer by encrypting user’s files until a ransom is paid to the attacker. [1]
There are two main types of ransomwares, namely Locker and Crypto ransomwares [2]. The most commonly encountered ransomware accepts the digital currency known as Bitcoins for ransom [3, para 2].
Cryptolocker compromised business computers through vulnerabilities, which saw an endless number of copycats; ransomware became trojans became the most common way of making money from malware [4, p. 64].
CryptoWall is counted as the top Crypto ransomware threat an individual can encounter online [5]. Primarily targeting Windows Operating Systems, it is a particularly notorious form of ransomware; it tries to hide within the Operating System and adds itself to the Windows Startup folder. CryptoWall deletes volume Shadow Copies of your files – making it technically sophisticated (or in some cases impossible) to restore your data, M. Buckbee for Varonis claims [6, p. 2].
Microsoft uses its Shadow Copy Service technology (VSS) to backup and restore critical data, including uses such as backing up dating to a USB stick or external drive, and some forms of data recovery [7].
Cerber is another Cryto ransomware. Cerber was launched to target the online users of Microsoft 360 Office. Millions of people were affected, demonstrating the attacker’s use of a large-scale phishing campaign [1, p. 3].
Ransomware has been recognized as one of the fastest growing cybercrimes in recent history, the current trend is that businesses are becoming the primary targets. In the wake of the ransomware success, ransomware-as-a-service (RaaS) has become a franchise offered through darknet marketplaces, allowing aspiring cybercriminals to take part in this dubious economy [8, p. 2].
The REvil group, a.k.a. Sodinokibi, re-victimizes its targets by threatening to release stolen data even after the initial ransom demand is paid. REvil is a ransomware-as-a-service (RaaS) operation that has extorted large amounts of money from organizations worldwide during 2021 [9].
BlackMatter ransomware appears to be an amalgamation of REvil and Darkside's team members and tradecraft [10]. 

Law enforcement does not encourage, endorse, nor condone the payment of ransom demands [11]. Paying does not guarantee that your problem will be solved and that you will be able to access your files again. In addition, you will be supporting the cybercriminals’ business and the financing of their illegal activities [12].



2.2 Wannacry

WannaCry is a crypto ransomware which has massively spread around the world since 12 May 2017. It is also known as WannaCrypt, WanaCrypt0r, WRrypt, and 0WCRY [12]. The difficulty in protecting against WannaCry stems from its ability to spread to other systems by using a worm component. This feature makes the attacks more effective and requires defense mechanisms that can react quickly and in real time [13, para 3]. 
WannaCry is an especially dangerous form of Crypto ransomware for businesses, organisations and individuals due to its worm component, as well as encrypting the users files and then asks for ransom to release them [12].
The exploit works on versions of Windows that have not been updated since 14 March 2017 onwards [12], [14]. Decryption of WannaCry encrypted files is currently not possible [12]. 
It is agreed by the National Cyber Security Centre and Europol that one of the first primary steps you can take to prevent a ransomware attack is to back up your data, implement a recovery plan, and to maintain up to date backups [11], [12]. 

3. Backup Strategy

3.1 Backup necessity

Companies that do not have a robust data backup and recovery strategy are recklessly putting their business and their employees’ livelihoods at risk. The increasing frequency of sophisticated ransomware attacks are a clear and present danger, but businesses also need to protect themselves against a raft of other major incidents including data breaches, severe weather events, fire, floods and equipment theft; there is additionally no business too small that is not under threat [15, p. 1]. 

Make regular backups of your critical data and establish a recovery system to protect it against ransomware attacks, and regularly test that your strategies are working as intended [11], [12].

3.2 The ‘3-2-1’ Method

The 3-2-1 rule says there should be at least three copies or versions of data stored on two different pieces of media, one of which should be off site. [16].

Ensure your files are stored in at least three different locations. These locations include the cloud, removable drives, ideally offsite, to ensure recovery from accidents or attacks [11], [16].

You shouldn't rely on having two copies on a single removable drive, nor should you rely on multiple copies in a single cloud service [11]. If the primary drive fails, the backup will fail as well. This is why you always have the backup on different media than the original [16]. Always keep backup copies of your files; if your hard drive breaks or fails in an accident, you’ve protected your data from this possibility, as well as ransomware threats [6].

Your backup copies, or at least one version of them, should be stored in a different physical location than the data you are backing up [16].


3.3 Backup significance

Implementing a data backup strategy is the first step towards business continuity, but it is essential to test that your backup strategy is working correctly. With the ever-present threat of ransomware, it’s worth cultivating a cybersecurity mindset that assumes you’ll be attacked and how you will mitigate it [15, p. 2].

Your backup copies will also come in handy should you accidentally delete a critical file or experience a hard drive failure [12].
A regular back up system that includes offline data will survive in emergencies such as building fires [4].

While cloud computing provides benefits against ransomware, there are additional exploits by cybercriminals, such a denial of service attack [17] .
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