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[bookmark: _Toc72096808]Introduction 
The task that I was given to complete was to install and manage a computer with a network and a range of installed software. 
At the start of the project, we were given a set of instructions to undertake a practical task. 

[bookmark: _Toc72096809]Practical task description 
We needed to use a remote PC which means that we can access the university system from our laptops/PC from home. This will prevent our laptops or PC from using loads of storage space. 
Then we needed install VirtualBox which is a virtual machine management software. Then we had to created four of these machines which will be made up of two windows servers and windows 10 on another two. 
These will be then configured as two private networks in segments and then we would be interconnecting them together by using an internet protocol address (IP address).
After these two steps I will investigate and document utility programmes which will typically used to monitor the performance and health of the two virtual PC. 
Then I will implement a domain which will be one of the servers which will be using a server manager role, I will then create an active directory group which will be on a clients’ PC enrolled on it. 
Finally, I will then implement a Dynamic Host Configuration Protocol (DHCP) server and then I will change the Internet Protocol address (IP address) on the clients PC. 
I have worked through the above activites at my own pace by following the live online sessions and to catch up and make sure I completed the tasks correctly through the worksheets that Lee Cobley provided us with. 

[bookmark: _Toc72096810]The report description 
From completing the above activites we will capturing screen shots by using the Microsoft snipping or an equivalent software of the complted tasks wich will show that the demonstration have been completed successfully. 

[bookmark: _Toc72096811]Screenshots and descrpition
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To get to this stage of the process I downloaded a virtual manager called Oracle VM Virtual Box and at the same time I downloaded a version of windows 2019 server and a copy of windows 10. After this then clicked new and named it server1 and from the version dropdown menu I picked windows 10. 
[image: ]
At the stage I entered the amount of ram that I wanted which was 4096MB which is around 4GB 
[image: ]
To get here I left the hard disk file type the same at VDI which stands for VirtualBox Disk Image. Then in the physical storage setting I selected a fixed size at 20GB. [image: ]
To change the network settings, I clicked setting then network then I changed the attached to from NAT which means that it will use the internet from the computer. So, I changed it to internal network and named it PublicNet.  And at the same time, I added another adaptor and changed it to internal network and named it PrivateNet. This means when you open the network settings within the server it will show two adaptor. 
[image: ]
Then I went to system then unticked floppy then moved it down the list, so system doesn’t search for files that are in an floppy form and floppy files are now classed as out-of-date
[image: ]
In the storage part of the settings, I clicked on the empty driver. Then this brings up the Optical Drive: SATA Port 1 option in “Attributes”.  Click on the optical disk icon next to the Optical Drive name box and select “Choose Virtual Optical Disk File”. From the file menu, find and select the Windows 2019 server ISO image you have already downloaded.  In this example, my copy of the Windows Server 2019 ISO image was stored in the Desktop.  Click OK. Highlight the Windows Server 2019 ISO and click “Open”
[image: ]
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[image: ]The two above screenshots show the servers installation stages. Before I got to these stages I double clicked on server1 or start along the top which started the virtual machine. I then selected my preferred language and my preferred type of keyboard setting. Then as an administrator I picked a secure password for the PC. Then I selected the preferred operating system for the server which was windows server 2019 (desktop experience). 
Once the installation process is completed, I have configured the networking settings of the server. To get to this stage I went to the control panel then right clicked on the windows icon then network connections. Then I renamed the two local networks to Public Net and Private Net.   
For the above steps I have repeated them for server2 this is because we had to create two servers and two clients, the following steps are for the network adapters that I have created will be pinging the private net from the server to the client. 
To do this I needed to turn the firewall for all the virtual PCs which I found in the control panel then settings then firewall and I restarted the virtual PCs to make sure the changes were saved. Once the server and client has started, I would then try the ping command to check what would happen. In the command prompt page, I would type “ping 192.168.100.1” 






Server 
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The above screenshot shows that the firewall for the domain and private networks for the server is turned off and the ping to the client was successful but then when I turned the firewall back on the ping request to the client was timed out. 
Client
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The above screenshot shows that the firewall for the domain and private networks for the server is turned off and the ping to the server was successful but then when I turned the firewall back on the ping request to the server was timed out. 
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The above screenshots show the performance monitor of the virtual machine. To do this I went into the server manager then tools in the top right hand conner the performance monitor. Then I clicked on the green plus sign to add in performance counter which are in metrics. I will add the following counter:
· Processer - % performance time this means that the total CPU usage will be monitored in percentage. This will give us information about the computer. 
· Processer - % idle time this means the time which refers to the time between the end of one process activity and the start of the next. 
· Memory – % available Mbytes this means it shows us the amount of free memory we have available. 
· Paging file - % usage this is a management scheme where the computer stores and receives data from another storage source which is connect. 
I have picked six from the disk which measures the IOPS which stands for Input and Output Operations Per Second counters of interest. 
The six that I have picked are:  
· Logical disk - % disk time 
· Logical disk – average disk bytes/read this means the size of the read 
· Logical disk – average disk bytes/write this means the size of the writes  
· Logical disk – averages disk sec/read this means the latency for the reads 
· Logical disk – average disk sec/write this means the latency for the writes 
· Logical disk – average disk read/sec this means the IOPS for the reads 
· Logical disk – average disk write/sec this means the IOPS for the writes 


[image: ]
This screenshot shows us with a data set on the performance of the pc for a day or a week. The scale which is labelled 1 to 10 is a measurement of how reliable our system has been over the time period and what events have occurred which has impacted on the pc. These events are labelled Blue which means informational, amber which means that they are warning and red means that they are a critical event. You can see what the problem is be clicking on the flag and the exploring the relevant details which are shown on the bottom of the screen. In some cases, the can see if there is an solution which may help to fix the error. 

[image: ]
The above screenshot shows the installation process to installing an active directory domain services (AD DS) 
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The above screenshot shows the installation process to installing an active directory domain service (AD DS). This 
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In the above screenshot you can see that I installed and role-base or feature-based onto the server this allowed me to add the client on to the server which I called uwtsd.ac.uk. This would allow the server to lease an IP address to the client. 
[image: ]
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The above screenshots which were taken to show that I have change an IP address that I entered which was 192.168.101.2 then after I change the IPv4 setting to obtain an IP address automatically it was successfully as the new IPv4 address was change to an 169.253.210 address and that address would be active for 8 days as I set it to. 







[bookmark: _Toc72096812]Assignment Questions 
[bookmark: _Toc72096813]Question 1 - What are the advantages and disadvantages of using a type 2 hypervisor programmes?
A Type 2 hypervisor, also called a hosted hypervisor, is a virtual machine (VM) manager that is installed as a software application on an existing operating system (OS) such as windows 10. Type 2 Hypervisor Vendors include VMware Workstation Pro/VMware Fusion, Oracle VirtualBox and many more. 
The advantages of using are that they are a simple management system which means they essentially act as management consoles. There is no need to install a separate software package to manage the virtual machines running on type-2 hypervisors. And they are useful for testing purposes which subjects that they are convenient for testing any new software or research projects also you can simply run multiple instances with different OSes to test how the software works in each environment.
The disadvantages of using these are that they could be less efficient than real machines because they access the hardware indirectly. Running software on top of the host operating system means that it will have to request access to the hardware from the host. That will slow the usability. The second disadvantage is that they are running on the same host, performance may be hindered if the computer it is running on lacks sufficient power. Your virtual machine still uses the resources of your host machine. The more powerful the host computer, the more quickly the virtual machine will run. The third disadvantage of using these is that they could be infected with the weaknesses of the host machine. As an example, process isolation is a feature usually employed by operating systems. However, there are bugs that violate it. A regular computer devoid of virtual machines would then only be affected. 

[bookmark: _Toc72096814]Question 2 - Why is it important to use Monitoring programs in your network, give some examples of monitoring tools?
Network monitoring software is where you can analyse the performance in real-time, meaning that if a failure or issue is detected, you can be alerted straight away via methods such as email. This is a rapid relay of information meaning that you can be informed of network problems wherever you may be, allowing you to instantly take the correct action required and minimize potential downtime.
Here are several other reasons why monitoring your networks is so important: 
· To optimize network performance and availability
· Stay informed
· Diagnose issues
· Report issues
· Eliminate the need for manual checks
· Proactive approach
· Track trends
· Benchmark performance and availability data

[bookmark: _Toc72096815]Question 3- Describe the role of Active Directory Services.
Active Directory (AD) is a directory service developed by Microsoft for Windows domain networks. It is included in most Windows Server operating systems as a set of processes and services. Initially, Active Directory was only in charge of centralized domain management. However, Active Directory became an umbrella title for a broad range of directory-based identity-related services.

A server running the Active Directory Domain Service (AD DS) role is called a domain controller. It authenticates and authorizes all users and computers in a Windows domain type network. Assigning and enforcing security policies for all computers and installing or updating software. For example, when a user logs into a computer that is part of a Windows domain, Active Directory checks the submitted password and determines whether the user is a system administrator or normal user. Also, it allows management and storage of information, provides authentication and authorization mechanisms, and establishes a framework to deploy other related services: Certificate Services, Active Directory Federation Services, Lightweight Directory Services, and Rights Management Services.
[bookmark: _Toc72096816]Question 4- Explain the terms; Domains, Forests/Trees, Schema, Objects and Domain Controller in the context of an Active Directory.
Domain name is the address of your website that people type in the browser URL bar to visit your website. In simple terms, if your website was a house, then your domain name will be its address.
A forest is a collection of trees that share a common global catalogue, directory schema, logical structure, and directory configuration. The forest represents the security boundary within which users, computers, groups, and other objects are accessible.
The Active Directory schema is a component of Active Directory which contains rules for object creation within an Active Directory forest. The Active Directory schema is a list of definitions about Active Directory objects and information about those objects that are stored in Active Directory. The schema is the blueprint of Active Directory and schema defines what kinds of objects can exist in the Active Directory database and attributes of those objects.
Object is the basic element of Active Directory in Microsoft Windows Server family that represents something on the network, such as a user, a group, a computer, an application, a printer, or a shared folder. Objects have attributes that define and describe them. For example, the attributes of a user object might include the user’s name, e-mail address, and phone number. All objects of the same type or class have the same set of attributes, but they are distinguished from each other by having different values for at least one of these attributes. Some attributes are required to have values (such as the First Name attribute of a user object), while other attributes can be optional (such as Telephone Number).
A domain controller is a server that responds to authentication requests and verifies users on computer networks. Domains are a hierarchical way of organizing users and computers that work together on the same network. ... The domain controller (DC) is the box that holds the keys to the kingdom- Active Directory (AD). 

[bookmark: _Toc72096817]Question 5- Briefly, describe (you may use illustrations where appropriate), the four stages within DHCP operation.  
DHCP stands for Dynamic Host Configuration Protocol. As the name suggests, DHCP is used to control the network configuration of a host through a remote server. DHCP functionality comes installed as a default feature in most of the contemporary operating systems. DHCP is an excellent alternative to the time-consuming manual configuration of network settings on a host or a network device.
The first step is when the client computer (or device) boots up or is connected to the network, and then a message is sent from the client to the server. As there is no network configuration information on the client so the message is sent with 0.0.0.0 as source address and 255.255.255.255 as destination address. If the DHCP server is on local subnet then it directly receives the message or in case it is on different subnet then a relay agent connected on client’s subnet is used to pass on the request to DHCP server. 
The second step when the DHCP server receives a message request then it replies with a different message. As already explained, this message contains all the network configuration settings required by the client. Similarly, the subnet mask and gateway information are filled in the options field. Also, the server fills in the client MAC address. This means that a message is sent as a broadcast message for the client to receive it directly or via the DHCP server is in different subnet then this message is sent to the relay agent that takes care of whether the message is to be passed as unicast or broadcast.
The third step is where the client forms a message to reply to a different message and sends it to the server indicating it wants to accept the network configuration sent in the message. If there were multiple DHCP servers that are received, then the client can receive multiple messages. But the client replies to only one of the messages by populating the server identification field with the IP address of a particular DHCP server. All the messages from other DHCP servers are implicitly declined. The message will still contain the source address as 0.0.0.0 as the client is still not allowed to use the IP address passed to it through a message. The client enters requesting stage during this step.
The final stage of this process is that once the server receives a message from the client, it sends another message indicating that now the client can use the IP address assigned to it. The client enters the bound state during this step.

















[bookmark: _Toc72096818]References  
https://www.thegeekstuff.com/2013/03/dhcp-basics/ 
https://networkencyclopedia.com/object-in-active-directory/
www.wpbeginner.com
www.omnisecu.com
www.varonis.com
www.cynexlink.com
www.opsview.com

image5.png
@ Senvert - Sttings

General

System
Display
Storage
Audio
Network
SeralPors
use

Shared Folders

DS UGeEmEEI

User Interface

Motherboard  Processor  Acceleration

e Hemory:
e soans

@ opiea | &

B Hard sk 5]

1B Fiepey

O Netwark

Chipset: PG ¥
Pointing Device: |US8 Tablet -

Boot Order:

Enable 1/0 APIC
[ Enable EFI (special Oes only)
[ Hardware Clockin UTC Time:

[20s6me =

H P Type here to search

B preview

Serverl





image6.png
{05 v @ ?-

New Settngs Discard Start

=] preview

@ Serverl - Settings 7 x
B oot || storoge
[&] ssem e trbutes Serverl
o o & Controler: saTA Optical Drive: [SATAPort 1 @

@ servertvai [Juvecoovd [@ Choose/Create a Virtual Optical Disk...
& seese Cretss s e
Do avdio - Host Drive D
& Netvork = en_windows_server 2013 updsted.sept 2019.x64.dvd_19%654ceiso
Q Serial Ports B Remove Disk from Virtual Drive.
& uss
7] shored Folders

User Interface

2
H P Type here to search 3/05/2021





image7.png
fecture  Date modified

Windows Server 2019 Standard (Desktop Experience)
Windows Server 2019 D:
Windows Server 2019 D:

mmended) This option omits most of the Windows graphical environment. Manage with 2
‘command prompt and PowerShell, or remotely with Windows Admin Center or other tools.





image8.png
Getting files ready for installation (0%)
lling feat.





image9.png
Network Connections o x

4 8 « Network and Intemet > Network Connections. v O | Search Network Connections 0

Organize v Disable this network device  Diagnose this connection  Rename this connection >

Private Net Public Net
Unidentified network Unidentified network
27 Intel(R) PRO/1000 MT Desktop Ad. Intel(R) PRO/1000 MT Desktop Ad.

items 1 item selected





image10.png
Update your Firewall sttings

Windows Defender Firewal s not using the recommer z
recommended settings to protect your L ) SHig
computer.

What are the recommended settings?

l & Private networks Not connected ()
l & Guest or public networks Connected (
Networks in public places such s sirpors r coffee shops
Vindows Defender Frewsl state: o
Incorming connections: lock il connections to 3pps tht re ot onthe s
of slowed spps
Active public networks: T Unidentified network
Notfication sate: Do not notity me when Windows Defender irewll

blocks a new app.





image11.png
Microsoft Windows [Version 10.0.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ipconfig

windows IP Configuration

Ethernet adapter PublicNet:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Fe80: :e46a:e942:2606:
192.168.1.100
255.255.255.0

Ethernet adapter PrivateNet:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Fe80: :£d45:2116:162C:a73F%19
192.168.100.1
255.255.255.0





image12.png
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C:\Users\Administrator>ping 192.168.100.2
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Please type the name of the new virtual hard disk il into the box below or cick
on the folder icon to seect a ifferent foder to create the fle n.

|c:\Users\52003557\virtualBox VMs\Server 1\Server Lvdi a

‘Select the size of the vitual hard disk in megabytes. Tris size s the it on the
‘amount of fie data that a virtual machine wil be abi to store on the hard disk.
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