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Abstract— The swift development of cloud computing in recent years has deeply affected our way of life. As core structures of cloud computing, data centers have gained widespread interest from both the academia and industry. In a data center, the data center network (DCN) that plays a key role in computing and communication has enticed extensive interest from researchers. In this research report, we discuss the features, hardware, and architectures of DCN’s, involving their logical topological connections and physical component categorizations. We first give an overview of production data centers. Finally, the facility settings and maintenance problems for data centers that are important in the performance and the efficiency of DC are also briefly debated. Specifically, and importantly, we provide both qualitative and quantitative analyses on the features of DC.
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I. Introduction

The advantages of a research-led university having its own high-performance data centre is obvious: customise the amount of data storage, CPU power and networking, it can store large data sets making access to said data fast and efficient. Also, the university can set policies to favour its own computational needs. Control over these policies means the group can dedicate resources dynamically towards data analysis, development or throughput, whichever is most crucial at the time. Building a new data centre (DC) is an expensive undertaking; adequate research and planning are essential for the future success of such an endeavour. This report will cover location, design, scalability, security, performance, energy usage and management data center facility.
II. BackGround

The notion of "data centre" was suggested in the 1990s, but in fact, the futures and requirements of data centres appeared whit the creation of the very first computer operation. Telecommunications Infrastructure Standard for Data Centers (i.e., ANSI/TIA-942-2005) defines a data centre as a building or portion of a building whose primary function is to house a computer room and its support areas [1]. Google defines a data centre as a building where multiple servers and communication equipment are co-located because of their common environmental requirements and physical security needs and for ease of maintenance [1]. Based on the two descriptions, the computer room is a central physical environment consisting of computing equipment for data processing. A dedicated power supply (including a backup power system), cooling system, fire protection, cabling, and lighting systems are needed to support its function. Over the years, data centre (DC) infrastructures have evolved through four distinct stages. Tier 1 is composed of a single path for power and cooling distribution, without redundant components, providing 99.671% availability [13]. Tier 2 is composed of a single path for power and cooling distribution, whit redundant components, providing 99.741% availability [13]. Tier 3 is composed of multiple active power and cooling distribution paths and is concurrently maintainable, providing 99.982% availability [13]. Tier 4 is composed of multiple active power and cooling distribution paths, has redundant components, and it's fault-tolerant, providing 99.995% availability [13]. Overall, the tier level of DC depends on the weakest system it adopts. The higher the tier, the bigger the CAPEX becomes and the more energy it requires. Energy savings and environmental protection are crucial issues that the world faces today [7]. 
III. Methodology

The material in this report was collected from credible source journals, books, online statistical websites etc. The information was reviewed and selected over the course of 3 weeks. A quantitative and qualitative descriptive research method was chosen to describe and select the information gathered in the report. 
IV. Analises and discusion
A. Fat-tree
Fat-tree is a multi-rooted tree-layered architecture [1]; as shown in figure1, it has a core, aggregation, and edge layers. It is a folded Clos network, and it is built only whit commodity switches only having 1 Gigabit per second (Gbps) ports. The purpose of this build is to be able to support thousands of servers in a data centre. Whit enough core switches, this architecture can accomplish a 1:1 oversubscription to support non-blocking communication between servers and significantly improve DC performance. By utilising two-level prefix lookup routing table fat-tree produce even distribution of traffic pattern, this makes high bisection bandwidth and balance the traffic as evenly as possible. The two-level prefix redirects incoming packets that match only the first level prefix to the corresponding outport. The outgoing packets that match the first level and second level suffix would be matched to the suffix and routed to the outgoing port. Many production DC's have taken advantage of such design. For example, Cisco's Massively Scalable Data Center (MSDC) employs fat-tree on the Nexus 7000 series platform to make the multiple paths available between any two servers [1]. 
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Figure 1:Fat-tree architecture [1]
B. SDN architecture and controllers

Software-defined networks (SDN) reflects a modular, layered network that takes the complex distributed control

plane of traditional networks and separates it from the data plane [5]. The group of SDN controllers in the control layer provides high availability and reliable east-west traffic between controllers. The SDN controller cluster accesses the data layer through a southbound interface. The routing and forwarding of packets take place at the data layer; routing and forwarding tables are used to run hardware ASIC boards to allow high-throughput traffic between ports. The cluster of controllers enables easy management and total control over the network, and it also represents a scalable environment.
Figure 2 SDN layered architecture [8]
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C. Hybrid IP/SDN architecture
In communication networks, the control plane is deployed with software running on proprietary application-specific integrated circuits (ASICs) in the same device as the data plane. Traditional communication networks are also particularly difficult to handle because of the large number of devices that need to be set up, configured, tested, operated, and maintained individually. Additionally, it is nearly impossible to modernise and add new functionalities to the networking devices because the operating system (OS) is proprietary and closed. There are three core approaches to SDN. The first is open SDN, which usually uses OpenFlow3 protocol to control and update networking devices. This method is under the guidance of the Open Networking Foundation (ONF). The second is SDN via application programming interfaces (APIs), e.g., the Cisco SDN, in which rich APIs are provisioned for developers to influence and manipulate networking devices. The third method is SDN via overlays used by VMware, which employs virtual extended local area network (VXLAN) tunnels across the network infrastructure [11]. While SDN has been embraced and successfully deployed at prominent companies such as Google, Microsoft, and VMware, the security features of SDN have received only marginal attention from both the industry and the research community.
D. Security
Security is one of the fundamental aspects on which data centre facilities should be built. While traditional networks are relatively difficult to cripple because of their distributed nature, that is not the case whit centralised data centres networks.

a) Physical security; The physical security of a data centre is the set of protocols built-in within the data centre facilities in order to prevent any physical damage to the machines storing the data. Those protocols should be able to handle everything ranging from natural disasters to unauthorised access. Location is crucial to ensure facilities are secure, everything from man-made threats to natural disaster concentration. 
b) Cyber security; Cyber attacks can completely disable inadequately designed SDN networks because of their centralised architecture. Furthermore, multiple interfaces between SDN planes dramatically increase the attack surface; however, when all system planes and interfaces are secured, the centralised view of the entire network facilitates the implementation of security policies. The main reasons for security concerns almost certainly lie in SDN's main advantages, specifical programmability of networks and the centralisation of control logic. These capabilities create new security threats and attack surfaces, which do not occur in conventional networks. In some sense, the diversity of network devices and protocols provides a certain level of security. On the other hand, SDN, with its standardised interfaces and protocols, can provide a focused target for attackers [12]. A recent study [12] purposes the use of multiple Autonomous System (AS) domains, each domain including packets to defend devices such as routers, gateways, switches etc. Because of the multiple SDN controllers, both intra-domain and inter-domain communications are present. In SDN networks, different types of attacks can occur. The control plane between switches and controller can be a target or the data plane communications. The threats in the SDN domain can be targeted against the controller, networking devices, communication between controllers and networking devices, and communication between controllers in different AS. In the case of the domain controller is a target because the connections that a switch can establish are based on policies specified in the security architecture. It detects and counter-attacks malicious flows. The security policies are able to detect these flows and attacks, and by instaling drop rules, discard further flooding from switches connected to a malicious host. As mentioned earlier, network devices can be targeted as well. Usually, forwarding devices are closer to the possible attacker, and it is often less complex devices that are exposed. For example, if an attacker knows the IP range of the controller domain, he can flood a network device whit forged packets. Another possibility is that if multiple hosts can be accessed, denial of services (DOS) can be launched by sending continuously random IP packets. An unauthorised person can also be able to "listen" to the links between forwarding devices. This scenario can also lead to spoofing the addresses of hosts and launching DOS, Man-in-the-Middle attacks, and unauthorised modification of the flow tables. Policy-based security can help detect traffic from malicious hosts towards network devices and block it by dynamically instaling policy rules into the exposed devices. Addressing the third scenario of threats against communication between controller and network device is security protocols such as Transport Layer Security (TLS). Controllers using OpenFlow use TLS to establish secure links whit forwarding devices. Threats against communication between SDN controllers are typically a concern of large networks because some large networks require more than one SDN controller per AS domain.
E. Cooling
Data centres typically comprise of processing servers, networking switch devices and mass storage arrays. The need for increased computer and server performance has led to very high-power intensity server rack designs, with a single rack dissipating up to 30 kW [11]. This increased density results in increased electronic performance but at the cost of exceptional power consumption and heat loads at both rack and facility levels. In most situations, data centres require dedicated cooling systems for thermal management; the solution is to implement computer room air-conditioning (CRAC) units that deliver cold air to the server racks through perforated tiles placed over an under-floor plenum. Predominantly data centre rack layout is hot-aisle/cold-aisle configuration, although other configurations are possible.
Figure 3 Hot-aisle/Cold-aisle design [11]
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The most significant advantage of this design is the separation of hot exhaust air from cold inlet air. As shown in (Fig.3), the CRAC unit forces cold air in the plenum and up through perforated tiles. The hot exhaust air is pushed to the roof, and the CRAC unit collects it for cooling. However, the complex recirculation pattern near the roof of the room typically causes some exhaust air to be drawn into the cold-aisle. This reduces the cooling and energy efficiency of the design, the solution cold-aisle containment. This method can be used whit or without a raised floor. It works in tandem whit the raised floor as well as whit an extreme density cooling system and delivers a highly efficient cooling solution.
F. Energy usage and sustainability
With the growing number of DCs installed in recent years, energy consumption has considerably risen. In the USA, DCs used 91 TWh, with an increase of 53% in consumption (139 TWh) expected in 2020[4]. The information and communication technology (ICT) equipment industry continues to increase the equipment's data storage capacity and computational efficiency. In support of the DC operation, several sectors, including information technology (IT) industries, providers of physical infrastructure projects, DC layout projects and operators, are focused on reducing the consumption of the DC's indirect energy, that is, of all the non-computational infrastructure, specifically energy and cooling systems. Many devices in the DC network can waste energy. Devices that do not take part in data communication must be managed; keeping devices always active wastes an enormous amount of energy. Devices that are not directly involved in data communication and transfer can be switched off whit some constraints. In this manner, energy consumption can be drastically lower and lowering operational expenditure (OPEX) in the long term. Power Usage Effectiveness (PUE) is a key marker of energy efficiency, suggested in 2006, which is a proportion of energy used by computing equipment to the entire energy used by the data center. PUE is the most used metric, if focuses on power and not on energy, since the design phase whitout simulation uses ration between powers.
V. . Findings and Recommendations and Justifications

In relation of the case study, recommendation is to build new data centre. The reason is the research aspect, and the lower OPEX in long term future. The topology in combination whit the network architecture will ensure reliable, fault tolerant and scalable environment. different datacenter network topologies have been investigated and a modified cost effective hierarchical Fat-Tree for building network topology has been proposed. After this, we articulate the energy optimization, objective to minimize the amount of energy consumed in datacenter networks. The higher performance of our recommended method comes from an efficient and integrated framework based on SDN concept, which decouples the network control from the data forwarding by direct programming. With its inherent decoupling of control plane from data plane, SDN offers a greater control of a network through programming. This combined feature would bring potential benefits of enhanced configuration, improved performance, and encouraged innovation in network architecture and operations. Especially, SDN offers a promising alternative for traffic steering by programmatically configuring forwarding rules. So, our proposed architecture is indebted to the SDN concept and global view of entire network for performance improvement.
VI. Conclusion
This report presented technologies, ideas and metrics for designing and evaluating data center facility. It includes topology, network architecture, security futures and tools. The aim is to present the vision of the author for combining these aspects in a final product.
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