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As an ethical hacker, or as a penetration tester (hereafter, pen tester), your next step will be to perform port scanning and network scanning on the IP addresses that you obtained in the information-gathering phase. This will help you to identify an entry point into the target network. 

Scanning itself is not the actual intrusion, but an extended form of reconnaissance in which the ethical hacker and pen tester learns more about the target, including information about open ports and services, OSes, and any configuration lapses. The information gleaned from this reconnaissance helps you to select strategies for the attack on the target system or network. 

This is one of the most important phases of intelligence gathering, which enables you to create a profile of the target organization. In the process of scanning, you attempt to gather information, including the specific IP addresses of the target system that can be accessed over the network (live hosts), open ports, and respective services running on the open ports and vulnerabilities in the live hosts. 

Port scanning will help you identify open ports and services running on specific ports, which involves connecting to Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) system ports. Port scanning is also used to discover the vulnerabilities in the services running on a port. 

Lab Objectives 
· is to conduct network scanning, port scanning, analyzing the network vulnerabilities, etc

Lab Environment To carry out this lab, you need: 
· Windows 11 virtual machine 
· Windows Server 2022 virtual machine 
· Windows Server 2019 virtual machine 
· Parrot Security virtual machine 
· Ubuntu virtual machine 
· Android virtual machine 
· Web browsers with an Internet connection 

Overview of Scanning Networks 
Network scanning is the process of gathering additional detailed information about the target
by using highly complex and aggressive reconnaissance techniques. The purpose of scanning is to discover exploitable communication channels, probe as many listeners as possible, and keep track of the responsive ones.




Lab Tasks: Perform Host Discovery 
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Overview of Host Discovery
Host discovery is considered the primary task in the network scanning process. It is used to discover the active/live hosts in a network. It provides an accurate status of the systems in the network, which, in turn, reduces the time spent on scanning every port on every system in a sea of IP addresses in order to identify whether the target host is up.

The following are examples of host discovery techniques: 
· ARP ping scan 
· UDP ping scan 
· ICMP ping scan (ICMP ECHO ping, ICMP timestamp, ping ICMP, and address mask ping) 
· TCP ping scan (TCP SYN ping and TCP ACK ping) 
· IP protocol ping scan

Task 1: Perform Host Discovery using Nmap
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Lab Analysis 
Analyze and document the results of this lab exercise.
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Overview of Port and Service Discovery
Port scanning techniques are categorized according to the type of protocol used for communication within the network. 
·  TCP Scanning 
· Open TCP scanning methods (TCP connect/full open scan) 
· Stealth TCP scanning methods (Half-open Scan, Inverse TCP Flag Scan, ACK flag probe scan, third party and spoofed TCP scanning methods)
· UDP Scanning 
· SCTP Scanning 
· SCTP INIT Scanning 
· SCTP COOKIE/ECHO Scanning
· SSDP and List Scanning 
· IPv6 Scanning

Task 2: Explore Various Network Scanning Techniques using Nmap
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10. In this sub-task, we shall be performing a stealth scan/TCP half-open scan, Xmas scan, TCP Maimon scan, and ACK flag probe scan on a firewall-enabled machine (i.e., Windows Server 2022) in order to observe the result. To do this, we need to enable Windows Firewall in the Windows Server 2022 machine.
11.  Switch to the Windows Server 2022 machine. Click Ctrl+Alt+Delete to activate the machine. Login with Administrator/Pa$$w0rd credentials.
12. Navigate to Control Panel → System and Security → Windows Defender Firewall → Turn Windows Defender Firewall on or off, enable Windows Firewall and click OK, as shown in the screenshot.
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Lab Analysis 
Analyze and document the results of this lab exercise.
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Task 3: Scan a Target using ShellGPT
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Lab Analysis 
Analyze and document the results of this lab exercise.


Enumeration
Enumeration is the process of extracting usernames, machine names, network resources, shares, and services from a system or network. 
Lab Scenario
With the development of network technologies and applications, network attacks are greatly increasing in both number and severity. Attackers continuously search for service and application vulnerabilities on networks and servers. When they find a flaw or loophole in a service run over the Internet, they immediately exploit it to compromise the entire system. Any other data that they find may be further used to compromise additional network systems. Similarly, attackers seek out and use workstations with administrative privileges, and which run flawed applications, to execute arbitrary code or implant viruses in order to intensify damage to the network. 
In the first step of the security assessment and penetration testing of your organization, you gather open-source information about your organization. In the second step, you collect information about open ports and services, OSes, and any configuration lapses. 
The next step for an ethical hacker or penetration tester is to probe the target network further by performing enumeration. Using various techniques, you should extract more details about the network such as lists of computers, usernames, user groups, ports, OSes, machine names, network resources, and services. 

Overview of Enumeration
Enumeration creates an active connection with the system and performs directed queries to gain more information about the target. It extracts lists of computers, usernames, user groups, ports, OSes, machine names, network resources, and services using various techniques. Enumeration techniques are conducted in an intranet environment.

Task 4: Perform NetBIOS Enumeration using Windows Command-Line Utilities
––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––Nbtstat helps in troubleshooting NETBIOS name resolution problems. The nbtstat command removes and corrects preloaded entries using several case-sensitive switches. Nbtstat can be used to enumerate information such as NetBIOS over TCP/IP (NetBT) protocol statistics, NetBIOS name tables for both the local and remote computers, and the NetBIOS name cache. 
Net use connects a computer to, or disconnects it from, a shared resource. It also displays information about computer connections. 
Note: Here, we will use the Nbtstat, and Net use Windows command-line utilities to perform NetBIOS enumeration on the target network. 
Note: Here, we will use the Windows Server 2019 (10.10.1.19) machine to target a Windows 11 (10.10.1.11) machine. 
1. Turn on the Windows 11 and Windows Server 2019 virtual machines. 
2. Switch to the Windows Server 2019 virtual machine. Click Ctrl+Alt+Del to activate the machine. By default, Administrator user profile is selected, type in the Password field and press Enter to login. Note: Networks screen appears, click Yes to allow your PC to be discoverable by other PCs and devices on the network.
3. Open a Command Prompt window and run nbtstat -a [IP address of the remote machine] command (here, the target IP address is 10.10.1.11).
Note: In this command, -a displays the NetBIOS name table of a remote computer.
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Lab Analysis 
Analyze and document the results of this lab exercise.

Task 4: Perform SNMP Enumeration using SnmpWalk
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Lab Analysis 
Analyze and document the results of this lab exercise.
Task 5: Perform Enumeration using ShellGPT
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Lab Analysis 
Analyze and document the results of this lab exercise.




Lab Analysis 
Analyze and document the results of this lab exercise.
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Host discovery is the process of identifying active hosts in the target network.
Lab Scenario

s a professional ethical hacker or pen tester, you should be able to scan and detect the active
network systems/devices in the target network. During the network scanning phase of security
assessment, your first task s to scan the network systems/devices connected to the target
network within a specified IP range and check for live systems in the target network.

Lab Objectives
+ perform host discovery using Nmsp

Lab Environment
To carry out this lab, you need:
= Windows 11 virtual machine
= Windows Server 2022 virtual machine
= Windows Server 2019 virtual machine
= Parrot Security virtual machine
* Ubuntu virtual machine
= Android virtual machine
= Web browsers with an Internet connection

+ Administrator privileges to run the tools
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Nmap is a utility used for network discovery, network administration, and security auditing. Itis
also used to perform tasks such as network inventory, managing service upgrade schedules,
and monitoring host or service uptime.

Here, we will use Nmap to discover a lst o live hosts in the target network. We can use Nmap
10 scan the active hosts in the target network using various host discovery techniques such as
ARP ping scan, UDP ping scan, ICMP ECHO ping scan, ICMP ECHO ping sweep, etc

1

Turn on Windows 11, Windows Server 2022, Windows Server 2019, Parrot Security,
Ubuntu, and Android virtual machines.

Switch to the Parrot Security machine. Login with attacker/toor.

Note: f 2 Parrot Updater pop-up appears t the top-right corner of Desktop, ignore and
closelt

Note: f a Question pop-up window appears asking you to update the machine, cick No
to close the window.

Open a Terminal window and execute sudo su to run the programs as a root user
(When prompted, enter the password toor).

Note: The password that you type willnot be visible.

Run nmap -sn -PR [Target IP Address] command (here, the target IP address is
1010.1.22).

Note: -sn: disables port scan and -PR: performs ARP ping scan.

The scan results appear, indicating that the target Host is up, as shown in the
screenshot

Note: In this lab, we are targeting the Windows Server 2022 (10.10.1.22) machine.
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Note: The ARP ping scan probes ARP request to target host; an ARP res|
that the host is active.

Run nmap -sn -PU [Target IP Address] command,
10.10.1.22). The scan results appear, indicating the target Host s up, as shown in the
screenshot.

Note: -PU: performs the UDP ping scan

Note: The UDP ping scan sends UDP packets to the target host; a UDP

that the host is active. If the target host is offline or unreachable, various err
messages such as "host/network unreachable” or “TTL exceeded” could be returned.

Now, we will perform the ICMP ECHO ping scan. Run nmap -sn -PE [Target IP Address]
command, (here, the target IP address is 10.10.1.22). The scan results appear, indicating
that the target Host is up, as shown i the screenshot.

Note: -PE: performs the ICMP ECHO ping scan

Note: The ICMP ECHO ping scan involves sending ICMP ECHO requests to 3 host. If the.
target host is alive, it will return an ICMP ECHO reply. This scan is useful for locating
active devices or determining i the ICMP is passing through a firewall
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8. Now, we will perform an ICMP ECHO ping sweep to discover live hosts from a range of

target IP addresses. Run nmap -sn -PE [Target Range of IP Addresses] command (here,
the target range of IP addresses is 10.10.1.10-23). The scan results appear, indicating
the target Host s up, as shown in the screenshot.
Note: In this lab task, we are scanning Windows 11, Windows Server 2022, Windows
Server 2019, and Android machines. If Android machine is down, navigate to the
Resources tab and select Android. Click Power and Display icon from the top section of
the page, from the drop-down options, select Reset/Reboot and click Yes.

Note: The ICMP ECHO ping sweep is used to determine the live hosts from 2 range of IP
addresses by sending ICMP ECHO requests to multiple hosts. If @ host i alve, it will
return an ICMP ECHO reply

9. Run nmap -sn -PP [Target IP Address] command, (here, the target P address is
10.10.1.22). The scan results appear, indicating the target Host s up, as shown in the
screenshot.

Note: -PP: performs the ICMP timestamp ping scan.

Note: ICMP timestamp ping is an optional and additional type of ICMP ping whereby the
atackers query a timestamp message to acquire the information related to the current
time from the target host machine.
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10. Apart from the aforementioned network scanning techniques, you can also use the
following scanning techniques to perform a host discovery on a target network.

= ICMP Address Mask Ping Scan: This technique is an alternative for the traditional
ICMP ECHO ping scan, which are used to determine whether the target host i live:
specifically when administrators block the ICMP ECHO pings.

#nmap -sn -PM [target IP address]

= TCP SYN Ping Scan: This technique sends empty TCP SYN packets to the target host,
ACK response means that the host is active.

#nmap -sn -PS [target IP address]

= TCP ACK Ping Scan: This technique sends empty TCP ACK packets to the target host;
an RST response means that the host s active.

#nmap -sn -PA [target IP address]

= 1P Protocol Ping Scan: This technique sends different probe packets of different IP
protocols to the target host, any response from any probe indicates that a host is
active.

#nmap -sn -PO [target IP address]

1. This concludes the demonstration of discovering the target host(s)in the target network
using various host discovery techniques.

12.Close all open windows and document al the acquired information.

13.Turn off Windows 11, Windows Server 2022, Windows Server 2019, Parrot Security,
Ubunty, and Android virtual machines.
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Perform Port and Service Discovery

Port and sevice discovery is the process of identifying open ports and services running on the
target IP addresses/active hosts.

Lab Scenario

As 3 professional ethical hacker or a pen tester, the next step after discovering active hosts in
the target network s to scan for open ports and services running on the target IP addresses in
the target network. This discovery of open ports and services can be performed via various port
scanning tools and techniques.

Lab Objectives

= Explore various network scanning techniques using Nmap
Lab Environment
To carry out this Iab, you need:

= Windows 11 virtual machine

= Windows Server 2022 virtual machine

* Ubuntu virtual machine

= Web browsers with an Interet connection

« Administrator privileges to run the tools
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Nmap comes with various inbuilt scripts that can be employed during a scanning process in an
attempt to find the open ports and services running on the ports. It sends specially crafted
packets to the target host, and then analyzes the responses to accomplish its goal. Nmap
includes many port scanning mechanisms (TCP and UDP), OS detection, version detection, ping
sweeps, etc.

the

Here, we will use Nmap to discover open ports and services running on the live hosts
target network.
1. Turn on the Windows 11, Windows Server 2022, and Ubuntu, virtual machines.
2. Switch to the Windows 11 machine, login with Admin\Pa$$word. Click windows Search

icon (L2 on the Desktop, search fo zenmap in the searchfield and open the app.

3. The Zenmap appears; in the Command field, type nmap T -v [Target IP Address]
(here, the target P address is 10.10.1.22) and cick Scan.
Note: -sT: performs the TCP connect/full open scan and -v: enables the verbose output
(include all hosts and ports in the output).

4. The scan results appear, displaying al the open TCP ports and services running on the
target machine, as shown in the screenshot.
Note: TCP connect scan completes a three-way handshake with the target machine. In
the TCP three-way handshake, the client sends a SYN packet, which the recipient
acknowledges with the SYN+ACK packet. In turn, the client acknowledges the SYN+ACK
packet with an ACK packet to complete the connection. Once the handshake is
completed, the client sends an RST packet to end the connection.
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5. Click the Ports/Hosts tab to gather more information on the scan results. Nmap display
the Port, Protocol, State, Service, and Version of the scan.
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6. Click the Topology tab to view the topology of the target network that contains the
provided IP address and clck the Fisheye option to view the topology clearly.
=

S

7. Inthe same way, click the Host Details tab to view the detais of the TCP connect scan.
= T
—— <) -

8. Click the Seans tab to view the command used to perform TCP connect/full open scan.
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9. Click the Services tab located in the left pane of the window. This tab displays a list of

Note: You can use any of these services and their open ports to enter into the target
network/host and establish a connection.
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13. Now, switch to the Windows 11 machine. In the Command field of Zenmap, type nmap

55 v [Target IP Address] (here, the target IP address s 10.10.1.22) and click Scan.

Note: -s5: performs the stealth scan/TCP half-open scan and -v: enables the verbose
‘output include all hosts and ports in the output).

14, The scan resuits appear, displaying all open TCP ports and services running on the target

machine, as shown in the screenshot.
Note: The steaith scan involves resetting the TCP connection between the ciient and
server abruptly before completion of three-way handshake signals, and hence leaving.
the connection half-open. This scanning technique can be used to bypass firewall rles,

logging mechanisms, and hide under network traffic.

gl[fl!i!l!l[ Bl
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15. As shown in the last task, you can gather detailed information from the scan result in

the Ports/Hosts, Topology, Host Details, and Scan tab.

16.Similarly, type nmap -sX - [Target IP Address] (here, the target IP addres:
and click Scan.

10101.22)

Note: -sX: performs the Xmas scan and -v: enables the verbose output (include al hosts

and ports in the output).
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17. The scan results appear, displaying that the ports are either open or filtered on the
target machine, which means a firewall has been configured on the target machine.

Note: Xmas scan sends a TCP frame to a target system with FIN, URG, and PUSH flags
set.If the target has opened the port, then you will receive no response from the target

system. If the target has closed the port, then you will receive a target system reply with
anRsT.

P

18.In the Command field, type nmap -sM -v [Target IP Address] (here, the target IP address
1510.10.1.22) and click Scan.

Note: -sM: performs the TCP Maimon scan and -v: enables the verbose output (include
all hosts and ports in the output).
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19.The scan results appear, displaying either the ports are openffiltered on the target
machine, which means a firewall has been configured on the target machine.

Note: In the TCP Maimon scan, a FIN/ACK probe is sent to the target; if there is no
response, then the port is Open| Filtered, but if the RST packet is sent as a response,
then the port s closed.

20.In the Command field, type nmap -sA -v [Target IP Address] (here, the target IP address
510.10.1.22) and click Scan.
Note: -sA: performs the ACK flag probe scan and -v: enables the verbose output (include
all hosts and ports in the output).

21, The scan results appear, displaying that the ports are filtered on the target machine, as
Shown in the screenshot.
Note: The ACK flag probe scan sends an ACK probe packet with a random sequence
number; no response implies that the port s fitered (stateful irewall i present), and an
RST response means that the port s not fttered.

=
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22. Now, switch to the Windows Server 2022 machine. Click Ctri+Alt+Delete to activate the
machine. Login with Administrator/Pa$word.

23.Turn off the Windows Defender Firewallfrom Control Panel.

24, Now, switch back to the Windows 11 machine. I the Command fild of Zenmap, type
nmap -5 -v [Target 1P Address] (here, the torget IP address is 10.10.1.22) and click
Scan.

Note: -sU: performs the UDP scan and -v: enables the verbose output (include al hosts
and ports in the output). Thisscan could take approximately 15-20 minutes.

25. The scan results appear, displaying all open UDP ports and services running on the
target machine, as shown i the sreenshot.

Note: This scan willtake approximately 20 minutes to finih the scanning process and
the results might differ inyour lab environment.

Note: The UDP scan uses UDP protocol instead of the TCP. There is no three-way
handshake for the UDP scan. t sends UDP packets to the target host; no response
means that the port is open. f the port is closed, an ICMP port unreachable message is
received.

11510

26 Close the Zenmap window.
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27.You can create your scan profile, or you can also choose the default scan profiles
available in Nmap to scan a network.

25 windons s o (2] o e skt S i e et
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29. 7o choose the default scan profiles available in Nmap, click on the drop-down icon in the
Profile field and select the scanning technique you want to use.

30.To create a scan profile; click Profile -> New Profile or Command.
Note: f a User Account Control pop-up appears, click Yes.

31.The Profile Editor window appears. In the Profile tab, under the Profile Information
section, input  profile name (here, Null Scan) into the Profile name field

e E—
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32. Now, click the Scan tab and select the scan option (here, Null scan (-sN)) from the TCP
‘scan drop-down list.
33.Select None in the Non-TCP scans drop-down lst and Aggressive (-T4) in the Timing

template lst. Ensure that the Enable all advanced/aggressive options (-A) checkbox is
Selected and click Save Changes, as shown in the screenshot.

Note: Using this configuration, you are setting Nmap to perform a null scan with the
time template as -T4 and all aggressive options enabled. This scan could take
approximately 15-20 minutes.

3. This willcreate a new profile and wil thus be added to the profile st
F

s Bt S o ox

35 In this sub-task, we will be targeting the Windows Server 2019 machine (10.10.1.19).

36.In the main window of Zenmap, enter the target IP address (here, 10.10.1.19) in the
Target field to scan. Select the Null Scan profile, which you created from the Profile
drop-down list, and then click Scan
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37. Nmap scans the target and displays results in the Nmap Output tab, as shown in the
screenshot.
= -

38. Apart from the aforementioned port scanning and service discovery techniques, you can
also use the following scanning techniques to perform a port and service discovery on a
target network using Nmap.
= IDLE/IPID Header Scan: A TCP port scan method that can be used to send  spoofed
source address to a computer to discover what services are available.
#nmap -1 v [target IP address]

= SCTP INIT Scan: An INIT chunk is sent to the target host; an INITAACK chunk
response implies that the port is open, and an ABORT Chunk response means that
the port i closed.
#nmap -sY -v [target IP address]

= SCTP COOKIE ECHO Scan: A COOKIE ECHO chunk is sent to the target host; no
response implies that the port is open and ABORT Chunk response means that the
portis closed.

#nmap -5Z -v [target IP address]
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39.1n the Command field, type nmap -sV [Target IP Address] (here, the target IP address is
10.10.1:22) and click Scan.

Note: -sV: detects service versions.

40, The scan reults appear, displaying that open ports and the version of sevices running.
onthe ports, as shown inthe screenshot.

Note: Service version detection helps you to obtain information about the running
services and their versions on a target system. Obtaining an accurate service version
number allows you to determine which exploits the target syster s vulnerable to.

== —

41.1n the Command field, type nmap -A [Target Subnet] (nere, target subnet is 10.10.1.%)
and dlick Scan. By providing the **" (asterisk) wildcard, you can scan a whole subnet or
1P range.

Note: -A: enables aggressive scan. The aggressive scan option supports OS detection (-
0), version scanning (-sV), script scanning (-5C), and traceroute (-traceroute). You
should not use -A against target networks without permission.
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42. Nmap scans the entire network and displays information for all the hosts that were
scanned, along with the open ports and services, device type, details of 05, etc. as
shown in the screenshot.
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43. (hoose an IP address 10.10.1.22 from the list of hosts in the left-pane and ciick the Host
Details tab. This tab displays information such as Host Status, Addresses, Operating
System, Ports used, 05 Classes, etc. associated with the selected host.

Note: The output might differ when you perform this task.

» e

44.This concludes the demonstration of discovering target open ports, services, service.
versions, device type, OS details, etc. of the active hosts in the target network using.
various scanning techniques of Nmap.

4. Close all open windows and document allthe acquired information.
46. Turn off Windows 11, Ubuntu, and Windows Server 2022 virtual machines.
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Perform Network Scanning using AI

Performing network scanning using Al enhances cybersecurity measures by efficiently
identifying vulnerabilities and potential threats within the network infrastructure.

Lab Scenario

As ethical hackers and penetration testers, it s crucial to leverage advanced tools and
techniques to uncover hidden vulnerabilites i target networks. This ab focuses on utilizing Al-
powered network scanning tools like ShellGPT to gather comprehensive information about
systems within the target network.

Lab Objectives
+ Scan atarget using ShelGPT
Lab Environment
o carry out this b, you need:
+ Windows 11 virtual machine.
+ Windows Serer 2022 virtual machine
+ Windows Server 2019 vitual machine
+ parrot Security virtual machine
+ Ubuntu virtual machine
+ Android virtual machine
+ Web browsers with an Internet connection
+ Administrstorprvieges o ru the tools

Overview of Network Scanning using AT
Network scaning using Al enhances cybersecurty by automating the detection of
Vuinerabiltes and threats. Al-driven tools analyze network traffic, identify anomalies, and
predict potential attacks with high accuracy, provding proactive defense mechanisms and
reducing response times for cybersecurity teams.
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ShellGPT is an Al-powered tool that can assist in scanning networks by automating tasks such as.
identifying active devices, detecting open ports, and analyzing network vulnerabilties. It
leverages advanced algorithms to provide efficient, realtime insights, ensuring network
security and performance optimization.

Here, we willuse ShellGPT to discover active hosts, open ports, services running, and 0S details
of systems present in the target network.

The commands generated by ShellGPT may vary depending on the prompt used and the tools
available on the machine. Due to these variables, the output generated by ShellGPT migh differ
from whatis shown in the screenshots. These differences arise from the dynamic nature of the
AV processing and the diverse environments in which it operates. As a result, you may observe
differences in command syntax, execution, and results while performing this lab task.

1. Turn on the Windows 11, Windows Server 2022, Windows Server 2019, Ubuntu, Parrot
Security and Android virtual machines.

2. Before starting this lab, follow the steps to integrate ShellGPT provided in Module 00:
CEH Lab Setup > Integrate ShellGPT in Parrot Security Machine.

3. After incorporating the ShellGPT API in Parrot Security Machine, in the terminal window
run sgpt ~chat scan ~shell “Use Hping3 to perform ICMP scanning on the target IP
address 10.10.1.1 and stop after 10 iterations” to perform ICMP scan on target 1P
address.

Note: In the prompt type E and press Enter to execute the command.
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4. Now, run sgpt chat scan —shell “Run a hping3 ACK scan on port 80 of target IP
10.10.1.11” command to perform ACK scan on target IP address.

Note: In the prompt type E and press Enter to execute the command.

€t + Cto stop the scan.

Run sgpt —chat scan —shell "Scan the target network 10.10.1.0/24 for active hosts and
place only the IP addresses into a file scan1.txt” to perform host discovery.

Note: In the prompt type E and press Enter to execute the command.

Now run pluma scan.txt command to open scanl.txt file and view the IP addr
active hosts in the target subnet.

Note: The output might differ when you perform this task
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Close the text editor winc

To perform nmap 1P address that were gathered in previous
step run sgpt ~chat scan ‘Run 2 fast but comprehensive Nmap scan against
scan.txt with low verbosity and write the results to scan2.txt” command

Note: In the prompt type E and press Enter to execute the command.

10. After the scan run pluma scan2.txt command to open scan2.txt file
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11. Close the text editor winc

12. Run sgpt ~chat scan --shell “Use Nmap to perform ICMP ECHO ping sweep on the
target network 10.10.1.0/24" command to perform ICMP ECHO ping sweep on the
get network.

Note: In the prompt type E and press Enter to execute the command.

Note: Output might differ when you perform this task.

13 Now, we will perform port scanning using ShellGPT to do 50, run sgpt -
“Use Nmap to find open ports on target IP 10.10.1.11" command.

Note: In the prompt type E and press Enter to execute the command.
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n ports, pertaining to the target IP

15. Now, we will perform stealth scan on a target IP, to do 5o, run sgpt ~chat scan -shell
“Perform stealth scan on target IP 10.10.1.11 and display the results” command

Note: In the prompt type E and press Enter to execute the command.
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16. To perform XMAS scan on a target IP address, run sgpt —chat scan --shell “Perform an
XMAS scan on target IP 10.10.1.11” command.

17. Run sgpt ~chat scan --shell “Use Nmap to scan for open ports and services against a
list of IP addresses in scan1.txt and copy only the port, service and version information
with the respective IP address to a new file called scan3.txt” command to scan for
open services and ports against the listof P addresses acquired in Step#?.

Note: In the prompt type E and press Enter to execute the command.

18. Once the scan s finished run pluma scan3.txt command to view the scan results.
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19. Close the text editor window.

20. Now we wil use Metasploit to dis en ports on a target system, run sgpt
scan -shell “Use Metasplolt to discover open ports on the IP address 10.10.1.22"

command.

Note: In the prompt type E and press Enter to execute the command.
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21. To perform service version discovery on a target system run sgpt —chat scan —shell “Use
Nmap to scan open ports, MAC detais, services running on open ports with their
versions on target IP 10.10.1.11” command.

Note: In the prompt type E and press Enter to execute the command.

We will now perform OS discovery using ShellGPT, to do o run sgpt —chat scan --shell
“Use TTL value and identify the operating system running on the target IP address
10.10.1.11, display the TTL value and 0S” command.

Note: In the prompt type E and press Enter to execute the command.
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23. Run sgpt ~chat scan -shell “Use TTL value and identify the operating system running
on the target IP address 10.10.1.9, display the TTL value and 05"

Note: In the prompt type E and press Enter to execute the command.

24. We will now perform OS discovery using Nmap on the list of IP addresses acquired in
Step#, 10 4o 50 run sgpt ~chat scan ~shell “Use Nmap script engine to perform O
discovery on the target IP addresses in scanl.txt”

Note: In the prompt type E and press Enter to execute the command.
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Il automate various network scanning tasks by create custom script that will run
automatically and fetch the desired resulf.

In the terminal window run sgpt ~chat scan ~shell “Develop a script which will
automate network scanning efforts and find out live systems, open ports, running
services, service versions, etc. on target IP range 10.10.1.0/24" command.

Note: In the prompt type E and press Enter to execute the command.





image35.png
27.To use the IP Address Decoy technique to scan run sgpt —chat scan —shell “To evade an
1DS/Firewal, use IP address decoy technique to scan the target IP address 10.10.1.22"
ommand

Note: In the prompt type E and press Enter to execute the command.

Now, run sgpt ~chat scan ~shell “Within scanl.txt file remove 10.10.1.14 and
10.10.1.13 entries, then display results” command to remove IP address from scanl.txt
file and display result

Note: In the prompt type E and press Enter to execute the command.

Run sgpt —chat scancode ~code “Create a python script to run a fast but
comprehensive Nmap scan on the IP addresses in scanl.txt and then execute
Vulnerability scanning using nikto against each IP address in scan1.txt” command to
reate 2 python script which performs Nmap scan.
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Note: In the prompt ty ess Enter to execute the command.

30. Now, copy the python cos pluma python_scan.py in the
editor window op window, save the file and close it.

31. Close the text editor window.

32. Now, in the terminal window, type python3 python_scan.py to run th
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Apart from the aforementioned commands, you can further explore additional options
within the ShellGPT tool and utilize various other tools to conduct Network Scanning on
the target machine.

the demonstration of using ShellGPT to discover active hosts, open ports
18, and 05 detalls of systems present in the target netw

Close all open windows and document al the acquired information.

Tun off Windows 11, Windows Server 2022, Windows Server 2019, Ubuntu, Parrot
Security, and Android vitual machines.
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4. The result appears, displaying the NetBIOS name table of a remote computer (here, the
WINDOWS11 machine), as shown i the screenshot.

5. In the same Command Prompt window, run nbtstat -c command.
Note: In this command, - lsts the contents of the NetBIOS name cache of the remote
computer.

6. The result appears, displaying the contents of the NetBIOS name cache, the table of
NetBIOS names, and their resolved IP addresses.

Note: It is possible to extract this information without creating a null session (an
unauthenticated session).
E = |
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Now, run net use command. The output displays information about the target such as
connection status, shared folder/drive and network information, as shown in the
shot.

Using this information, the attackers can read or write to a remote computer system,
depending on the availability of shares, or even launch a DoS attack.

This concludes the demonstration of performing NetBIOS enumeration using Windows
command-line utiities such as Nbstat and Net us

Close all open windows and document al the acquired information.

Turn off the Windows 11 and Windows Server 2019 virtual machines.
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SnmpWalk is a command line tool that scans numerous SNMP nodes instantly and identifies a set
of variables that are available for accessing the target network. It is issued to the root node so
that the information from allthe sub nodes such as routers and switches can be fetched.

Here, we will use SampWalk to perform SNMP enumeration on a target system.
Note: Ensure that the Windows Server 2022 virtual machine is running.

1. In the login page, the attacker username wil be selected by default. Enter password as
toor n the Password field and press Enter to log in to the machine.

2. Open a Terminal window and execute sudo su to run the programs as 2 root user (When
prompted, enter the password toor),

Note: The password that you type willnot be visible.

3. Run snmpwalk -v1 < public [target IP] command (here, the target IP address is
10.10.1.22)

Note: ~v: specifies the SNMP version number (1 or 2c or 3) and : sets a community
sting.

The result displays a the OIDs, variables and other associated information.
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5. Run snmpwalk -v2c - public [Target IP Address] command to perform SNMPv2
enumeration on the target machine (here, the target IP address is 10.10.1.22).
Note: —v: specifies the SNMP version (here, 2¢ is selected) and ~c: sets a community
sring.

6. The result displays data transmifted from the SNMP agent to the SNMP server,including
information on server, user credentials, and other parameters.

7. This concludes the demonstration of performing SNMP enumeration using the
SmpWalk.

8. Close all open windows and document allthe acquired information

9. Tur off Windows Server 2022 and Parrot Security virtual machines.
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ShellGPT is a powerful tool leveraging Al, specifically GPT-4, to assist in various tasks, including
network enumeration for penetration testing. 8y using ShellGPT, ethical hackers can automate
the enumeration process, gain insightful data analysis, and identify potential vulnerabilties more
efficiently.
Here, we wil use the ShellGPT to perform enumeration on the target IP address.
‘The commands generated by ShellGPT may vary depending on the prompt used and the tools
available on the machine. Due to these variables, the output generated by ShellGPT might differ
from what is shown in the screenshots. These differences arise from the dynamic nature of the
A processing and the diverse environments in which it operates. As a result, you may observe
differences in command syntax, execution, and results while performing this lab task.
1. Turn on Windows 11, Windows Server 2022, Parrot Security, and Windows Server 2019
virtual machines.
2. Before starting this lab, follow the steps to integrate ShellGPT provided in Module 00:
CEH Lab Setup > Integrate ShellGPT in Parrot Security Machine.
3. After incorporating the SellGPT API in Parrot Security Machine, in the terminal window
run sgot ~shell “Perform NetBIOS enumeration on target IP 10.10.1.11" command to
perform NetBIOS enumeration on target system.

Note: In the prompt type E and press Enter to execute the command.
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4. Run sgpt ~shell “Get NetBIOS info for IP 10.10.1.11 and display the associated names"
command to view the associated names of target system.

Note: In the prompt type E and press Enter to execute the command.

To perform NetBIOS enumeration using Nmap run sgpt ~shell “Enumerate NetBIOS on
target IP 10.10.1.22 with nmap” command.

Note: In the prompt type E and press Enter to execute the command.
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il now perform SNMP enumeration using ShellGPT, to do so, run sgpt —chat enum
—shell “Perform SNMP enumeration on target IP 10.10.1.22 using SnmpWalk and
display the result here” command.

Note: In the prompt type E and press Enter to execute the command.

Run sgpt —chat enum —shell “Perform SNMP enumeration on target IP 10.10.1.22 using
nmap and display the result here"” command to perform SNMP enumeration usis

Note: In the prompt type E and press Enter to execute the command.
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Run sgpt ~chat enum ~shell “Perform SNMP processes on target IP 10.10.1.22 using
map and display the result here” command.

Note: In the prompt type E and press Enter to execute the command.

9. To perform SMTP enumeration on a target IP run sgpt —chat enum —shell “Perform SMTP
enumeration on target IP 10.10.1.19.” command.

Note: In the prompt type E and press Enter to execute the comma
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10. We will perform DNS enumeration with Nmap using ShellGPT, to do so run sgpt —chat
enum —shell "Use Nmap to perform DNS Enumeration on target domain
www.certifiedhacker.com" command.

Note: In the prompt type E and press Enter to execute the command.

1. To perform DNS cache snooping on target domain run sgpt ~chat enum —shell “Use dig.
command to perform DNS cache snooping on target domain www. certfiedhacker.com
using recursive method. Use DNS server IP as 162.241.216.11" command.

Note: In the prompt type E and press Enter to execute the command.
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12. Run sgpt —chat enum —shell "Use dig command to perform DNS cache snooping on the
target domain www.certifiedhacker.com using non-recursive method. Use DN server
1P 25 162.241.216.11" command

Note: In the prompt type E and press Enter to execute the command.

enumeration using ShellGPT run sgpt ~shell “Perform IPsec
enumeration on target IP 10.10.1.22 with Nmap" command.

Note: In the prompt type E and press Enter to execute the command.
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14. We will now perform SMB enumeration using ShellGPT, to do 5o, run sgpt ~shell “Scan
the target IP 10.10.1.22 for the port using SMB with Nmap” c

Note: In the prompt type E and press Enter to execute the command.

15. To create and execute a custom script to automate network enumeration tasks run sgpt
chat enum —shell “Develop and execute a seript which will automate various network
enumeration tasks on target P range 10.10.1.0/24” command.

Note: In the prompt type E and press Enter to execute the command.

Note: Output might differ ou perform
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16. We will perform LDAP enumeration using ShellGPT, to do so, run sgpt —shell “Use nmap
script to perform Idap-brute-force on IP 10.10.1.22" command.

Note: In the prompt type E and press Enter to execute the command.

17. To perform FTP enumeration, run sgpt ~shell *Use Nmap to perform FTP Enumeration
on www.certifiedhacker.com" command.

Note: In the prompt type E and press Enter to execute the command.
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18. The resut appears showing the open ports present on the website, you can see that the
port 21 on which FTP service is runningis open.

19. Apart from the aforementioned commands, you can further explore additional options
within the ShellGPT tool and utiize various other tools to conduct enumeration on the
target.

20. This concludes the demonstration of performing enumeration using ShellGPT.
21. Close all open windows and document all the acquired information.

22, Turm off Windows 11, Windows Server 2022, Windows Server 2019, and Parrot Security
virtual machines.
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