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[bookmark: _Toc237444078]Introduction

This assessment, Configure and Manage the Virtualised Enterprise Network, focuses on the practical configuration and management of a virtualised network environment using Oracle VirtualBox and Windows Server. The assessment covers the installation and configuration of virtual machines, IP addressing, network connectivity, Active Directory Domain Services (AD DS), DNS, Routing and Remote Access Services (RRAS), VPN and routing configurations, firewall and ICMP testing, and Internet Information Services (IIS). The practical tasks demonstrate how different network services can be configured, tested and managed within an enterprise environment. The assessment also develops an understanding of network troubleshooting, security and the role of server-based services in supporting reliable enterprise network operations.





















[bookmark: _Toc237444079]Task 1
[bookmark: _Toc237444080]1. Routing: 
1.1. Remote Access 
An important concept in enterprise networking because it allows authorised users and administrators to securely access network resources, systems, and services from different locations. In a virtualised enterprise network, remote access supports flexible working, remote administration, troubleshooting, and management of virtual machines and network services.
A key aspect of remote access is security. Authentication and authorisation are required to ensure that only approved users can access enterprise resources. Technologies such as Virtual Private Networks (VPNs) can provide secure connections over public networks by encrypting data and protecting sensitive information. Remote access protocols and services must also be properly configured to prevent unauthorised access [1].
For Assessment 2, remote access is particularly important because it enables administrators to manage and monitor the virtualised enterprise network without being physically present. It can improve efficiency, accessibility, and business continuity. However, organisations must implement strong passwords, access controls, encryption, firewalls, and appropriate security policies to reduce risks such as unauthorised access, data interception, and cyberattacks.

[image: ]

Remote access can be found same way as AD DS, go to add roles and features and click remote access, also adding role services such as DirectAccess, VPN and Routing (RRAS), confirm choices, install it and choose the to deploy VPN only.
[image: ]

You can see that it is installed, see in your tools section in server manager. 

[image: ]

After installation, the next step is to configure and enabling Routing and remote access. Configuration: custom configuration-select services to enable such as VPN Access and Lan Routing, other services up to you if you want to enable, but this two are priorities.
[image: ]

Done installing and configuration

Now the next to do is to modify firewall rules to allow ICMP Traffic.
[image: ]
To do this click again the remote access in tools section, go to ipv4 and click general and click ethernet, to set up one that we can use like a firewall. RRAS provides routing and NAT functionality with traffic filtering capabilities that can provide firewall-like protection, although it is not a dedicated firewall. 
RRAS provide the routing/forwarding function which shown in 1.2
1.2. IP forwarding allows a server configured as a router to forward network traffic between different networks. Configure RRAS in Windows, Persistent IP Forwarding and Routing in London with Firewall Rules Customized for each required services in both Birmingham and London.


[image: ]Here we have sample in filtering who can send and who cannot send packet, in this example we will try the inbound filter, click @inbound filter’, click ok, select new and fill up the source and destination network.











[image: ]
[image: ]Source network is the one where the traffic came from and destination is where the traffic going to. In this screenshot is showing a source network and a destination network which allow ICMP traffic, in short blocking traffic from 192.168.1.10

As a server admin, you are working like a firewall, controlling, blocking and managing the data, is this example, you drop all packets to prevent client sending any packets to you. we can test this by pinging your client and it will not go through. 

Here showing outbound filters using same source network and destination network and the filter action I choose to transmit all except to the criteria below, meaning the destination network.

NOTE: Please see Appendices!!!
The Task did not require testing but in appendices, I have tried and test it, there is modification I tried and the results.
Further practical evidence can be found in 1.2 Practical Evidence
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RRAS 
Routing and Remote Access Services (RRAS) is a Windows Server service designed to provide both network routing and remote access capabilities. Its main purpose is to allow users to securely connect to an organisation’s network remotely while also enabling the server to route traffic between different networks or subnets. RRAS supports technologies such as VPNs, routing protocols, Network Address Translation (NAT), and authentication services. VPN support allows remote users to establish secure connections across public networks, while routing enables communication between different network segments. RRAS also provides centralised management of these networking functions through a single service. Therefore, RRAS is important in an enterprise network because it improves connectivity, supports remote administration and users, and helps organisations securely manage communication between networks [2]

For VPN
[image: ]

Still in remote access click the network interfaces, right click and press new demand dial interface, interface name show, I change mine as VPN1.0, then connect it using virtual private network (VPN) then select point to point tunnelling protocol (PPTP) usually use this for VPN.
[image: ]

Here using my server IP address then in protocols and security section, choose both Route IP packets on this interface and add user account so a remote router can dial in.
[image: ]

The network IP address supporting this static route. I put the London network in my case, metric cannot be leave blank, putting 1 in there and put the network mask and click next then set username and password for dial in credentials, same with dial out that this interface uses when connecting the remote router. The credentials you put to the dial in must match to your dial out credentials.
[image: ]
Showing the VPN1.0 in network Interface means it is successful
VPNs are important in enterprise networks because they provide secure communication and allow users or separate networks to access organisational resources across public networks. VPN technologies can protect network traffic through security mechanisms such as encryption and authentication, reducing the risk of unauthorised access and data interception [3].















[bookmark: _Toc237444081]2. Domain Server (Birmingham)
 2.1. Created Forest name myhub.local
For creating Domain server, go to server manager, click add roles and features and add active directory service. For the rest, click next or go for default settings, after that installation will occur.
[image: ]
[image: ]Now active directory is added

After this you can see yellow warning, click the ‘promote this server to a domain controller, where under of this you can create user.
[image: ]Deployment configuration, creating new forest, domain controller would be Windows 2016, the rest by default and here successfully configured and deploy AD DS

          The Windows Server was configured as a domain controller using AD DS to provide centralised management of users, computers and network resources. This approach allows authentication and administration to be managed centrally within the enterprise domain [4].














2.2. Creating A Records-DNS Configuration
[image: ]

Go to Tools in Server Manager, click DNS, under your server, you can see your domain name, right click and add host, sample given in screenshot.



[image: ]
The result when ping Serwin is correct since it points to the IP address 192.168.2.2
[image: ]
Successfully ping both sides. As shown the London server Serwin was configured with the A record Serwin → 192.168.2.2, while the Birmingham server SerwinC was configured with SerwinC → 192.168.1.2.

A DNS A (Address) record maps a hostname to an IPv4 address, allowing devices to be identified using names instead of numerical IP addresses. In the virtualised enterprise network, A records are important for providing name resolution between the Birmingham and London networks. For example, the Birmingham server can be registered as SerwinC. myhub.local with IP address 192.168.1.2, while the London server can be registered as Serwin. myhub.local with IP address 192.168.2.2. This allows administrators and network services to identify the correct servers by hostname. A Debian Linux machine can also use DNS to resolve these hostnames, provided it is configured to use the appropriate DNS server. Therefore, correctly configured A records support reliable communication and management across the enterprise network, although routing between the two subnets is required for actual network connectivity [5].








2.3. Reverse lookup Zone creating PTR records for all servers. 
[image: ]
Go to tools, click DNS and right click reverse look up zone and create new one, choose default settings then enter network id.

[image: ]
Here is my reverse look up zone
Reverse DNS provides the opposite lookup process to conventional DNS by using an IP address to obtain associated hostname information. This process relies on DNS records such as PTR records and can be used to identify network infrastructure [6].
[bookmark: _Toc237444082]3. Encrypted Connection between B-L Network
3.1. Configure Site-to-Site VPN to London Network. 
For VPN:
[image: ]

Still in remote access click the network interfaces, right click and press new demand dial interface, interface name shows, I change mine as VPN1.0, then connect it using virtual private network (VPN) then select point to point tunnelling protocol (PPTP) usually use this for VPN
[image: ]
Here using my server ip address then in protocols and security section, choose both Route IP packets on this interface and add user account so a remote router can dial in.
[image: ]

The network IP address supporting this static route. I put the London network in my case, metric cannot be leave blank, putting 1 in there and put the network mask and click next then set username and password for dial in credentials, same with dial out that this interface uses when connecting the remote router. The credentials you put to the dial in must match to your dial out credentials.

[image: ]
Showing the VPN1.0 in network Interface means it is successful


NOTE: SEE appendices
Tried Ikev2 for more secured connections, the ss and explanation and modification.

A Virtual Private Network (VPN) provides a method of establishing secure remote access to private network resources. VPNs are important in enterprise networks because they allow remote users to access organisational resources while addressing security risks associated with communication over public networks. In this project, VPN functionality was implemented using Windows Server Routing and Remote Access Service (RRAS), following installation of the Remote Access role [7].
























[bookmark: _Toc237444083]4. Users
 4.1 User Accounts Creation
[image: ]
Here are some User Account I made, not only adding it to user but also creating a group for all the users. Note that I created some accounts for test, other usernames I created using the first letter from first name with a dot and last name as SAM Account Name.
User_lists – my Excel User Accounts lists.

User accounts are important in an enterprise network because they provide individual authentication and controlled access to network resources. Creating separate accounts for each employee allows administrators to identify users, assign appropriate permissions, and manage access securely. In a Windows domain environment, user accounts are created and managed centrally through Active Directory Users and Computers (ADUC). Each account can have a unique username, password and security permissions based on the user's role or department. This improves security, accountability and resource management, while reducing the risks associated with shared accounts. For this task, creating individual domain user accounts demonstrates how users can authenticate to the myhub.local domain and access authorised network services.



[bookmark: _Toc237444084]5. Domain Membership 
5.1. User/Client joining domain account

[image: ]

Image shown my server/domain (left) and WindowC machine will be my client/user sample
Step by step:
In the tools you can check if you successfully installed and configured, now in tools you can see Active Directory users and computers, this is where we make changes if you want to have server-client/user relationship and control.
 From the server machine, check from the local server its IP address, go to properties to make some change, choose Internet Protocol Version 4 (TCP/IPv4), click ‘Use the following IP Address (server IP), subnet mask, 255,255.255.0 and default gateway is your client ip in this case I choose my client machine 192.168.1.10. Then click ‘Use the following DNS Server Address, choose ‘preferred DNS server’ and put the IP address from your server or more appropriate to say, domain. 
[image: ]
Server side
[image: ]

Client side
Now every network setting in operating systems by default are named ‘Workgroup’ every computer by default is a workgroup connected to the same local area where no one controls and managing like server. Now we need to make changes to make a special relationship server to user.

 To do this, go to local server in Server Manager, click ‘Workgroup’ and make some changes. Click change and choose ‘domain’ and enter your domain name then OK and confirm it by entering username and password of the server you want to be connected, confirm and the machine will restart.
After this, go to tools again and click active directory and users and computers. Then click the arrow myhub.local, go to users and create.

[image: ]
Sample of my user account, after this the server will create a temporary password for the user.

[image: ]
When signing in, it tells you to change password.
[image: ]

Created a group to put all my user accounts
Domain membership allows computer to become part of an Active Directory environment, enabling centralised authentication, administration and access to organisational resources [8].















[bookmark: _Toc237444085]6. DHCP Server 
6.1. Configure B-DC as DHCP Server.  Range is X.X.X.10 – X.X.X.20.
 	B-DC will be configured as the central DHCP server. The DHCP Server role is installed through Server Manager → Add Roles and Features → DHCP Server. After installation, a DHCP scope is created for each network. For example: Network DHCP range Subnet mask Birmingham 192.168.1.0/24 192.168.1.10 – 192.168.1.20 255.255.255.0 London 192.168.2.0/24 192.168.2.10 – 192.168.2.20 255.255.255.0 The DHCP scope defines the range of addresses that can be automatically allocated to clients. Other DHCP options, such as the default gateway and DNS server, would be configured according to the network infrastructure. 

[image: ]









Figure 1. B-DC configured as DHCP Server 

[image: ]

Adding DHCP Server, click add feature and role and restart before using it.
[image: ]

Creating New Sope and setting it up then activate it




[image: ]
Putting the range to use, in my case I use 192.168.2.10 to 192.168.2.20


















6.2 Configure L-CD as DHCP Relay Server 
A DHCP Relay allows DHCP requests to travel between different networks. This is necessary because DHCP broadcast messages normally do not cross routers. In this infrastructure, L-CD would act as the DHCP Relay, forwarding DHCP requests from the London network to the DHCP server on the other network. The relay would be configured with the IP address of the DHCP server as its destination. This allows clients on the London network to obtain addresses from the central DHCP server without requiring a separate DHCP server on every network. 
[image: ]









Figure 2 L-CD as DHCP Relay Server
[image: ]
Testing another machine that is connected to the same network if it will fall to ranges from the DHCP server.
[image: ]
Configuring and testing
[image: ]

Successful





6.3 Clients Receive IP Addresses Automatically
 After the DHCP server and relay are configured, clients are set to: Obtain an IP address automatically When a client joins the network, it sends a DHCP request. The DHCP server selects an available address from the appropriate scope and provides the client with its network configuration. The basic process is: DHCP Discover → DHCP Offer → DHCP Request → DHCP Acknowledgement (DORA) As a result, clients can automatically receive an IP address within their network's DHCP range.

[image: ]Figure 3 DHCP DORA process (for automatic IP Address Allocation)


[image: ]
Proof that Serwin/Server2 has received its address automatically
Explanation for my Practical Demonstration: A DHCP server was configured on Serwin3, a separate Windows Server 2019 test machine connected to the London network (192.168.2.0/24). A DHCP scope was created with an address range of 192.168.2.10–192.168.2.20 and a subnet mask of 255.255.255.0. Serwin, which initially used the static IP address 192.168.2.2, was then configured to obtain its IP address automatically. After running ipconfig /release and ipconfig /renew, Serwin successfully received 192.168.2.10 from the DHCP scope. This demonstrates that the DHCP server can automatically allocate an available IP address to a client, reducing the need for manual IP configuration.

DHCP provides an efficient method of managing IP addresses by automatically assigning network configuration to client devices, reducing the need for manual configuration and supporting centralised network administration [9].








[bookmark: _Toc237444086]7. Test and Troubleshoot 
7.1. Test the Network Connectivity 
[image: ]

Windows Server to Debian Server and client machine, ping successfully
[image: ]

Windows client (192.168.1.10) ping both Debian server and client machine
[image: ]

Linux server pinging Windows Server and client
[image: ]
Debian Client machine successfully ping Windows both server and client
The Windows and Linux machines were configured on the same Birmingham network (192.168.1.0/24) using unique IP addresses. The Debian Server and Debian Client were initially configured with 192.168.200.10 and 192.168.200.11. To allow them to communicate with the Windows machines on the Birmingham network, their IP addresses were changed to 192.168.1.20 and 192.168.1.21, with a subnet mask of 255.255.255.0. After reconfiguring the Debian machines and ensuring they were connected to the Birmingham NAT Network in VirtualBox, ping tests were performed between the Windows Server, Windows Client, Debian Server and Debian Client. Successful replies confirmed that all four machines could communicate within the Birmingham network.
Birmingham-London Network
[image: ]

Showing 2 machine with different network, ping was unsuccessful. Next step is to troubleshoot
[image: ]

Adding another network to SerwinC my server machine connected initially to Birmingham Network
[image: ]

Now SerwinC has 2 network adapter is
[image: ]

*NOTE I change IP initially set to Ip 192.168.1.10 to different IP Address) to avoid interfering the DHCP Scope I tested on my other machine which is 192.168.2.10-20, so this should be available for my DHCP clients.
Now my Windows server which RRAS configured have two networks available, Birmingham and London Network. Next is to go to RRAS in Tools in Server Manager, I check and confirm it is there. Next to test is to ping both 192.168.1.2 and 192.168.2.4 and it successfully replied
[image: ]

Network connectivity between the Birmingham and London networks was successfully tested. The London machine (192.168.2.2) successfully communicated with the Birmingham client (192.168.1.10) using the configured RRAS router. This confirms that traffic can be routed between the two different /24 networks. Successful ping replies demonstrate that the Birmingham and London networks are connected and operational.
RRAS provides routing between 192.168.1.0/24 and 192.168.2.0/24, allowing devices on each network to communicate even though they have different network addresses.
Devices within the same network can communicate directly because their IP addresses belong to the same subnet. However, devices located on different networks can also communicate when a router or Layer 3 device provides a route between the networks. When a host identifies that the destination is outside its local subnet, it forwards the packet to its default gateway. The router then examines the destination IP address and forwards the packet through the appropriate interface towards the destination network. Therefore, being on different networks does not prevent communication; a suitable routing path between the networks is required [10]






[bookmark: _Toc237444087]8. Disk Drive 
8.1. Mount disk drive 
[image: ]
From C drive in my PC, I created another folder named Birmingham, in the properties, click advanced sharing and modify who can have control, who can change and read only, in my case, I change the everyone to domain controllers only to allow full access to this drive.

[image: ]

You can see the path \\SERVER1\Birmingham now its time to share to users or whoever you share with in my case the accounts in my domain.
[image: ]

Sample account where I test the sharing, Double click the user and in profile section, choose the connect, pick letter, then to: where the path you want to connect.

[image: ]
Now log in the user/client machine or account to see.
[image: ]

Shared drive is available in client machine.
A shared Birmingham folder was created on the server, and appropriate sharing permissions were configured for domain users. The folder was then accessed from the client using a domain user account and mapped as drive E: The screenshot confirms that Birmingham (\SERVER1) (E:) is available on the client. This demonstrates successful network file sharing and allows authorised users to access centralised files while permissions control who can read or modify the data.
*However, this test showing only shared folder mapped as E:, rather than proving that a second physical/virtual disk was mounted.

Dauti explains Windows Server administration and network services, including the configuration and management of resources within a Windows Server environment. This supports the practical use of a server to provide shared network resources that can be accessed by client computers [11]
In my practical task, I configured a shared folder on the Windows Server and accessed it from the client computer as a network drive. This demonstrated how a server can provide centralised access to shared resources over the network, allowing users to access files without storing the same data locally on each computer.

NOTE: See practical test how to mount second drive on Appendices!!
Mount_Disk

[bookmark: _Toc237444088]9. IIS Server 
9.1. Create  Website 
Volodarsky et al. explain that IIS provides a web-server platform for hosting and managing websites and web applications. The resource also discusses IIS architecture, administration, website creation, virtual directories, application pools, security, monitoring and troubleshooting [12]
This relates to my practical work because I installed IIS on Windows Server and configured a website that was successfully accessed through the web browser. The practical demonstrated how IIS can be used to host and manage web content on a Windows Server environment.
Since last installation of some services, the IIS installed already we proceed to next step.
First check if IIS is really working, by going to browser and input in address bar http://localhost, if IIS welcome page is working, then it is installed and running.

[image: ]

Next create the website folder and create html document in Notepad, save it

[image: ]

Open the IIS , click the arrow from Server1, right click sites and add website. Site Name will be webs.crystal.acca, physical path is C:\WebSite, Binding Type http, Port: 80, Host Name: webs.crystal.acca.

[image: ]

Successfully create website
NOTE: Screenshot of additional attempt for Windows Authentication in Appendices!!!!
Windows_authentication
[bookmark: _Toc237444089]10. Remote Desktop Services 
10.1. Configure remote access 
[image: ]

Enabling remote desktop in server side then go to client machine
[image: ]

Client machine side, enabling remote desktop
From Client machine, I can log in to the server, To do this, go to Remote desktop Connection in windows search bar where you can find a built in Remote Desktop Connection.
[image: ]

When click there is small window, where you will enter computer name and username, in my case Server1 and username, administrator and click connect.
[image: ]
From this, next it will ask the password
After this it will ask you if you want to proceed even with certificate errors, just click yes anyway.
[image: ]

Successfully open Server1, my server OP in client machine interface.
Remote Desktop Services allows applications and desktop environments to be accessed remotely, with the processing taking place on the server while the graphical interface is presented to the remote user. This can be beneficial because users can access applications and resources from another computer without requiring the same processing capabilities locally [13].
In my practical task, I configured and tested Remote Desktop access to the Windows Server. This demonstrated how a client computer can remotely access the server's desktop and manage resources without being physically present at the server.













[bookmark: _Toc237444090]Conclusion 

In conclusion, this assessment, Configure and Manage the Virtualised Enterprise Network, provided practical experience in configuring and managing a virtualised enterprise network using Oracle VirtualBox and Windows Server 2019. Across the ten tasks, I worked with different network and server technologies, including IP addressing, Active Directory Domain Services (AD DS), DNS, RRAS, VPN, routing, firewall configuration, IIS and Remote Desktop. These tasks demonstrated how different services can work together to support an enterprise network. The successful completion of the tasks, including Task 10 – Remote Desktop, helped me develop a better understanding of server configuration, network management and connectivity within a virtualised environment.




















[bookmark: _Toc237444091]Reflection

 	This assessment was challenging but provided valuable practical learning. The most difficult part was configuring and troubleshooting the network, particularly RRAS, VPN, routing and DNS. I experienced problems with connectivity and had to repeatedly check IP addresses, network interfaces, firewall settings and RRAS configurations. I also found the IIS and Windows Authentication configuration challenging. These difficulties showed me that changing one network service can sometimes affect other services, so configurations need to be completed carefully and tested step by step. The easier tasks were those that could be followed more directly from the lecturer's instructions, such as basic connectivity testing, ICMP configuration and Remote Desktop. For Task 10, I followed the lecturer's demonstration video and successfully completed the Remote Desktop configuration. Overall, I realised that networking is not simply about following instructions. Troubleshooting and understanding the reason behind an error are equally important. The assessment improved my confidence in using Windows Server, RRAS, IIS and virtual machines. Although some tasks required considerable troubleshooting, these difficulties helped me develop patience, problem-solving skills and a more systematic approach to configuring and managing an enterprise network.

















[bookmark: _Toc237444092]Appendices

[bookmark: Task_1_2_Test][bookmark: _Toc237444093]1.2 Practical Evidence 
(this is the continuation of 1.2 task where I did practical test and modified the filter action)
[image: ]
Testing
[image: ]
server to client
[image: ]
when did the inbound filtering RRAS
[image: ]
client to server
[image: ]
this is the result when I change the filter action, from drop all packets, to receive all packets except those that meet the criteria below. See picture below
[image: ]






[bookmark: Mount_Disk][bookmark: _Toc237444094]8.1 Mount Disk Drive Practical Test
[image: ]

A second virtual hard disk was added to the Windows Server virtual machine to provide additional storage for the BirminghamFiles directory. In VirtualBox, a new virtual disk (SerwinC_1.vdi) was created and attached to the VM through the SATA controller. The disk is separate from the operating system disk, allowing file storage to be managed independently from the system files. The disk will then be configured within Windows Server using Disk Management before creating the required E:\BirminghamFiles directory and sharing it across the network.
[image: ]
In Disk Management inside your server machine, manage the disk. Right click the Disk 1 and select New simple Volume, finish the Wizard and assign Drive Letter and choose E, rest is proceed to default and just change the New Volume to Birmingham Files.

The newly attached 50 GB disk was successfully configured through Disk Management as the E: drive. The entire available space was allocated to the volume, allowing the server to use it as dedicated storage for the BirminghamFiles shared directory.

[image: ]
The newly attached 50 GB virtual disk was initialised and brought online using Windows Server Disk Management. It currently appears as unallocated space, meaning it is available to be configured as a new storage volume. This separate disk will be used to create the E: drive for storing the BirminghamFiles directory and providing shared network storage.
[image: ]
	Proceed to create folder to share. In File folder, click ‘This PC’ you will see the BirminghamFiles disk, open and create folder named BirminghamFiles, I made a small test there It’smeCrystal.txt. Back to BirminghamFiles folder, right click to propertis and choose Sharing tab, go to advanced sharing and tick share this folder and click Permissions, I leave the defaults settings as shown in the screenshot, applied and OK.
[image: ]

	Again back to BirminghamFiles folder, right click properties , go to security tab, here I allow the Domain Users a full control as shown in screenshot.
[image: ]
	Log in as a user account in my client machine, here, shown that the Birmingham disk is shared.
The BirminghamFiles shared drive was successfully accessed from the client and mapped as a network location. This demonstrates that the allocated server storage can be accessed across the network according to the configured permissions.















[bookmark: Windows_authentication][bookmark: _Toc237444095]9.1 Windows Authentication
	Here is the continuation of the task.
[image: ]
In server Manager, go to manage and add feature and role and add windows authentication. Web Server -Web Server-Security, there you can tick the windows authentication and install it. Since the IIS Manager other features have been installed when we installed VPN and RRAS, we will just add the Windows Authentication part.

[image: ]
In IIS Manager under webs.crystal.acca, click and see authentication, disable anonymous, and enable windows authentication.

[image: ]
	After enabling windows authentication, here is the changes, after entering credentials, it error 401, fixing it by going to folder permissions.

The IIS website was successfully created and tested before enabling Windows Authentication. However, after installing and enabling Windows Authentication, an authentication/permission error occurred and the system repeatedly requested administrator credentials. As this prevented me from proceeding further, I stopped the configuration at this stage.
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