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Abstract - Rapid advancements in ICT have enabled the migration of businesses online as well as the interconnectivity of people and machines. As a result, the growth and importance of cyberspace and cybersecurity have become a significant issue for many. The first part of this research was undertaken to explore future trends in cybersecurity including security trends in the Internet of Things (IoT) and smart city. In the second part of this report, the author has conducted a real-life scenario penetration testing on Tevelcyber Corps live website, to highlight the complexity and importance of this process when it comes to fighting Cyber-attacks. The results of this research show that the current trends indicate a grim scenario when it comes to maintaining cybersecurity. Damages have been increasing and operating costs are rising. Trends also indicate challenging years ahead due to rapid geographical expansion and heightened functional growth of cyberspace. Cybercriminals are also predicted to increase and become more sophisticated in their strategies. Similar forecasts have been made for IoT and smart cities. Both IoT and smart cities are seen to spur the use and integration of users and devices into ICT networks and systems which could overwhelm security measures that are in place. Manpower and budget constraints are expected to figure strongly when assessing security viability in the future for IoT and smart cities. Therefore, security researchers need to start preparing for these future eventualities by bolstering capabilities of security teams. It is recommended that steps are taken to ensure a steady stream of security professionals are available and that personnel are regularly trained for technology advancements and the appearance of new threats. Policymakers and administrators should be involved especially in making sure resources are available for setting up and maintaining security systems for IoT and smart cities. This research has found that for cybersecurity to function, both technology and concerted effort in the part of users, developers and policymakers should be promoted. 
1. Introduction

During the past few decades, information, and communications technology (ICT) grew in leaps and bounds around the world. As a result, many personal and commercial activities and transactions have been rapidly migrating online. This online infrastructure and interconnections that facilitate the storage and movement of data are collectively known as cyberspace. Cyberspace can be defined as online or offline ICT systems and networks, as well as the information stored in these systems and networks. The ever-growing dependence of public and private entities on cyberspace has made this digital world a highly attractive target for various parties’ intent on disrupting, exploiting, or destroying opponents or competitors [1]. This makes cybersecurity a very important issue in the global ICT sector.

Cybersecurity can, therefore, be defined as the uninterrupted functioning of ICT systems or cyberspace. One of the threats that cybersecurity manages are cyber-attacks that are typically perpetrated by organised crime and terrorist groups [1]. Cyber threats are pervasive problems that governments and private organisations need to address by realigning their cybersecurity efforts. The number of victims of cyber-attacks has been growing in recent years, affecting large companies such as Sony, HSBC, and Target as well as millions of their customers. Governments have also been victimised by these cyber attackers; private records of 22.1 million United States federal workers, contractors and their families and friends, for instance, have been recently stolen by hackers [2]. The intense innovation and development of technologies supporting ICT have also highlighted the importance of cybersecurity. New technological buzzwords such as the Internet of Things (IoT) and smart cities are proving to be strongly influenced by cybersecurity issues. IoT is characterised by the proliferation of intelligently linked devices to leverage data gathering and efficient use of technologies [3] while smart cities are exemplified by digital centralisation and efficient control of various resources or services such as electricity, water, economy, government and transportation [4]. Since the IoT and smart cities depend on the interconnectivity of cyberspace, cybersecurity measures for these systems must be not only prioritised but also strengthened.

The research part explores the current technological advances in network and cybersecurity. The first part discusses the future trends in cybersecurity using currently available literature. The second part deals with the cybersecurity issues related to the IoT and smart city with the help of relevant publications about the subject. As per the implementation side of this report, the author has conducted a hands-on penetration testing to Tevelcyber Corps live website within the guidelines agreed using all the open-sources tools available.
2. Background
2.1  What is Cyber-attack? 

Cyber-attacks can be simply defined as assault deliberately prepared and launched by cybercriminals using specific tools and software against computer systems and networks, it is often performed for again (financial, political, fun, etc.), those attackers or hackers use a variety of techniques and methods such as Malware, Phishing, Denial of Service (DoS), etc. to scan and identify vulnerabilities that later can be exploited. Year on year, cybercrime has been increasing. This has also impacted on the overall Information Security market and cybersecurity jobs. In 2019 only, Gartner has forecast that the Information Security sector spending would exceed $124 Billion [17].

2.2 Penetration testing

Penetration testing is a great strategy and approach adopted by many organisations and developers within the IT sector to evaluate the security of their networks and assets. This is a simulated cyber-attack performed by a penetration tester or security consultant (ethical hacker) using a variety of cyber-tools and skills to expose any security weaknesses and vulnerabilities within the organisation. For this process to be successful, the ethical hacker must develop good planning for this task after agreeing to the terms and guidelines of this consultancy with the legal owners of the assets and any 3rd parties involved. Also, a detailed contingency plan must be established to ensure the safety and continuity of the organisation services should the asset get compromised or affected. Finally, a penetration testing framework must be adopted or designed to explain all the steps and processes throughout this operation.
3. Future Trends in Cybersecurity


To discuss the future trends in cybersecurity, it is necessary to provide a background on the current state of cybersecurity. This entails looking at studies dealing with cybersecurity. From 1996 to 2010, cybersecurity research has been increasing. Most of this research is carried out by universities and other institutes while the rest is done by the private sector, government, the military and non-government organisations. It has been found that in the United States alone, financial losses due to cyber-attacks drastically climbed from several thousands in 2001 to more than 500,000 US dollars in 2009. Therefore, it has been established that cyber threats are clear present risks that severely impact private and public sectors and that vulnerabilities need to be addressed immediately [1]. 
Fighting cybercrime is also a costly endeavour; in 2015, cybersecurity expenses reached 75 billion US dollars and it is expected that by 2020, the cybersecurity market will be valued at 170 billion US dollars [5]. This makes cybersecurity a priority research and development area. Therefore, future trends should be carefully considered by any research team aiming to bolster their capabilities in securing cyberspace[10].

Future trends, according to Stall [1], indicate that cyberspace will become more ubiquitous than it is now due to rapid geographical expansion and heightened functional growth. This means cyberspace will be more common in communities and will become integral in the functioning of societies. However, it is foreseen by Stall [1] that cybersecurity will become an increasingly risky business. This is because cyberspace is predicted to become more vulnerable. This is because as cyberspace expands, it will likely become more intricate and dependent. Thus, cyberspace will become too large for defenders to monitor and safeguard given the appearance of various vulnerabilities. 
Meanwhile, hacking abilities of malicious parties will also likely improve thus revealing chinks in the cyberspace’s armour will become easier for attackers. Those who will be tasked in designing and implementing cybersecurity are predicted to change. In the future, cybersecurity workers will be coming mostly from the military or government, followed by the private sector, international organisations, and private individuals. There will also be a trend towards enhancing public-private partnerships to secure cyberspace[11]. 
According to Stall [1], threats to cybersecurity in the future will likely come from non-state actors such as ‘hacktivists,’ organised crime, terrorists, and lone wolves. These malicious parties are predicted to present varying motives but will all likely take advantage of the increasing vulnerability of cyberspace and the lower cost of perpetrating attacks. In terms of targets, it has been foreseen that critical infrastructures will be the foremost recipient of cyber-attacks. Other targets with lower risks compared to critical infrastructures are corporations, civilian government, military, and private individuals. 

Specific future trends in cybersecurity have likewise been presented; examples include the role of artificial intelligence (AI), political and economic dynamics, political interference, skills gap, and hacking and data theft [6]. AI has been rapidly developing in recent years and is predicted to play an increasing role in cybersecurity. Many actors are developing and applying AI such as in attacking civil and defence infrastructure of any enemy state in any location in the world. 
At the hands of organised crime and terrorists, AI can be a powerful tool that could render defence of cyberspace challenging in the future. The eastern and the western worlds are expected to experience political and economic divisions that could spell the growth of security threats, according to Marr [6]. Superpowers such as the US and China are already waging a trade war that could have ripple effects on the world’s cybersecurity environment. Iran and Russia are other countries that are implementing drastic measures to control and manipulate their citizens’ behaviour in cyberspace which means new challenges in cybersecurity. On a related note, Marr [6] predicts that political interference could become more sophisticated in the future. These activities include spreading of fake news, propaganda and smear campaign using social media and widely used platforms such as Facebook and Google. State actors are also viewed to become more active in causing political unrest and influencing elections in various countries [12]. 
Unfortunately, Marr [6] notes, a cybersecurity skills gap will hamper efforts to manage the abovementioned cybersecurity issues in the future. It is predicted that unfilled cybersecurity positions will reach 3.5 million in 2014. The intensification of cyberattacks and birth of new threats will make this manpower deficit very pronounced in the future. 
Finally, new forms of cyberattack will likely increase such as vehicle hacking and data theft. With the shift towards advanced forms of transportation such as smart cars and other devices, information will be ubiquitous and become attractive targets for cyber thieves and attackers [6]. Not only are private information being at risk, people could also face bodily or life-threatening danger due to hacking of moving cars and other equipment by malicious individuals.
4. Internet of Things Security Issues

IoT is interconnectivity of devices and systems using embedded actuators and sensors that enable the relay of information for the control and efficient usage of machines and other physical equipment. The goal is to foster a ‘connected life’ that enhances the quality of life of consumers. Sectors that have been envisioned to benefit from IoT include security, energy, education, and health. Other sectors such as retail, manufacturing, transport, and agriculture are also expected to gain in terms of productivity and decision-making activities [1].


It has been projected that IoT will bring about a dramatic increase in global mobile connections that could surpass 10 billion by 2020 alongside more than 25 billion connected devices. Such interconnectivity will enable communication among devices without the need of human input thus promoting new business models, increasing revenue opportunities, enhancing efficiency and improving customer experience [1]. 


Currently, the IoT is facing security challenges such as hackers targeting and exploiting machine connected to the system. These malicious parties can exploit IoT searching tools such as Shodan to look for computers that are vulnerable in any part of the world. Weak security features installed in computers or devices connected to the IoT could be easily breached by attackers. Hackers can then offer services using hacked machines in the black market. Cyber attackers can also get inside IoT systems or networks and steal data or sensitive information that could put the safety or lives of users in danger [7]. 

There are many ways that hackers can attack the IoT depending on the different layers that make up this technology. There are four layers in the security architecture of IoT; these are application, support, network, and perceptual layer. The perceptual layer is the most basic level wherein collection of various information and identification of the physical environment takes place. The network layer is the next level and is involved in the transmission of information from the first layer and in the processing, classification, and collation of information. The support layer is where computing power is integrated through cloud computing and network grid. The final and highest layer is the application layer which provides customer-oriented services to users [8].

Each of these layers has a set of security requirements. In the perceptual layer key agreement, sensor data protection and encryption are the security requirements. In the network layer authentication of identity, fighting DDOS, encryption and communication are required. In the support layer anti-virus, cloud computing and multiparty computation security measures are needed. Finally, in the application layer privacy protection, education and management, and authentication and key agreement security requirements are essential components [8].

According to Suo et al. [8], there are four main security issues or challenges that IoT faces. The first challenge is security structure which the authors associate with the stability of the technology over time. There are layers of security measures and implementing these cannot provide an overall in-depth defence for IoT. The authors suggest creating a security structure that combines information and control to better address this issue. 
The second challenge is key management which Suo et al. [8] note as the most difficult component of cryptographic security. According to the authors, there are no current solutions available for this problem and that cryptographic algorithm and sensor node applications should be explored. Next is the challenge in terms of laws and regulations that govern security since no technology standard currently exists to cover IoT. Since IoT touches on business secrets, national security and personal privacy, the authors view the lack of legislation to properly promote the development of IoT as a significant issue [13]. 
The fourth and final challenge involves the support required by new applications. Suo et al. [8] identified several applications such as network communication technology, pervasive computing technology, radio frequency identification and real-time control theory as new applications that demand increased security measures to guarantee the performance of IoT systems. 
5. Smart City Security Issues


Smart cities are envisioned to change people’s daily lives and have some unifying characteristics. First, a smart city possesses a networked infrastructure which enables the improvement of political and economic efficiency, as well as the development of social, cultural, and urban features. Second, a smart city promotes urban development that is business-led. Third, a smart city recognises the importance of creative and high-tech industries in ensuring urban growth in the long term. Examples of advanced technologies include networking, ubiquitous computing, big data, open data, cloud computing, geographic information system, e-government, service-oriented, embedded network and IoT [9]. All these technologies need to be considered when assessing the security requirements of a smart city. The existence of threats to smart cities arises from the fact that almost every aspect of this entity is run or maintained by data and information. This means that attackers can be attracted by the wealth of information used or stored by smart city systems. Data and information are not limited to the system components of the smart city, sensitive information about the users or citizen residing in the city can also be at risk. The first issue in this scenario is how security can catch up to the rapid integration of various devices and users into the smart city. The question, in this regard, is can security measures be able to address the rapid growth in connections and if this can be maintained [14]. The increased complexity and difficulty in maintaining security in smart cities lies in the fact that new devices and users means more potential security holes that malicious parties could exploit. Smart cities require widespread and rapid Wi-Fi connections that will also serve to invite more attackers [4].

Another issue with smart cities is the availability and training of security personnel. As mentioned, there are various areas where a smart city grows, and these areas need to be covered by ever-expanding security measures. The number and training of cybersecurity personnel might not be able to cope with the demand for positions that need filling. As a result, the security of smart cities could suffer and render it vulnerable to attacks [4].

The size and complexity of smart cities also makes patching and updating of security updates challenging. There will be pressure to come up with solutions to vulnerabilities at a faster rate than normal which means updates could suffer from low quality and be plagued by security holes. Unlike computer and network bugs, smart city system bugs could cause irreparable damage such as shutting down of energy or transportation services [4].

Given the abovementioned issues of smart cities, it would be expected that security measures would be overwhelmingly extensive and, most importantly, costly. To ensure that every potential hole is covered, state-of-the-art security systems must be implemented and doing so would cost a lot of money. Scrimping on these expenses could mean lower standards of security such as inferior software and hardware or lack of certified and trained security professionals [4]. Therefore, budget is a very important consideration when setting up security systems for smart cities.
6. Tevelcyber Web Penetration Testing
6.1  Penetration testing contingency policy

Every qualified ethical hacker or penetration tester must draft a comprehensive Incident Respond Planning to assist the organisation staff with clear steps to manage all the possible security risks and threats when the asset gets compromised. These steps will ensure a minimal loss to services and help avoid any major system failure. In this practical penetration test on Tevelcyber live website, the author will ensure that the testing guidelines will be respected and that no risks would be taken mainly due the limited knowledge and skills (Not Certified) [15].
6.2  Penetration testing framework


Most organisations develop their unique penetration testing framework or implement a pre-existing one as part of their bigger risk assessment framework, these frameworks are often developed to suit the business assets and need. However, most of these penetration tests are often conducted using:

· Penetration Testing Execution Standards (PTES).

· Open Web Application Security Project (OWASP).

· Pre-existing within the risk assessment framework (ISO, NIST…)

Most of these frameworks are designed to provide a robust and effective procedure to ensure the safety and integrity of the assets tested, according to SANS (SysAdmin, Audit, Network and Security) Institute the common factor between all these frameworks is they all follow more or less the same steps in linear fashion one after the other [16]:
· Planning and pre-engagement actions.

· Reconnaissance.

· Vulnerability scanning and threats modelling.

· Exploitation.

· Post-exploitation

· Reporting.
· Solution implementation and re-testing.
6.3  Implementation

· SSL-LABS online scanning

SSL LABS is a powerful online scanning tool to evaluate the security of the website against the most common existing Cyber-attacks within Transport Layer Security, this tool can also provide a detailed report about exchange certificate used, the cipher suites, the keys, the signature algorithm, the browsers and protocol supported, etc. Please see the following figures.
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Figure 1 - SSL Labs overall security rating (A)
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Figure 2 - Tevelcyber RSA Certificate detailed
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Figure 3 - The Protocols and Cipher suites supported
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Figure 4 - The supported Browsers detailed
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Figure 5 - Tevelcyber Vulnerabilities report
· UpGuard online scanning


UpGuard online scanning is another useful web scanning tool, this tool is a combination of an SSL LABS and Nmap scan. The results of this scan demonstrate the vulnerable open ports detected, cipher suites details and other vulnerabilities found within the Email security and HSTS header.
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Figure 6 - UpGuard HSTS vulnerability
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Figure 7 - Email Security vulnerability
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'IMAP" port open

The 'IMAP' service is running and exposed to the internet. The configuration of the server should be
reviewed and unnecessary ports closed.

"POP3' port open

The 'POP3" service is running and exposed to the internet. The configuration of the server should be
reviewed and unnecessary ports closed.

3+ additional security checks failed See details

1+ security checks passed See details





Figure 8 – List of open ports
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Figure 9 - Cipher Suites

· Censys online scan

Censys online scan is another efficient tool used by both professionals and academic researchers, this powerful web scanning tool can provide a comprehensive report about each open port detected, the DNS, the TLS certificate chain used, etc. Please see the scan results in the figures under:
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Figure 10 - Censys HTTPS port report
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Figure 11 TLS Certificate details
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Figure 12 - DNS and Mail ports
· Nmap scan

This one of the best open source scanning tools being developed in recent years, very powerful and easy to use. With a simple scan, the hacker can gather a lot of important information about the target system and start building a clearer image of any potential vulnerabilities that need to be analysed further. The following figures demonstrate the results of the Nmap scan on Tevelcyber website.
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Figure 13 - Slow Nmap comprehensive scan
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Figure 14 - Nmap ports status
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Figure 15 - Nmap topology
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Figure 16 - Online Nmap scan
· Maltego scan

Maltego is an open source scanning tool used by many professionals in the cybersecurity field, this mapping tool is mainly used to discover other hidden sub-services and sub-domains linked to any target system. This mapping technique can help the ethical hacker or the penetration tester to see other hidden weaknesses and protect the entire system. The results show some useful information about other sub-services and sub-domains that could be compromised and impact on the webserver.
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Figure 17 - Maltego topology scan
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Figure 18 - Tevelcyber Web sub-service
· Yuki Scan


Yuki Chan is a web penetration scanning tools chosen by the author to scan for vulnerabilities, this is an automated web security analyzer that integrates 15 modules in one. The following figures show some of the results and how this scan was performed.
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Figure 19 - Yuki Scan
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Figure 20 - Yuki Scan, The Harvester
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Figure 21 - Yuki Scan, Metagoofil
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Figure 22 - Yuki Scan, Metagoofil results
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Figure 23 - WAFNinja
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Figure 24 - Yuki Scan – WAFNinja Results
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Figure 25  - Yuki Scan – WPSeku

· Red Hawk Multiple attacks

Red Hawk scanning tool is also another advance open source software capable of running 13 important modules (please see figure 27). However, some of these scans where unsuccessful and have been blocked by the local IPS.
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Figure 26 - Launching Red Hawks
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Figure 27 - List of possible scans
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Figure 28 - sub-domains scan
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Figure 29 - MX lookup scan
· Metasploit exploit

Metasploit is one of the best-exploiting tools used for academic research, not very efficient with complex and highly secure assets. In this section, the author has used msfconsole in Metasploit to brute force login password for SSH, MySQL and FTP ports. All the attempts have failed, and the website appears to be secure against these types of attacks.
[image: image31.png]Applications v Places v Terminal v Mon 01:27 w [@ =

root@kali: ~

File Edit Vi

arch  Terminal Help

Name Current Setting Required Description
BLANK_PASSWORDS ~ false no Try blank passwords for all users
BRUTEFORCE SPEED 5 yes How fast to bruteforce, from @ to 5
DB_ALL_CREDS false no Try each user/password couple stored in the current database
DB_ALL_PASS false no Add all passwords in the current database to the list
DB_ALL_USERS false no Add all users in the current database to the list
PASSWORD no A specific password to authenticate with
PASS_FILE no File containing passwords, one per line
RHOSTS yes The target address range or CIDR identifier
RPORT 22 yes The target port
STOP_ON_SUCCESS  false yes Stop guessing when a credential works for a host
THREADS 1 yes The number of concurrent threads
USERNAME no A specific username to authenticate as
USERPASS_FILE no File containing users and passwords separated by space, one pair per line
USER_AS_PASS false no Try the username as the password for all users
USER_FILE no File containing usernames, one per line
VERBOSE false yes Whether to print output for all attempts
Description:

This module will test ssh logins on a range of machines and report
successful logins. If you have loaded a database plugin and
connected to a database this module will record successful logins
and hosts so you can track your access.

4

References:
https://cvedetails.com/cve/CVE-1999-0502/

nsf auxiliary(ssh login) > set RHOSTS 192.185.39.52
RHOSTS => 192.185.39.52

nsf auxiliary(ssh_login) > set USERPASS FILE /usr/share/metasploit-framework/data/wordlists/root userpass.txt
USERPASS_FILE => /usr/share/metasploit-framework/data/wordlists/root_userpass.txt
nsf auxiliary(ssh_login) > set VERBOSE false

VERBOSE => false

msf auxiliary(ssh_login) > []





Figure 30 - SSH login failed
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Figure 31 - FTP login failed

6.4  Penetration testing results

This unique opportunity has given the author a good feel of how complex and important the job of a penetration tester, great knowledge and skills required to take such a task as a professional Cybersecurity consultant. All Through this penetration testing the author was using different open source tools within Kali Linux and some online free scanning tools to expose security weaknesses and vulnerabilities on Tevelcyber website, different protocols have been used in this penetration testing implementation, such as; TCP, IP, UDP, FTP, SSH, SSL, HTTP, HTTPS and SMTP. Many vulnerabilities have been found but not successfully exploited, due to high system encryption, good security implementation, the limited tools available, and the limited practical skills to perform this task without taking any risks or compromising Tevelcyber assets.
7. Conclusion

Due to the rapid advancements in ICT, migration of businesses online and interconnectivity of people and machines, the growth and importance of cyberspace and cybersecurity have been a major concern around the world. Current trends show a dire scenario when it comes to maintaining cybersecurity. Damages have been increasing and operating costs are rising. Trends also indicate challenging years ahead due to rapid geographical expansion and heightened functional growth of cyberspace. Cybercriminals are also predicted to increase and become more sophisticated in their strategies. These forecasts are likewise applicable to the IoT and smart cities. Both IoT and smart cities are seen to spur the use and integration of users and devices into ICT networks and systems which could overwhelm security measures that are in place. Manpower and budget constraints are expected to figure strongly when assessing security viability in the future for IoT and smart cities. Therefore, security researchers need to start preparing for these future eventualities by bolstering capabilities of security teams. There should be programs that will ensure a steady stream of security professionals are available and that personnel are regularly trained for technology advancements and the appearance of new threats. Policymakers and administrators should be involved especially in making sure resources are available for setting up and maintaining security systems for IoT and smart cities. These findings demonstrate that cybersecurity requires both technology and concerted effort to work properly.
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	                 marking criteria and Student FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 

awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	You have engaged excellently with the literature of the research areas. You have covered the key concepts within your research aspect.  Diversity of sources utilised. (Grade mark: 91.11%)
	45
	41

	
	
	

	2. Knowledge and Understanding Skills

Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	
	
	

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	You have demonstrated critical analysis of the research areas. You have discuss security and privacy issues for IoT and SMART city. You highlighted both the problems and the positives in your discussion. A very good abstract and conclusion written.  (Grade mark: 91.11%)
	45
	41

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	
	
	

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	Your work was very organised, presentable and flow excellently. However, your conclusion could be broken down into paragraphs, though written well (Grade mark: 90.00%)
	10
	9

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	91%

	
	Up to four weeks late
	
	

	
	First Attempt?
	
	


	                 marking criteria and Student FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 

awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding Skills

Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	You have demonstrated understanding of the penetration testing and explained the methods and tools for the live website penetration testing.  (Grade mark: 85.00%)
	20
	17

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	You have discussed the relevancy within the parameters of the software tools used and within the limitation of the requirement from the given website.  You have not done a conclusion for this section. The configuration changes that could be made to the site and defence strategy, not done.  You have not done any cost solutions and timetable for the execution of solutions.   (Grade mark: 65.00%)
	20
	13

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	You have discuss application of the methods, tools and technique used to carry out all your tests.  A number of screenshots provided to demonstrate the steps taken but lack discussion. The test results could be improved with cross-reference discussion from the research aspect.  (Grade mark: 83.33%)
	60
	50

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	80%

	
	Up to four weeks late
	
	

	
	First Attempt?
	
	



