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[bookmark: _Toc49952007]ABSTRACT.
This report
[bookmark: _Toc49952008]Introduction.
One of the most critical aspects of a successful business has always been the right balance between cost-effectiveness and quality of the services it provides. Since the importance of affordable access to high-performance hardware and software resources was realized, large information companies were encouraged to migrate to cloud computing. This, alongside whit the potential to avoid maintenance cost and security concerns has led to the emergence of enormous trustworthy clouds, the apprehension of this approach was dramatically reduced. Because “London Bikes” have decided to take the next step towards cloud computing (CC), this report goal is to systematically explain what Cloud computing (CC) is, different characteristics and benefits derived of it. It's impossible to cover every aspect of CC in the length of this report, and it will focus on the main characteristics, different models and which model would be more suited for the company.
[bookmark: _Toc49952009]What is Cloud Computing?
The term "Cloud Computing" emerged in the commercial area in 2006 with Amazon launching its "Elastic Compute Cloud (EC2), the EC2 enabled different types of organizations to rent processing power to run their applications. This was a follow-up on Amazon Web services (AWS), introduced four years earlier in 2002, which supplied storage and computing resources to enterprises. But the idea of the “Cloud" can be traced back to 1961 whit the proposal of John McCarthy, that computers may become a public utility like the telephone system at this time. Eight years later in 1969 the chief scientist of "Advance Research Projects Agency Network" (ARPANET) Leonard Kleinrock, predicted that although in their infancy now, computers will grow more sophisticated and will become widely spread in future years. The definition of CC remains controversial, it has been dominated by vendors leaning more towards hardware aspect, but CC is more computing model then technology. For the purpose of this report, the definition of the National Institute of Standards and Testing (NIST) was chosen. NIST is charged whit developing standards on behalf of United States Federal Government. There are three sections in NIST definition: 
1. Essential characteristics. To implement “true” Cloud Computing, five characteristics must be adopted by the Cloud environment:
· Broad network access.
· On-demand self-service.
· Resource pooling.
· Rapid elasticity.
· Measured service.
2. Services models. Three ways of delivering Cloud Computing are identified by NIST:
· Software-as-a-Service (SaaS).
· Platform-as-a-Service (PaaS).
· Infrastructure-as-a-Service (IaaS).
3. Deployment models. Four deployment models in which Cloud Computing can be deployed are identified:
· Private Cloud.
· Community cloud.
· Public Cloud.
· Hybrid Cloud.
[bookmark: _Toc49952010]Essential characteristics.
[bookmark: _Toc49952011]Broad network access is defined by NIST as follow:
"Capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, tablets, laptops, and workstations)." (Peter Mell, Timothy Grance, (2011))
This means that for basic communication and connectivity protocols like HTTP are expected to be used, not proprietary protocols designed to limit the device type or force need for licensing fees. Furthermore, the integration of new devices in the application environment is easy if the device supports appropriate protocols. One very important source of CC interaction is communication whit other computers. Instead of end-users interacting via device whit the Cloud environment, the standard protocols may be used by other computers to interact whit it. For example, tools for that co-ordinate the Cloud application, applications incorporated in specialized hardware device like a smart meter connecting to Cloud and submit or retrieve information. Increase in the demand of computing resources will be observed because of the increased load that will occur of this characteristic. 
[bookmark: _Toc49952012]On-demand self-service is defined by NIST as follows:
"A consumer can unilaterally provision computing capabilities, such as server time and network storage, as needed automatically without requiring human interaction with each service provider." (Peter Mell, Timothy Grance, (2011))
In this case, "consumer" applies to the developers, not the ultimate end user. Whit this definition, the developer no longer needs to justify the request for resources to another member of organizations that feels his role is to ration access to precious resources. This show the separation of the CC world of the traditional perception of IT resources as expensive and limited. Derived of this is the need for automated policy regarding resource requests, traditionally this involved operation administrator, who knows the organization rules of who was approved to request resources and who didn't have this permission. In on-demand self-service, there is no need for an individual to interact in this process. Now the developer can submit a request via self-service portal and receive the resources in minutes.
[bookmark: _Toc49952013]Resources pooling is defined by NIST as follows:
"The provider's computing resources are pooled to serve multiple consumers using a multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand. There is a sense of location independence in that the customer generally has no control or knowledge over the exact location of the provided resources but may be able to specify location at a higher level of abstraction (e.g., country, state, or datacenter). Examples of resources include storage, processing, memory, and network bandwidth." (Peter Mell, Timothy Grance, (2011))
A common practice in IT, resource organizations, is every department to have dedicated compute resources, this can be extremely inefficient for example, at the end of the mount finance my operate at maximum capacity trying to update organization income report, while other departments like HR resources stay at idle. In the Cloud Computing world, dedicated resources are a thing of the past, the resources are shared, dynamically assigned according to the demand of applications. This can lead to increase in efficiency and lower the total costs; certainly, the shift of resources is more logical and efficient, rather than purchasing more resources while not all the potential resources are used to capacity. But from a Cloud provider perspective, this resources pooling hides some utilization risks. Cloud providers make a significant investment, and the risk of no reaching necessary levels of demand to justify this investment is very real. Now Cloud provider has the responsibility to make sure of efficient use, after all, why shift to Cloud environment if the utilization is not higher than the old dedicated pools system.
[bookmark: _Toc49952014]Rapid elasticity is defined by NIST as follows:
"Capabilities can be elastically provisioned and released, in some cases automatically, to scale rapidly outward and inward commensurate with demand. To the consumer, the capabilities available for provisioning often appear to be unlimited and can be appropriated in any quantity at any time." (Peter Mell, Timothy Grance, (2011))
In other words, this means that users can acquire computing resources very quickly. Application developers are very appreciative because most of the time, developing requires putting compute resources up and then scaling it down. Another obvious implication is that being able to start work in minutes, they can respond to any change in business conditions very rapidly. Also note the phrase in the first sentence "in some cases automatically”, in other words instead of a human scaling up or down resources a program can do so. Some applications have "internal" monitoring system and depending on the load can scale up or down resources need for proper execution, the said application. Next thing of note is “to scale rapidly outward and inward commensurate with demand”, this bolsters up the fact that users are no committed to the resources they request, beyond the point of which they are needed. This again indicates the utilization risk providers carry whit in a Cloud environment. Finally, the last sentences point out the responsibility carried by the providers to make as much capacity as any user may desire, regardless of the level of resources already being in use by the pool. Although every Cloud provider has implemented a limit on resources, a single user or company can acquire, but the provider has committed to respond to any users need and never turn anyone away. There is the example of Amazon providing 5,000 virtual machines although they have a limit of 20, to a company featured on the Facebook front page.
[bookmark: _Toc49952015]Measured service is defined by NIST as follows:
“Cloud systems automatically control and optimize resource use by leveraging a metering capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and reported, providing transparency for both the provider and consumer of the utilized service." (Peter Mell, Timothy Grance, (2011))
Here NIST focus is on money, how the providers will charge for their services. This by far the most controversial definition, should the organizations attempt to fully apply there will be a giant challenge to implement this change. The monitoring of resources eases the resource user, the decisions when to dial-up or down the resources can be easily extrapolated of monitoring reports.
[bookmark: _Toc49952016]Service models.
[bookmark: _Toc49952017]Software-as-a-Service (SaaS).
Software-as-a-services is one of the most cost-efficient models to experience Cloud Computing, and it's basic applications delivered by means of the internet. The provider is responsible for delivering, availability and security, the organization, is responsibly only for deployment of the application. Organizations using SaaS do not need to pay upfront large licensing fees; no personnel or external systems integrators are needed to implement and configure the application. Because no assembly of dedicated personnel is needed, in most cases, application deployment speeds up and available immediately. One more benefit is the avoidance of licensing fees, most SaaS application is paid by monthly subscription, and in most cases monthly pre user. Therefore, the value of application increases because subscription fees are tied to the actual use of the application.
[bookmark: _Toc49952018]Platform-as-a-Service (PaaS).
For PaaS can be said that is a middle ground between SaaS and IaaS (which will be discussed later), whit PaaS providers offer a framework for organizations to create and operate applications. This service model offers a lot of useful application services; it provides libraries for developers to use for installation and running code, store data, manages users etc. To understand the importance of PaaS we need to return to "Rapid elasticity" characteristic, the “automatic-scaling” does not happen on its own it must be configured; this is what PaaS offers. This means the provider is responsible for implementing this configuration, it's very complicated to develop application whit this scaling configuration, and most don't have the necessary knowledge to do so. Whit PaaS developers don't have to struggle whit this and can focus on the functionality of the application.  
[bookmark: _Toc49952019]Infrastructure-as-a-Service (IaaS).
A problem that many organization faces is owning large infrastructure for completion just a couple of tasks, like once a month accounting tasks. While ownership of such computing potential is the best way for the greatest benefit, it very eases such assets to be unutilized to its full potential. In cases like this IaaS come very useful, it provides basic computing resources like but not limited to network, virtual machines etc. on an as-needed basis. The organization does not own the physical assets (servers, network components, etc.) but only uses the computational of said physical hardware. In most cases, providers charge on "pay-as-you-go" basis; a rental service, in which payments is made of the use of services basis. The biggest benefit is that in organizations that utilization of computing resources is not continuous true the whole work time, it's more cost-efficient to rent said computing resources only when needed. Some organizations prefer this service model because it allows them to focus on the business side of the things, to pay more attention to customer services and improvements on their platform and leave the provider to deal whit hardware. Naturally, the main concern of migrating important information on external servers is security, which will be discussed later in this report.
[bookmark: _Toc49952020]Deployment models.
[bookmark: _Toc49952021]Private Cloud
The private model refers to where IT services are maintained true private channels and servers, and it's maintained for a single organization. This can be done in two ways, by the organizations itself, alternatively can be shared whit third party only for resources controlling purposes. Private clouds are regarded as the most expansive deployment model, also gives the wrong impression that is the most secure. All methods and infrastructures have their own risk, it depends on the organization to decide which risk is willing to tackle and which is not.
[bookmark: _Toc49952022]Community cloud
This is more popular amongst organizations that share the same or similar goals, policies, or specifically remote access to resources like information, applications etc. Community Clouds popularity is closely connected whit internet becoming more and more accessible, social media success, apprehensions of "Big Data" etc. The reasons are many, but maybe the most important is the innovation of the Cloud, from “citizen science projects" to online gaming the influence of Community clouds can be spotted in every one of those Cloud applications.
[bookmark: _Toc49952023]Public Cloud
The most common and simple Cloud model, Public Cloud has seen use in a variety of projects. Unlike Private Cloud, this model can save organizations the time and cost related to building and maintaining the cloud infrastructure, and this is providers responsibility. It is also faster to deploy than on-premise infrastructures, and scaling is easier when compared whit on-premise methods. Because the services are transferred true internet, some concerns have been expressed, but if the provider uses proper security technics like intrusion detection and preventions systems, the public Cloud can be as secure as any other deployment model. 
[bookmark: _Toc49952024]Hybrid Cloud
Hybrid clouds combine more than 1 Cloud models, for example, a combination of private and public models or two private models and enable the exchange of data and applications between combined models. One of the most important differences of Hybrid Cloud, it gives the ability to scale organizations on-premises infrastructure on demand, for example, if there is once or twice a month processing power fluctuation. The scaling is not its only advantages, and it is also a very cost-efficient because companies pay only when the spike in processing power is observed or when local resources need to be freed for more sensitive data. In this manner organizations pay only for temporary resources that have been used; also, companies’ sensitive data stay secure in on-premises Cloud. 
[bookmark: _Toc49952025]Recommended deployment model
As the most common and simple model Public Cloud will be best suited for London Bikes, keeping in mind the already existing infrastructure that can be rapidly transferred, downtime will be minimal. Also, this model is great for London bikes employees to get to know the basic cloud mechanisms and practices. Because public Cloud is unexpansive compared to other models, London bikes can more easily swap to a different model if they don't like some aspect of Public clouds. Another benefit is that in Public clouds, it's providers responsibility to maintain the security and availability, assuming that the provider's team is experienced. In combination whit SaaS this will be ideal "entry level" to ever-growing Cloud Computing world. 
[bookmark: _Toc49952026]Migration strategies
[bookmark: _Toc49952027]Rehosting
Rehosting also is known as "lift-and-shift" migration refers to "lifting" the application from its current environment and "shifting" it to another environment, for example, moving from on-premises hosting to public cloud hosting. Whit this method transports exact copy of the application, database and operating system to a new host without making big changes. In this manner migrating is quick, cost-effective and whit minimal IT interruption.
[bookmark: _Toc49952028]Re-platforming
In order to get tangible benefits in some cases, some cloud optimizations are needed. This where "Re-platforming” comes in, allows changes and optimizations to be made but core architecture of the application stays intact. For example, reducing the amount of time spend managing database by optimizing and switching to a specific service model.
[bookmark: _Toc49952029]Application migration
Application migration refers to transforming the application, operating system and the database, and the goal is to implement new optimizations and automation to the system. This strategy can involve implementing a new system, data is generally preserved, but the application is rebuilt or replaced whit new one. Another approach is to transform only the landscape, and this is the most general cloud migration strategy; it accelerates the migration, reduces overall downtime and control cost when compared to other migration strategies. 
[bookmark: _Toc49952030]Virtualization Techniques in Cloud Computing
Virtualization is a fundamental technique for unlocking Clouds full potential before this technic was utilized companies used physical servers for different services but most of the time these services utilized around 50% of the resources of the server. For example, organizations had to use separate physical servers for mail, web applications. Virtualizations allows one physical server to be split between mail and web applications, so the server machines are utilized better. Virtualization uses a technology called "hypervisors" or "virtual machine monitor" (VMM), it isolates physical hardware for the virtual environment and creates virtual environment also known as “virtual machine” (VM) that emulates physical hardware. This technology is fundamental for the Cloud, it allows full utilization of the cloud servers. The difference between CC and VMM is that CC offers services like “self-service”, automation, scalability, etc., and the VM provides tools for the creation of virtual resources. Virtualization type in Cloud Computing are as follows:
· [bookmark: _Toc49952031]Storage virtualization- allows more than one storage hardware to be combined in one simulated environment.
· [bookmark: _Toc49952032]Virtual Kubernetes clusters- standard for containerized application management, very complex adoption due to long learning process.
· [bookmark: _Toc49952033]Network virtualization- it can combine different network hard wear devices into one virtual network, or separate one network device in more than one independent virtual networks.
· [bookmark: _Toc49952034]Server utilization- creates a virtual environment in severs so more than one process can be commutated.
· [bookmark: _Toc49952035]Data virtualization- combines data from different sources, whit out moving or copying the data.
· [bookmark: _Toc49952036]Desktop virtualization- it allows more than one operating system to run on a single physical machine, also admittaturs can remotely access the desktop environments to update, configure etc.
· [bookmark: _Toc49952037]Application virtualization- it separates the application from the operating system, now applications can run on multiple operating systems; also users can access said application without installing it.
[bookmark: _Toc49952038]Software-as-a-service Implementation
Before implementing new software there several key points to be taken into consideration.
· Most of the SaaS providers offer scalable and flexible plans, using load-balancing and multi-tier architecture providers can personalize the offered services. For this to happen evaluation of the organization size and requirements need to be done. In this manner, the capacity of the software can be evaluated.
· The ease of adaptability can be decided by the already in place infrastructure of London bikes. This is because existing infrastructure is crucial to ensure availability and reliability of SaaS services model.
· Trained users are essential for successful adoption and implementation of SaaS, to make the best use of the new software users need to have the skills required to do so. Because SaaS applications are available almost immediately, this training ensures early value increase and revenue generation.
· Because the London bikes database includes customers and employees’ personnel and sensitive data cyber-security must be a top priority. All this data must be transferred in a safe and secure manner, security measures of the provider need to be checked and make sure it satisfies London bikes requirements. Company policies must be updated for storing the sensitive data in of premises cloud, compliance whit data-privacy and access management must be taken into consideration.
[bookmark: _Toc49952039]Conclusion
Whit all it's technologies and concepts CC can vastly improve organization management, workflow and quality of services. Certainly, London Bikes can benefit in many aspects by adopting CC. Innovation is extremely important for businesses in this everchanging market.
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