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[bookmark: _Toc227523399]Abstract 
Fault tree analysis (FTA) is a method used globally, in various industries, as a means of deducing the causes of a system’s undesired outcomes. It is a way to determine the risks within a system while calculating, based off historical data, the probability that these undesired outcomes may occur. This report relates FTA to the process of making a hot drink. The probability of someone making a hot drink during the day is compared to the probability that they will be able to do the same task after just waking up, with the results of the calculation showing a major decrease in the likelihood of success. The reliability and feasibility of FTA is considered within this report. 


















1. [bookmark: _Toc227523400]Introduction
1.1 [bookmark: _Toc227523401]What is a Fault Tree Analysis?
A fault tree analysis is an approach used when identifying the root cause of a system failure. A fault tree diagram is made up of identified failures, these failures are then arranged in a tree structure in an order that the relationships between each failure can be characterised and thus evaluated [1].  FTA is classed as a deductive approach to system analysis due to its top-down approach to failure analysis [2].
1.2 [bookmark: _Toc227523402]How Does a Fault Tree Analysis Work?
To conduct a fault tree analysis, a fault tree diagram must first be built. The fault tree is initially built based off the design of the system, the failure probabilities and gates are then assigned accordingly, the mathematical model of the fault tree is then built and thus the failure probability of the top event can be calculated [3].
1.2.1 [bookmark: _Toc227523403]Fault Tree Symbols 
1.2.1.1 Event Symbols 
[bookmark: _Toc227523428]Table 1 – FTA Event Symbols [4]
	[bookmark: _Hlk226020827]Primary Event Symbols 

	
	Basic Event

	
	Conditioning Event

	
	Undeveloped Event 

	
	External Event

	Intermediate Event Symbols 

	
	Intermediate Event



1.2.1.2 Gate Symbols 
[bookmark: _Toc227523429]Table 2 – FTA Gate Symbols [4]
	Gate Symbols  

	
	And – Output fault occurs if all the inputs occur

	
	Or – Output fault occurs if at least one of the inputs occurs

	
	Exclusive Or – Output occurs if exactly one of the in

	
	Priority And – Outputs occur if all of the inputs occur in a specific sequence (the sequence is represented by a conditioning event drawn to the right of the gate) 

	
	Inhibit – Outputs occur if the (single) input occurs in the presence of an enabling condition (the enabling condition is represented by a conditioning event drawn to the right of the gate)


1.3 [bookmark: _Toc227523404]Origin of Fault Tree Analysis 
The original concept of FTA was developed by H. Watson and A. Mearns at the Bell Laboratory in the 1960s to be used for the intercontinental ballistic missile system called the Minuteman System [5].
1.4 [bookmark: _Toc227523405]Advantages and Disadvantages 
1.4.1 [bookmark: _Toc227523406]Advantages
When executed correctly, FTA is a reliable and credible tool. Due to it being a top-down approach that is selected by the user, the root cause of a specific interest can be identified [6]. The concept of FTA is beneficial as issues such as environmental noise factors and human error can be incorporated into the design on the tree. 
1.4.2 [bookmark: _Toc227523407]Disadvantages 
FTA depends fundamentally on reliability data; the unavailability of such data is a major problem for this type of risk assessment [6]. Without satisfactory data, results may be invalid. The selection of the top event is pivotal to the success of the analysis. If the event selected is too unspecific, the analysis can become unmanageable, however, if it is too specific, the analysis does not provide a sufficiently broad view of the system [4]. Being able to produce a reliable FTA depends on someone having a thorough knowledge of a system and all the subsystems within it, meaning that is this a job that can only be done by a select few people. 
1.4.3 [bookmark: _Toc227523408]Other Methods 
Other methods, some deductive and some inductive, are available for failure analysis.
1.4.3.1 Failure Mode and Effects Analysis (FMEA)
FMEA is a systematic approach used to evaluate and rank future system failures. An FMEA looks at each way that a system can fail. A product failure in an FMEA is classified as when the product does not function as it should or malfunctions in some way [7]. For this method, each system, subsystem and sub-sub system of a product is looked at and the effect of over, under, no and unintended function are evaluated. 
1.4.3.2 Hazard Identification (HAZID)
HAZID is a team-based approach to failure mode identification. Hazard identification is the process of systematically identifying hazards and events that have the potential to result in a significant consequence [8]. This would be done at the early stages of design to curate a broad idea of the potential hazards of a project. 
2. [bookmark: _Toc227523409]Calculations
[bookmark: _Toc227523410]2.1 The Problem Space 
The task is for Bill to make a hot drink. There are three main steps that must be achieved to ensure that he will successfully complete the activity. He must have a cup, hot water, and have the correct ingredients in the cup. There are further steps required, such as needing water in the kettle and having no leaks in the kettle to make hot water, for him to achieve these three steps. This can be arranged in the fault tree seen in Figure 1.
[image: ]
[bookmark: _Ref225923512][bookmark: _Toc227523388]Figure 1 – Fault Tree Diagram for Making a Hot Drink 
[bookmark: _Toc227523411]2.1.1 Task 1 
The first task is calculating the probability of Bill successfully making a hot drink based off the reliability data provided. 
[bookmark: _Toc227523412]2.1.2 Task 2 
The second task involves calculating the probability that Bill makes a hot drink after waking up in the middle of the night. Due to him being fatigued his ability to perform the tasks of plugging in and switching on the kettle drop to 75% of his normal ability and his ability to select a cup will drop to 90% of his normal ability.
[bookmark: _Toc227523413]2.1.3 Reliability Data 
The reliability data provided is shown in Table 3.
[bookmark: _Ref226027664][bookmark: _Toc227523430]Table 3 – Task Reliability Data
	Event
	Probability

	Tea availability
	0.98

	Coffee availability
	0.98

	Chance of leaky Kettle
	0.001

	Chance of water supply failure
	0.01

	Kettle reliability
	0.99

	Plug in operation reliability
	0.89

	Switch on reliability
	0.89

	Mains supply failure chance
	0.01

	Cup availability
	1

	Cup reliability
	0.99

	Milk availability
	0.95

	Milk freshness
	0.95

	Sugar availability
	0.88

	Sweetener Availability
	0.99



[bookmark: _Toc227523414]2.2 Calculations 
Below are the equations completed to work out the probability of Bill successfully making a hot drink. For more detail on the calculations see Appendix A.
[bookmark: _Toc227523415]2.2.1 Normal Calculations 
2.2.1.1 Probability of Having Hot Water
[bookmark: _Ref225946190][bookmark: _Toc227523431][bookmark: _Ref225928317]Equation 1 – Probability Water in Kettle 


[bookmark: _Ref225950374][bookmark: _Ref225928318][bookmark: _Toc227523432]Equation 2 –Probability Power to Element


[bookmark: _Ref225950574][bookmark: _Ref225929432][bookmark: _Toc227523433]Equation 3 – Probability Hot Water 


2.2.1.2 Probability of Having a Cup 
[bookmark: _Ref225951019][bookmark: _Toc227523434]Equation 4 – Probability Cup


2.2.1.3 Probability of Having Correct Ingredients 
[bookmark: _Ref226545978][bookmark: _Toc227523435]Equation 5 – Probability Correct Drink 


[bookmark: _Ref226546005][bookmark: _Toc227523436]Equation 6 – Probability Sugared 


[bookmark: _Ref226546106][bookmark: _Toc227523437]Equation 7 – Probability Milk 


[bookmark: _Ref226546776][bookmark: _Ref226546187][bookmark: _Toc227523438]Equation 8 – Probability Ingredients in Cup


2.2.1.4 Probability of Making a Hot Drink with Milk and Sugar 
[bookmark: _Ref226526554][bookmark: _Toc227523439]Equation 9 – Probability Success 


[bookmark: _Toc227523416]2.2.2. Fatigued Calculations 
2.2.2.1 Probability of Having Cup When Fatigued 
[bookmark: _Ref226040334][bookmark: _Ref226040325][bookmark: _Toc227523440]Equation 10 - Probability Cup When Fatigued 


2.2.2.2 Probability of Having Hot Water When Fatigued 
[bookmark: _Ref226041098][bookmark: _Toc227523441][bookmark: _Hlk226040702]Equation 11 - Probability Plugged in When Fatigued


[bookmark: _Ref226041109][bookmark: _Toc227523442]Equation 12 - Probability Switched on When Fatigued


[bookmark: _Ref226041335][bookmark: _Toc227523443]Equation 13 – Probability Power to Elements When Fatigued 


[bookmark: _Toc227523444]Equation 14 – Probability Hot Water When Fatigued


2.2.2.3 Probability of Making a Hot Drink with Milk and Sugar When Fatigued 
[bookmark: _Ref226547047][bookmark: _Toc227523445]Equation 15 – Probability Success When Fatigued


[bookmark: _Toc227523417]2.3 Discussion 
The results show that fatigue impacts the likelihood of success significantly. Slight decreases in ability to perform actions that may seem insignificant have a large effect on the overall process. Failure of a system at a lower branch on the tree creates a low multiplier which feeds up to the top of the tree thus impacting the entire system. 
3. [bookmark: _Toc227523418]Application of Human Factors 
Human Factors (HF) is a multifaceted discipline that aims to understand the interaction between humans and systems. Figure 2 is the Ministry of Defence’s (MoD) approach to HF.
[image: ]
[bookmark: _Ref227141777][bookmark: _Toc227523389]Figure 2 – MoD’s Human Factors Domain 
[bookmark: _Toc227523419]3.1 Types of Human Error
Human errors can impact a process significantly, as seen in the above calculations. Issues including safety, quality and operational can all be apparent due to human error. Human error has been commonly categorised into slips/lapses, mistakes or violations. Performance influencing factors (PIFs) e.g quality of training/instructions, social/organisational factors and environmental conditions influence the probability of human error occurring.


[bookmark: _Toc227523390]Figure 3 – Types of Human Failure 
[bookmark: _Toc227523420]3.1.1 Bill’s Human Error
In Bill’s case he is vulnerable to human error due to performance influencing factors. He may have had a lapse in memory due to being overtired and consequently didn’t plug in and switch on the kettle. Or he may have made had a slip of action when getting the cup and dropped it. However, he may have ignored safety concerns and, trying to save time, plugged the kettle into a socket that was closer which had failed portable appliance testing (personal gain), or he may have recklessly thrown his cup in anger of having been woken up, both intentional actions that deviate from Bill’s routine actions.   
[bookmark: _Toc227523421]3.2 Eliminating Human Errors
HF apply the principles of the hierarchy of controls (see Figure 4) when trying to reduce human error. When designing processes that require manual intervention, HF attempts to eliminate or substitute hazards caused by/affecting people e.g. changing the environment in which people work to encourage safe working practices [9]. Reducing the pressure put on workers or having a psychologically safe culture in which people feel impowered to raise concerns also assists with mitigating human error perpetuating. Things such as training and clear instructions helps to mitigate knowledge-based mistakes, however engineering controls in place (e.g. castell keys, or Poka Yoke methodology) can prevent unintentional consequences from occurring.  Designing/selecting tooling and equipment that prioritises users’ needs promotes integration with a system/process, resultantly reducing human error.
[image: ]
[bookmark: _Ref227159450][bookmark: _Toc227523391]Figure 4 – Hierarchy of Controls 
[bookmark: _Toc227523422]3.3 Assessment of Human Error 
[bookmark: _Toc227523423]3.3.1 Hierarchical Task Analysis (HTA)
HTA involves describing the activity being analysed in terms of a hierarchy of goals, sub-goals, operations and plans [10]. The result of this approach is a comprehensive picture of the task activity. Most HF analysis techniques require an initial HTA to have been conducted.
[bookmark: _Toc227523424][bookmark: _Hlk226979818]3.3.2 Systematic Human Error Reduction and Prediction Approach (SHERPA)
SHERPA is a way of qualitatively and quantitively analysing human reliability through assessing failure modes and PIFs. It consists of linking error mode taxonomy to behavioural taxonomy and then linking this to the HTA to predict human/design induced errors [10]. This method produces recommendations for error reduction including quality of training, process procedure, equipment design etc [11], and has proven effective across many industries. 
4. [bookmark: _Toc227523425]Conclusion
In the ordnance, munitions and explosives industry the likelihood of a catastrophic failure due to a system failure is much higher than in many other industries. The methods for calculating the probability of an accident must be reliable and thorough. Fault tree analysis allows engineers to identify key points of failure within systems and processes, thus allowing them to design mitigations to prevent these types of failure. It is a reliable method to use when calculating the risk of a specific failure, however it would be beneficial to use other risk analysis approaches in conjunction for a broader overview of the risks at hand. 
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Appendix A – Calculations Detailed 
Probability of Having Hot Water
The probability of having hot water is dependent on two main factors. This includes whether there is water in the kettle, for this to happen there must be water supply and no leaks in the kettle this is represented in Equation 1. There is also a dependency on there being sufficient power to the element this will be achieved if the kettle is plugged in and switched on, the mains supply is working, and the kettle must also be in good condition to receive the power. The calculation of the probability for this is shown in Equation 2. Both dependencies must be achieved in order to create hot water, the calculation for the probability of creating hot water can be seen in Equation 3.
[bookmark: _Toc227523446]Equation 1 – Probability Water in Kettle 


[bookmark: _Toc227523447]Equation 2 –Probability Power to Element


Using Equation 1 and Equation 2, Equation 3 – Probability Hot Water can be deduced. 
[bookmark: _Toc227523448]Equation 3 – Probability Hot Water 


Probability of Having a Cup 
The availability of a cup is guaranteed however whether that cup is in good order is not. For Bill to correctly select a cup both factors must happen. The probability calculations for this are as seen in Equation 4.
[bookmark: _Toc227523449]Equation 4 – Probability Cup


Probability of Having Correct Ingredients 
The ingredients required for Bill to successfully make a hot drink are: tea or coffee, the probability of the availability of either is calculated in Equation 5; sugar or sweetener, Equation 6 shows the probability that either will be available; and he also must have milk, for the milk to be used it must be available and fresh, the probability that both are true is calculated in Equation 7. 
[bookmark: _Toc227523450]Equation 5 – Probability Correct Drink 


[bookmark: _Toc227523451]Equation 6 – Probability Sugared 


[bookmark: _Toc227523452]Equation 7 – Probability Milk 


Using Equation 5, Equation 6 and Equation 7, Equation 8 – Probability Ingredients in Cup can be solved. 
[bookmark: _Toc227523453]Equation 8 – Probability Ingredients in Cup


Probability of Making a Hot Drink with Milk and Sugar 
To calculate the probability that Bill succeeds in the overall act of making a hot drink with milk and sugar the probabilities calculated in Equation 3, Equation 4, and Equation 8 can be inputted into Equation 9.
[bookmark: _Toc227523454]Equation 9 – Probability Success 


[bookmark: _Toc227523427]Fatigued Calculations 
Probability of Having Cup When Fatigued 
The probability of selecting a cup was calculated during task 1, however as stated, when fatigued, ability to select a cup is at 90%. Equation 10 satisfies these conditions. 
[bookmark: _Toc227523455]Equation 10 - Probability Cup When Fatigued 


Probability of Having Hot Water When Fatigued 
Fatigue is said to affect the ability of plugging in and switching on the kettle.
[bookmark: _Toc227523456]Equation 11 - Probability Plugged in When Fatigued


[bookmark: _Toc227523457]Equation 12 - Probability Switched on When Fatigued


Equation 11 and Equation 12 can be substituted into Equation 2 with the new numbers calculated, this can be seen in Equation 13.
[bookmark: _Toc227523458]Equation 13 – Probability Power to Elements When Fatigued 


The results of Equation 13 can then be used in the same way as in Equation 3 to calculate the probability of having hot water when fatigued. 
[bookmark: _Toc227523459]Equation 14 – Probability Hot Water When Fatigued


Probability of Making a Hot Drink with Milk and Sugar When Fatigued 
The new results for each element effected by the human factors consequences of being fatigued can be inputted into Equation 9 with the previously calculated results for the other reliability data, this is as seen in Equation 15.
[bookmark: _Toc227523460]Equation 15 – Probability Success When Fatigued
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