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Auditor cisco
[image: Ubuntu_CyberEss_1 [Running] - Oracle VM VirtualBox]…[image: Ubuntu_CyberEss_1 [Running] - Oracle VM VirtualBox]
…

How many warnings did you receive?
	3
How many suggestions did you receive?
	34

What suggestion are you addressing?
	Checking PAM password strength tools
What is your suggested solution?
	Install a Pam module for password strength testing like pam_cracklib or pam_passwdqc
	

image1.tmp
cisco@ubuntu: ~/Downloads/lynis 1y ) ) 3:00AM

ciscogubuntu:~/Downloads/lynis$ sudo ./lynis update info
[sudo] password for cisco:

[ Lynis 2.2.0 ]

B T T e e
comes with ABSOLUTELY NO WARRANTY. This is free software, and you are

welcome to redistribute it under the terms of the GNU General Public License.
See the LICENSE file for details about using this software.

Copyright 2607-2016 - CISOfy, https://cisofy.con/lynis/
Enterprise support and plugins available via CISOfy
A
Initializing progran
Detecting 0S [

Checking profile file (./default.prf)...
Progran update status... [ WARNING

Lynis update available

Current version is more than 4 months old

Please update to the latest version.
New releases include additional features, bug fixes, tests and baselines.

Download the latest version via our website or GitHub
Website: https://cisofy.con/downloads/
GitHub:  https://github.con/CISOfy/lynis
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[+] Helper: update
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cisco@ubuntu: ~/Downloads/lynis 1y ) ) 3:00AM

- Detecting 0s... [
- Checking profile file (./default.prf)...
- Progran update status... [ WARNING

Lynis update available

Current version is more than 4 months old

Please update to the latest version.
New releases include additional features, bug fixes, tests and baselines.

Download the latest version via our website or GitHub
Website: https://cisofy.con/downloads/
GitHub:  https://github.con/CISOfy/lynis

[+] Helper: update

== Lynis

Version H

Status : Outdated

Current version : 220

Latest version : 301

Release date : 2016-03-18

Update location : https://cisofy.con/lynis/

Copyright 2007-2016 - CISOfy, https://cisofy.con/lynis/

cisco@ubuntu:~/Downloads/lyniss [l
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cisco@ubuntu: ~/Downloads/lynis 1y D ) 3:02AM
command 'suck’ from package 'suck' (universe)
suco: command not found
cisco@ubuntu:~/Downloads/lynis$ sudo ./lynis --auditor cisco

[ Lynis 2.2.0 ]

B T T
comes with ABSOLUTELY NO WARRANTY. This is free software, and you are

welcome to redistribute it under the terms of the GNU General Public License.
See the LICENSE file for details about using this software.

Copyright 2607-2016 - CISOfy, https://cisofy.con/lynis/
Enterprise support and plugins available via CISOfy
s e

[+] Initializing program

- Detecting 05 [ DONE

Progran versio 2.2.0

Operating systen: Linux

Operating system name: Ubuntu

Operating system version: 16.04

Kernel version: a.4.0

Hardware platform: X86_64

Hostname: ubuntu

Auditor cisco

Profile: ./default.prf

Log file: /var /log/lynis.log

Report file: /var/log/lynis-report.dat
Report version: 1.0

Plugin directory -/plugins

- Checking profile file (./default.prf).

- Progran update status. [ WARNING
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cisco@ubuntu: ~/Downloads/lynis 1y D ) 3:02AM
- Check startup files (permissions)

[ Press [ENTER] to continue, or [CTRL]+C to stop ]

Checking default run level RUNLEVEL 5
Checking CPU support (NX/PAE)
CPU support: PAE and/or NoeXecute supported FOUND
Checking kernel version and release DONE
Checking kernel type DONE
Checking loaded kernel modules DONE ]
Found 48 active modules
Checking Linux kernel configuration file FOUND
Checking default I/0 kernel scheduler FOUND
Checking for available kernel update oK
Checking core dumps configuration DISABLED
- Checking setuid core dumps configuration PROTECTED
Check if reboot is needed NO ]

[ Press [ENTER] to continue, or [CTRL]+C to stop ]

+] Menmory and processes
Checking /proc/meninfo FOUND
searching for dead/zombie processes oK
searching for 10 waiting processes oK

Press [ENTER] to continue, or [CTRL]+C to stop ]

[+] Users, Groups and Authentication

- search administrator accounts
- Checking for non-unique UIDs
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