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1. Introduction
This brief report is to inform the reader of types and history of viruses, but mostly Ransomware. Also stated will be the dangers of Ransomware along with specific research on a newer branch of Ransomware, “Crypto Ransomware”.


2. History of Ransomware
While the idea of Ransomware, and computer viruses in general, may seem like a new idea, especially given its recent spotlight in the news, encrypting someone else’s data in hope for some reward can be tracked back to around the 1980s. Criminals used floppy disks containing viruses to infect people’s computer systems.
Although the idea of ransomware started in the 20th century, it took a long time for it to become a popular, as for most of the 2000s other methods were far more effective at getting a reward from the victim. 
The emergence of cryptocurrency around 2010 gave criminals an “easy and untraceable method for receiving payment”. Which on one hand was great for criminals, allowing them to stay anonymous for even longer and stay away from the hands of the law, cryptocurrency was helpful for the many victims who fell for these viruses who weren’t very tech savvy, as they had little or no access to creating cryptocurrency wallets, or buying crypto like Bitcoin to pay these criminals. [1]
With the more recent boom in crypto and the lower barrier to entry for powerful technology, crimes like these have seen a huge increase in popularity, with more money passing hands each day.


3. Types of Ransomware
There are many types of ransomware but they all generally work in the same way. They sometime use things such as trojan horses (where a virus disguises itself as a “legitimate code or software” [2]), commonly used in emails or on websites, where unsuspecting users click on the link or download a file, so that the virus is downloaded, giving it the ability to encrypt the users files so they cannot be used. Then the virus reveals itself and demands a fee, usually cryptocurrency to be sent to a given wallet address, so the files can be unencrypted.

3.1 Locker Ransomware
This type of ransomware locks the users access to the whole computer system. It uses “social engineering techniques and compromised credentials” to get into the computer system. Then a popup asking for money is shown and the user is locked out of the computer until the issue is resolved. [3]

     3.2 Scareware
It is used to scare victims into giving money to criminals. It pretends that a device has been infected with malware, but they aren’t. The people who fall for this are more likely to be less tech literate, as people who understand computers more may be able to check their files to see if they have been encrypted or not and be able to find out that there isn’t a virus.

     3.3 Extortionware
This involves viruses which have been let into computer systems collecting data on a person, particularly data that is private and not something a person wants everyone to know. Then a ransom is demanded from that person, which has a greater weight on it, because now its not data that will be lost, but potentially sensitive information which could be leaked.

3.4 Crypto Ransomware
This type of ransomware acts as normal ransomware at the start, by encrypting files on a person’s computer and demanding a fee from the user, but rather than demanding normal money, it demands crypto. This ensures that the criminals remain anonymous much more than just getting sent money, as that could potentially give away the location of the criminals, crypto allows the ransom to be sent to a crypto wallet that the criminals have access to.

4. Conclusion
Viruses can be very dangerous as they can disguise themselves as normal everyday links, such as ads in an email or a download link on an innocent looking website, but the harm that they can cause can be enormous. In 2021 alone, the total amount of money lost to ransomware attacks was over “$20 billion” [4].
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