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Essay 1 – Why are terrorist organisations often involved in other forms of criminality, and how can this inform counter-terrorism policing? 

In this essay I will be considering why terrorist organisations become involved in criminality and suggests how crime related information can inform counter terrorism policing. 
The criminal behaviour of terrorist organisations is the subject of united nations security council resolution 2915 (2014). The crimes identified include:
The trafficking of drugs, arms, explosives and people.
Illicit trading in cultural properties, antiquities and natural resources. 
Kidnapping, bank robbery and organised crime. 
Money laundering.
These criminal acts can provide terrorists with financial support. Anti-terrorism policing requires the coordination of efforts at local, national, regional and international levels. It is important to collect, analyse and share information to support these efforts. This can result in the breaking up of criminal activity and removal of the benefits to terrorism. 
In the United Kingdom (UK) terrorism is the subject of legislation (Terrorism Act 2006). The decisions on enforcing are made by the Crown Prosecution Service (CPS). The CPS provides guidance regarding terrorist actions which are intended to intimidate the public and to influence the government (CPS 2004). Terrorism includes serious violence against a person, damage to property and most recently, the interference with electronic systems. The planning, assisting and involvement in funding terrorist activity may also be an offence (CPS 2004). This influences the basis and justification for the operation of counter terrorism policing. 
Examples of terrorist organisations and their involvement in criminal activity will now be considered. One term used to define the relationships between terrorism and criminality is “Crime-Terror Nexus” (Phillips and Schiele, 2024). Nexus suggests that the coming together of organisations to form one main partnership. While taking part in the same criminal activity, its likely that partners do so for different reasons. Terrorist organisations may be seeking to meet their political or religious goals. Criminals may be aiming to generate wealth and maintain influence within a community. The basis of these partnerships is often financial. Law enforcement agencies can target these relationships as they seek to fight terrorism. However, only a small amount of terrorist organisations directly engages with criminal organisations (Phillips and Schiele, 2024). This means that law enforcement agencies need to act on terrorism organisations engaging in criminal activities without criminal partners.
The term Nexus is not limited to relationships between terrorist organisations and criminal ones. Individual criminals may be recruited at local levels to act for terrorist groups. In many cases these people have been in prison where they have been recruited (Gaub and Lisiecka, 2017). Both Daesh and Al-Qaeda have been linked to a series of terrorist attacks carried out by individual former criminals recruited to their cause. These include high profile incidents in Paris, Berlin and Brussels (Gaub and Lisiecka, 2017). These recruits could operate from within the society in which they’ve previously lives with the confidence that they could safely hide. This represents a huge challenge to counter terrorism policing because the general tendency within parts of society is to mistrust the police (Gaub and Lisiecka, 2017). How anti-terrorism policing efforts can overcome such mistrust and gather the information needed is considered in this essay. 
In addition to recruiting people terrorist organisations are interested in the criminal practices known to the recruits. These include their previous willingness to use violence and knowledge of how to use arms and explosives. Criminals can also provide skills such as forgery and money laundering (Gaub and Lisiecka, 2017). Their involvement provides an opportunity for fundraising by undertaking several small criminal acts, large funds can be raised to support terrorism. Criminals convicted of acts associated with terrorism should be dealt with as terrorists and the associated acts should reflect this. Instances of modern slavery and human trafficking have also been linked to a crime-terror Nexus. Terrorists see both as money raising opportunities. The Islamic state and Boko Haram have used the territory they control as places for these activities (Pollichieni and Mumford, 2021). The Islamic state crimes include the trafficking and enslavement of women into forced partnerships with terrorist soldiers and the forcible use of children as soldiers. These give the terrorist benefits by providing human resources of which they have complete control. In one example in Sinjar (Iraq) over 6000 victims were enslaved (Pollichieni and Mumford, 2021). 
Boko Haram are known to have exploited the kidnapping and trafficking of young girls (Pollichieni and Mumford, 2021). They rely upon criminal gangs for the sale of these victims. Terrorist acts such as suicide bombings are also related to these victims. It is noted that this tactic has provided Boko Haram with an international profile. This therefore has put pressure on the Nigerian government to engage in talks with the group to release the hostages (Pollichieni and Mumford, 2021). Policing these crimes has required international responses at the highest level. The Taliban government of Afghanistan can be directly linked to the Haqqani network terrorist organisation. Home Office (2024). The Taliban are said to have earned between $20 - $500 million per year from opium related activities (Azizi and Hughes, 2024). This money came from tax collected from opium poppy farmers, providing protection and the trafficking of the drugs. The nature of this suggests that the terrorist organisation is capable of independent criminal actions. 
The magnitude of this problems means that there’s a need for cooperation between counter terrorism policing groups and those tackling organised crime. However, it is suggested that policing solutions based just on the seizing of drugs or arrest of drug traffickers may not severely damage the terrorist organisation. They may be able to provide more drugs on demand if needed (Azizi and Hughes, 2024). Money is not the only reason for this criminality. The terrorists are aware of the potential harm of drugs and the social problems they cause in what they see as enemy countries (Shelley 2020). Policing this requires coordinated action. 
In the UK, the counter terrorism strategy is called CONTEST, parliament. House of commons, 2023. Since 2018, working with key partners the UK has successfully brought down terrorism threats. This has used the CONTEST framework which consists of four actions; prevent, peruse, protect and prepare. Importantly, CONTEST has flagged the need for close cooperation between government departments, local authorities, frontline emergency services, intelligence and security agencies and other partners. There is also a commitment to listen to victims of terrorism and their families, Parliament. House of commons 2023. Its important to recognise how the inter-organisation cooperation identified by CONTEST can inform counter terrorism policing. This can be shown by looking at an issue linked to drugs trafficking. In 2023, the Taliban re-introduced a ban on opium poppy farming. This was said to relate to their religious concerns and problems arising from drug use within their society (Giommoni, 2024). The effect of this ban on the funding of terrorism in this region is yet to be established. It has been suggested that the reduction of heroin will result in an increase of fake or synthetic drugs. These may be produced by different people but still distributed by the terrorist network (Giommoni, 2024). These more powerful drugs will cause an increased level of addiction and other health issues. It is therefore possible that by limiting the supply of heroin, the Taliban will have more drug related disruptions within targeted countries even though this may have not been their intention. 
The proposed policing of this problem, using a multi-agency approach has been discussed (Giommoni, 2024). The solution is like what was suggested in CONTEST. The approach would bring together environmental monitoring systems providing wastewater analysis, information from drug users about price and strength of the drugs available and the analysis of used syringes. Data would also be requested from doctors and emergency services. Considered together, this information could identify possible groups of users of these new drugs, trafficking networks, and the identity of the individuals involved some of whom may be associated with terrorism or their locations (Giommoni, 2024). This does require much more work before being possible. There are considerations regarding the privacy and availability of the information required. 
It has been suggested that community policing can support this required terrorism related information gathering (Thomas, 2016). Collaboration at local levels between partner agencies can be developed in the form of close, at times collocated workplaces, sited within the communities. The term “community intelligence” is used to suggest the gathering of information as well as getting a sense of any trouble effecting the community (Thomas, 2016). There are many challenges faced when attempting to do this. Trust between the police and members of the community is important but not always easy to achieve. An example of issues when putting together a partnership between the police with a Muslim community have been looked at (Cherney and Hartley, 2017). The need for trust and goodwill on both sides is difficult to meet, it may require talking with partners whose beliefs may be contrary to each other. Community leaders with local credibility and religious understanding can contribute towards being aware of terrorism issues. However, they may come under pressure not to do so by their community. This may contain people who believe in the aims of the terrorists but not their methods. Police officers may be criticised for talking with people with extreme views but who are not terrorists. The solution is not straight forward but this collaboration is worth pursuing (Cherney and Hartley, 2017).
Similar consideration shave been applied in Northern Ireland (Jupp and Garrod, 2022). Here, terrorist organisations are still active despite the easing of political tensions. The community roots and ideology can make policing challenging especially regarding terrorist involvement in criminal activity. Having achieved status within their communities’ terrorists are hesitant to give it up (Jupp and Garrod, 2022). To combat these activities, the Paramilitary Crime Task Force was established. This is a collaboration between the Police Service in Northern Ireland (PSNI), the national crime agency and HM revenue and customs. It continues to address criminal activities linked to terrorist organisations and reports successful action and seeks to engage with affected communities (PSNI, 2024). This includes the setting up on an anonymous process which anyone can use if they are concerned about potential terrorist activity. 
Its possible such an approach can help identify potential terrorists including those who may have criminal tendencies. It could be that a change in behaviour and attitudes associated with the transition from criminal behaviour to terrorism can be established by members of the community (Gaub and Lisiecka, 2017). Changes to behaviour including increased levels of religious intolerance could be flagged up as possible indication of radicalisation. It is the type of community-based approach that can help in the battle of terrorism. 
Bringing together a wide range of terrorist criminal activities under the heading illicit trade is useful. This can include terrorist involvement in the illegal removal and sale of antiquities. They do this because of financial gain from selling these antiquities but also because of religious intolerance. There are many these types of terrorist criminal activities which in addition for being undertaken for profit have the aim of demoralizing local societies and destroying history (Shelley, 2020). Other acts include illegal gold mining, involvement with financial fraud and cryptocurrencies. Trading in these things can be undertaken legally by terrorists or on behalf of them by other institutions. It may be very difficult to identify suspicious transactions. This process is very challenging and is made more difficult by the operation of distributed small cells of terrorists whose funding can be hard to detect (Bauer and Levitt, 2020). As an example, Al-Qaeda and other terrorist groups have reportedly been involved in bitcoin money laundering which was investigated by financial authorities (Bauer and Levitt, 2020). Tackling this problem may require legislation across national borders (Shelley, 2020). This is likely to be further challenged as financial transactions become more electronic by nature. There is some concern related to potential terrorist use of cryptocurrency with uncertainty of how effective anti-terrorism steps can be made more effective (Bauer and Levitt, 2020).
By looking into the involvement of terrorist organisations in criminal activities, this essay has made it clear that coordinated anti-terrorism police responses are needed. These are already in place and are being coordinated at a national and international level. Tackling terrorism is very difficult but necessary and by doing so it will require action not just from governments and law but will need cooperation from society as a whole. 
Words: 2058







Essay 2 – What lessons have been learned from recent high-profile critical and major incidents, and how have these translated into best practice for policing?

In this essay I will consider lessons learned from critical and major incidents and how they have translated into best practice for policing. According to the College of Policing (CoP) a critical incident is “Any incident where the effectiveness of the police response is likely to have a significant impact on the confidence of the victim, their family and/or the community” (CoP, 2024a). This definition is linked to incidents of anti-social behaviour, hate crimes, disorder, pre-planned events and internal events affecting the wellbeing of police officers. The police actions in response to these events can also result in a critical incident. 
An example of a critical incident was the murder of Stephen Lawerence in 1993. This was a racially motivated murder of a young black male by a gang of white teenagers. The initial police response and handling of the case caused nationwide concern. A public inquiry determined that there had been a lack of direction, co-ordination and control during the investigation. The level of command of supervising officers was described as “abysmal” (Macpherson, 1999). In 2012 following an 18-year campaign by his family, two of the suspects were convicted of murder. Three others were never charged. This critical incident did not end with the public inquiry but carries on to this day. The inaction of the police created an ongoing critical incident. In an article published by the Crown prosecution Service (CPS) considers that this incident changes and continues to influence racism attitudes in policing (Narwal, 2023). 
According to the CoP, a major incident can be defined as “an event or situation, with a range of serious consequences, which requires special arrangements to be implemented by one or more emergency responder agencies” (CoP, 2024a). The Civil Contingencies Act 2004 dividends responder organisations into two groups. Category one is the emergency services, local authorities and National Health Service (NHS) bodies. Category two are utility, transport companies and the health and safety executive. To bring these organisations together during an incident the Joint Emergency Services Interoperability Programme was established in 2012. It was relaunched as the Joint Emergency Services Interoperability Principles (JESIP) in April 2015. There have been three versions of the JESIP joint doctrine with the latest being 3.1 (JESIP, 2024). The joint Doctrine Interoperability Framework is based on a set of common models and principles. It provides guidance to support Interoperability which is vital to organisations working together in major incidents. Interoperability challenges were analysed by Pollock (2013). He reviewed responses to 32 events occurring between 1986 and 2010. These had been subject to public inquiries or had influenced public awareness. This review suggested that JESIP could address most of the identified problems however to be successful this would need changes to practices used by the responder organisations to target interoperability (Pollock, 2013). 
There are three components in the Joint Doctrine. These are: Principles for joint working, the METHANE model and the joint decision model (JDM). Each of these use information gathered from major incidents to support current best practice policing. The five principles for joint working manage the responders during major incidents. The key requirements shown in JESIP are summarised below (JESIP, 2024):
· Co-location: Responder organisation control rooms should go-locate or be linked virtually as soon as possible. A single Forward Command Point (FCP) must form the main point for the attending responders. A rendezvous point for the initial co-location of responders can be set up by the control rooms if needed. 

· Communication: Responders will be in contact with their control room. Control rooms will need to communicate with each other. Multi-agency group communication should be set up between key responders e.g incident commanders. Communicating with the public must also be considered as this can reduce the impact of the incident. 

· Co-ordination: Actions taken or proposed by responders must be co-ordinated. Control rooms must share information to support joint decision making. A lead organisation control room will need to make sure effective co-ordination is taking place. 

· Jointly understand risk: Each responding organisation must assess risk from their point of view. These assessments must be combined and mitigating actions co-ordinated. Understanding risks may be challenging across organisations, so mutual trust is vital. The critical intent is the preservation of life. 

· Shared situational awareness: Responders need to be aware of the current state of the operation. This will include the location of the FCP and operation control information. Organisations must share the details of the operation. 
One major incident considered by Pollock (2013) in considering JESIP was the 2005 London bombings. 52 people were killed by terrorist bombs across four London transport sites. The report following the inquests was very influential in exposing mistakes in the response to the incident (Hallett, 2011). the report stated that there was a lack of an initial rendezvous point meaning key responders could not quickly locate each other. There were mistakes in communication meaning the control centre was not sure of the facts. The responding organisations used different radio systems that could not talk to each other. There was a lack of information sharing between the organisations. Each organisation should have established a command structure at three levels, strategic (gold), tactical (silver) and operation (bronze). There were examples of misunderstandings about the roles of the responders from different organisations. In addition, it was noted that the command structures were not in place for much of the first “golden hour” of the initial response to the incident (Hallett, 2011).  
It is possible to consider how these, and similar issues within other incidents contributed to JESIP. The requirement for a rendezvous point is stated. All London underground stations now have a point. The requirement for good communication at the earliest opportunity has been accepted. The importance of inter-agency training to give better understanding of response roles, is also part of JESIP. This will support better trained and knowledgeable responders who are more able to cope with future incidents. It should be that good practices relating to these functions will be used in police only investigations. 
The second component of JESIP is the METHANE model. This explains the information required to report a major incident. A first responder compiles and submits the following information (JESIP, 2024):
· Major incident declared 
· Exact location 
· Type of incident
· Hazards
· Access
· Number of casualties
· Emergency services
If the answer to step one is no, the procedure becomes ETHANE. Police incidents based upon this information can then be better managed. 
The METHANE model provides a platform that can be used by responders to inform their control room. As an update this process can now be completed using an app. This further improved information sharing between responders because mobile devices can also offer voice and other forms of communication. 
The third component of JESIP is the Joint Decision Model (JDM) (JESIP, 2024). The JDM is very closely based on the national decision model (NDM) used by the police (CoP, 2013). The main purpose of the NDM is the code of ethics. The main purpose of the JDM is working together, reducing harm and saving lives. They both use five stages:
· Stage one: Information and intelligence gathering. Different responders will use the METHANE model to gather information from their own viewpoint. It is a must that links between organisations are established. Responders including police, should become confident in using the METHANE model. 

· Stage two: Provides an assessment of threats and/or hazards. This is a combined effort involving different responders. It provides a common basis for the operation. In most cases the situation will be changing over time meaning assessments will need to be constantly reviewed. 

· Stage three: considers relevant laws, powers and establish procedures and policies. These will reflect the roles of the responding organisation. This will include the application of the statutory duties and provisions, of the powers provided by the Civil Contingencies Act 2004.

· Stage four: considers options and contingencies. As there will be several possible actions and outcomes, this will be a dynamic satiation. The responders need to work together to provide the best basis for these actions. 

· Stage five: requires that decisions are applied and the effect they have assessed. Its important that their affect is observed closely as possible using the expertise of responders. Any change in the situation may need another cycle of this model (JESIP, 2024). 
Confidence and practice using the NDM will help officers to use the JDM. As they are so similar, the procedures used will be identical and good practice can be shared. However, officers using the JDM may be under difficult circumstances. A major incident may have with it, pressures of time and danger. Making decisions under these conditions can be challenging and may require training to develop the required skills (Bryant, 2019). It is likely that computer-based decision making may be used in the future to help police officers make such decisions. 
A major incident occurring after the creating of JESIP was the Manchester area bombing. This occurred on the 22nd of May 2017. The public inquiry specifically focused on the JESIP joinjt doctrine which had been in place for ten months (Saunders, 2022). He identified mistakes the same as those raised by Hallett (2011). These related to inadequate training, poor communication and the failure to learn from past incidents. Stress was put on command level failings and communication problems between control rooms. There was also a lack of multi-agency communication and confusion regarding terms used by different responding organisations. Individual acts of courage by the responders and members of the public are mentioned (Saunders, 2022). 
The inquiry also compared the actions of responder organisations with what was supposed to happen. Most notably, a detailed assessment is given about how the incident progressed during the first golden hour after the explosion. This was seen as being a critical period of the response (Saunders, 2022). The golden hour is recognised as being critical to any investigation (CoP, 2024b). Saunders divided it into early, halfway through, and latter sections and the responses from each organisation was assessed. This allowed a wider consideration of improvements that can be made that will also improve current police practice. 
Concerns remained regarding interoperability, particularly related to co-ordination. This was seen as being the most important JESIP principle by Saunders (2022). Using the term Principal Implementation Gap it has been suggested that more and better training is required (Power, 2024). In a more detailed article, this requirement was widened to look at the sort or training needed for the effective use of JESIP (Power et.al, 2024). The requirement for training to support better understanding of different roles across responding organisations has also been identified as vital by Davidson et.al (2023). This research suggests that working and training together can improve teamwork and provide a feeling of shared identity. This is very important when responders from different organisations come together during a major incident. Police officers with these skills will be able to make greater contributions to future incidents. 
JESIP has influenced policing with its use in managing performance at major incidents. It was used in measuring the response in the emergency services during the Manchester area incident (Saunders, 2022). Provided that the shortcomings identified are put right, an element of confidence can be obtained. This allows an element of reassurance and confidence to the public regarding the future performance of their emergency services. It also provides individual police officers with confidence that they did their best. With the suggested improvements JESIP can help the police in their future investigations. The joint doctrine suggests that recovering from major incidents is important in building up public confidence. According to Hickey et.al (2021) this can support the wellbeing and recovery of all people involved in such traumatic events. This is very important and is reflected in the intention of the national police wellbeing service to put officer health into focus. They have provided a guideline aimed at supporting officers who may be affected by their involvement in policing major incidents (Hesketh et.al 2020). 
In considering the above it is clear that effective policing continuously learns from major incidents. This process is challenging and requires a great deal of time and effort however the safety of the public and the responders makes it worth the effort. 
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